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Preface

NGINX, known for its lightweight design, is a powerhouse HTTP server designed for handling
high-traffic websites, with network scalability as its primary objective. In our increasingly connected
world, optimizing your web apps has become more critical than ever. Whether you are a beginner
or an experienced administrator, this NGINX book will guide you through the complete process of
setting up this lightweight HTTP server, from a quick and basic configuration to a more detailed
configuration tailored to your needs. This new edition focuses on the latest version 1.25.2, which
introduces new features such as HT'TP/3 and QUIC.

Packed with a multitude of real-world examples, this book will help you to secure your infrastructure
with automatic TLS certificates, expertly place NGINX in front of your existing applications, and do much
more. You'll also cover orchestration, Docker, bandwidth management, OpenResty, and NGINX Plus
commercial features to enhance and optimize your infrastructure or design a brand-new architecture.

By the end of this book, youll be able to adapt and use a wide variety of NGINX implementations to
solve any problems you have.

Who this book is for

This edition of our NGINX book is meticulously designed for beginner DevOps engineers, system
administrators, and web developers who want to improve their understanding of web server management,
especially in the areas of performance optimization and cloud infrastructure. Whether you’re just
beginning your journey into web technologies or looking to consolidate your base, this book offers
practical insights and hands-on experience with NGINX, the heart of modern web applications.

The primary personas who will find this content invaluable are beginner DevOps engineers, system
administrators, and curious web developers. DevOps newcomers will learn NGINXs essentials, from
setup to cloud optimization, while system administrators will gain strategies for effective deployment
and troubleshooting, and developers will discover how to enhance their projects with improved
performance, security, and scalability.
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What this book covers

Chapter 1, Downloading and Installing NGINX, is an introduction to acquiring and configuring NGINX
on your system. It covers the essentials, from the initial download to ensuring NGINX persists across
reboots by installing it as a system service. Key areas include preparing your system, configuring
NGINX, managing dynamically loaded modules, and integrating NGINX as a reliable system service.
The chapter closes with an overview of NGINX Plus.

Chapter 2, Basic NGINX Configuration, explores the essentials of NGINX configuration, from file
syntax and structure to testing changes. Highlights include configuration syntax, base directives, and
server testing strategies.

Chapter 3, Exploring the HTTP Configuration, focuses on the intricacies of the NGINX HT TP module,
providing a comprehensive guide to directives and an in-depth exploration of the Location block. From
the fundamentals of the HTTP Core module, through in-depth discussions of directives and variables,
to mastery of the Location block, this chapter provides readers with the know-how to efficiently
configure virtual hosts and understand the principles underlying NGINX’s configuration structure.

Chapter 4, Exploring Module Configuration in NGINX, delivers an in-depth guide to NGINX’s Rewrite
module and a comprehensive overview of the open source edition’s first-party modules. This chapter
focuses on mastering “pretty URLs” with the Rewrite module, and exploring NGINX’s vast selection
of add-on modules.

Chapter 5, PHP and Python with NGINX, emphasizes configuring NGINX to work with dynamic
PHP and Python scripts via FastCGI. Starting with a deep dive into the principles of FastCGI, it then
walks through the process of configuring NGINX for efficient communication with PHP and Python
applications, offering insights into using the FastCGI module for optimal server-side script integration.

Chapter 6, NGINX as a Reverse Proxy, discusses NGINXs reverse proxy capabilities and dives into
the details of the NGINX proxy module. Readers will learn how to navigate the proxy module,
appreciate NGINX’s strengths in managing modern web applications, and set up a reverse proxy
configuration efficiently.

Chapter 7, Introduction to Load Balancing and Optimization, focuses on deploying NGINX to manage
high-traffic websites on multiple servers. This chapter looks at NGINX’s advanced load-balancing
capabilities and the latest I/O optimization features, including the use of thread pools. It offers a
comprehensive guide to setting up a balanced server architecture and improving I/O performance,
crucial for the scalability and efficiency of large-scale web applications.

Chapter 8, NGINX within a Cloud Infrastructure, highlights the integration of NGINX and Docker
in cloud setups, from Docker fundamentals to deploying NGINX with Docker Compose. Learn to
optimize containerized applications and caching with NGINX as a central gateway.
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Chapter 9, Fully Deploy, Manage, and Auto-Update NGINX with Ansible, explores efficient NGINX
deployment across multiple servers using Ansible. Covering mass deployment strategies, the basics of
configuration management, and crafting Ansible roles for NGINX, this chapter will help with large-
scale server management. It concludes with automating NGINX updates for effortless maintenance
to deliver a robust and secure NGINX fleet.

Chapter 10, Case Studies, dives into the deployment of secure websites and applications with detailed
case studies. Master SSL with acme.sh, adopt HT'TP/2, configure WordPress and integrate NextCloud
with Docker. Gain skills in deploying secure sites, configuring NGINX for various scenarios and using
NGINX to enhance Docker environments.

Chapter 11, Troubleshooting, navigates through NGINX debugging with essential tips and tools for
identifying issues. Covering general troubleshooting advice, log parsing, and common challenges such
as install errors and 403 Forbidden pages, this chapter lays out a clear path to resolving configuration
mistakes and understanding block priorities. Learn to adjust configurations for effective debugging
and recognize frequent NGINX configuration errors.

To get the most out of this book

Operating system requirements Software/hardware covered in the book
Linux (preferably Debian, Ubuntu, Fedora, or RHEL) | NGINX

Ansible

Docker

If you are using the digital version of this book, we advise you to type the code yourself or access the
code from the book’s GitHub repository (a link is available in the next section). Doing so will help
you avoid any potential errors related to the copying and pasting of code.

Download the example code files

You can download the example code files for this book from GitHub at https://github.com/
PacktPublishing/NGINX-HTTP-Server Fifth-edition. If there’s an update to the
code, it will be updated in the GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at https: //
github.com/PacktPublishing/. Check them out!
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Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “Mount
the downloaded WebStorm-10* . dmg disk image file as another disk in your system”

A block of code is set as follows:

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/0S/OSRELEASE/Sbasearch/
gpgcheck=0

enabled=1

Any command-line input or output is written as follows:

apt update
apt install nginx

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance,
words in menus or dialog boxes appear in bold. Here is an example: “Select System info from the
Administration panel”

Tips or important notes

Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercare@
packtpub . comand mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub.com/support/errata and fill in the form.


mailto:customercare@packtpub.com
mailto:customercare@packtpub.com
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Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors . packtpub. com.

Share Your Thoughts

Once you've read NGINX HTTP Server, wed love to hear your thoughts! Please click here to go straight
to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering
excellent quality content.
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Part 1:
Begin with NGINX

In this part, you will be introduced to the foundations of NGINX. This section provides the basis for
understanding NGINX and its capabilities by exploring the installation and the baseline configuration
of the web server. You will get practical information on the efficient configuration for NGINX, which
will prepare you for the advanced configuration and optimization techniques covered in the next parts.

This part includes the following chapters:

o Chapter 1, Downloading and Installing NGINX
o Chapter 2, Basic NGINX Configuration
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Downloading
and Installing NGINX

NGINX (pronounced engine-x) has become the leader among web servers ever since it came out 20
years ago. Back in 2004, its main goal was to outperform Apache, and today, NGINX is outperforming
every web server when it comes to high-traffic websites or security. Throughout this book, we will
discover and learn how to use NGINX, step by step. We will cover many subjects to have a configuration
tailored to everyone’s needs.

In this first chapter, we will proceed with the necessary steps toward establishing a functional setup
of NGINX. This moment is crucial for the smooth functioning of your web server—there are some
required libraries and tools for installing the web server, some parameters that you will have to decide
upon when compiling the binaries, and there may also be some configuration changes to perform
on your system.

By the end of this chapter, you will have installed NGINX either through a public repository or by
compiling a custom version embedding all the extra modules you might need.

This chapter covers the following:

o Installing NGINX via package managers

o Downloading and installing the prerequisites for compiling NGINX binaries
o Downloading a suitable version of the NGINX source code

o Configuring NGINX compile-time options

o Controlling the application withaunit service file

o Configuring the system to launch NGINX automatically on startup

o A quick overview of the possibilities offered by NGINX Plus



Downloading and Installing NGINX

Installing NGINX via package managers

The quickest, and easiest, way to install NGINX is to simply use your OS-provided version. Most of
the time, these are kept fairly updated; however, for some Linux distributions focusing on stability, you
may only have older versions of NGINX available. Sometimes, your Linux distribution may provide
multiple versions of NGINX with different compile flags.

In general, before embarking on a more complex journey, we should check whether we can use the
easy solution. For Red Hat Linux-based operating systems, we need to enable the EPEL repo first and
then do the same:

yum install epel-release
yum search nginx

yum info PACKAGE NAME
yum install PACKAGE NAME

For a Debian-based operating system, we first find the NGINX compiles available and then get the
information for the one we want:

apt-cache search nginx
apt-cache show PACKAGE NAME
apt install PACKAGE NAME

If the version provided is current enough, then you're ready to configure NGINX in the next chapter.

If the version provided by your distribution is too old, then NGINX provides packages for RHEL/
CentOS distributions as well as Debian/Ubuntu distributions. We encourage you to visit the official
NGINX website to make sure the version given by your distribution isn’'t outdated.

NGINX-provided packages

To set up a yum repository for RHEL/CentOS, create a file named /etc/yum. repos.d/nginx.
repo with the following contents:

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/0S/OSRELEASE/Sbasearch/
gpgcheck=0

enabled=1

Replace 0S with rhel or centos, depending on the distribution used, and OSRELEASE with 8 or
9, for versions 8.x or 9.x, respectively. Afterward, NGINX can now be installed with yum:

yum install nginx



Compiling NGINX from source

For Debian-based distributions, we need to first use their signing key to authenticate the package
signatures. Download the following file first from http: //nginx.org/keys/nginx signing.
key.

Then, run the following command:
sudo apt-key add nginx signing.key

With the key added, we can now add the NGINX repository to sources.list foundin /etc/
apt/sources.list. For Debian, we add the following lines:

deb http://nginx.org/packages/debian/ codename nginx
deb-src http://nginx.org/packages/debian/ codename nginx

Here, codename is either trixie or bookworm, depending on your version of Debian. For Ubuntu,
we use the following dependencies:

deb http://nginx.org/packages/ubuntu/ codename nginx
deb-src http://nginx.org/packages/ubuntu/ codename nginx

Here, codename is either noble, focal, or bionic, depending on your version of Ubuntu.
Finally, we can install NGINX with the apt command:

apt update
apt install nginx

Now that we have learned how to install NGINX from repositories, let’s have a look at how we can
compile it from the source and benefit from having custom modules that are not provided with the
default NGINX.

Compiling NGINX from source

There are situations where compiling NGINX from source is preferable. It gives us the most flexibility
regarding modules, so we can customize better for our intended usage. For example, we could compile
a very lean version for embedded hardware.

Additionally, we can make sure we use the latest version of NGINX and have all new features available
to us. Keep in mind, though, that when installing software from source, you are responsible for keeping
it updated. NGINX, just like every other piece of software, sometimes finds security issues that it needs
to address. An OS package is much easier to update than a source installation but, so long as you're
aware of the need to maintain it yourself, there is absolutely no problem.

Depending on the optional modules that you select at compile time, you will perhaps need different
prerequisites. We will guide you through the process of installing the most common ones, such as
GCC, PCRE, zlib, and OpenSSL.
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Downloading and Installing NGINX

Installing GNU Compiler Collection

NGINX is a program written in C, so you will first need to install a compiler tool such as the GNU
Compiler Collection (GCC) on your system. GCC may already be present on your system, but if

that is not the case, you will have to install it before going any further.

Ve

-

Note

GCC is a collection of free open source compilers for various languages — C, C++, Java, Ada,
Fortran, and so on. It is the most commonly used compiler suite in the Linux world, and
Windows versions are also available. A vast number of processors are supported, such as x86,
AMD64, PowerPC, ARM, MIPS, and more.

Follow these steps to install GCC:

1.

First, make sure it isn't already installed on your system:
[user@server ~]$ gcc

If you get the following output, it means that GCC is correctly installed on your system and
you can skip to the next section:

gcc: no input files
If you receive the following message, you will have to proceed with the installation of the compiler:

~bash: gcc: command not found

GCC can be installed using the default repositories of your package manager. Depending
on your distribution, the package manager will be vary-yum for a Red Hat Linux-based
distribution, apt for Debian and Ubuntu, yast for SUSE Linux, and so on. Here is the typical
way to proceed with the download and installation of the GCC package:

[root@server ~]1# yum groupinstall "Development Tools"

If you use apt, execute the following command:
[root@server ~]# apt-get install build-essentials

If you use another package manager with a different syntax, you will probably find the
documentation with the man utility. Either way, your package manager should be able to
download and install GCC correctly, after having resolved dependencies automatically.

Note that the apt and yum commands will not only install GCC; they will also proceed to download
and install all common requirements for building applications from source, such as code headers and
other compilation tools.



Compiling NGINX from source

The PCRE library

The Perl Compatible Regular Expressions (PCRE) library is required for compiling NGINX. The
rewrite and HTTP core modules of NGINX use PCRE for the syntax of their regular expressions, as we
will discover in later chapters. You will need to install two packages—pcre and pcre-devel. The
first one provides the compiled version of the library, whereas the second one provides development
headers and sources for compiling projects, which are required in our case.

Here are some example commands that you can run in order to install both packages.
Using yum, execute the following command:

[root@server ~]# yum install pcre pcre-devel

Or you can install all PCRE-related packages using the following command:

[root@server ~]# yum install pcre¥*

If you use apt, use the following command:

[root@server ~]# apt install libpcre3 libpcre3-dev

If these packages are already installed on your system, you will receive a message saying something like
nothing to do;in other words, the package manager did not install or update any component:

root@server:~# apt install libpcre3 libpcre3-dev
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

libpcre3 is already the newest version (2:8.39-13ubuntu@.22.04.1).
libpcre3-dev is already the newest version (2:8.39-13ubuntu@.22.04.1).
® upgraded, @ newly installed, @ to remove and @ not upgraded.
root@server:~# _

Figure 1.1: APT showing the PCRE library is already installed.

The preceding output signifies that both the components, 1ibpcre3 and 1ibpcre3-dev, are
already present in the system.

The zlib library

The z1ib library provides developers with compression algorithms. It is required for the use of . gzip
compression in various modules of NGINX. Again, you can use your package manager to install this
component as it is part of the default repositories. Similar to PCRE, you will need the z11ib library
and its associated z1ib-dev component as well.



