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FOREWORD

In the healthcare field, the combination of blockchain technology and the Internet of Things
(IoT) has brought about a wave of innovation and change. The collaboration between these
technologies shows the potential to transform how healthcare services are provided, managed,
and safeguarded. As we dive into the contents of this revised book titled "Blockchain-Enabled
Internet of Things Applications in Healthcare: Current Practices and Future Directions", we
set out to explore and uncover the possibilities of this duo.

This publication serves as a handbook that  sheds light on the state of blockchain-powered
applications in the healthcare sector, providing valuable perspectives on the potential future
directions that this integration may take. By presenting insights from industry experts, readers
will gain a view of the uses, challenges, and opportunities at the intersection of blockchain,
IoT, and healthcare.

From bolstering data security and privacy to facilitating communication among healthcare
systems, the sections featured in this book provide a perspective on the innovative solutions
shaping the healthcare sector.  By utilizing the characteristics of blockchain in conjunction
with the interconnected nature of devices, healthcare stakeholders are empowered to improve
effectiveness, enhance results, and propel innovation to unprecedented levels.

As we delve into the world of telemedicine, patient monitoring, supply chain management,
and more, the insights shared in this book will spark inspiration and fuel curiosity. This book
will  pave  the  way  for  a  future  where  healthcare  prioritizes  patients,  relies  on  data,  and
embraces technology. I want to applaud the editors, authors and contributors for their input to
this collection. I am confident that this book will be a source of knowledge for academics,
researchers, practitioners, and enthusiasts.

Let’s embark on this adventure together as we delve into the world of healthcare applications
powered by blockchain technology. Envision a future where innovation knows no bounds.
May this book motivate you to embrace technology’s potential in healthcare and drive change
for all.

Prof. Dimitrios A. Karras
National and Kapodistrian University of Athens (NKUA)

Hellas, Greece

Department of Computer Engineering
EPOKA University, Tirana, Albania

GLA University, Uttar Pradesh, India

BIHER University, Tamil Nadu, India
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PREFACE

In the changing world of healthcare technology, the combination of the Internet of Things
(IoT), blockchain, and smart healthcare has transformed how we view and provide healthcare
services. This publication seeks to clarify these concepts and their practical applications in the
healthcare industry for readers from different backgrounds. We begin by outlining terms such
as  IoT,  blockchain,  and  smart  healthcare  to  ensure  a  grasp  of  the  technologies  discussed
throughout  the  book.  Real-life  examples  are  included  to  demonstrate  the  uses  of  IoT  and
blockchain in healthcare, highlighting both the advantages and difficulties faced by industry
players.

The ethical aspects related to healthcare data, such as consent and data security, are explored
to underscore the significance of upholding standards in this digital age of healthcare. Insights
into  trends  and  future  pathways  in  IoT  blockchain  and  healthcare  are  shared  to  provide  a
glimpse  into  where  the  industry  is  heading  and  potential  advancements.  Recognition  of
research  in  this  field  is  acknowledged,  along  with  a  discussion  on  how  this  publication
contributes to enhancing knowledge about IoT, blockchain, and healthcare.

An  overview of  security  measures  like  authentication  and  authorization  in  IoT  systems  is
presented to underscore their importance in fortifying against potential cybersecurity risks. In
this  book,  you  will  find  in-depth  discussions  about  how  blockchain  technologies  are
incorporated into IoT healthcare systems. It also delves into the methods that safeguard data
privacy and confidentiality.

The book sheds light on the hurdles and possibilities in the healthcare industry, demonstrating
how IoT and blockchain are revolutionizing healthcare services and patient supervision.

Shashi Kant Gupta
Computer Science and Engineering

Eudoxia Research University
New Castle, USA

Joanna Rosak-Szyrocka
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Punjab, India
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CHAPTER 1

Intelligent  IoT  Healthcare  Applications  Powered
by Blockchain Technology
Babasaheb Jadhav1,*, Mudassar Sayyed2 and Shashi Kant Gupta3

1 Global Business School and Research Centre, Dr. D. Y. Patil Vidyapeeth, Pune, India
2 Institute of Management Studies Career Development and Research, Ahmednagar, India
3 Computer Science and Engineering, Eudoxia Research University, New Castle, USA

Abstract: The fusion of artificial intelligence (AI) with the Internet of Things (IoT)
marks a significant advancement in enhancing conventional healthcare systems across
various  domains,  such  as  monitoring  vital  signs  and  patient  behaviors.  IoT  sensors
collect extensive information, which is then processed by AI platforms for informed
decision-making. However, the pivotal challenges of privacy and security loom large,
demanding robust protective measures for patient data against unauthorized access.

While access control has conventionally been employed to address these concerns, a
more  effective  solution  lies  in  leveraging blockchain  technology.  Consequently,  the
integration  of  IoT-based  healthcare  monitoring  with  blockchain  emerges  as  a
compelling technological innovation, offering a promising avenue to alleviate security
and privacy apprehensions associated with data collection. This chapter introduces an
architectural  framework  designed  to  gather,  store,  analyze,  facilitate  intelligent
decision-making,  and  safeguard  data  using  blockchain  technology.

The proposed architecture harnesses the computational power derived from the synergy
of  IoT,  blockchain,  and  artificial  intelligence.  It  represents  a  versatile  solution
applicable across a broad spectrum of healthcare optimization initiatives, showcasing
the potential to revolutionize and optimize healthcare systems.

The purpose of  this  study is  to harness the power of  artificial  intelligence,  IoT,  and
blockchain technology in making a system capable of enhancing the healthcare system.
Further, the study presents an architecture that, if implemented, can help optimize the
healthcare systems.

An  architecture-based  approach  with  AI,  IoT,  and  blockchain  techniques  will  be
followed in designing architecture that can solve the integrated issues of data privacy
and security that occur in healthcare systems.

* Corresponding author Babasaheb Jadhav: Global Business School and Research Centre, Dr. D. Y.
Patil Vidyapeeth, Pune, India; E-mail: babasaheb.jadhav@dpu.edu.in

Shashi Kant Gupta, Joanna Rosak-Szyrocka, Amit Mittal, Sanjay Kumar Singh & Olena Hrybiuk
(Eds.)

All rights reserved-© 2025 Bentham Science Publishers
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A systematic architecture will be generated to tackle the healthcare industry problem.
Systematic  study  and  architecture  will  serve  as  a  platform  for  new  research  and
application  development.

Keywords:  Artificial  intelligence,  Blockchain  technology  in  healthcare,
Decentralized healthcare,  Data  security,  Digital  health  records,  Healthcare  data
management,  Healthcare  blockchain  integration,  Healthcare  applications,
Intelligent healthcare, IoT in healthcare, Integration of AI in healthcare systems,
Medical  IoT  devices,  Remote  patient  monitoring,  Real-time  health  analytics,
Smart  health  monitoring,  Smart  hospitals,  Telemedicine.

INTRODUCTION

An overview of the healthcare records from the past century clearly illustrates the
remarkable  evolution  of  healthcare  systems.  Key  milestones  include  the
development  of  antibiotics,  anesthesia,  vaccines,  insulins,  and  significant
advancements  in  medical  technology  and  diagnostic  tools.  The  progress  in
medical  technology has greatly improved the accuracy and speed of diagnoses,
with notable contributions such as X-rays, magnetic resonance imaging, computed
tomography,  electrocardiograms,  ultrasound  imaging,  and  patient  monitor
systems.

One groundbreaking innovation in medical technology that holds transformative
potential is the integration of Internet of Things (IoT) devices into healthcare. In
the  healthcare  context,  IoT  devices  encompass  wearable  or  implanted  internet-
connected  devices  designed  to  monitor  specific  health  parameters  [1].  These
devices  play  a  crucial  role  in  various  aspects,  including  glucose  monitoring,
hygiene  monitoring,  and  tracking  mood  or  depression.  While  IoT  devices  find
applications  in  diverse  domains,  for  the  sake  of  clarity  in  this  chapter,  we
recommend  readers  to  associate  them  specifically  with  healthcare  systems.

The core objective of any IoT device is to provide timely medical assistance. To
satisfy  this  objective,  a  typical  IoT  device  should  have  or  facilitate  3
functionalities:  data  collection,  data  transmission,  and  data  storage.  Fig.  (1)
represents  the  intermixing  of  these  functionalities,  where  an  IoT  device  is
responsible and engineered to collect the data from the patient, it needs to relate to
a network, and lastly, it transfers data via a network to the IoT cloud managed by
the respective healthcare service provider.
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Fig. (1).  Basic functionalities of or supported by IoT devices.

The  data  stored  in  the  cloud  is  used  for  data  analysis,  whereby  the  healthcare
providers can make decisions based on the reports.  Fig.  (2)  introduces the data
analysis components of previous functionalities.

Fig. (2).  Basic functionalities of or supported by IoT devices with data analysis components.

With recent advancements in artificial intelligence (AI) technology, the data store
can  be  used  to  train  machine  learning  (ML)  algorithms so  that  the  data  can  be
used for intelligent decision-making. Fig. (3) shows the AI component in action.

Fig. (3).  Basic functionalities, data analysis component, and AI component.

IoT  devices,  although  effective  if  not  designed  and  implemented  carefully,  are
vulnerable  to  cyberattacks and can pose serious threats  to  the person.  The data
needs to be transmitted and stored in a secure manner. The analysis and reporting,
if done incorrectly or late, can also pose a threat to the person. But if we can use
cryptographic techniques to transmit the data, blockchain technologies to store the



4   Blockchain-Enabled Internet of Things Applications in Healthcare Jadhav et al.

data and artificial intelligence for smart, correct, and quick reporting, we propose
that we can create a robust IoT architecture to handle the above-mentioned issues.

In this chapter, we propose an architecture that uses blockchain and AI along with
the previously discussed functionalities to fortify the IoT devices. The rest of the
chapter is organized as follows. Section two provides a review of related work.
Section three details how various blockchain and AI-based techniques can be used
for data security and intelligent decision-making. In section four, we present the
architecture, and finally, in section five, we conclude the chapter.

BACKGROUND AND RELATED WORK

In this section, we discuss the issues related to IoT devices, introduce blockchain,
and describe how AI is used in the healthcare domain.

Security Concerns in IoT Devices

The  number  of  IoT-connected  devices  worldwide  as  of  2023  was  15  billion,
which  is  projected  to  double  by  2030  [2];  such  a  projection  will  facilitate  and
boost  the  applications  within  the  healthcare  management  services.  However,
many issues have been flagged for IoT in the healthcare domain. Some of these
issues are authentication, confidentiality, fault tolerance, etc. [3]. The devices are
prone to  attacks,  and attackers  can use  numerous  techniques  to  restrict  devices
from  functioning  properly.  Such  attacks  can  be  categorized  into  five  main
categories  [4].

Phishing: These types of attacks rely on deliberate pressure tactics on humans●

or genuine human errors. The victim is deceived or pressured to reveal sensitive
access information to the attackers.
Jamming:  As  the  name  suggests,  this  attack  causes  interference  in●

communication by jamming or blocking the wireless communication channel.
Flooding:This attack floods the target device with numerous requests to drain●

the target’s resources.
Sinkhole Attack: The attackers lure the active nodes to route the traffic through●

their malicious nodes; this way, they gain access to the data in transmission [5].
Selective-Forwarding Attack: The main objective here is to disrupt the routing●

paths.  In  such attacks,  the malicious nodes flood the target  node to  hinder  its
normal functioning.

To  illustrate  the  impact  of  the  attacks,  consider  a  scenario  involving  a  heart
patient instructed to wear a specific smartwatch for monitoring heartbeats, oxygen
levels,  and more.  This  smartwatch is  linked to  the  patient's  doctor  for  efficient
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reporting.  In  this  situation,  an  assailant  sends  an  SMS  to  the  patient's  mobile
device, prompting them to click on a specific link. If the link is clicked, personal
information collected by the smartwatch is transmitted from the patient's mobile
device to the attacker. Subsequently, the attacker employs pressure tactics to coax
the patient into divulging additional information through phishing.

Moreover, the attacker can disrupt the normal functioning of the smartwatch by
inundating it with unwanted data packets, leading to battery drainage (flooding).
Additionally, the attacker has the capability to flood the smartwatch with a high
volume of  data  packets,  thereby jamming the  patient's  communication network
(jamming).  To exacerbate the situation,  the attacker may introduce an alternate
routing  path  (sinkhole  attack),  allowing  critical  information  to  be  exposed  to
unauthorized  individuals.

Furthermore,  the  attacker  can  employ  selective  forwarding  to  overwhelm  the
smartwatch,  preventing  it  from  alerting  the  doctor  when  the  patient  requires
immediate  attention.

The Blockchain Technologies Available and used in the Context of IoT

Consider a scenario where a patient utilizes a wearable IoT-enabled insulin pump
to administer insulin based on their diabetic needs. In this situation, data flows in
two  directions:  vital  information  from  the  patient  to  the  doctor  and  dosage
instructions from the doctor  to  the patient.  Real-time monitoring systems often
help improve the performance of hospitals and the healthcare industry [6].

Central  to  this  process  is  the  element  of  trust.  It  is  crucial  to  ensure  that  the
tracking data received by the doctor indeed pertains to the specific patient and that
the dosage information originates from the legitimate doctor. The question arises:
how can  we  guarantee  that  a  proficient  hacker  has  not  tampered  with  the  data
stream? The security  vulnerability  posed by such a  scenario  can lead to  severe
consequences, including fatality. For instance, untreated hypoglycemia resulting
in a coma or even death is a real and alarming possibility [7].

This guarantee is promised and delivered by blockchain. Blockchain technology
provides  immutable  accountability  for  storage  and  transmission.  Blockchain
technology has been implemented in securing IoT devices. Some of the benefits
of using blockchain with IoT are:

It offers temper-proof transaction recording.●

The transactions are time-stamped and, hence, are transparent and traceable.●

The distributed nature of blockchain ensures there is no single entry point for an●
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attacker or a failure.
Privacy through anonymity can be achieved using blockchain.●

There  are  various  blockchain  architectures  available  for  its  effective
implementation.  Some  are  public,  private,  consortium,  or  permission-based
blockchains  [8].

The AI Technologies Applicable in the IoT

AI is transforming the IoT. It enables connected devices to learn, relate, reason,
and process the available information like humans. AI technologies need data to
learn, and with the advent of IoT, data is available in volumes like never before.
The  amount  of  data  generated  by  IoT  devices  is  expected  to  reach  73.1  ZB
(zettabytes) by 2025 [9]. With AI integration, IoT devices can not only gather data
but can also act smartly. For instance, a smartwatch that gathers heart rate data
can inform and alert the next of kin in case of an emergency. With AI, IoT devices
can take part in real-time decision-making.

Computer software developers consider this as an opportunity to learn the system
through  machine  learning  and  create  an  artificially-based  application  that  can
either be a new product or service for creating some new AI-based applications
[10].

Real-time  IoT  devices  heavily  depend  on  machine  learning  and  deep  learning-
based  technologies  [11].  ML  is  used  to  make  smart  decisions  in  healthcare
management [12]. Although data is necessary and available, it should not be used
without explicit consent of the person to whom it belongs. One approach here can
be to filter the training data to remove any personal identifiers.

CONVERGENCE OF IOT, BLOCKCHAIN, AND AI IN HEALTHCARE

AI-driven and blockchain-secured IoT devices have become essential in today's
context.  These  devices  enable  remote  monitoring  of  specific  health  indicators,
enhancing response times.  They collect,  exchange,  and connect data with other
devices  and systems via  the  Internet  or  other  communication networks,  storing
and transmitting the gathered information.

The Device & The Data Collected

Ensuring the security of personal data is of utmost importance, especially in the
context  of  IoT  devices.  The  main  issue  stems  from  the  common  practice  of
designing  these  devices  without  giving  sufficient  priority  to  security.
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In  the  quest  for  user-friendly  interfaces,  these  devices  are  frequently  furnished
with  default  passwords.  The  continuous  connectivity  of  IoT  devices,  while
beneficial for uninterrupted functionality, also presents a dual challenge. While it
ensures  constant  operation,  it  simultaneously  demands  a  persistent  focus  on
implementing  robust  security  measures.

The question arises: how to secure such a device that is always on the network
and always powered on? There are certain things that, if done, can largely secure a
device.

On the first boot, mandate the user to change the password of an IoT device.●

Make the user change the password of a device after a certain fixed duration.●

Use a different password for each device.●

Keep the firmware of the device updated.●

Secure the Collected Data

In healthcare systems, the data collected is vital and critical; it should be protected
against  unauthorized  access.  In  an  IoT  environment,  two  levels  of  security  are
necessary: Securing the data at rest and in transit. Data at rest simply means the
one that it is collected and is sitting in the physical device, while in transit means
the actual data packets put forth on the network. The following are some of the
strategies that can be implemented to keep data at rest secure.

Encryption: Transform the data into something that cannot be read without a●

secret key.
Tokenization: Define a token to replace the sensitive data.●

Access Control: Implement access control to define who can access what data.●

Data Transmission

Data in transit can be accessed and modified by an unauthorized person. Some of
the techniques that can be applied are:

SSL:  Secure  socket  layer  (SSL)  encrypts  the  data  between  source  and●

destination.
Network  Security  Controls:  Network  security  controls  like  firewalls  and●

network access control can help protect the network against any abnormality.

Although  the  above-mentioned  means  are  effective  in  securing  data  over  the
network, if someone is successful in infiltrating the network and manipulating the
data stream, how can we trust the data?
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Blockchain  technology  offers  a  robust  solution  for  securing  communication
streams, employing various methods to enhance security. One approach involves
establishing a decentralized system for device communication and authentication.
Using smart contracts and digital signatures, each IoT device is assigned a unique
digital identity and verified on the blockchain network. This eliminates the need
for  a  central  authority  to  validate  devices,  ensuring  secure  communication
between  them.

Another method involves leveraging blockchain to create tamper-proof records of
sensor  data.  The  decentralized  nature  of  the  blockchain  makes  it  exceptionally
challenging  to  alter  or  tamper  with  the  stored  data.  Particularly  in  healthcare
systems, where data ownership is crucial, a recommended practice is storing index
numbers  on  distributed  nodes  instead  of  the  actual  data.  This  further  enhances
security  and  integrity  while  allowing  for  efficient  and  secure  communication
within  the  network.  Fig.  (4)  introduces  a  blockchain  into  our  previous
functionalities.

Fig. (4).  Basic Functionalities Secured by the Blockchain.

Immutable ledgers further fortify the security by making it difficult to wrongfully
access or alter the stream. Further, the actual device access can be secured using
smart  contracts.  Blockchain  also  makes  use  of  public-key  encryption  to  secure
communication between the sender and receiver.

Analysis, Reporting, and the Decision

Healthcare management employs artificial intelligence to tailor medical care and
identify potential complications at an early stage. Machine learning algorithms are
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trained  using  the  extensive  and  continuous  data  generated  by  IoT  devices,
enabling them to autonomously perform pre-trained tasks. These algorithms have
the  capability  to  customize  patient  care  by  considering  the  patient's  medical
history,  vital  signs,  and  lifestyle  choices.  The  real-time  intelligence  analysis
provided by AI is particularly well-suited for IoT applications. In medical care,
where  response  time  is  crucial,  AI  can  substantially  decrease  it  by  promptly
notifying  healthcare  providers  or  the  patient's  next  of  kin  when  necessary.

THE ARCHITECTURE

In this section, an architecture is proposed in Fig. (5), which encompasses all the
stages of IoT in the healthcare environment, right from the device to the decision-
making.

Fig. (5).  The proposed IoT Architecture Built on Blockchain and AI.

Stages of IoT in Healthcare Environment

Before connecting any IoT device to the network, make sure that the firmware is
updated. Make sure the device is password protected, which needs to be changed
at  first  boot  and  after  a  certain  predefined  time.  The  device  should  stick  to  its
objective  and  collect  only  that  much  data  that  is  required.  The  data  should
immediately  be  encrypted.

The  data  collected  will  be  encrypted  but  not  stored  on  a  local  device  in  an
encrypted  cloud  database.  This  architecture  proposes  a  blockchain-based
distributed ledger to store the index numbers of data records on different network
nodes. When needed, this data can be validated. The actual data will be stored in a
cloud database and will be encrypted. The reason to store index numbers and not
actual data in a distributed ledger is the data ownership. By its nature, blockchain
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data is  distributed equally at  all  the nodes,  but  the healthcare data is  extremely
personal,  and regulations require one unique owner who is responsible for data
privacy. So, we propose to store index numbers in the ledger and corresponding
data in the cloud database owned by the healthcare provider.

The  data  in  the  cloud  will  be  validated  against  the  distributed  ledger  and  then
piped  for  analysis.  The  data  residing  in  the  database  can  be  used  to  train  the
machine learning algorithms, although we propose to tokenize and mask the data
fed to such algorithms to hide the identity of the user. The consent of the user to
make such tokenized data available for such use is still  mandatory. The trained
algorithms will monitor the input stream of data in real-time, and if there are any
anomalies, they will alert the healthcare provider and next to kin depending on the
severity of the issue.

We  do  not  propose  automatic  dosage/prescription,  such  as  a  remote  patient
management IoT device for a diabetic patient  tailoring the dosage of insulin in
real-time.  But  we propose an alerting mechanism that  simply alerts  the  needed
dosage to responsible persons.

Implementation Specifics

In  this  section,  we  present  the  implementation-specific  details  of  the  proposed
architecture, from the choice of the blockchain platform to securing the data.

The Blockchain Platform

There  are  numerous  blockchain  platforms  that  differ  in  their  features  and
capabilities.  Below  given  are  some  of  the  platforms  available  to  choose  from:

Ethereum:  Some  of  the  most  promising  features  of  Ethereum  are  smart●

contracts,  decentralized  applications,  and  a  large  developer  community.  It  is
highly flexible and programmable, having a mature implementation ecosystem
with strong developer support. Still, it has high transaction fees and persistent
scalability issues.

It  is  a  permissioned  blockchain  with  a  very  modular  architecture.  The  most
promising  feature  is  its  support  for  private  and  confidential  transactions.
Hyperledger Fabric offers high security and privacy and is suitable for enterprise
applications. It is also highly scalable.

Corda:  Corda  is  designed  specifically  for  business  applications  and  supports●

private  transactions  along  with  smart  contracts.  It  offers  high  privacy  and



Intelligent IoT Healthcare Blockchain-Enabled Internet of Things Applications in Healthcare   11

efficient  transaction  processing,  and  has  a  strong  focus  on  regulatory
compliance. Although excellent in its features, it lacks community support and
is primarily used in financial services.
NEO:  Yet  another  platform;  NEO  offers  smart  contracts  in  a  decentralized●

environment.  It  has  a  high  throughput  and  supports  multiple  programming
languages  with  a  strong  focus  on  digital  identity.  It  is  less  widely  adopted
because  of  a  lack  of  centralized  control.

Given  above  are  some  of  the  many  platforms  available,  but  the  architecture
proposed  is  best  suited  for  Hyperledger  Fabric.  Following  are  some  of  the
important  benefits  offered  by  it.

Permissioned Network: Hyperledger Fabric's permissioned nature ensures that●

only authorized entities can access the network,  which is  crucial  for  handling
sensitive healthcare data.
Privacy and Confidentiality: It supports private data collections and channels,●

allowing  for  confidential  transactions  and  data  sharing  among  specific
participants,  which  aligns  with  healthcare  data  privacy  requirements.
Modular Architecture: The modular design allows customization according to●

specific  needs,  enabling  integration  with  existing  healthcare  systems  and  IoT
devices.
Scalability  and  Performance:  Hyperledger  Fabric  is  designed  for  high●

throughput and scalability and is capable of handling the large volume of data
generated by IoT devices in healthcare.
Regulatory  Compliance:  The  platform’s  focus  on  regulatory  compliance●

ensures that it can meet the stringent requirements of healthcare regulations such
as HIPAA.
Enterprise Support: Being backed by major organizations and having strong●

enterprise support makes it a reliable choice for long-term projects.

While other platforms like Ethereum offer robust features, the specific needs for
security,  privacy,  and  regulatory  compliance  in  healthcare  make  Hyperledger
Fabric  the  most  suitable  option.

AI Models Available and Selecting the Most Appropriate

Several  AI  models  are  well-suited  to  work  with  IoT  devices  in  a  blockchain
environment,  enhancing  the  security,  efficiency,  and  reliability  of  healthcare
applications.  Deep  learning  models,  such  as  convolutional  neural  networks
(CNNs) and recurrent neural networks (RNNs), excel at handling complex data
patterns  from  IoT  devices,  like  medical  imaging  and  sensor  data,  enabling
accurate  diagnostics  and  predictive  analytics.


