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			Preface

			Released in 2011, AWS CloudFormation was the first response to Infrastructure as Code – an emerging approach to managing modern applications, systems, and servers.

			In this book, you will learn how to apply infrastructure as code on AWS using CloudFormation in the most effective way.

			By the end of this book, you will have learned about all of the internals of CloudFormation, how it is used in practice, related best practices, and various ways to extend its features using template macros and custom resources.

			You will also learn about its alternative for serverless applications, the Serverless Application Model, and its possible future successor, Cloud Development Kit.

			Who this book is for

			This book is for engineers who work with AWS on a daily basis. Although you will find broad and deep explanations for most of the examples and code blocks in the book, I expect you to have basic knowledge of programming (preferably Python), general IT, and especially of AWS, as well as an understanding of RESTful APIs, JSON, and YAML.

			What this book covers

			Chapter 1, Working with CloudFormation, reminds you what CloudFormation is and how it works.

			Chapter 2, Advanced Template Development, covers every single piece of a template – a core component of CloudFormation.

			Chapter 3, Validation, Linting, and Deploying the Stack, teaches you about best practices for stack operations, from validation to running the stack in production.

			Chapter 4, Continuous Integration and Deployment, covers another concept of continuous delivery and how it is applied with CloudFormation.

			Chapter 5, Deploying to Multiple Regions and Accounts Using StackSets, explains how to manage stacks in a multi-region and multi-account environment.

			Chapter 6, Configuration Management of EC2 Instances Using cfn-init, explains how to install software and apply configuration management to EC2 instances using CloudFormation.

			Chapter 7, Creating Resources Outside AWS Using Custom Resources, explains how to create resources outside of CloudFormation.

			Chapter 8, Creating Your Own Resource Registry for CloudFormation, shows a newer way of using and creating custom resource types.

			Chapter 9, Scale Your Templates Using Template Macros, Nested Stacks, and Modules, covers macros, nested stacks, and modules, and how, when, and why to use them.

			Chapter 10, Generating CloudFormation Templates Using AWS CDK, introduces Cloud Development Kit – a framework supporting multiple languages that is used to generate CloudFormation templates and operate stacks.

			Chapter 11, Deploying Serverless Applications Using AWS SAM, teaches you how to provision resources for serverless applications using the Serverless Application Model – a simplified implementation of CloudFormation.

			Chapter 12, What’s Next?, gives a sneak peek of what we can expect from the future of infrastructure as code.

			To get the most out of this book

			In order to write and test the code in this book, you will need a Linux, macOS, or Windows machine with Windows Subsystem for Linux (WSL). You will need the AWS CLI, Python, and obviously an AWS account. You can use any IDE or code editor you prefer. To write the code for this book, I used JetBrain’s PyCharm and Visual Studio Code, since they have nice plugins for CloudFormation.

			For the CDK and SAM, you will additionally need Docker, Homebrew, and Node Package Manager (NPM).

			All code examples were written on macOS, but they can easily run on a Linux system or WSL.

			
				
					
					
				
				
					
							
							Software/hardware covered in the book

						
							
							Operating system requirements

						
					

					
							
							AWS CLI 1.18 or later

						
							
							macOS or Linux

						
					

					
							
							Python 3.6 or later

						
							
							Windows, macOS, or Linux

						
					

					
							
							Homebrew 2.2 or later

						
							
							Windows, macOS, or Linux

						
					

					
							
							Docker 19.03.5 or later

						
							
							Windows, macOS, or Linux

						
					

				
			

			If you are using the digital version of this book, we advise you to type the code yourself or access the code from the book’s GitHub repository (a link is available in the next section). Doing so will help you avoid any potential errors related to the copying and pasting of code.

			Keep in mind that using CloudFormation on AWS is free but you will need to pay for the resources it creates. In this book, I tried to use the smallest amount of resources possible (such as t2.micro instances), but always keep an eye on your AWS account and don’t forget to delete the stack and other resources once you are done practicing.

			Download the example code files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/Mastering-AWS-CloudFormation-Second-Edition. If there’s an update to the code, it will be updated in the GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Code in Action

			The Code in Action videos for this book can be viewed at https://packt.link/1sSQs

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “We also specify the AWS::AccountId pseudo parameter because in the next section, we will deploy the StackSet in multiple regions but in the same account, so we won’t need to expose the AWS account ID in the template.”

			A block of code is set as follows:

			
import boto3def check_if_key_exists():
    client = boto3.client(‹ec2›)
    try:
        resp = client.describe_key_pairs(KeyNames=[«mykey»])
    except Exception:

			When we wish to draw your attention to a particular part of a code block, the relevant lines or items are set in bold:

			
        return False    if len(resp['KeyPairs']) == 0:
        return False
    return True

			Any command-line input or output is written as follows:

			
$ aws cloudformation deploy \                   --stack-name tag \
                   --template-file tag.yaml \
                   --capabilities CAPABILITY_IAM

			Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “Once both stack instances are created, we will see that their status is CURRENT in the Stack instances section.”

			Tips or important notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you’ve read Mastering AWS CloudFormation - Second Edition, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a free PDF copy of this book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application.

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below

			

			 

			
				
					[image: ]
				

			

			https://packt.link/free-ebook/9781805123903

			
					Submit your proof of purchase

					That’s it! We’ll send your free PDF and other benefits to your email directly

			

		

	


		
			Part 1: CloudFormation Internals

			In the first part, we will do a small refresher on CloudFormation. Later, we will dive deep into its core component – a template – and learn how to write universal, redundant, and reusable templates.

			The following chapters will be covered in this part:

			
					Chapter 1, Working with CloudFormation

					Chapter 2, Advanced Template Development

			

		

		
			
			

		

	


		
			1

			Working with CloudFormation

			Cloud computing introduced a brand-new way of managing infrastructure.

			As the usage of the AWS cloud grew, the usual routine and operational tasks became troublesome. The AWS cloud allowed any type of business to rapidly grow and solve all the business needs regarding compute power; however, the need to maintain a certain stack of resources was hard.

			DevOps culture brought a set of methodologies and ways of working, and one of those is called Infrastructure as Code (IaC). This process is about treating your infrastructure – network, virtual machines, storage, databases, and so on – as a computer program.

			AWS CloudFormation was developed to solve this kind of problem.

			I expect that you already have some working knowledge of CloudFormation, but let’s quickly refresh our memory and look again at what CloudFormation is and how we use it.

			Later, we will dive deep into learning advanced template development and how to provision at scale, use CloudFormation with CI/CD pipelines, and extend its features.

			In this chapter, we will learn about the following:

			
					Understanding the internals of AWS CloudFormation

					Creating and updating a CloudFormation stack

					Managing CloudFormation IAM permissions

					Drift detection

			

			Technical requirements

			The code for this chapter can be found in this book’s GitHub repository at https://github.com/PacktPublishing/Mastering-AWS-CloudFormation-Second-Edition/tree/main/Chapter01.

			Check out the following video to see the Code in Action: https://packt.link/efSwY.

			Understanding the internals of AWS CloudFormation

			AWS services consist of three parts:

			
					API

					Backend

					Storage

			

			We interact with AWS by making calls to its API services. If we want to create an EC2 instance, we need to perform an ec2:RunInstances call.

			When we develop our template and create a stack, we invoke the cloudformation:CreateStack API method. AWS CloudFormation will receive the command along with the template, validate it, and start creating resources, making API calls to various AWS services, depending on what we have declared for it.

			If the creation of any resource fails, then CloudFormation will roll back the changes and delete the resources that were created before the failure. But if there are no errors during the creation process, we will see our resources provisioned across the account.

			If we want to make changes to our stack, then all we need to do is update the template file and invoke the cloudformation:UpdateStack API method. CloudFormation will then update only those resources that have been changed. If the update process fails, then CloudFormation will roll the changes back and return the stack to the previous, healthy state.

			Now that we have this covered, let’s start creating our stack.

			Creating and updating a CloudFormation stack

			I’m sure you’ve done this before.

			We begin by developing our template first. This is going to be a simple S3 bucket. I’m going to use YAML template formatting, but you may use JSON formatting if you wish:

			
// my_bucket.yamlAWSTemplateFormatVersion: "2010-09-09"
Description: This is my first bucket
Resources:
  MyBucket:
    Type: AWS::S3::Bucket

			Now, we just need to create the stack with awscli:

			
$ aws cloudformation create-stack \      --stack-name mybucket \
      --template-body file://my_bucket.yaml

			After a while, we will see that our bucket has been created if we go to the AWS console or run aws s3 ls in the terminal.

			Now, let’s add some public access to our bucket:

			
// my_bucket.yamlAWSTemplateFormatVersion: "2010-09-09"
Description: This is my first bucket
Resources:
  MyBucket:
    Type: AWS::S3::Bucket
    Properties:
      AccessControl: PublicRead

			Important note

			While the preceding change is for demonstration purposes, general usage of S3 ACLs is deprecated, and the PublicRead ACL is considered not secure.

			Let’s run the update operation:

			
$ aws cloudformation update-stack \      --stack-name mybucket \
      --template-body file://my_bucket.yaml

			We will see that the bucket we created now has a new access control policy.

			Finally, to clean up your workspace, simply delete your stack using the following command:

			
$ aws cloudformation delete-stack --stack-name mybucket
			Now, let’s look at the CloudFormation IAM permissions.

			Managing CloudFormation IAM permissions

			We already know that CloudFormation performs API calls when we create or update the stack. Now, the question is, does CloudFormation have the same powers as a root user?

			When you work with production-grade AWS accounts, you need to control access to your environment for humans (yourself and your co-workers) and machines (build systems, other AWS services or resources, and so on). Ignoring the least privilege principle may lead to disastrous security breaches, which is why controlling access for CloudFormation is important.

			By default, when the user runs stack creation, they invoke the cloudformation:CreateStack API method. CloudFormation will use that user’s permissions to invoke other API methods during stack creation.

			This means that if our user has an IAM policy with an allowed action of ec2:* but attempts to create an RDS instance with CloudFormation, the stack will fail to create, with an error stating that the User is unauthorized to perform this action.

			Let’s try this. We will create an IAM role with ec2:*, assume that role, and try to create the same bucket stack:

			
// iam_role.yamlAWSTemplateFormatVersion: "2010-09-09"
Description: "This is a dummy role"
Resources:
  IamRole:
    Type: AWS::IAM::Role
    Properties:
      AssumeRolePolicyDocument:
        Version: 2012-10-17
        Statement:
          - Sid: AllowAssumeRole
            Effect: Allow
            Principal:
              AWS:
                - !Ref «AWS::AccountId»
            Action: «sts:AssumeRole»
      ManagedPolicyArns:
        - «arn:aws:iam::aws:policy/AmazonEC2FullAccess"
        - «arn:aws:iam::aws:policy/AWSCloudformationFullAccess»
Outputs:
  IamRole:
    Value: !GetAtt IamRole.Arn

			If we create this stack, assume that role, and try to create the previous mybucket stack, it will fail to create with an error. Let’s take a look:

			
$ aws cloudformation create-stack \                     --stack-name iamrole \
                     --capabilities CAPABILITY_IAM \
                     --template-body file://iam_role.yaml

			Note CAPABILITY_IAM in the preceding command. For some stack operations, we need to explicitly allow CloudFormation to perform specific steps, such as creating IAM roles or policies. Passing CAPABILITY_IAM as an argument means that we explicitly allow CloudFormation to create IAM resources.

			Let’s continue:

			
$ IAM_ROLE_ARN=$(aws cloudformation describe-stacks \                                    --stack-name iamrole \
--query "Stacks[0].Outputs[?OutputKey=='IamRole'].OutputValue" \
--output text)
$ aws sts assume-role --role-arn $IAM_ROLE_ARN \
                      --role-session-name tmp
# Here goes the output of the command. I will store the access credentials in the env vars
$ export AWS_ACCESS_KEY_ID=…
$ export AWS_SECRET_ACCESS_KEY=…
$ export AWS_SESSION_TOKEN=…
$ aws cloudformation create-stack \
      --stack-name mybucket \
      --template-body file://my_bucket.yaml

			We will see the following error on the AWS console:

			
				
					[image: Figure 1.1 – CloudFormation console – stack events]
				

			

			Figure 1.1 – CloudFormation console – stack events

			CloudFormation tried to create an S3 bucket but failed with an Access Denied exception. This is because CloudFormation used our role’s credentials to run AWS API calls, and the role can only manipulate EC2 resources, such as EBS volumes or EC2 instances.

			On the other hand, we cannot provide everyone with an AdminAccess policy. Hence, we need to find a way to use CloudFormation with the necessary permissions while only letting CloudFormation use those permissions.

			CloudFormation supports service roles. Service roles are the IAM roles used by different AWS services (such as EC2, ECS, Lambda, and so on). CloudFormation service roles are used by CloudFormation during stacks and StackSets operations – creation, update, and deletion.

			Here is a diagram that explains this concept:

			
				
					[image: Figure 1.2 – CloudFormation service role flow]
				

			

			Figure 1.2 – CloudFormation service role flow

			Let’s see how this works:

			
					The AWS user runs a stack operation specifying the service role, such as CreateStack or UpdateStack.

					CloudFormation assumes the role and obtains session credentials.

					Using these credentials, CloudFormation calls API services, managing the resources in the stack.

			

			Now that we understand the relationship between CloudFormation and IAM, let’s continue and create the service role:

			
					Let’s create a specific role for CloudFormation:
// cfn_iam_role.yamlAWSTemplateFormatVersion: "2010-09-09"Description: "This is a CFN role"Resources:  IamRole:    Type: AWS::IAM::Role    Properties:      AssumeRolePolicyDocument:        Version: 2012-10-17        Statement:          - Sid: AllowAssumeRole            Effect: Allow            Principal:              Service: «cloudformation.amazonaws.com»            Action: «sts:AssumeRole»      ManagedPolicyArns:        - «arn:aws:iam::aws:policy/AdministratorAccess»Outputs:  IamRole:    Value: !GetAtt IamRole.Arn

					We create this stack for the service role and obtain the CloudFormation Role ARN:
$ aws cloudformation create-stack \      --stack-name cfniamrole \      --capabilities CAPABILITY_IAM \      --template-body file://cfn_iam_role.yaml$ IAM_ROLE_ARN=$(aws cloudformation describe-stacks \                                    --stack-name cfniamrole \--query "Stacks[0].Outputs[?OutputKey=='IamRole'].OutputValue" \--output text)

					Now, we must run the code to create the stack. This will use our role, specifying Role ARN:
$ aws cloudformation create-stack \      --stack-name mybucket \      --template-body file://my_bucket.yaml \      --role-arn $IAM_ROLE_ARN

					After a while, we can verify that our stack has been created, and we will see our bucket!
$ aws s3 ls# Output2019-10-16 14:14:24 mybucket-mybucket-jqjpr6wmz19q
Before we continue, don’t forget to delete the resources you created in this exercise from your account:
$ for i in mybucket iamrole cfniamrole; do aws cloudformation delete-stack --stack-name $i ; done

			

			Important note

			Note that in the preceding example, we provided the CloudFormation role with AdminPolicy (the one that is provided by AWS by default).

			In production-grade systems, we want to allow CloudFormation to have only those privileges that are required for the stack.

			Two permission schemas are applied for CloudFormation roles:

			
					We have a certain list of services that we can use (for example, EC2, RDS, VPC, DynamoDB, S3, and so on)

					Each template/stack combination will use only those services it needs – for example, if we declare Lambda functions with Simple Notification Service (SNS), then we should create the role with policies only for Lambda and SNS

			

			Depending on your organizational structure and engineering culture, you will be able to choose the right approach.

			Drift detection

			CloudFormation, as a service, often refers to the term state. The state is inventory information that contains a pair of values: the logical resource name, such as what name we define in the template, and the physical resource ID that is assigned by AWS, such as the EC2 Instance ID, DynamoDB table name, and so on.

			CloudFormation uses its state to understand which resources to create or update. If we create a stack with a resource with a logical name of foo, change the property of this resource (foo) in a template, and run an update, then CloudFormation will change the corresponding physical resource in the account.

			CloudFormation has a set of constraints. For example, it will not update the stack if we do not introduce changes to it. If we make manual changes to the resource, then CloudFormation will change them only when we make changes to the template.

			Cloud engineers had to rethink their way of managing the infrastructure once they started using CloudFormation, but we will get to that in the later chapters. For now, let’s look at a feature that doesn’t solve problems regarding manual intervention but at least notifies us when they happen. This feature is called drift detection:

			
					For this example, we will use the same template (dummy IAM role) as we did in the previous section:
$ aws cloudformation create-stack \      --stack-name iamrole \      --template-body file://iam_role.yaml \      --capabilities CAPABILITY_IAM
After a while, we will see that our stack has been created:

			

			
				
					[image: Figure 1.3 – The CloudFormation console]
				

			

			Figure 1.3 – The CloudFormation console

			
					Note the menu item on the left called Drifts. If we follow that link, we will see the Drifts menu, and under that, Drift status | NOT_CHECKED. At the time of writing, we will have to run drift detection manually, so we need to run drift detection on our stack. I’m going to run Detect stack drifts and verify that my stack is compliant with what has been declared in the template:

			

			
				
					[image: Figure 1.4 – The CloudFormation console – Dri﻿fts]
				

			

			Figure 1.4 – The CloudFormation console – Drifts

			
					Now, what we will do is add an extra policy to our role and rerun drift detection:
$ ROLENAME=$(aws cloudformation describe-stack-resources --stack-name iamrole --query "StackResources[0].PhysicalResourceId" --output text)$ aws iam attach-role-policy --role-name $ROLENAME --policy-arn "arn:aws:iam::aws:policy/AdministratorAccess"

					We can now run drift detection again:

			

			 

			
				
					[image: Figure 1.5 – The CloudFormation console – drift detected]
				

			

			Figure 1.5 – The CloudFormation console – drift detected

			
					If we check our IamRole resource and click View drift details, we will see what exactly has been changed and differs from the CloudFormation stack’s state:

			

			 

			
				
					[image: Figure 1.6 – The CloudFormation console – actual modification]
				

			

			Figure 1.6 – The CloudFormation console – actual modification

			Now, we have two options: manually roll back the change to the resource or add any dummy property to the template and run update-stack.

			With that, we’ve learned about CloudFormation drifts, how to run drift detection, and the actions that must be taken afterward. But don’t worry – we will revisit drifts in the following chapters.

			Summary

			In this refresher chapter, we renewed our knowledge as to what CloudFormation is, how we create and update stacks, why service roles are important, and how to implement them. We also remembered what drifts in CloudFormation are, when they occur, and how to detect them.

			While this was an introductory chapter, we covered the fundamental building blocks of CloudFormation. In the following chapters, we will use service roles and drift detection again, but first, we need to dive deep into the internals of the CloudFormation template, which is what we will do in the next chapter.

			Questions

			
					Which API method is invoked when we create a CloudFormation stack?

					What is a CloudFormation service role?

					Which IAM policies are used if we do not specify the CloudFormation service role?

					How is the information about stack resources stored in CloudFormation?
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