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    Preface

    The age of Artificial Intelligence (AI) is upon us. Every day, new applications, extensions, or improvements in almost all aspects of life are being impacted by AI technologies. These technologies are almost entirely realized in complex software.

    Building complex software is a challenge that requires disciplined and methodical effort to engineer. Many times, when complex software systems fail, it is usually that the architecture of the system failed, rather than a specific algorithmic or implementation detail. There exist best practices and lessons learned for building complex software. There also exist plenty of references on the theory and implementation of AI technologies.

    There do not exist many references for how to build complex software that has AI technologies at its heart.

    The authors’ main tenet is that the application of architecting concepts and practices is a key enabler to building complex AI software. In the pages that follow, we will discuss what some of the challenges facing the builder of a complex AI system are. You will learn how you can adapt and use the lessons from architecting to structure and guide the development of a software system.

    The book looks to balance theory and application: theory so that recommendations are grounded and can be understood, and application so that the book can be useful to you in the here and now. This book is the culmination of decades of experience of the authors with hard-earned lessons, both positive and negative. The age of AI is here; we hope this book will be another tool in your toolbox. 

    Who this book is for

    There are three main audiences for this book:

    
      	A software architect or engineering manager who wants to expand their knowledge of how to build a complex AI-centric software system. The book gives a combination of theory and practical insights. The guidance in the book can be readily used to structure project gates and team tasking.

      	This book can be helpful to a technology executive, chief technology officer, or vice president of engineering. The book gives insight to aid in understanding the activities present in a major systems development. The executive can also gain visibility into key risks in system development. By knowing how to build AI-enabled systems, the executive can positively influence how the organization’s strategy can be infused into the final systems.

      	This book can be used by an aspiring AI architect to learn the domain. This book will give insight into the major themes of architecting, provide references, and identify what areas can be focused on for further professional development.

    

    What this book covers

    Chapter 1, Fundamentals of AI System Architecture, provides an overview of the challenges and opportunities for building AI systems.

    Chapter 2, The Case for Architecture, gives a short overview of architecture as a discipline and how architects have created and adapted tools to build complex structures.

    Chapter 3, Software Engineering and Architecture, discusses how architecture concepts impact software engineering and can be used to improve the engineering of complex software.

    Chapter 4, Conceptual Design for AI Systems, discusses one of the most important phases that the architect leads, the tools used, and the artifacts created to deliver a strong conceptual design.

    Chapter 5, Requirements and Architecture for AI Pipeline, delves into the first aspects of post-conceptual design activities and lays a conceptual foundation for building an AI pipeline.

    Chapter 6, Design, Integration, and Testing, gives a robust walk-through of design steps, the use of software tactics and patterns, and considerations for how an architecture impacts testing.

    Chapter 7, Architecting a Generative AI System – A Case Study, provides a case study of how an AI system can be engineered for a help desk support system.

    Chapter 8, Insights and Future Directions, concludes the content of the book and summarizes key points that we would want you to remember most.

    Download the color images

    We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://packt.link/gbp/9781804615973

    Conventions used

    There are a number of text conventions used throughout this book.

    Bold: Indicates a new term, an important word, or words that you see on the screen. For instance, words in menus or dialog boxes appear in the text like this. For example: “Select System info from the Administration panel.”

    
      Warnings or important notes appear like this.

    

    
      Tips and tricks appear like this.

    

    Get in touch

    Feedback from our readers is always welcome.

    General feedback: If you have questions about any aspect of this book or have any general feedback, please email us at customercare@packt.com and mention the book’s title in the subject of your message.

    Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you reported this to us. Please visit http://www.packt.com/submit-errata, click Submit Errata, and fill in the form.

    Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

    If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit http://authors.packt.com/.

    

    Share your thoughts

    Once you’ve read Architecting AI Software Systems, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

    Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

  


  
    Part 1

    Architecting Fundamentals

    In Part 1 of the book, an overview is given of how architecture concepts impact software systems. This part walks you through the principle considerations in Chapter 1. Then, a short synopsis of architecting is described in Chapter 2. Finally, in Chapter 3, we discuss the impact architecting has on software engineering.

    The following chapters are included in this part:

    
      	Chapter 1, Fundamentals of AI System Architecture

      	Chapter 2, The Case for Architecture

      	Chapter 3, Software Engineering and Architecture
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    Fundamentals of AI System Architecture

    The recent surge of public interest in Artificial Intelligence (AI), particularly with the rise of generative AI, has ignited a wave of excitement and demand for comprehensive AI solutions. This heightened interest extends beyond tech enthusiasts and researchers to businesses, governments, and individuals seeking to harness AI’s power to solve real-world problems and enhance their capabilities. In this landscape, the architecture of AI systems, which defines their structure, components, and interactions, plays a pivotal role in shaping the development and deployment of effective AI solutions.

    AI has emerged as a transformative force, revolutionizing industries and reshaping the way we interact with technology and the world around us. At its core, AI refers to computational models that mimic human cognitive functions, including learning from data, recognizing patterns, making decisions, and even interacting with their environment. This revolutionary technology spans a wide spectrum, from simple rule-based systems to sophisticated deep learning models, each with unique applications and capabilities.

    A major aspect of any AI system is that the results of the inference being done need to be relevant and trusted. To ensure trust is gained and maintained, the use of strong architecture is paramount. One not only architects the technology but also how the technology is going to be used, managed, and evaluated by the span of stakeholders. The stakeholders need to be able to pinpoint issues, rapidly correct model parameters, and deploy changes in a deliberate and rapid manner. In more common parlance, the architecting and supporting processes can be described as “guard rails.” How one employs guard rails is very specific to the domain and use case that is to use the AI technology. There are classes of guard rails that can be discussed – for example, the use of canaries to judge model correctness from a known gold standard, time and data flow metrics to judge model performance, and the use of filters and robust data quality checks so that only consistent and correct data enters the system. Another class of guardrails is human system interfaces, such as alerting frameworks to classify errors and monitors, the use of troubleshooting tools, and preset protocols for handling unexpected errors. Written procedures or guidance from modeling allow for the maintenance of a system without the need to call upon the model developer to do troubleshooting.

    Trust is a paramount consideration for system success, so one needs to architect a system with that in mind. In many ways, the presentation and lessons learned described in this book look to ensure trust in an AI system.

    This chapter highlights, in a broad sense, the key aspects of AI architecture considerations that drive a successful AI implementation. The topics are as follows:

    
      	Introduction and key AI concepts

      	Components of an AI system

      	AI technologies and microservices

      	AI systems and technical considerations

      	Deployment considerations

    

    Getting the most out of this book – get to know your free benefits
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              Figure 1.2: Illustration of Packt’s AI assistant
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    Introduction to AI systems: architecting the future of intelligence

    AI systems are the embodiment of AI, acting as the engines that power intelligent applications and services. These systems are intricate constructs, meticulously designed to perform a diverse range of tasks, from image recognition and natural language processing to autonomous decision-making and complex problem-solving.

    The architecture of an AI system functions as a detailed technical blueprint, specifying its structural organization and the precise interactions between its various components. These components include the following:

    
      	Hardware infrastructure: CPUs for general processing, GPUs for parallel computation, TPUs for tensor operations, and specialized AI accelerators

      	Software frameworks: TensorFlow, PyTorch, JAX, and other libraries that enable model development

      	Algorithmic implementations: Machine learning algorithms, neural network architectures, and inference engines

      	Data pipelines: ETL processes, feature stores, and data management systems

    

    All these elements work in a coordinated operation to enable the system to fulfill its designed objectives efficiently and reliably.

    A well-architected AI system achieves several critical technical requirements:

    
      	Optimal performance: Maximizes computational efficiency to deliver responsive and accurate results with minimal latency. This involves an optimized model design, efficient resource allocation, and hardware-aware implementations that fully utilize available computing capabilities.

      	Scalability: Handles growing workloads and expanding datasets through both horizontal scaling (adding more machines) and vertical scaling (adding more powerful machines) without performance degradation. Modern AI architectures must accommodate increasing data volumes, user bases, and computational demands.

      	Efficiency: Reduces computational resource consumption, energy usage, and operational costs through techniques such as model quantization, knowledge distillation, and optimized inference paths. Efficient AI systems minimize their resource footprint while maintaining functional effectiveness.

      	Reliability: Ensures consistent operation with high-availability metrics, even when facing unexpected data patterns, input variations, or system failures. This requires robust error handling, graceful degradation capabilities, and comprehensive monitoring systems. Given that AI technologies can be both deterministic and non-deterministic, consideration must be given to allow for human intervention. This intervention needs to span the gamut from simple monitoring to a full suite of testing infrastructure.

      	Security: Implements comprehensive data protection measures and defends against adversarial attacks, data poisoning, and model vulnerabilities. AI systems must maintain data confidentiality and integrity, and be resilient against both traditional cybersecurity threats and AI-specific attacks.

      	Explainability: Provides transparent visibility into algorithmic decision processes, supporting regulatory compliance, user trust, and system debugging. Modern AI architectures must balance performance with interpretability to meet growing demands for AI transparency.

    

    The field of AI is constantly evolving, with new architectures and technologies emerging at a rapid pace. As we delve deeper into this fascinating domain, we will explore the various types of AI systems, their underlying principles, and the diverse applications that are shaping the future of technology and society.

    What is an AI system?

    An AI system is a computational model or a collection of models designed to perform tasks that typically require human intelligence. These systems are powered by algorithms and data, enabling them to learn from experience, adapt to new information, and make decisions or predictions.

    [image: ]
    Figure 1.4: AI technology stack

    From an implementation perspective, AI systems typically consist of several key layers:

    
      	Hardware: Encompasses compute resources such as CPU, GPU, TPUs, full-spectrum storage, and networking

      	Data layer: Handles data ingestion, storage, preprocessing, and feature engineering

      	Model layer: Contains the trained machine learning or deep learning models

      	Inference layer: Manages the execution of models against new data inputs

      	Application layer: Integrates AI capabilities into user-facing applications

      	Monitoring layer: Tracks system performance, data drift, and model health

    

    AI systems can be classified into two broad categories:

    
      	Narrow AI (weak AI): These systems are designed to excel at specific tasks within a limited domain. Examples include image recognition software, spam filters, and recommendation engines. While they may be highly proficient at their designated tasks, they lack the ability to generalize their knowledge in other areas.

      	General AI (strong AI): This is a theoretical concept of an AI system that possesses human-level intelligence and can perform any intellectual task that a human can. It would have the ability to reason, plan, solve problems, learn from experience, and understand complex ideas across diverse domains. While general AI remains a distant goal, significant progress has been made in developing systems with increasingly sophisticated capabilities.
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    Figure 1.5: Classification of AI systems
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    The pervasive impact of AI infrastructure: powering intelligent solutions across industries

    Well-architected AI infrastructure, encompassing the hardware, software, and networks that support AI applications, is the driving force behind the transformative impact of AI across industries. This infrastructure enables the deployment and scaling of AI models, algorithms, and frameworks, unlocking their full potential to address complex challenges and deliver innovative solutions.

    
      	Healthcare:
        
          	Accelerated medical image analysis: High-performance computing clusters and specialized hardware accelerators enable rapid processing of medical images, facilitating faster and more accurate diagnosis.

          	Data-driven insights: Scalable storage and processing infrastructure empowers AI-driven analytics on vast patient datasets, leading to personalized treatment plans and improved patient outcomes.

          	Real-time monitoring: Cloud-based AI infrastructure enables continuous monitoring of patient vitals and other health data, facilitating timely interventions and proactive care.

        

      

      	Finance:
        
          	Robust fraud detection: Distributed computing and real-time analytics platforms empower AI models to detect fraudulent transactions with greater accuracy and speed, protecting financial institutions and consumers.

          	Optimized trading strategies: High-frequency trading algorithms leverage low-latency networks and powerful computational resources to execute trades with precision and efficiency, maximizing returns.

          	Personalized financial services: Cloud-based AI infrastructure enables the deployment of robo-advisors and other AI-powered tools that provide tailored financial advice and services to individuals.

        

      

      	Autonomous vehicles:
        
          	Real-time sensor fusion: High-throughput data pipelines and edge computing infrastructure enable the rapid processing of sensor data from cameras, lidar, radar, and other sources, ensuring timely decision-making for autonomous vehicles.

          	Enhanced object recognition: Deep learning models trained on massive datasets and deployed on specialized hardware accelerators enable accurate and reliable identification of objects in the environment.

          	Optimized navigation: Cloud-based mapping and navigation services, combined with onboard AI processing, provide autonomous vehicles with real-time information and guidance for safe and efficient navigation.

        

      

    

    The continued development and optimization of AI infrastructure will play a crucial role in realizing the full potential of AI across industries. By providing the foundation for performant and scalable AI solutions, this infrastructure is poised to transform the way we live and work.

    Key components of AI system architectures

    AI systems, in their essence, are complex structures designed to emulate human cognitive abilities such as learning, reasoning, and problem-solving. To achieve these capabilities, AI systems rely on a well-defined architecture comprising several interconnected components, each playing a crucial role in the overall functioning of the system. Understanding these key components is fundamental to comprehending the inner workings and potential of AI.

    
      	Data components: Data serves as the lifeblood of any AI system, acting as the raw material upon which the system learns and improves. Data can exist in multiple forms:
          	Structured data: Organized in predefined formats such as databases and spreadsheets

          	Semi-structured data: Partially organized information such as JSON or XML files

          	Unstructured data: Raw information, including text documents, images, audio recordings, and video files

        

      

    

    The quality, quantity, and relevance of the data significantly impact the AI system’s performance and ability to generalize to new situations.

    
      	Algorithmic frameworks: Algorithms are engines driving AI systems, providing instructions and logic for processing data and generating intelligent outputs. Machine learning algorithms, a subset of AI algorithms, empower systems to learn patterns and relationships from data, enabling them to make predictions, classifications, or decisions. Common algorithmic approaches in production AI systems include the following:
          	Traditional machine learning: Linear regression, random forests, gradient boosting, and support vector machines

          	Deep learning: Convolutional neural networks (CNNs), Recurrent Neural Networks (RNNs), transformers, and graph neural networks

          	Reinforcement learning: Q-learning, policy gradient methods, and actor-critic architectures

        

      

    

    The selection of appropriate algorithms depends on the specific problem domain, available data characteristics, and performance requirements.

    
      	Model architectures: Models represent the culmination of the learning process in AI systems. They are mathematical representations of the knowledge extracted from data, encapsulating the patterns, relationships, and insights discovered by the algorithms. These models can be simple or complex, depending on the nature of the task and the algorithm used. Model architectures range between the following:
          	Simple linear models: Easily interpretable but limited in capability

          	Ensemble models: Combining multiple simpler models for improved performance

          	Deep neural networks: Complex architectures with millions or billions of parameters

        

      

    

    Once trained, models are used to make predictions or decisions on new, unseen data.

    
      	Infrastructure: The infrastructure component encompasses the hardware and software resources that provide the computational power and environment necessary for AI systems to operate. Key infrastructure elements include the following:
          	Computational resources: High-performance servers, specialized AI accelerators (GPUs, TPUs, FPGAs), and distributed computing clusters

          	Storage systems: High-throughput, scalable storage for training data and model artifacts

          	Networking components: Low-latency interconnects for distributed training and inference

        

      

      	Development frameworks: Software libraries such as TensorFlow, PyTorch, and Hugging Face that streamline AI development and deployment.

    

    Understanding these key components and their interactions provides a solid foundation for comprehending the complex landscape of AI system architectures. By carefully designing and optimizing each component, researchers and engineers can build AI systems that are capable of tackling a wide range of tasks and applications, from image recognition and natural language processing to autonomous driving and drug discovery. The integration of AI capabilities into existing software stacks requires thoughtful architectural considerations to successfully incorporate intelligence while addressing the unique requirements that AI components introduce. These specific requirements and architectural approaches form the central focus of this book. Due to the complexity of AI systems, the nature of the deployment approach is paramount. The next section will discuss the use of microservice architectures that provide a balance between performance and modularity.
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