
		
			[image: cover.png]
		

	
		
			

			The Essential Guide to Web3

			Develop, deploy, and manage distributed applications on the Ethereum network

			Vijay Krishnan

			[image: ]

			BIRMINGHAM—MUMBAI

			The Essential Guide to Web3

			Copyright © 2023 Packt Publishing

			All rights reserved. No part of this book may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, without the prior written permission of the publisher, except in the case of brief quotations embedded in critical articles or reviews.

			Every effort has been made in the preparation of this book to ensure the accuracy of the information presented. However, the information contained in this book is sold without warranty, either express or implied. Neither the author, nor Packt Publishing or its dealers and distributors, will be held liable for any damages caused or alleged to have been caused directly or indirectly by this book.

			Packt Publishing has endeavored to provide trademark information about all of the companies and products mentioned in this book by the appropriate use of capitals. However, Packt Publishing cannot guarantee the accuracy of this information.

			Group Product Manager: Ali Abidi

			Publishing Product Manager: Heramb Bhavsar

			Content Development Editor: Priyanka Soam

			Technical Editor: Sweety Pagaria and Kavyashree K S

			Copy Editor: Safis Editing

			Project Coordinator: Shambhavi Mishra

			Proofreader: Safis Editing

			Indexer: Pratik Shirodkar

			Production Designer: Aparna Bhagat 

			Marketing Coordinator: Nivedita Singh

			First published: November 2023

			Production reference: 1221123

			Published by Packt Publishing Ltd.

			Grosvenor House

			11 St Paul's Square

			Birmingham

			B3 1RB, UK.

			ISBN 978-1-80181-347-1

			www.packtpub.com

			In loving memory of my dad

			– Vijay Krishnan

			Contributors

			About the author

			Vijay Krishnan, an experienced expert in blockchain and Web3, holds the position of head of SysOps for Linea, a Layer 2 blockchain at Consensys. With a rich background in blockchain, he’s guided Fortune 100 companies from ideation to product build. With over 50 projects and 300+ use cases to his credit, Vijay has left an indelible mark on the industry.

			Prior to Consensys, he pioneered the AWS Partner Blockchain ecosystem and led IBM North America’s Blockchain Practice. With two decades on Wall Street, he possesses deep financial and tech insights.

			Vijay, a leader and subject matter expert, empowers clients in DeFi, NFTs, gaming, and the metaverse. Beyond work, he’s a mentor, speaker, author, and organic farmer. His knowledge and innovation continue to shape the blockchain and Web3 landscape.

			Acknowledgments

			I extend my heartfelt gratitude and acknowledgement to S.Sidarth for his invaluable contribution to this book. His extensive expertise in blockchain has enriched the content with a deep understanding of the subject matter. Sidarth's hands-on example with the Hardhat Pet Store serves as a valuable educational resource for readers, bringing real-world insights to the forefront. His active engagement within the blockchain community and commitment to knowledge sharing exemplify his dedication to advancing the field. Thank you, Sidarth, for your outstanding contribution to this book.

			I would like to express my sincere appreciation and acknowledgement to Kavya Vijay for her exceptional contributions to this book. As a talented student at the National Institute of Design (NID) specializing in Exhibition Design, Kavya's graphic designs have added a unique and visually captivating dimension to the content. Her creative prowess and dedication to crafting exceptional experiences through design are truly commendable. Kavya's artistic talents have significantly enhanced the book's visual appeal and overall quality. I am grateful for her valuable contributions and the positive impact they have had on this book. Thank you, Kavya, for your outstanding work and artistic flair.

			About the reviewers

			Pradeep Raj is an Open Group Master Certified Architect, having 20 years of experience in various domains and technologies in the industry. He has a strong background in leading market-edge technologies such as the cloud, mobile, data platforms and AI/ML, blockchain, and supply chain analytics. He has handled many successful client projects as a lead architect. He has in-depth knowledge of financial markets, industrial products, and supply chain and trade promotion domains. 

			I appreciate Mr. Vijay Krishnan for putting tremendous effort into creating an easy path to learn about Ethereum and its concepts.

			I enjoyed reviewing this book. Also, I gained new insights from this book. Thank you!

			Mayukh Mukhopadhyay started his career as a BI developer. After the 2008-09 financial crisis, he was at Tata Consultancy Services for one of their Fortune 500 clients in the telecom sector. Holding a master’s in software engineering from Jadavpur University, he is presently working as a data insight developer, where he focuses on applying data science and machine learning to raw telecom equipment logs to generate business insights. He has a varied list of academic interests, ranging from audio signal processing, structural bioinformatics, and bio-inspired algorithms to consciousness engineering. Apart from being an Oracle Certified Specialist, he is a Certified Bitcoin Professional, recognized by C4 (Crypto Currency Certification Consortium). He applies blockchain as a technology to different business domains.

		

	
		
			Table of Contents

			Preface

			Part 1 – Introduction to Web3

			1

			Fundamentals of Blockchain and Web3

			Getting started with blockchain

			Understanding the role of cryptography in blockchain

			The basic components in a blockchain

			Types of blockchain

			Public blockchains

			Private blockchains

			Consortium blockchains

			Hybrid blockchains

			The anatomy of a blockchain transaction

			Getting started with Web3

			The fundamentals of Web3

			Summary

			2

			Getting Started With Ethereum

			Getting started with Ethereum

			Ethereum ecosystems and essentials

			The Ethereum virtual machine

			ETH

			Ethereum accounts

			Gas and fee structure

			Smart contracts

			Ethereum transactions

			Consensus mechanism

			Ethereum testnets and mainnet

			Ethereum clients

			Ethereum Improvement Proposals

			Why EIPs are important

			EIP workflow

			Contents of a successful EIP

			Popular EIPs

			Ethereum Request for Comments

			Popular ERCs

			Creating and managing your keys

			Creating public keys

			MetaMask: a self-custody wallet

			The state of Ethereum in 2023

			2013: Milestones, forks, and updates

			2014

			2015

			2016

			2017

			2019

			2020

			2021

			2022: the Paris upgrade (the Merge)

			Summary

			3

			Your First Ethereum Transaction

			Setting up Hardhat

			Installing Hardhat

			Preparing your MetaMask wallet

			Initiating a transfer transaction

			Viewing and verifying results

			Summary

			Part 2 – All about Smart Contracts

			4

			Introduction to Smart Contracts

			Understanding smart contracts

			Solidity variables and data types

			Solidity functions

			Solidity storage and memory

			Solidity contract structure

			A smart contract ABI

			Solidity events

			Solidity logs

			Factory contracts

			Understanding a Hello World smart contract

			Getting started with Hardhat and smart contracts

			Summary

			5

			Creating and Deploying Your First Smart Contract

			Setting things up to write a smart contract

			Installing Visual Studio Code

			Visual Studio Code extensions

			The Visual Studio Code CLI

			Writing your first Solidity smart contract

			Compiling and creating ABIs from smart contracts

			Deploying and verifying smart contracts

			Debugging smart contracts

			Summary

			6

			Smart Contract Security and Access Controls

			Understanding smart contract security

			Upgradability

			Integer overflow

			tx.origin

			Gas limits and DoS attacks

			Understanding smart contract access controls

			Understanding smart contract security tooling and audits

			Summary

			Part 3 – Writing Your DApps for Web3

			7

			Developer Tools and Libraries for Web3 Development

			Understanding the Web3 development stack

			Frontend stack

			Middle tier stack

			Backend stack

			Blockchain API stack

			Blockchain stack

			Understanding Ethereum clients

			Introducing Infura, a node-as-a-service

			Running an Ethereum node

			Upgrading an Ethereum node

			Infura 101

			Introducing IPFS

			Key problems addressed by IPFS

			Understanding IPFS use cases

			IPFS life cycle

			How does IPFS work?

			Summary

			8

			Writing and Testing Your First dApp on Web3

			Technical requirements

			Configuring and setting up an environment

			Compiling, deploying, and testing the smart contracts

			Running the Web3 dApp

			Summary

			Part 4 – Fungible Tokens

			9

			Introduction to Tokenization

			What is tokenomics?

			Token supply

			Token distribution

			Token utility

			Token incentive mechanisms

			Token governance

			Common token standards in Ethereum

			ERC-20

			ERC-721

			ERC-1155

			ERC-777

			ERC-223

			Tokenization

			Tokenizing real-world assets – examples

			Creating new business models through tokenization

			Summary

			10

			Creating Your First Token

			Technical requirements

			Writing your first ERC-20 token smart contract

			Deploying and testing the ERC-20 token smart contract

			Deploying into the Ethereum Sepolia testnet

			Summary

			Part 5 – Non-Fungible Tokens

			11

			Non-Fungible Token Standards

			Technical requirements

			Introduction to NFT standards

			Understanding NFT standard ERC-721

			Understanding NFT standard ERC-1155

			Understanding NFT standard ERC-998

			A quick comparison of ERC-721, ERC-1155, and ERC-998

			Solbound tokens and why they are popular in the NFT industry

			Rentable NFTs

			The ECR-721X token standard

			Gas price and NFTs

			Summary

			12

			Creating Your First Non-Fungible Token

			Technical requirements

			Configuring and setting up the environment

			Launching an NFT project

			Deploying your ERC-721 smart contract to Ethereum TestNet

			Minting your NFTs

			Adding your NFTs to your MetaMask wallet

			Summary

			Part 6 – Web3 Advanced Topics

			13

			Understanding Oracles

			Technical requirements

			Understanding oracles

			Types of oracles

			Why do we need Oracles?

			Understanding the oracle problem in Web3

			Solving the oracle problem with decentralized oracles

			Exploring Chainlink as an Oracle

			Running a Chainlink node

			Running a Chainlink node locally

			Comparing oracles with blockchains

			Summary

			14

			Zero-Knowledge Proofs and Zero-Knowledge EVMs

			Exploring ZKPs and their integration with the Ethereum Virtual Machine

			Understanding ZKPs

			ZKPs in cryptography

			ZKPs in the blockchain ecosystem

			Use cases

			Introducing ZK-SNARK and ZK-STARK

			Understanding the zkEVM

			Summary

			15

			L2 Networks and Rollups

			Understanding Layer 2 networks

			Types of Layer 2 networks

			Understanding how Polygon works

			Validators

			Delegators

			Understandings rollups

			Types of blockchain rollups

			Summary

			16

			Decentralized Autonomous Organizations – Overview

			Understanding DAOs

			Popular DAOs

			The future of DAOs

			Will DAOs be successful?

			Summary

			Index

			Other Books You May Enjoy

		

	


		
			Preface

			The Ethereum blockchain and Web3 technology have gained immense traction in recent years, transforming the way we perceive and interact with the digital world. As the demand for blockchain professionals surges, both newcomers and seasoned individuals from diverse backgrounds are eager to harness the potential of this revolutionary field. However, diving into Ethereum and Web3 can be intimidating, especially for those without prior experience or a technical background.

			This book is tailored to bridge that knowledge gap, providing a comprehensive guide that demystifies Ethereum and Web3 for all readers. While crafting this book, I endeavored to weave together complex concepts in a coherent manner, ensuring that you can grasp these transformative ideas with ease.

			By the time you reach the last chapter, you will have gained the confidence to navigate the Ethereum blockchain and harness the capabilities of Web3. From fundamental concepts to advanced topics in smart contracts and tokens, this book will equip you with the skills needed to explore this exciting realm. Moreover, if you are gearing up for a career in blockchain or Web3, the seamless integration of theoretical knowledge and practical code examples will prepare you for success. Embark on this journey with me as we unlock the full potential of Ethereum and Web3, making these groundbreaking technologies accessible to all. Welcome to the future of the decentralized digital landscape!

			Who this book is for

			This book is crafted for individuals seeking to bridge their knowledge gaps in Ethereum blockchain and Web3 technology. It will be equally valuable to seasoned blockchain enthusiasts, offering an engaging and informative read. The book is thoughtfully designed with the assumption of minimal prior technical knowledge, making it accessible and comprehensive.

			Whether a beginner or an experienced professional, you can navigate this book effortlessly, building a solid foundation in Ethereum and Web3 concepts step by step. Its approach is intentionally thorough and detailed, ensuring that even novices can utilize it as a self-contained resource to progressively enhance their understanding.

			Whether you are new to blockchain or an intermediate expert, this book provides a holistic and enjoyable journey into the world of Ethereum and Web3. It welcomes readers of all backgrounds to explore and grasp these transformative technologies effectively, chapter by chapter, from the ground up. Welcome to a comprehensive exploration of Ethereum and Web3 that is accessible to all!

			What this book covers

			Chapter 1, Fundamentals of Blockchain and Web3, introduces the basic concepts in blockchain and Web3.

			Chapter 2, Getting Started with Ethereum, offers an extensive overview of Ethereum, concepts, managing keys, wallets, and the state of Ethereum.

			Chapter 3, Your First Ethereum Transaction, introduces Hardhat, preparing wallets, initiating a transfer, and verifying the results of transactions.

			Chapter 4, Introduction to Smart Contracts, provides a detailed deep dive into Solidity smart contracts, writing a “Hello World” contract, and getting started with Hardhat.

			Chapter 5, Creating and Deploying Your First Smart Contract, is a hands-on walk-through on writing a smart contract, compiling, creating ABIs, deploying, verifying, and debugging.

			Chapter 6, Smart Contract Security and Access Controls, explores some of the smart contract security issues, access controls, and using tools to audit smart contracts.

			Chapter 7, Developer Tools and Libraries for Web3 Development, examines Web3 developer stacks, Ethereum clients, Infura, and IPFS.

			Chapter 8, Writing and Testing Your First dApp on Web3, offers a hands-on walk-through to create and deploy your first Dapp in Web3.

			Chapter 9, Introduction to Tokenization, introduces the concept of tokenizing real-world objects as tokens, looking at some of the common token standard uses and tokenization use cases.

			Chapter 10, Creating Your First Token, provides a hands-on example of creating your first ERC-20 token, minting tokens and testing it.

			Chapter 11, Non-Fungible Token Standards, explores the most common standards for an NFT, including ERC-721 and ERC-1155.

			Chapter 12, Creating Your First Non-Fungible Token, offers a hands-on example of creating your first NFT, minting it, and adding it to a wallet.

			Chapter 13, Understanding Oracles, introduces the concept of oracles, the oracle problem in Web3, an example of Chainlink as an oracle service, and running a Chainlink oracle node.

			Chapter 14, Zero-Knowledge Proofs and Zero-Knowledge EVMs, covers the basics of zero-knowledge proofs and zero-knowledge Ethereum virtual machines.

			Chapter 15, L2 Networks and Rollups, discusses L2 networks, how Polygon works, and rollups.

			Chapter 16, Decentralized Autonomous Organizations – Overview, introduces several important concepts and provides an overview of DAOs.
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			Download the example code files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/The-Essential-Guide-to-Web3.

			If there’s an update to the code, it will be updated in the GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles.

			A block of code is set as follows:

			
pragma solidity ^0.8.0; contract MyContract {  uint256 public value = 10;  bool public isGreater = value > 5; }
			When we wish to draw your attention to a particular part of a code block, the relevant lines or items are set in bold:

			
contract BadAccessControl {    address public owner;
    constructor() {
        owner = tx.origin;
    }
    function sensitiveFunction() public {
        require(tx.origin == owner, "BadAccessControl: Not authorized");// Sensitive code
    }
}

			Any command-line input or output is written as follows:

			
contract MultiSigWallet {    uint minApprovers;
    address payable dealProposer;
    address payable beneficiary;
    mapping (address => bool) approvedBy;
    mapping (address => bool) isApprover;
    uint approvalsNum;

			Bold: Indicates a new term, an important word, or words that you see on screen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “Once you’ve signed up for an Infura account, you can create a new project by clicking on the Create New Project button on the dashboard.”

			Tips or important notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you’ve read The Essential Guide to Web3, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a free PDF copy of this book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere? Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application. 

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily

			Follow these simple steps to get the benefits:
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			Part 1 – Introduction to Web3

			Introduction to Web3 is your gateway to understanding the fundamentals of blockchain technology and diving into the exciting world of Ethereum. This part takes you on a journey, starting with the foundational concepts of blockchain and Web3 technology. It provides a clear and beginner-friendly introduction, making complex ideas accessible. As you progress, you’ll explore the Ethereum ecosystem and embark on your first Ethereum transaction, gaining hands-on experience in a step-by-step manner. Whether you’re a newcomer curious about blockchain or an enthusiast eager to enter the Web3 realm, this part offers a solid foundation and practical guidance to get you started on your blockchain journey.

			This section has the following chapters:

			
					Chapter 1, Fundamentals of Blockchain and Web3

					Chapter 2, Getting Started with Ethereum

					Chapter 3, Your First Ethereum Transaction

			

		

		
			
			

		

	


		
			1

			Fundamentals of Blockchain and Web3

			This chapter will lay the foundation for the rest of this course. We will walk through some of the basic blockchain fundamentals required to understand the rest of the concepts and other chapters in this book. You will be introduced to blockchain and the basic anatomy of a blockchain, including nodes, blocks, consensus, and the elements of a blockchain transaction. You’ll be introduced to private, public, and hybrid blockchains and learn when to use private and public blockchains. By learning all of the required basics, you’ll be fully prepared to learn Web3.

			In this chapter, we’re going to cover the following main topics:

			
					Getting started with blockchain

					Understanding the role of cryptography in blockchain

					The basic components of a blockchain

					Types of blockchain

					The anatomy of a blockchain transaction

					Getting started with Web3

					The fundamentals of Web3

			

			Getting started with blockchain

			Let’s start with some fundamentals about blockchain and topics related to blockchain. If you are already a blockchain expert, this will be a good refresher on the basic concepts.

			A blockchain is a type of database that is used to store transactions across a network of computers. It is called a blockchain because it consists of a series of blocks that are chained together. Each block contains a list of transactions that have occurred since the last block was added to the chain.

			The key feature of a blockchain is that it is decentralized, meaning it is not controlled by a single entity, such as a bank or government. Instead, it is maintained by a network of computers that work together to validate and record transactions. This makes it difficult for anyone to alter the data on the blockchain, as they would need to convince a majority of the computers on the network to accept their changes.

			Blockchains are often used to store and track financial transactions, but they can be used to store any type of data that needs to be securely recorded and shared. For example, they are used in supply chain management to track the movement of goods, and in voting systems to ensure that votes are counted accurately.

			The following figure is a simple illustration of Ethereum blocks and how they are chained to form the blockchain.
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			Figure 1.1 – The blocks in a blockchain

			Overall, blockchains provide a secure and transparent way for people to exchange information and value without the need for a central authority.

			Blockchain definition

			A blockchain is a trusted distributed data and ledger that can be shared and accessed by multiple parties simultaneously, acting as a single source of truth.

			Understanding the role of cryptography in blockchain

			It is essential to understand the role of cryptography and how it helps blockchain technology with the privacy, trust, and security of transactions. Currently, there are more than 350 cryptographic libraries available globally, but only a few of them are used in blockchain technology.

			In a blockchain, each transaction is secured with the use of a unique digital signature, which is generated using a private key. This signature is used to verify the authenticity of the transaction and ensure that it has not been tampered with.

			Cryptography is a key element of the security of blockchain technology. It is used to secure the transactions on the blockchain and ensure that the information on it is kept private and cannot be altered.

			Cryptography is also used to secure the blocks on a blockchain. To maintain the chain’s integrity and prevent any tampering, each block in a blockchain carries a cryptographic hash of the one before it.

			Additionally, cryptography was used in the consensus process to help ensure the security of the blockchain. Consensus mechanisms use cryptographic hashes to solve complex mathematical problems, create new blocks, and add them to the chain.

			One of the major implementations of blockchains is public and private key cryptography. These keys define how the accounts operate and sign transactions and how the transactions are understood between a buyer and seller, for example. Key generation and management will be covered in depth in Chapter 2.

			The following diagram shows a simple way to create a private and public key, using custom input and cryptography. This technique is used in many public blockchains.
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			Figure 1.2 – Key creation using cryptography

			Overall, cryptography plays a vital role in ensuring the security and integrity of blockchain technology. It helps to ensure the privacy of transactions, prevent tampering with the blockchain, and secure the mining process.

			Next, we’ll take a look at components that are essential in a blockchain.

			The basic components in a blockchain

			Understanding the anatomy of a blockchain is key and a basic requirement to access Web3. Here, we will go over the components and architecture of a blockchain.

			We are aware that a blockchain is a distributed database made up of a number of blocks, connected by cryptography and safeguarded with it. Each block has a list of several transactions, and once data has been recorded on a block, it cannot be altered. Let us look at the most common components of a blockchain, which includes but is not limited to the following:

			
					Blocks: A block is a collection of transaction data that is added to a blockchain. Each block contains a unique code called a “hash” that distinguishes it from other blocks in the chain.

					Nodes: A node is a computer that participates in the operation of a blockchain network. Nodes can validate transactions and add them to a blockchain.

					Miners: Miners are nodes that perform the work of verifying transactions and adding them to a blockchain. In return for this work, they are typically rewarded with a small amount of the cryptocurrency used on the network.

					Cryptography: Cryptography is the use of mathematical algorithms to secure communication. In the context of a blockchain, cryptography is used to secure data within blocks and ensure that blocks are linked together in a way that is tamper-resistant.

					Consensus protocol: A consensus protocol is a set of rules that determines how nodes on a blockchain network reach agreement about the state of a network. There are several different consensus protocols that are used in different blockchain systems, including proof of work, proof of stake, proof of verification, proof of importance, proof of capacity, and proof of authority.

					Smart contracts: A self-executing software program known as a “smart contract” contains the details of an agreement between numerous parties, written directly into its source code. The blockchain serves as a repository for both the agreements and the underlying code.

			

			Depending on the blockchain product or framework that we use, the components may vary. For example, Ethereum, one of the most popular blockchains, recently moved away from mining and adopted staking for its consensus mechanism. However, most blockchains have components with common features, which perform similar functions and operations. Some of these components are summarized in this section.

			What is staking?

			Staking is a way to keep money in a cryptocurrency wallet that helps to run the blockchain network. By staking your coins, you essentially hold them as collateral to verify network transactions. Users receive a portion of the transaction fees and block rewards for their contribution to the network, in exchange for staking their coins. A portion of the total number of coins staked is typically the reward for staking. A proof-of-stake (PoS) blockchain network allows users to take part in the consensus process through staking. The number of staked coins determines how likely it is that a new block will be validated in a PoS system. This implies that the more coins you stake, the more likely it is that you will be chosen to validate a new block and receive the corresponding reward. Staking is a replacement for networks such as Bitcoin’s proof-of-work (PoW) consensus mechanism. To validate transactions and produce new blocks in a PoW system, miners compete to find solutions to challenging mathematical puzzles. This procedure uses a significant amount of computational resources and energy.

			Types of blockchain

			There are several types of blockchains, including public, private, consortium, and hybrid. Let us look at some of the popular types and some examples. In this book, we will deep-dive into Ethereum, the first blockchain to support smart contracts, also called programmable money.

			Public blockchains

			Public blockchains are open to anyone and are decentralized, meaning they are not controlled by a single entity. Let us look at the most popular blockchains and how they operate.

			The following table shows a basic comparison of three popular blockchains, with high-level information. We will take a deep dive into Ethereum in the next chapter, and it will be our focus in the Web3 topics throughout this book.
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			Figure 1.3 – A public blockchain comparison

			Bitcoin (https://bitcoin.org/en/), the first cryptocurrency and the first public blockchain, continues to be the most popular and market leader.

			Bitcoin is a digital currency that is not regulated by any government or financial organization, and it employs encryption for security. It was developed in 2009 by a person or group of people going under the alias Satoshi Nakamoto. Users can access their bitcoins using a wallet that houses private keys, which are required to access their Bitcoin address. Transactions are recorded on a public ledger known as the Bitcoin blockchain.

			Bitcoins can be used to purchase goods and services online and also exchanged for other currencies. The value of a bitcoin is determined by supply and demand on exchanges, and it has fluctuated significantly since it was first introduced. Bitcoin is the first decentralized cryptocurrency, and it has gained a reputation as a safe and secure way to store and transfer value.

			Ethereum (https://ethereum.org/en/) is a decentralized platform for building decentralized applications (dApps). It was launched in 2015 and is powered by a cryptocurrency called ether (ETH). Ethereum is designed to be a flexible and adaptable platform, allowing developers to build decentralized applications that run on a blockchain. These applications can be used for a variety of purposes, including finance, gaming, identity verification, and supply chain management. Smart contracts are one of the key features of Ethereum and are self-executing contracts, with business logic embedded in them directly, written in high-level programming languages. They are used to automate complex financial transactions, enable peer-to-peer payments, and create decentralized autonomous organizations (DAOs). Ethereum also has a highly active developer community and is home to many decentralized finance (DeFi) applications, which have grown significantly in popularity in recent years.

			The Ethereum platform is powered by ether, a cryptocurrency that can be used to pay for transaction fees and services on the Ethereum network. The value of ether has fluctuated significantly since it was first introduced, but it has consistently remained one of the top cryptocurrencies by market capitalization.

			Ethereum blockchain introduced the concept of smart contracts. You can develop your own smart contracts, which are programs running on various blockchain nodes. This introduces a new way for developing business logics using smart contracts. Ethereum is also popularly known as the first programable blockchain.

			Solana (https://solana.com/) is a public blockchain platform that is designed to support high scalability and low transaction fees. It uses a novel consensus algorithm called proof of history (PoH) to achieve fast transaction speeds and low fees, making it suitable for dApps that require high performance. Solana also has features such as smart contracts, which allow developers to build complex dApps, and a decentralized exchange (DEX) for trading cryptocurrencies. The Solana network is maintained by a decentralized network of validator nodes, which are responsible for verifying transactions and adding them to the blockchain.

			When it comes to solutions involving public blockchain, there are a number of factors to take into consideration. It is not a very simple task to settle on a particular blockchain for all your needs. Every blockchain has its own pros and cons, and the choice of blockchain depends on the specific needs and use cases. Next, we will take a look at the private blockchains.

			Private blockchains

			Private or permissioned networks are only accessible to a certain group of individuals. They are often used by organizations that want to keep their data private and secure. The following table gives you an overview of the three popular private or permissioned blockchains.
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			Figure 1.4 – Private blockchain comparisons

			
					We will take three of the popular private blockchains and go over them quickly. This will be only an introduction to private or permissioned blockchains, as we will focus on Ethereum, which is a public blockchain. Hyperledger Fabric (https://www.hyperledger.org/use/fabric) is an open source platform for building enterprise-grade blockchain applications. It is one of the initiatives under the Hyperledger umbrella, an open source collaborative initiative to improve blockchain technologies across industries.Hyperledger Fabric is designed to support modularity and flexibility, allowing developers to easily build and deploy blockchain applications that meet their specific needs. It is suitable for use in a variety of industries, including finance, supply chain, and healthcare.
One key feature of Hyperledger Fabric is its support for private and permissioned networks, which allows organizations to control access to their data and ensure that only authorized parties can participate in the network. It also uses a modular architecture, which allows developers to plug in different components and customize the behavior of their applications.
Overall, Hyperledger Fabric is a powerful platform for building enterprise-grade blockchain applications that can be used in a variety of industries and contexts.


					R3 Corda (https://www.r3.com/products/corda/) is an open source blockchain platform that is specifically designed for use in the financial industry. It was developed by R3, a technology company that focuses on building blockchain-based solutions for financial institutions.Corda is built on the principle of “shared ledger” technology, which allows participants to share a ledger of transactions without the need for a central authority. This allows financial institutions to streamline their operations and reduce the need for intermediaries.
Corda is unique in that it is not a fully decentralized platform like other blockchains. Instead, it is a distributed ledger platform that is designed to be private and secure, while still allowing participants to share data and transact with one another. It also uses smart contract technology to automate business logic, especially multi-party agreements between buyers and sellers, with programs written in a high-level language.
Overall, R3 Corda is a highly secure and efficient platform for building financial applications that can be used by banks, insurance companies, and other financial institutions.


					GoQuorum (https://consensys.net/docs/goquorum/en/latest/) is an open source platform for building enterprise-grade blockchain applications, using the Ethereum code base. It is a fork of Ethereum that has been modified to support private and permissioned networks, making it suitable for use in enterprise contexts where data privacy is a concern.GoQuorum is built on top of the Ethereum Virtual Machine (EVM), which is a runtime environment for executing smart contracts. It supports the Solidity programming language, which is the most popular language for writing smart contracts on the Ethereum platform.


			

			One key feature of GoQuorum is its support for private transactions, which allows participants to transact with one another without revealing the details of the transaction to the entire network. It also has a feature called private smart contracts, which allows organizations to deploy smart contracts that are only accessible to a specific group of individuals.

			Overall, GoQuorum is a powerful platform for building enterprise-grade blockchain applications that can be used in a variety of industries and contexts.

			Let’s now move on to consortium blockchains.

			Consortium blockchains

			Consortium blockchains are partially decentralized, as they are controlled by a group of organizations rather than a single entity. They are often used in industries where multiple parties need to work together, such as the financial industry.

			For example, the following diagram shows a consortium of banks to solve specific banking industry problems.

			
				
					[image: Figure 1.5 – A banking industry blockchain consortium]
				

			

			Figure 1.5 – A banking industry blockchain consortium

			Banks and regulators can come forward to form a consortium-based blockchain network and take specific banking or regulatory-related industry problems to solve them. Some of the popular financial use cases include letters of credit in trade finance, custody and clearing and settlements in capital markets, new fund launches from asset and wealth management, and cross-border payments from payments and remittances.

			Consortium-based blockchain networks can be public or private chains, but they are usually private due to confidentiality and privacy requirements. The consortium blockchains were popular from 2017 to 2020, and there have been many consortium-based blockchain networks formed by large enterprises.

			Even though they all were very appealing and performed successfully during and after the launch, these consortiums had operational constraints. Governing consortiums added another level of complexity, and companies spent a lot of time planning, operating, and executing plans. The investments to become part of a consortium and keep it running took a lot of investment from these consortium members. Eventually, most of the consortium-based blockchains failed.

			Hybrid blockchains

			Hybrid blockchains are blockchains that combine aspects of both public and private blockchains. They can be open to the public but also have certain elements that are restricted to certain individuals or groups.

			The following diagram shows an example of hybrid blockchains and network convergence, which is the near future of blockchains for enterprises and Web3 use cases, where L2 networks, cross-chain bridges, and roll-ups play very important roles. We will do a deep dive into these in later chapters.
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			Figure 1.6 – Ethereum-based hybrid blockchains

			We have covered different blockchain types and some pros and cons here; next, we’ll move on to the anatomy of a blockchain. Here, we’ll understand the various elements of a blockchain transaction and why they are important, and we’ll take a closer look into these elements later when we do a deep dive into Ethereum.

			The anatomy of a blockchain transaction

			Transaction is the core of everything that happens in a blockchain. It is important to understand what a blockchain transaction consists of and how the various elements hold valuable information about the transaction. This is also a good primer to understand how blockchain transactions are different from transactions of a traditional system.

			A blockchain transaction typically consists of the following elements:

			
					Input: The input refers to the previous transaction output that is used as the input for the current transaction.

					Output: The output is the result of the transaction, which can be either the payment to a recipient or the creation of new units of a cryptocurrency.

					Transaction fee: A transaction fee is a small amount of cryptocurrency that is included in the transaction and paid to the miner, who processes the transaction and adds it to the blockchain.

					Signature: A signature is a piece of data that is used to verify the authenticity of a transaction. It is created using a private key and can be verified using the corresponding public key.

					Timestamp: A timestamp is a record of the time at which the transaction was added to the blockchain.

					Block hash: A block hash is a unique identifier for each block in the blockchain. It is created using the data in the block and used to verify the integrity of the block.

			

			As we discussed earlier, depending on the blockchain product or framework that we use, the elements/fields of a blockchain transaction vary. We will deep-dive in the next chapter into Ethereum transactions, where we will study these elements in detail.

			In the following figure, a sample Ethereum transaction is shown from Etherscan (https://etherscan.io/), a popular blockchain explorer, which provides a user interface for developers and other users to browse the blockchain, abstracting the complexity of running various commands to get the transaction details.
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			Figure 1.7 –  The Etherscan blockchain explorer

			Getting started with Web3

			We need to understand Web1 and Web2 to understand Web3. Let us understand what Web1 stands for first.

			Web1, or the first generation of the World Wide Web (W3), refers to the earliest stage of the web, which was primarily used to access and share information. It was characterized by static HTML pages that could be linked using hyperlinks. Web1 focused on the dissemination of information, rather than on interactive and dynamic content. It was also limited in terms of the types of media that could be shared, as it was primarily text-based. It is important to know that Web1 is the foundation for many modern technologies and frameworks that we have in the world today.

			So, Web2 is simply the next generation of technologies that evolved from Web1. Web2, or the second generation of the W3, refers to the stage of the web that focuses on the development of interactive and dynamic content, and on improving the user experience. Some key features of Web2 include the following:

			
					Social media: Web2 saw the rise of social media platforms, which enabled users to connect with one another and share content

					Collaboration: Web2 technologies such as wikis and blogs made it easier for users to collaborate and work together online

					Personalization: Web2 technologies enabled personalized experiences for users, such as recommendations based on their browsing history

					Mobile access: Web2 technologies made it easier for users to access the web from their mobile devices

			

			Overall, Web2 was characterized by the shift from a web of static pages to a web of dynamic and interactive content, and by the increasing centralization of the web as large companies emerged as key players in the industry.

			While serving content and data in a centralized web has many advantages, the birth of cryptocurrencies and blockchain technology proved how decentralization can improve data availability and content served on the internet, which we call Web3.

			Web3, also known as the decentralized web or the decentralized internet, refers to the use of blockchain technology to create a more secure and decentralized internet. It is a set of protocols and technologies that aims to give users more control over their online data and interactions, making the internet more resistant to censorship and interference.
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			Figure 1.8 – Understanding Web1, Web3, and Web3

			Web3 technologies, such as Ethereum and other smart contract platforms, enable the creation of dApps, which can operate on a blockchain and are not controlled by any single entity. These dApps can be used to create a wide range of applications, from social networks and marketplaces to voting systems and supply chain management tools.

			Web3 also includes protocols for secure peer-to-peer communication, such as Inter-Planetary File System (IPFS), which can be used to store and share data without the need for a central server.

			Newer business ideas that originated based on the decentralization and tokenization of real and virtual assets are now commonly called digital assets. With new financial digital assets and blockchain, the world was introduced to a completely new set of financial services called Decentralized Finance (DeFi).

			DeFi refers to financial applications and services that are built on decentralized networks, such as blockchain. DeFi aims to provide the same financial services as traditional finance but in a decentralized and trustless manner.

			Some of the key features of DeFi include the following:

			
					Decentralization: DeFi applications are decentralized, meaning that they are not controlled by any single entity

					Trustless: DeFi applications are designed to be trustless, meaning that users do not need to trust a third party to handle their transactions

					Interoperability: DeFi applications are often built on open protocols, which enables them to work together and exchange information seamlessly

					Permissionless access: DeFi applications are often open and permissionless, meaning that anyone can use them without the need for approval from a central authority

			

			DeFi applications include DEXs, lending and borrowing platforms, Stablecoins, and more.

			With regard to non-financial services, creating digital assets based on real-world objects created a new economic model for humans. This kind of tokenization is called Non-Fungible Tokens (NFTs). Creators and artists gained a new monetization model with NFTs. This new model led to the rapid development and adoption of Web3 technologies and completely changed the way we look at arts, collectibles, fan clubs, ticketing systems, royalties, music, movies, gaming, and the travel industry.

			Overall, the goal of web3 is to create a more open and decentralized internet, where users have more control over their data and interactions, and where the power and control of the internet is distributed more evenly among users, rather than concentrated in the hands of a few large companies.

			Stablecoins

			Stablecoins are digital assets that are designed to maintain a stable value relative to a specific asset or basket of assets. One of the primary goals of stablecoins is to provide a more stable store of value compared to cryptocurrencies such as Bitcoin, which can be highly volatile.

			The fundamentals of Web3

			Web3 refers to the third generation of the World Wide Web, which emphasizes the use of decentralized technologies such as blockchain and peer-to-peer networking. Some of the key features of Web3 include the following:

			
					Decentralization: In contrast to the centralized nature of Web2, Web3 technologies are decentralized and distributed, meaning that they are not controlled by any single entity.

					Blockchain: A key technology underlying Web3 is the blockchain, which is a decentralized, distributed ledger that records transactions in a secure and transparent manner.

					Smart contracts:  Smart contracts are typically used in dApps that run on blockchain networks, such as Ethereum. They are used to automate the execution of complex financial transactions, enforce rules and regulations, and ensure that all parties involved in the contract are held accountable.

					Interoperability: Web3 technologies are designed to be interoperable, meaning that they can work together and exchange information seamlessly.

					Security: Web3 technologies are designed to be secure and resistant to tampering, making them well suited for a variety of applications, including financial transactions and data storage.

					DApps: Web3 technologies enable the creation of dApps, which are applications that run on a decentralized network rather than a single server.

			

			It is difficult to predict the exact future of Web3, as it is a rapidly evolving field. However, it is likely that Web3 technologies will continue to play a significant role in shaping the future of the internet and industries such as finance and supply chain management. Some potential future developments for Web3 include the following:

			
					Increased adoption: It is likely that Web3 technologies will see increased adoption in a variety of industries, as more organizations become aware of the benefits they offer.

					Improved scalability: One of the challenges facing Web3 technologies is scalability, or the ability to handle a large volume of transactions. It is likely that efforts will continue to be made to improve the scalability of Web3 technologies in the future.

					Integration with Web2: It is possible that Web3 technologies will become more integrated with the existing Web2 infrastructure, allowing for a seamless transition between the two.

					Development of new applications: As Web3 technologies mature, it is likely that new applications and use cases will be developed, enabling a wider range of industries to benefit from the features they offer.

			

			Overall, the future of Web3 is likely to be marked by continued innovation and growth, as more organizations and individuals become aware of the benefits it offers.

			Summary

			Let’s summarize what we learned in this chapter. We started by understanding blockchain as a technology and framework. Then, we saw how cryptography plays a very important and integral part in the blockchain technology stack. We also covered some of the basic components of a blockchain. We looked at the anatomy of a blockchain transaction and how it plays an important role, followed by a few common types of blockchain and how they are used. This chapter also laid out the foundation to get started with Web3 and the core fundamentals required for Web3.

			In the next chapter, we’ll start looking at the Ethereum blockchain to understand its core fundamentals and basics. We’ll look into concepts such as Ethereum Improvement Proposals (EIP) and Ethereum Request For Comment (ERCs) and the importance of key management. We’ll also learn how to use a wallet and deep-dive into the history of Ethereum.

		

	
		
			2

			Getting Started With Ethereum

			The chapter gives an extensive overview of the Ethereum ecosystem. The chapter summarizes its origin to its current state, explaining the complete anatomy of Ethereum, accounts, nodes, smart contracts, consensus mechanisms, and much more. You will learn about the basics of Ethereum as a cryptocurrency and the blockchain that powers it. You will also gain exposure to different consensus mechanisms such as proof-of-work and proof-of-stake, which are very essential to understanding the rest of the chapters and how blockchain works. 

			This chapter will introduce you to the types of Ethereum keys, the significance of private keys, and how they are used to sign a transaction. You will also get an introduction to wallets and learn about the different types of wallets. You will also learn about how to create your first wallet using MetaMask. The chapter also covers some of the important things to consider when storing secret phrases and how to use them to recover a wallet and address.

			In this chapter, we’re going to cover the following main topics:

			
					Getting started with Ethereum

					Ethereum ecosystems and essentials

					Understanding ERC and EIP

					Creating and managing your keys

					A self-custodial wallet, MetaMask

					The state of Ethereum

			

			Getting started with Ethereum

			Let’s start with Ethereum. The book focuses on Ethereum as the preferred blockchain for Web3, and all examples and code samples will be using the Ethereum blockchain.

			Ethereum is a unique open source and decentralized blockchain platform that enables users and developers to create smart contracts and decentralized applications (dApps). It features its own cryptocurrency, called Ether (ETH), which is the mode of payment for transactions and computational work on the network.

			Ethereum was first proposed in 2013 by Vitalik Buterin, a Canadian–Russian programmer, and was officially launched on July 30, 2015. Buterin had previously worked on Bitcoin (BTC) but became convinced that the blockchain technology could be used for more than just a digital currency.

			Buterin published the Ethereum white paper (https://ethereum.org/en/whitepaper/), which outlined his vision for a decentralized platform that would allow developers and users to create dApps and smart contracts. The Ethereum network went live in July, 2015 with the launch of the Frontier version of the Ethereum software.

			Since then, Ethereum has upgraded its network numerous times, such as with the Metropolis and Serenity upgrades. Ethereum 2.0 is the current version and is still under development. It aims to address scalability and security issues, and will also make significant changes to the Ethereum network.

			Ethereum has grown to become one of the most popular and widely used blockchain platforms, and its native cryptocurrency, ETH, is the second-largest digital currency by market capitalization after BTC.

			The following figure describes the history and the major releases and milestones of the Ethereum ecosystem. These releases became the foundation for the ecosystem and everything that we build on Ethereum today.

			The first five years of Ethereum provided the foundation required for developers and Ethereum to set up a platform to build the future.

			
				
					[image: Figure 2.1 – Ethereum from 2013 to 2017]
				

			

			Figure 2.1 – Ethereum from 2013 to 2017

			In 2019, Ethereum started gaining more traction from both cryptocurrency and blockchain perspectives. Some of the updates that core foundation capabilities have gone through are considered the most signification innovations and milestones in the technology space over the last two years. The following figure shows some of the important milestones.

			
				
					[image: Figure 2.2 – Ethereum from 2019 to 2023]
				

			

			Figure 2.2 – Ethereum from 2019 to 2023

			We will start learning about the basics of Ethereum and the Ethereum virtual machine in the next section.

			Ethereum ecosystems and essentials

			Let us look at some of the essentials that we need to know about Ethereum. These fundamentals will help you align with the rest of the book and are required to understand the code and other advanced topics covered later in this book.
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