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			Preface

			Welcome to the fifth edition of Elasticsearch Cookbook targeting Elasticsearch 8.x. It's a long journey (about 12 years) that I have been on with both Elasticsearch and readers of my books. Every version of Elasticsearch brings breaking changes and new functionalities, and the evolution of already present components is a continuous cycle of product and marketing evolution. 

			Elasticsearch, once a very niche product, is now one of the most used databases in the world (ranked seventh in April 2022 – source: https://db-engines.com/en/ranking), and both the on-premises (bare metal, Docker, or K8S) and multi-cloud markets provided by Elastic on Amazon, Azure, and Google will rank it as one of the next best solutions for cloud searching and storage.

			The growth of Elasticsearch is mainly due to it being one of the best solutions for searching, storage, and providing analytics on unstructured content in petabyte-sized datasets, and these are the main pillars of modern data-centered companies. 

			In this book, you'll be guided through comprehensive recipes on Elasticsearch 8.x and see how you can create and run complex queries and analytics. 

			Packed with recipes on performing index mapping, aggregation, and scripting using Elasticsearch, this fifth edition of Elasticsearch Cookbook will get you acquainted with numerous solutions and quick techniques to perform both everyday and uncommon tasks, such as how to deploy Elasticsearch nodes, integrate other tools into Elasticsearch, and create different visualizations with Kibana. Finally, you will integrate your Java, Scala, Python, and big data applications, such as Apache Spark and Pig, and create efficient data applications powered by enhanced functionalities and custom plugins.

			By the end of this book, you will have gained in-depth knowledge of implementing Elasticsearch architecture, and you'll be able to manage, search, and store data efficiently and effectively using Elasticsearch.

			IMHO, this book is the last of a long series and, due to continuous refinements, technical/stylistic improvements, and the suggestions of about 10 years of readers, it's probably one of the most complete and effective books on Elasticsearch.

			Dear reader, thus, it is a technical book. I hope you'll enjoy it from the bottom of your heart!

			Sincerely,

			Alberto    

			Who this book is for

			If you're a software engineer, big data infrastructure engineer, or Elasticsearch developer, you'll find this book useful. This Elasticsearch book will also help data professionals working in the e-commerce and FMCG industries who use Elasticsearch for metrics evaluation and search analytics to get deeper insights for better business decisions.

			Prior experience with Elasticsearch will help you get the most out of this book in the latter chapters, which cover more advanced topics.

			What this book covers

			Chapter 1, Getting Started, covers the basic steps to start using Elasticsearch, from the simple installation to the cloud. We also cover several setup cases.

			Chapter 2, Managing Mappings, covers the correct definition of the data fields to improve both indexing and searching quality.

			Chapter 3, Basic Operations, introduces the most common actions that are required to ingest data in Elasticsearch and manage it.

			Chapter 4, Exploring Search Capabilities, talks about executing searches, sorting, and related API calls. The APIs discussed in this chapter are the essential ones.

			Chapter 5, Text and Numeric Queries, talks about the search DSL part of text and numeric fields – the core of the search functionalities of Elasticsearch.

			Chapter 6, Relationships and Geo Queries, talks about queries that work on related documents (child/parent and nested) and geo-located fields.

			Chapter 7, Aggregations, covers another capability of Elasticsearch, the possibility to execute analytics on search results to improve both the user experience and to drill down on the information contained in Elasticsearch.

			Chapter 8, Scripting in Elasticsearch, shows how to customize Elasticsearch with scripting and how to use the scripting capabilities in different parts of Elasticsearch (search, aggregation, and ingestion) using different languages. The chapter is mainly focused on Painless, the new scripting language developed by the Elastic team.

			Chapter 9, Managing Clusters, shows how to analyze the behavior of a cluster/node to understand common pitfalls.

			Chapter 10, Backups and Restoring Data, covers one of the most important components in managing data: backing up. It shows how to manage a distributed backup and the restoration of snapshots.

			Chapter 11, User Interfaces, describes two of the most common user interfaces for Elasticsearch: Cerebro, mainly used for admin activities, and Kibana, with X-Pack as a common UI extension for Elasticsearch.

			Chapter 12, Using the Ingest Module, talks about the ingest functionality for importing data into Elasticsearch via an ingestion pipeline.

			Chapter 13, Java Integration, describes how to integrate Elasticsearch in a Java application using both REST and native protocols. 

			Chapter 14, Scala Integration, describes how to integrate Elasticsearch in Scala using elastic4s – an advanced type-safe and feature-rich Scala library based on the native Java API.

			Chapter 15, Python Integration, covers the usage of the official Elasticsearch Python client.

			Chapter 16, Plugin Development, describes how to create native plugins to extend Elasticsearch functionalities. Some examples show the plugin skeletons, the setup process, and the building of them.

			Chapter 17, Big Data Integration, covers how to integrate Elasticsearch in common big data tools, such as Apache Spark and Apache Pig.

			Chapter 18, X-Pack, covers the extra functionalities provided by XPack, including security, machine learning, SQL, and reporting.

			To get the most out of this book

			Basic knowledge of Java, Scala, and Python would be beneficial. 

			If you are using the digital version of this book, we advise you to type the code yourself or access the code via the GitHub repository (link available in the next section). Doing so will help you avoid any potential errors related to the copying and pasting of code.

			Download the example code files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/Elasticsearch-8.x-Cookbook. In case there's an update to the code, it will be updated on the existing GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Download the color images

			We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://static.packt-cdn.com/downloads/9781801079815_ColorImages.pdf.

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in the text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "Mount the downloaded WebStorm-10*.dmg disk image file as another disk in your system."

			A block of code is set as follows:

			html, body, #map {

			 height: 100%; 

			 margin: 0;

			 padding: 0

			}

			When we wish to draw your attention to a particular part of a code block, the relevant lines or items are set in bold:

			[default]

			exten => s,1,Dial(Zap/1|30)

			exten => s,2,Voicemail(u100)

			exten => s,102,Voicemail(b100)

			exten => i,1,Voicemail(s0)

			Any command-line input or output is written as follows:

			$ mkdir css

			$ cd css

			Bold: Indicates a new term, an important word, or words that you see on screen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "Select System info from the Administration panel."

			Tips or Important Notes

			Appear like this.

			Sections

			In this book, you will find several headings that appear frequently (Getting ready, How to do it..., How it works..., There's more..., and See also).

			To give clear instructions on how to complete a recipe, use these sections as follows:

			Getting ready

			This section tells you what to expect in the recipe and describes how to set up any software or any preliminary settings required for the recipe.

			How to do it…

			This section contains the steps required to follow the recipe.

			How it works…

			This section usually consists of a detailed explanation of what happened in the previous section.

			There's more…

			This section consists of additional information about the recipe in order to enhance your knowledge of it.

			See also

			This section provides helpful links to other useful information for the recipe.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you've read Elasticsearch 8.x Cookbook, we'd love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we're delivering excellent quality content.

		

		
			     

		

	


		
			Chapter 1: Getting Started

			In this chapter, we will start using Elasticsearch by downloading the correct version for our operating system, configuring it to perform at its best, and extending it via plugins. By the end of the chapter, we will see how to set it up on Docker, and in a cluster using Elastic Cloud Enterprise (Docker/Kubernetes). 

			We will cover the following recipes:

			
					Downloading and installing Elasticsearch

					Setting up networking

					Setting up a node

					Setting up Linux systems

					Setting up different node roles

					Setting up a coordinating-only node

					Setting up an ingestion node

					Installing plugins in Elasticsearch

					Removing a plugin

					Changing logging settings

					Setting up a node via Docker

					Deploying on Elastic Cloud Enterprise

			

			Technical requirements

			Elasticsearch runs on Linux/macOS/Windows, and a browser to access Kibana. 

			All the examples and code in this book are available at https://github.com/PacktPublishing/Elasticsearch-8.x-Cookbook. 

			If you don't want to go into the details of installing and configuring your Elasticsearch instance, and instead want to quickly set up your environment for developing or fun purposes, you can skip and go straight to the Setting up a node via Docker recipe to fire it up via Docker Compose. This will quickly help you install an Elasticsearch instance with Kibana and other tools.

			Downloading and installing Elasticsearch

			Elasticsearch has an active community, and the release cycles are very fast; generally, new minor releases are available every 2 or 3 weeks.

			Since Elasticsearch depends on many common Java libraries (Lucene, Guice, and Jackson are the most famous ones), the Elasticsearch community tries to keep them updated and fix bugs that are discovered in them and in the Elasticsearch core. 

			The large user base is also a source of new ideas and features for improving Elasticsearch use cases.

			For these reasons, if possible, it's best to use the latest available release; this is usually the most stable, with plenty of rich features, and bug-free as well. At the time of writing this book, the version is 8.0.0.

			Getting ready

			To install Elasticsearch, you need a supported operating system (Linux/macOS X/Windows) and a web browser, which is required to download the Elasticsearch binary release. At least 1 GB of free disk space is required to install Elasticsearch.

			How to do it…

			The following steps will show how Elasticsearch can be downloaded and successfully installed:

			
					We will start by downloading Elasticsearch from the web. 

			

			Elasticsearch is distributed in two different versions: the commercial one with integrated X-Pack, whose latest version is always downloadable at https://www.elastic.co/downloads/elasticsearch.

			The versions that are available for different operating systems are as follows:

			
					elasticsearch-{version-number}-windows-x86_64.zip and elasticsearch-{version-number}.msi are for the Windows operating systems.

					elasticsearch-{version-number}-darwin-x86_64.tar.gz is for macOS X.

					elasticsearch-{version-number}-linux-x86_64.tar.gz is for Linux.

					elasticsearch-{version-number}-x86_64.deb is for Debian-based Linux distributions (this also covers the Ubuntu family); this is installable with Debian by using the dpkg -i elasticsearch-*.deb command.

					elasticsearch-{version-number}-x86_64.rpm is for Red Hat-based Linux distributions (this also covers the Cent OS family). This is installable with the rpm -i elasticsearch-*.rpm command.

			

			The preceding packages contain everything to start Elasticsearch (the application and a bundled Java Virtual Machine (JVM) for running it). This book targets version 8.x or higher. The latest and most stable version of Elasticsearch is 8.0.0. To check out whether this is the latest version when you read this, visit https://www.elastic.co/downloads/elasticsearch.

			
					Extract the binary content. After downloading the correct release for your platform, the installation involves expanding the archive in a working directory.

			

			Choose a working directory that is safe from charset problems and does not have a long path. This prevents problems when Elasticsearch creates its directories to store index data.

			For the Windows platform, a good directory in which to install Elasticsearch could be c:\es, on Unix, and /opt/es on macOS X.

			
					Let's start Elasticsearch to check whether everything is working. To start your Elasticsearch server, just access the directory, and for Linux and macOS X execute the following command: # bin/elasticsearch


			

			Alternatively, you can type the following command line for Windows:

			# bin\elasticserch.bat

			Your server should now start up and show logs similar to the following (I commented out the most important part. Pay attention to the credential part for accessing Elasticsearch/Kibana):

			[2022-02-13T11:18:17,230][INFO ][o.e.n.Node               ] [iMacParo] version[8.0.0], pid[57579], build[default/tar/1b6a7ece17463df5ff54a3e1302d825889aa1161/2022-02-03T16:47:57.507843096Z], OS[Mac OS X/11.1/x86_64], JVM[Eclipse Adoptium/OpenJDK 64-Bit Server VM/17.0.1/17.0.1+12]

			[2022-02-13T11:18:17,235][INFO ][o.e.n.Node               ] [iMacParo] JVM home [/opt/elasticsearch-8.x-cookbook/elasticsearch/jdk.app/Contents/Home], using bundled JDK [true] … 

			Module and plugin loading:

			[2022-02-13T11:18:20,382][INFO ][o.e.p.PluginsService     ] [iMacParo] loaded module [aggs-matrix-stats] …

			Setup node networking functionalities:

			[2022-02-13T11:18:20,454][INFO ][o.e.e.NodeEnvironment    ] [iMacParo] using [1] data paths, mounts [[/System/Volumes/Data (/dev/disk1s1)]], net usable_space [141.7gb], net total_space [931.6gb], types [apfs]

			[2022-02-13T11:18:20,454][INFO ][o.e.e.NodeEnvironment    ] [iMacParo] heap size [31gb], compressed ordinary object pointers [true] …

			Current license:

			[2022-02-13T11:18:26,646][INFO ][o.e.x.s.a.Realms         ] [iMacParo] license mode is [trial], currently licensed security realms are [reserved/reserved,file/default_file,native/default_native] …

			Binding Transport Protocol Network address:

			[2022-02-13T11:18:29,642][INFO ][o.e.t.TransportService   ] [iMacParo] publish_address {127.0.0.1:9300}, bound_addresses {[::1]:9300}, {127.0.0.1:9300} …

			Binding HTTP Protocol Network address:

			[2022-02-13T11:18:30,550][INFO ][o.e.h.AbstractHttpServerTransport] [iMacParo] publish_address {192.168.1.31:9200}, bound_addresses {[::1]:9200}, {127.0.0.1:9200}, {192.168.1.31:9200}

			[2022-02-13T11:18:30,551][INFO ][o.e.n.Node               ] [iMacParo] started …

			Registering new index patterns:

			[2022-02-13T11:18:30,972][INFO ][o.e.c.m.MetadataIndexTemplateService] [iMacParo] adding template [.monitoring-kibana] for index patterns [.monitoring-kibana-7-*]  …

			Registering license check:

			[2022-02-13T11:18:35,079][INFO ][o.e.x.i.a.TransportPutLifecycleAction] [iMacParo] adding index lifecycle policy [.fleet-actions-results-ilm-policy]

			[2022-02-13T11:18:35,335][INFO ][o.e.l.LicenseService     ] [iMacParo] license [880f6db9-75b6-4106-8e2e-0c06cb0e8b30] mode [basic] - valid

			[2022-02-13T11:18:35,336][INFO ][o.e.x.s.a.Realms         ] [iMacParo] license mode is [basic], currently licensed security realms are [reserved/reserved,file/default_file,native/default_native]

			[2022-02-13T11:18:36,244][INFO ][o.e.c.m.MetadataCreateIndexService] [iMacParo] [.geoip_databases] creating index, cause [auto(bulk api)], templates [], shards [1]/[0]

			Generation of token to connect other nodes:

			[2022-02-13T11:18:39,862][INFO ][o.e.x.s.e.InternalEnrollmentTokenGenerator] [iMacParo] Will not generate node enrollment token because node is only bound on localhost for transport and cannot connect to nodes from other hosts

			[2022-02-13T11:18:39,950][INFO ][o.e.c.m.MetadataCreateIndexService] [iMacParo] [.security-7] creating index, cause [api], templates [], shards [1]/[0]…

			Credentials:

			Elasticsearch security features have been automatically configured!

			Authentication is enabled and cluster connections are encrypted.    … truncated… 

			i  Configure Kibana to use this cluster:

			• Run Kibana and click the configuration link in the terminal when Kibana starts.

			• Copy the following enrollment token and paste it into Kibana in your browser (valid for the next 30 minutes):

			eyJ2ZXIiOiI4LjAuMCIsImFkciI6WyIxOTIuMTY4LjEuMzE6OTIwM CJdLCJmZ3IiOiJjNDRkMTZmNWEzODljODhkMDhlY2MxNjNmZDEyM GQyNGUzMzYwOTBlOTRmNTc3NjQ1MWVhNzU5MDY4MWE1MTAyIiwia2V 5IjoiREt1WDhuNEJRYl9MRXFtN2Q5YkY6UnZzNVU1Wk1UY3l1Qm9SZ HRtTG5DdyJ9 … truncated…

			Download of geoip data:

			[2022-02-13T11:18:41,922][INFO ][o.e.i.g.GeoIpDownloader  ] [iMacParo] successfully downloaded geoip database [GeoLite2-City.mmdb]

			… truncated…

			How it works…

			The Elasticsearch package generally contains the following directories:

			
					bin: This contains the scripts to start and manage Elasticsearch.

					elasticsearch.bat: This is the main executable script to start Elasticsearch.

					elasticsearch-plugin.bat: This is a script to manage plugins.

					config: This contains the Elasticsearch configurations. The most important ones are as follows:	elasticsearch.yml: This is the main config file for Elasticsearch.
	log4j2.properties: This is the logging config file.



					data: This stores all the ingested data in Elasticsearch.

					jdk.app: The name of this directory can change based on the operating system. It contains a bundled JVM 11 version to be used with Elasticsearch.

					lib: This contains all the libraries required to run Elasticsearch.

					logs: This directory is empty at installation time, but in the future, it will contain the application logs.

					modules: This contains the Elasticsearch default plugin modules.

					plugins: This directory is empty at installation time, but it's the place where custom plugins will be installed.

			

			During Elasticsearch startup, the following events happen:

			
					A node name is taken from the hostname of the machine. The default installed modules are loaded. The most important ones are as follows:	aggs-matrix-stats: This provides support for aggregation matrix statistics.
	analysis-common: This is a common analyzer that extends the language processing capabilities of Elasticsearch.
	ingest-common/ingest-geoip/ingest-user-agent: These include common functionalities for the ingest module plus geo/user agent management.
	kibana: This sets up special indices for Kibana functionalities, including .kibana*, .reporting*, and .apm*.
	lang-expression/lang-mustache/lang-painless: These are the default supported scripting languages of Elasticsearch. 
	mapper-extras/mapper-version: These provide extra mapper types to be used, such as token_count and scaled_float.
	parent-join: This provides an extra query, such as has_children and has_parent.
	percolator: This provides percolator capabilities.
	rank-eval: This provides support for the experimental rank evaluation Application Programming Interface (APIs). These are used to evaluate hit scoring based on queries.
	reindex: This provides support for reindex actions (reindex/update by query).
	repository-*: These modules allow the use of external cloud services as repository storage (Azure, Google Cloud Storage, and S3).
	x-pack-*: All the xpack modules depend on a subscription for their activation.



					If there are plugins, they are loaded.

					If not configured, Elasticsearch binds the following two ports on the 127.0.0.1 localhost automatically:	9300: This port is used for internal intranode communication.
	9200: This port is used for the HTTP REST API.



					After starting, if indices are available, they are restored and ready to be used.

			

			There are more events that are fired during the Elasticsearch startup. We'll see them in detail in other recipes.

			There's more…

			During a node's startup, a lot of required services are automatically started. The most important ones are as follows:

			
					Cluster services: These help you manage the cluster state and intranode communication and synchronization.

					Indexing service: This helps you manage all the index operations, initializing all active indices and shards.

					Mapping service: This helps you manage the document types stored in the cluster (we'll discuss mapping in Chapter 2, Managing Mapping).

					Network services: These include services such as HTTP REST services (default on port 9200), and the internal Elasticsearch protocol (port 9300).

					Plugin service: This manages the loading of the plugins. 

					Aggregation services: These provide advanced analytics on stored Elasticsearch documents, such as statistics, histograms, and document grouping.

					Ingesting services: These provide support for document preprocessing before ingestion, such as field enrichment, Natural Language Processing (NLP), type conversion, and automatic field population.

					Language scripting services: These allow you to add new language scripting support to Elasticsearch.

			

			See also

			The Setting up networking recipe we're going to cover next will help you with the initial network setup. Check the official Elasticsearch download page at https://www.elastic.co/downloads/elasticsearch to get the latest version.

			Setting up networking

			Correctly setting up networking is very important for your nodes and cluster.

			There are a lot of different installation scenarios and networking issues. The first step for configuring the nodes in order to build a cluster is to correctly set the node discovery.

			Getting ready

			To change configuration files, you will need a working Elasticsearch installation and a simple text editor, as well as your current networking configuration (your IP address).

			How to do it…

			To set up the networking, use the following steps:

			
					Use a standard Elasticsearch configuration config/elasticsearch.yml file; your node will be configured to bind on the localhost interface (by default) so that it can't be accessed by external machines or nodes.

					To allow another machine to connect to our node, we need to set network.host to our IP address (for example, I have 192.168.1.164).

					To be able to discover other nodes, we need to list them in the discovery.zen.ping.unicast.hosts parameter. This means that it sends signals to the machine in a unicast list and waits for a response. If a node responds to it, it can join a cluster.

					In general, since Elasticsearch version 7.x, the node versions are compatible. You must have the same cluster name (the cluster.name option in elasticsearch.yml) to let nodes join with each other.

			

			The best practice is to have all the nodes installed with the same Elasticsearch version (major.minor.release). This suggestion is also valid for third-party plugins.

			
					To customize the network preferences, you need to change some parameters in the elasticsearch.yml file, as follows:cluster.name: ESCookBook
node.name: "Node1"
network.host: 192.168.1.164
discovery.zen.ping.unicast.hosts: ["192.168.1.164","192.168.1.165[9300-9400]"]


					This configuration sets the cluster name to Elasticsearch, the node name, and the network address, and it tries to bind the node to the address given in the discovery section by performing the following tasks:	We can check the configuration during node loading.
	We can now start the server and check whether networking is configured, as follows:[2020-12-06T17:42:16,386][INFO ][o.e.c.s.MasterService ] [Node1] zen-disco-elected-as-master ([0] nodes joined)[, ], reason: new_master {Node1}{fyBySLMcR3uqKiYC32P5Sg}{IX1wpA01QSKkruZeSRPlFg}{192.168.1.164}{192.168.1.164:9300}{ml.machine_memory=17179869184, xpack.installed=true, ml.max_open_jobs=20, ml.enabled=true} [2020-12-06T17:42:16,390][INFO ][o.e.c.s.ClusterApplierService] [Node1] new_master {Node1}{fyBySLMcR3uqKiYC32P5Sg}{IX1wpA01QSKkruZeSRPlFg}{192.168.1.164}{192.168.1.164:9300}{ml.machine_memory=17179869184, xpack.installed=true, ml.max_open_jobs=20, ml.enabled=true}, reason: apply cluster state (from master [master {Node1}{fyBySLMcR3uqKiYC32P5Sg}{IX1wpA01QSKkruZeSRPlFg}{192.168.1.164}{192.168.1.164:9300}{ml.machine_memory=17179869184, xpack.installed=true, ml.max_open_jobs=20, ml.enabled=true} committed version [1] source [zen-disco-elected-as-master ([0] nodes joined)[, ]]]) [2020-12-06T17:42:16,403][INFO ][o.e.x.s.t.n.SecurityNetty4HttpServerTransport] [Node1] publish_address {192.168.1.164:9200}, bound_addresses {192.168.1.164:9200} [2020-12-06T17:42:16,403][INFO ][o.e.n.Node ] [Node1] started [2020-12-06T17:42:16,600][INFO ][o.e.l.LicenseService ] [Node1] license [b2754b17-a4ec-47e4-9175-4b2e0d714a45] mode [basic] - valid




			

			As you can see from my screen dump, the transport is bound to 192.168.1.164:9300. The REST HTTP interface is bound to 192.168.1.164:9200.

			How it works…

			The following are the main important configuration keys for networking management:

			
					cluster.name: This sets up the name of the cluster. Only nodes with the same name can join together.

					node.name: If not defined, this is automatically assigned by Elasticsearch.

			

			node.name allows defining a name for the node. If you have a lot of nodes on different machines, it is useful to set their names to something meaningful in order to easily locate them. Setting a valid name is easier to remember than a generated name such as fyBySLMcR3uqKiYC32P5Sg.

			You must always set up node.name if you need to monitor your server. Generally, a node name is the same as a host server name for easy maintenance.

			network.host defines the IP address of your machine to be used to bind the node. If your server is on different LANs, or you want to limit the bind on only one LAN, you must set this value with your server IP address.

			discovery.zen.ping.unicast.hosts allows you to define a list of hosts (with ports or a port range) to be used to discover other nodes to join the cluster. The preferred port is the transport one, usually 9300.

			The addresses of the host list can be a mix of the following:

			
					Hostname, that is, myhost1

					IP address, that is, 192.168.1.12

					IP address or hostname with the port, that is, myhost1:9300, 192.168.168.1.2:9300

					IP address or hostname with a range of ports, that is, myhost1:[9300-9400], 192.168.168.1.2:[9300-9400]

			

			See also

			For more details, refer to the Setting up a node recipe in this chapter. 

			Setting up a node

			Elasticsearch allows the customization of several parameters in an installation. In this recipe, we'll look at the most used ones to define where to store our data and improve the overall performance.

			Getting ready

			As described in the Downloading and installing Elasticsearch recipe, you need a working Elasticsearch installation and a simple text editor to change configuration files.

			How to do it…

			The steps required for setting up a simple node are as follows:

			
					Open the config/elasticsearch.yml file with an editor of your choice.

					Set up the directories that store your server data, as follows:	For Linux or macOS X, add the following path entries (using /opt/data as the base path):path.conf: /opt/data/es/conf
path.data: /opt/data/es/data1,/opt2/data/data2
path.work: /opt/data/work
path.logs: /opt/data/logs
path.plugins: /opt/data/plugins

	For Windows, add the following path entries (using c:\Elasticsearch as the base path):path.conf: c:\Elasticsearch\conf
path.data: c:\Elasticsearch\data
path.work: c:\Elasticsearch\work
path.logs: c:\Elasticsearch\logs
path.plugins: c:\Elasticsearch\plugins




					Set up the parameters to control the standard index shard and replication at creation. These parameters are as follows:index.number_of_shards: 1
index.number_of_replicas: 1


			

			How it works…

			The path.conf parameter defines the directory that contains your configurations, mainly, elasticsearch.yml and logging.yml. The default is $ES_HOME/config, with ES_HOME to install the directory of your Elasticsearch server.

			It's important to set up the config directory outside your application directory so that it is not necessary to obtain the details of the configuration files whenever you update your Elasticsearch server.

			The path.data parameter is the most important one. This allows you to define one or more directories (in a different disk) where you can store your index data. When you define more than one directory, they are managed similarly to RAID 0 (their space is summed up), favoring locations where most of the free space is available.

			The path.work parameter is a location in which Elasticsearch stores temporary files.

			The path.log parameter is where log files are put. These control how a log is managed in logging.yml.

			The path.plugins parameter allows you to override the plugins path (the default is $ES_HOME/plugins). It's useful to put system-wide plugins in a shared path usually using Network File System (NFS) in case you want a single place in which to store your plugins for all of the clusters.

			The main parameters are used to control index and shards in index.number_of_shards, which controls the standard number of shards for a newly created index, and index.number_of_replicas, which controls the initial number of replicas.

			See also

			Refer to the following points to learn more about topics related to this recipe:

			
					The Setting up Linux systems recipe

					The official Elasticsearch documentation at https://www.elastic.co/guide/en/elasticsearch/reference/master/setup.html

			

			Setting up Linux systems

			If you are using a Linux system (generally in a production environment), you need to manage an extra setup to improve performance or to resolve production problems with many indices.

			This recipe covers the following two common errors that happen in production:

			
					Too many open files that can corrupt your indices and your data

					Slow performance in search and indexing due to the garbage collector

			

			Big problems arise when you run out of disk space. In this scenario, some files can become corrupted. To prevent your indices from corruption and possible data loss, it is best to monitor the storage spaces. Default settings prevent index writing and block the cluster if your storage is over 95% full.

			Getting ready

			As we described in the Downloading and installing Elasticsearch recipe in this chapter, you need a working Elasticsearch installation and a simple text editor to change configuration files.

			How to do it…

			To improve the performance of Linux systems, we will perform the following steps:

			
					First, you need to change the current limit for the user that runs the Elasticsearch server. In these examples, we will call this elasticsearch.

					To allow Elasticsearch to manage a large number of files, you need to increment the number of file descriptors (number of files) that a user can manage. To do so, you must edit your /etc/security/limits.conf file and add the following lines at the end:elasticsearch - nofile 65536
elasticsearch - memlock unlimited


					Then, a machine restart is required to be sure that the changes have been made.

					The new version of Ubuntu (that is, version 16.04 or later) can skip the /etc/security/limits.conf file in the init.d scripts. In these cases, you need to edit /etc/pam.d/ and remove the following comment line:# session required pam_limits.so


					To control memory swapping, you need to set up the following parameter in elasticsearch.yml:bootstrap.memory_lock: true


					To fix the memory usage size of the Elasticsearch server, we need to set up the same values for Xms and Xmx in $ES_HOME/config/jvm.options (that is, we set 1 GB of memory in this case), as follows:-Xms1g -Xmx1g


			

			How it works…

			The standard limit of file descriptors (https://www.bottomupcs.com/file_descriptors.xhtml) (maximum number of open files for a user) is typically 1,024 or 8,096. When you store a lot of records in several indices, you run out of file descriptors very quickly, so your Elasticsearch server becomes unresponsive and your indices may become corrupted, causing you to lose your data.

			Changing the limit to a very high number means that your Elasticsearch doesn't hit the maximum number of open files.

			The other setting for memory prevents Elasticsearch from swapping memory and gives a performance boost in an environment. This setting is required because, during indexing and searching, Elasticsearch creates and destroys a lot of objects in memory. This large number of Create/Destroy actions fragments the memory and reduces performance. The memory then becomes full of holes (https://en.wikipedia.org/wiki/Fragmentation_(computing)) and, when the system needs to allocate more memory, it suffers an overhead to find compacted memory. If you don't set bootstrap.memory_lock: true, Elasticsearch dumps the whole process memory on disk and defragments it back in memory, freezing the system. With this setting, the defragmentation step is done all in memory, with a huge performance boost.

			There's more…

			Generally, developers' machines do not have a lot of disk space: this prevents Elasticsearch from starting in write mode. To change the quota of free disk space for Elasticsearch, the following configuration can be used:

			# no production safe

			cluster.routing.allocation.disk.threshold_enabled: false

			cluster.routing.allocation.disk.watermark.high: 99%

			cluster.routing.allocation.disk.watermark.flood_stage: 99%

			Setting up different node roles

			Elasticsearch is natively designed for the cloud, so when you need to release a production environment with a huge number of records and you need high availability (HA) and good performance, you need to aggregate more nodes in a cluster.

			Elasticsearch allows you to associate different roles to nodes to balance and improve overall performance.

			Getting ready

			As described in the Downloading and installing Elasticsearch recipe, you need a working Elasticsearch installation and a simple text editor to change the configuration files.

			How to do it…

			For the advanced setup of a cluster, there are some parameters that must be configured to define different node types.

			These parameters are in the config/elasticsearch.yml, file and they can be set with the following steps:

			
					Set up whether the node can only be a master, as follows:node.roles: [ master ]


					Set up whether a node can only contain data, as follows:node.roles: [ data ]


					Set up whether a node can only work as an ingest node, as follows:node.roles: [ ingest ] 


			

			How it works…

			The node.roles parameter establishes that roles are associated with the actual node. 

			The default value for this value is to enable all the possible roles for the actual node, which are as follows:

			
					master: This is an arbiter for the cloud; it makes decisions about shard management, keeps the cluster status, and is the main controller of every index action. If your master nodes are on overload, all the nodes in the clusters will have performance penalties. The master node is the node that distributes the search across all data nodes and aggregates/rescores the result to return it to the user. In big data terms, it's a Redux layer in the Map/Redux search in Elasticsearch.

			

			The number of master nodes must always be odd.

			
					data: This allows you to store data in the node. This node will be a worker that is responsible for indexing and searching data.

					data_content, data_hot, data_warm, data_cold, and data_frozen: These are roles that allow defining different scopes in how the data is managed. Hot data is generally in Solid State Drives (SSD) of faster solutions to provide high frequency ingested/searched data. data_warm and data_cold are nodes used for infrequent searches.

					ingest: This role enables the usage of Elasticsearch ingest capabilities. See Chapter 12, Using the Ingest Module.

					ml: This role enables machine learning capabilities. This node will be able to run machine learning jobs and answer machine learning API calls.

					remote_cluster_client: This role enables cross-cluster integration. The node can connect to other clusters and execute a search on them.

					transform: This enables the transform functionalities that are automatic presets to copy data between indices.

			

			The more frequent usage is mixing master and data roles. This allows you to have different node types with different scopes, as shown in the following table:
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			Table 1.1 – Different setups between master and data settings

			The most frequently used configuration is the first one, but if you have a very big cluster or special needs (such as defining a large group of data nodes), you can change the scopes of your nodes to better serve searches and aggregations.

			There's more…

			Related to the number of master nodes, there are settings that require at least half of them plus one to be available to ensure that the cluster is in a safe state (in order to avoid the risk of split-brain (https://www.elastic.co/guide/en/elasticsearch/reference/master/modules-node.html#split-brain). This setting is cluster.initial_master_nodes, and it must be set to the following equation:

			(master_eligible_nodes / 2) + 1

			To have an HA cluster, you need at least three nodes that are masters with the value of minimum_master_nodes set to 2.

			See also

			Refer to the following point to learn more about topics related to this recipe:

			
					The official Elasticsearch documentation about node setup at https://www.elastic.co/guide/en/elasticsearch/reference/current/modules-node.html

			

			Setting up a coordinating-only node

			The master nodes that we have seen previously are most important for cluster stability because they control node join/leave, index creation and mapping changes, and the allocation of resources. To prevent the queries and aggregations from creating instability in your cluster, coordinator (or client/proxy) nodes can be used to provide safe communication with the cluster.

			Getting ready

			You need a working Elasticsearch installation, as we described in the Downloading and installing Elasticsearch recipe in this chapter, and a simple text editor to change configuration files.

			How to do it…

			For the advanced setup of a cluster, there are some parameters that must be configured to define different node roles.

			The parameter is in the config/elasticsearch.yml file, and you need to set the nodes.roles property to empty, as follows:

			node.roles: []

			How it works…

			The coordinator node is a special node that works as a proxy/pass thought for the cluster. Its main advantages are as follows:

			
					It can easily be killed or removed from the cluster without causing any problems. It's not a master, so it doesn't participate in cluster functionalities, and it doesn't contain data, so there are no data relocations/replications due to its failure.

					It prevents the instability of the cluster due to a developer's/user's bad queries. Sometimes, a user executes aggregations that are too large (that is, date histograms with a range of some years and intervals of 10 seconds). Here, the Elasticsearch node could crash. In its newest version, Elasticsearch has a structure called circuit breaker to prevent similar issues, but there are always borderline cases that can bring instability using scripting, for example. The coordinator node is not a master and its overload doesn't cause any problems for cluster stability.

					If the coordinator or client node is embedded in the application, there are fewer round trips for the data, resulting in the speeding up of the application.

					You can add them to balance the search and aggregation throughput without generating changes and data relocation in the cluster.

			

			Setting up an ingestion node

			The main goals of Elasticsearch are indexing, searching, and analytics, but it's often necessary to modify or enhance the documents before storing them in Elasticsearch.

			The following are the most common scenarios in this case: 

			
					Preprocessing the log string to extract meaningful data

					Enriching the content of textual fields with NLP tools

					Enriching the content using  ML computed fields

					Adding data modification or transformation during ingestion, such as the following:	Converting IP in geolocalization
	Adding DateTime fields at ingestion time
	Building custom fields (via scripting) at ingestion time



			

			Getting ready

			You need a working Elasticsearch installation, as described in the Downloading and installing Elasticsearch recipe, as well as a simple text editor to change configuration files.

			How to do it…

			To set up an ingest node, you need to edit the config/elasticsearch.yml file and set up the nodes.roles property to ingest, as follows:

			node.roles: [ ingest]

			Every time you change your elasticsearch.yml file, a node restart is required. 

			How it works…

			The default configuration for Elasticsearch is to set the node as an ingest node (refer to Chapter 12, Using the Ingest Module, for more information on the ingestion pipeline).

			As the coordinator node, using the ingest node is a way to provide functionalities to Elasticsearch without suffering cluster safety.

			It's a best practice to disable this in the master and data nodes in order to prevent ingestion error issues and to protect the cluster. The coordinator node is the best candidate to be an ingest one.

			If you are using NLP, attachment extraction (via the attachment ingest plugin), or logs ingestion, the best practice is to have a pool of coordinator nodes (no master, no data) with ingestion active.

			The attachment and NLP plugins in the previous version of Elasticsearch were available in the standard data node or master node. These give a lot of problems to Elasticsearch due to the following reasons:

			
					High CPU usage for NLP algorithms that saturates all CPU on the data node, giving bad indexing and searching performances.

					Instability due to the bad format of attachment and/or Apache Tika bugs (the library used for managing document extraction).

					NLP or ML algorithms require a lot of CPU or stress the Java garbage collector (due to the high number of objects that are created and destroyed in memory), thereby decreasing the performance of the node.

			

			The best practice is to have a pool of coordinator nodes with ingestion enabled to provide the best safety for the cluster and ingestion pipeline.

			There's more…

			Having known about the four kinds of Elasticsearch nodes, you can easily understand that a waterproof architecture designed to work with Elasticsearch should be similar to this one:
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			Figure 1.1 – Example of architecture with specialized nodes

			Installing plugins in Elasticsearch

			One of the main features of Elasticsearch is the possibility to extend it with plugins. Plugins extend Elasticsearch features and functionalities in several ways.

			In Elasticsearch, these are native plugins. These are JAR files that contain application code, and are used for the following reasons:

			
					Script engines

					Custom analyzers, tokenizers, and scoring

					Custom mapping

					REST entry points

					Ingestion pipeline stages

					Supporting new storage (Hadoop and Google Cloud Platform (GCP) Cloud Storage)

					Extending X-Pack (that is, with a custom authorization provider)

			

			Getting ready

			You need a working Elasticsearch installation, as we described in the Downloading and installing Elasticsearch recipe, as well as a prompt/shell to execute commands in the Elasticsearch install directory.

			How to do it…

			Elasticsearch provides a script for automatic downloads and for the installation of plugins in bin/directory called elasticsearch-plugin.

			The steps that are required to install a plugin are as follows:

			
					Call the plugin and install the Elasticsearch command with the plugin name reference.

			

			For installing the ingested attachment plugin used to extract text from files, simply call and type the following command if you're using Linux:

			bin/elasticsearch-plugin install ingest-attachment

			For Windows, type the following command:

			elasticsearch-plugin.bat install ingest-attachment

			
					If the plugin needs to change security permissions, a warning is prompted, and you need to accept this if you want to continue:-> Installing ingest-attachment
-> Downloading ingest-attachment from elastic
[=================================================] 100%
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@     WARNING: plugin requires additional permissions     @
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
* java.lang.RuntimePermission accessClassInPackage.sun.java2d.cmm.kcms
* java.lang.RuntimePermission accessDeclaredMembers
* java.lang.RuntimePermission getClassLoader
* java.lang.reflect.ReflectPermission suppressAccessChecks
* java.security.SecurityPermission createAccessControlContext
See https://docs.oracle.com/javase/8/docs/technotes/guides/security/permissions.html
for descriptions of what these permissions allow and the associated risks.
Continue with installation? [y/N]y
-> Installed ingest-attachment
-> Please restart Elasticsearch to activate any plugins installed


					During the node's startup, check that the plugin is correctly loaded.

			

			In the following screenshot, you can see the installation and the startup of the Elasticsearch server, along with the installed plugin:
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			Figure 1.2 – Server log line that shows the loaded ingest-attachment plugin

			Remember that a plugin installation requires an Elasticsearch server restart.

			How it works…

			The elasticsearch-plugin.bat script is a wrapper for the Elasticsearch plugin manager. This can be used to install or remove a plugin (using the remove options).

			There are several ways to install the plugin. Here are some examples:

			
					Passing the URL of the plugin (ZIP archive), as follows:bin/elasticsearch-plugin install http://mywoderfulserve.com/plugins/awesome-plugin.zip


					Passing the file path of the plugin (ZIP archive), as follows:bin/elasticsearch-plugin install file:///tmp/awesome-plugin.zip


					Using the install parameter with the GitHub repository of the plugin. The install parameter, which must be given, is formatted in the following way:<username>/<repo>[/<version>]


			

			During the installation process, the Elasticsearch plugin manager can do the following:

			
					Download the plugin

					Create a plugin directory in ES_HOME/plugins, if it's missing

					Optionally, ask whether the plugin wants special permission to be executed

					Unzip the plugin content in the plugin directory

					Remove temporary files

			

			The installation process is completely automatic; no further actions are required. The user must only pay attention to the fact that the process ends with an Installed message to be sure that the install process has been completed correctly.

			Restarting the server is always required to be sure that the plugin is correctly loaded by Elasticsearch.

			Important Note

			Elasticsearch needs the same plugins (binary/versions) to be installed in all the nodes of the cluster. If some nodes are missing some plugins, errors can arise during runtime operations.

			There's more…

			If your current Elasticsearch application depends on one or more plugins, a node can be configured to start up only if these plugins are installed and available. To achieve this behavior, you can provide the plugin.mandatory directive in the elasticsearch.yml configuration file.

			For the previous example (ingest-attachment), the configuration line to be added is as follows:

			plugin.mandatory:ingest-attachment

			There are also some hints to remember while installing plugins; updating some plugins in a node environment can cause malfunctions due to different plugin versions in different nodes. If you have a big cluster for safety, it's better to check for updates in a separate environment to prevent problems (and remember to upgrade the plugin in all the nodes).

			Updating the Elasticsearch version server can also break your custom binary plugins due to internal API changes, hence, the plugin needs to have the same version of the Elasticsearch server in its manifest.

			Upgrading an Elasticsearch server version means upgrading all the installed plugins. 

			See also

			On the Elasticsearch site, there is an updated list of available plugins: https://www.elastic.co/guide/en/elasticsearch/plugins/current/index.html.

			The actual Elasticsearch documentation doesn't cover all available plugins. I suggest going to GitHub (https://github.com) and searching for them with these, or similar, queries: elasticsearch plugin, elasticsearch lang, and elasticsearch ingest. 

			Removing a plugin

			You have installed some plugins, and now you need to remove a plugin because it's not required. Removing an Elasticsearch plugin is easy if everything goes right, otherwise, you will need to remove it manually.

			This recipe covers both cases.

			Getting ready

			You need a working Elasticsearch installation, as described in the Downloading and installing Elasticsearch recipe, and a prompt or shell to execute commands in the Elasticsearch install directory. Before removing a plugin, it is safer to stop the Elasticsearch server to prevent errors due to the deletion of a plugin JAR file.

			How to do it…

			The steps to remove a plugin are as follows:

			
					Stop your running node to prevent exceptions that are caused due to the removal of a file.

					Use the Elasticsearch plugin manager, which comes with its script wrapper (bin/elasticsearch-plugin).

			

			On Linux and macOS X, type the following command:

			elasticsearch-plugin remove ingest-attachment

			On Windows, type the following command:

			elasticsearch-plugin.bat remove ingest-attachment

			
					Restart the server.

			

			How it works…

			The plugin manager's remove command tries to detect the correct name of the plugin and remove the directory of the installed plugin.

			If there are undeletable files in your plugin directory (or strange astronomical events that hit your server), the plugin script might fail to manually remove a plugin, so you need to follow these steps:

			
					Go into the plugins directory.

					Remove the directory with your plugin name.Important Note
If the plugin is providing additional functionalities to your cluster, such as mappings, ingester processors, and storage capabilities, you cannot remove these plugins. To remove these plugins, you must be sure that all their functionalities are not used, otherwise, your Elasticsearch node will not start due to missing capability.


			

			Changing logging settings

			Standard logging settings work very well for general usage.

			Changing the log level can be useful for checking for bugs or understanding malfunctions due to bad configuration or strange plugin behavior. A verbose log can be used from the Elasticsearch community to solve such problems. 

			If you need to debug your Elasticsearch server or change the logging, you need to change the log4j2.properties file.

			Getting ready

			You need a working Elasticsearch installation, as described in the Downloading and installing Elasticsearch recipe, and a simple text editor to change configuration files.

			How to do it…

			In the config directory in your Elasticsearch install directory, there is a log4j2.properties file that controls the working settings.

			The steps that are required for changing the logging settings are as follows:

			
					To emit every kind of logging that Elasticsearch could produce, you can change the current root level logging, which is as follows:rootLogger.level = info


					This needs to be changed to the following:rootLogger.level = debug


					Now, if you start Elasticsearch from the command line (with bin/elasticsearch -f), you should see a lot of information, which is not always useful (except to debug unexpected issues).

			

			How it works…

			The Elasticsearch logging system is based on the log4j library (http://logging.apache.org/log4j/).

			Log4j is a powerful library that is used to manage logging. Covering all of its functionalities is outside the scope of this book; if a user needs advanced usage, there are a lot of books and articles on the internet about it.

			Setting up a node via Docker

			Docker (https://www.docker.com/) has become a common way to deploy  application servers for testing or production.

			Docker is a container system that makes it possible to easily deploy replicable installations of server applications. With Docker, you don't need to set up a host, configure it, download the Elasticsearch server, unzip it, or start the server—everything is done automatically by Docker.

			Getting ready

			You need a working Docker installation to be able to execute Docker commands  (https://www.docker.com/products/overview ).

			How to do it…

			To run Elasticsearch via Docker, you will need to execute the following steps:

			
					If you want to start a vanilla server, execute the following command to fetch the Docker:docker pull docker.elastic.co/elasticsearch/elasticsearch:8.0.0 


			

			An output similar to the following will be shown:

			8.0.0: Pulling from elasticsearch/elasticsearch

			4f96cc5f1d01: Pull complete

			b48e0e2deb60: Pull complete

			122b9d65e0b1: Pull complete

			b9ed64b36d59: Pull complete

			323db3a308c7: Pull complete

			Digest: sha256: 30dc26312256b810089b1e672f2ecd92ec6a400f903d2198942e36c67a803611

			Status: Downloaded newer image for docker.elastic.co/elasticsearch/elasticsearch:8.0.0

			docker.elastic.co/elasticsearch/elasticsearch:8.0.0

			
					After downloading the Elasticsearch image, we can start a develop instance that can be accessed outside from Docker:docker run -p 9200:9200 -p 9300:9300 -e "discovery.type=single-node" -e "http.host=0.0.0.0" -e "transport.host=0.0.0.0" docker.elastic.co/elasticsearch/elasticsearch:8.0.0


			

			You'll see the output of the Elasticsearch server starting.

			
					In another window/terminal, to check whether the Elasticsearch server is running, execute the following command: docker ps


			

			The output will be similar to the following:

			CONTAINER ID   IMAGE                      COMMAND                  

			CREATED          STATUS          PORTS                   

			                               NAMES
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