
		
			[image: Cover.png]
		

	
		
			Learn Wireshark Second Edition

			A definitive guide to expertly analyzing protocols and troubleshooting networks using Wireshark

			Lisa Bock

			 

			BIRMINGHAM—MUMBAI

			Learn Wireshark

			Second Edition

			Copyright © 2022 Packt Publishing

			All rights reserved. No part of this book may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, without the prior written permission of the publisher, except in the case of brief quotations embedded in critical articles or reviews.

			Every effort has been made in the preparation of this book to ensure the accuracy of the information presented. However, the information contained in this book is sold without warranty, either express or implied. Neither the author, nor Packt Publishing or its dealers and distributors, will be held liable for any damages caused or alleged to have been caused directly or indirectly by this book.

			Packt Publishing has endeavored to provide trademark information about all of the companies and products mentioned in this book by the appropriate use of capitals. However, Packt Publishing cannot guarantee the accuracy of this information.

			Group Product Manager: Vijin Boricha

			Publishing Product Manager: Prachi Sawant

			Content Development Editor: Romy Dias

			Technical Editor: Rajat Sharma

			Copy Editor: Safis Editing

			Project Coordinator: Ashwin Dinesh Kharwa

			Proofreader: Safis Editing

			Indexer: Sejal Dsilva

			Production Designer: Roshan Kawale

			Marketing Coordinator: Sanjana Gupta

			First Published: August 2019

			Second Edition: June 2022

			Production reference: 1010722

			Published by Packt Publishing Ltd.

			Livery Place

			35 Livery Street

			Birmingham

			B3 2PB, UK.

			ISBN 978-1-80323-167-9

			www.packt.com

			To all dreamers, know that there isn't always a clear path to achieving your dream. In addition to celebrating and rejoicing each milestone, there will be times of great sorrow and despair along the way. Nonetheless, keep moving toward your dream while being authentic, harmonious, and true to yourself. One day you'll see a sign, and you'll say to yourself with a smile, "I have arrived."

			Contributors

			About the author

			Lisa Bock is an experienced author with a demonstrated history of working in the e-learning industry. She is a security ambassador with a broad range of IT skills and knowledge, including Cisco security, CyberOps, Wireshark, biometrics, ethical hacking, and the IoT. Lisa is an author for LinkedIn Learning and an award-winning speaker who has presented at several national conferences. She holds an MS in computer information systems/information assurance from UMGC. Lisa was an associate professor in the IT department at Pennsylvania College of Technology (Williamsport, PA) from 2003 until her retirement in 2020. She is involved with various volunteer activities, and she and her husband, Mike, enjoy bike riding, watching movies, and traveling.

			I want to thank my friends and family for their ongoing support. I am also grateful to the entire Packt team, who work very hard to create an exceptional product. Finally, I'd like to thank my students, who push me to deliver the very best educational content.

			About the reviewer

			Nick Parlow is a Fujitsu Fellow and Distinguished Engineer, and has been an escalation engineer for Fujitsu in the UK for nearly 20 years, specializing in messaging technologies and networks. He has fixed stuff for central government, the Ministry of Defence, and his local school. He has master's degrees in network engineering from Sheffield Hallam University and software engineering from the University of Northumbria.

			Nick is a Microsoft Certified Trainer and holds many other credentials, but is most proud of being a Raspberry Pi Certified Educator and Code Club volunteer. When he's not working, writing books, reviewing books, soldering things, or taking blurry photos of the night sky, he likes to play with chainsaws.

			I'd like to thank the author, Lisa Bock, and the team at Packt for giving me the opportunity to do something that has been wholly enjoyable – reviewing this great book. Most thanks, however, go to my long-suffering family and colleagues for giving me the time and support to do so. Thank you, Chris, Bryn, Jon, Caroline, Craig, and everybody else. You're brilliant.

		

	
		
			Table of Contents

			Preface

			Part 1 Traffic Capture Overview

			Chapter 1: Appreciating Traffic Analysis

			Reviewing packet analysis

			Exploring early packet sniffers 

			Evaluating devices that use packet analysis

			Capturing network traffic

			Recognizing who benefits from using packet analysis

			Assisting developers

			Helping network administrators monitor the network

			Educating students on protocols

			Alerting security analysts to threats

			Arming hackers with information

			Identifying where to use packet analysis

			Analyzing traffic on a LAN

			Outlining when to use packet analysis

			Troubleshooting latency issues

			Testing IoT devices

			Monitoring for threats

			Baselining the network

			Getting to know Wireshark

			Summary 

			Questions

			Chapter 2: Using Wireshark

			Examining the Wireshark interface

			Streamlining the interface

			Discovering keyboard shortcuts

			Recognizing the Wireshark authors 

			Finding information

			Understanding the phases of packet analysis

			Gathering network traffic

			Decoding the raw bits

			Displaying the captured data

			Analyzing the packet capture

			Using CLI tools with Wireshark

			Exploring tshark

			Dissecting protocols

			Summary

			Questions

			 Chapter 3: Installing Wireshark

			Discovering support for different OSes

			Using Wireshark on Windows

			Running Wireshark on Unix 

			Installing Wireshark on macOS

			Deploying Wireshark on Linux

			Working with Wireshark on other systems

			Comparing different capture engines

			Understanding libpcap

			Examining WinPcap

			Grasping Npcap

			Performing a standard Windows installation

			Beginning the installation

			Choosing components

			Creating shortcuts and selecting an install location

			Capturing packets and completing the installation

			Reviewing available resources

			Viewing news and help topics

			Evaluating download options

			Summary

			Questions

			Further reading

			Chapter 4: Exploring the Wireshark Interface

			Opening the Wireshark welcome screen

			Selecting a file

			Capturing traffic

			Exploring the File menu

			Opening a file, closing, and saving

			Exporting packets, bytes, and objects

			Printing packets and closing Wireshark

			Discovering the Edit menu

			Copying items and finding packets

			Marking or ignoring packets

			Setting a time reference

			Personalizing your work area

			Exploring the View menu

			Enhancing the interface

			Formatting time and name resolution

			Modifying the display

			Refreshing the view

			Summary

			Questions

			Part 2 Getting Started with Wireshark

			Chapter 5: Tapping into the Data Stream

			Reviewing network architectures

			Comparing different types of networks

			Exploring various types of media

			Learning various capture methods

			Providing input

			Directing output

			Selecting options

			Tapping into the stream

			Comparing conversations and endpoints

			Realizing the importance of baselining

			Planning the baseline

			Capturing traffic

			Analyzing the captured traffic

			Saving the baselines

			Summary

			Questions

			Chapter 6: Personalizing the Interface

			Personalizing the layout 

			Altering the appearance

			Changing the layout

			Creating a tailored configuration profile

			Customizing a profile

			Crafting buttons

			Adjusting columns, font, and colors

			Adding, editing, and deleting columns

			Refining the font and colors

			Adding comments

			Attaching comments to files

			Entering packet comments

			Viewing and saving comments

			Summary

			Questions

			Chapter 7: Using Display and Capture Filters

			Filtering network traffic

			Analyzing traffic

			Comparing the filters' files

			Comprehending display filters

			Editing display filters

			Using bookmarks

			Creating capture filters

			Modifying capture filters

			Bookmarking a filter

			Understanding the expression builder

			Building an expression

			Discovering shortcuts and handy filters

			Embracing filter shortcuts

			Applying useful filters

			Summary

			Questions

			Further reading

			Chapter 8: Outlining the OSI Model

			An overview of the OSI model

			Developing the framework

			Using the framework

			Discovering the purpose of each layer, the protocols, and the PDUs

			Evaluating the Application layer

			Dissecting the Presentation layer

			Learning about the Session layer

			Appreciating the Transport layer

			Explaining the Network layer

			Examining the Data Link layer

			Traveling over the Physical layer

			Exploring the encapsulation process

			Viewing the data

			Identifying the segment

			Characterizing the packet

			Forming the frame

			Demonstrating frame formation in Wireshark

			Examining the network bindings

			Summary

			Questions

			Part 3 The Internet Suite TCP/IP

			Chapter 9: Decoding TCP and UDP

			Reviewing the transport layer

			Describing TCP

			Establishing and maintaining a connection

			Exploring a single TCP frame

			Examining the 11-field TCP header

			Exploring TCP ports

			Sequencing bytes

			Acknowledging data

			Following the flags

			Dissecting the window size

			Viewing additional header values

			Understanding UDP

			Studying a single UDP frame

			Discovering the four-field UDP header

			Analyzing the UDP header fields

			Summary

			Questions

			Further reading

			Chapter 10: Managing TCP Connections

			Dissecting the three-way handshake

			Isolating a single stream

			Identifying the handshake packets

			Learning TCP options

			Grasping the EOL option

			Using NOP

			Defining the MSS

			Scaling the WS

			Permitting SACK

			Using timestamps

			Understanding TCP protocol preferences

			Modifying TCP preferences

			Tearing down a connection

			Summary

			Questions

			Further reading

			Chapter 11: Analyzing IPv4 and IPv6

			Reviewing the network layer

			Understanding the purpose of IP

			Outlining IPv4

			Dissecting the IPv4 header

			Modifying options for IPv4

			Exploring IPv6

			Navigating the IPv6 header fields

			Editing protocol preferences

			Reviewing IPv4 preferences

			Adjusting preferences for IPv6

			Discovering tunneling protocols

			Summary

			Questions

			Further reading

			Chapter 12: Discovering ICMP

			Understanding the purpose of ICMP

			Understanding the ICMP header

			Investigating the data payload

			Dissecting ICMP and ICMPv6

			Reviewing ICMP

			Outlining ICMPv6

			Sending ICMP messages

			Reporting errors on the network

			Issuing query messages

			Providing information using ICMPv6

			Evaluating type and code values

			Reviewing ICMP type and code values

			Defining ICMPv6 type and code values

			Configuring firewall rules

			Acting maliciously

			Allowing only necessary types

			Summary

			Questions

			Further reading

			Part 4 Deep Packet Analysis of Common Protocols

			Chapter 13: Diving into DNS

			Recognizing the purpose of DNS 

			Mapping an IP address

			Types of DNS servers

			Transporting DNS

			Comparing types and classes of RRs

			Breaking down DNS types 

			Examining the RR structure

			Reviewing the DNS packet

			Examining the header 

			Dissecting the packet structure

			Outlining the query section

			Evaluating queries and responses

			Caching a response

			Calculating response times

			Testing using nslookup

			Securing DNS

			Summary

			Questions

			Further reading

			Chapter 14: Examining DHCP

			Recognizing the purpose of DHCP 

			Configuring the client's IP address

			Using a DHCP relay agent

			Working with IPv6 addresses

			Addressing security issues

			Stepping through the DORA process

			Moving through DHCP states

			Obtaining an IP address

			Leasing an IP address

			Dissecting a DHCP header

			Examining DHCP field values

			Understanding DHCP messages

			Comparing DHCP options

			Following a DHCP example 

			Releasing an IP address

			Broadcasting a discover packet

			Delivering an offer 

			Requesting an IP address

			Acknowledging the offer

			Summary

			Questions

			Further reading

			Chapter 15: Decoding HTTP

			Describing HTTP

			Dissecting a web page

			Understanding HTTP versions

			Recognizing HTTP methods

			Keeping track of the connection

			Evaluating connection types 

			Maintaining state with cookies 

			Comparing request and response messages 

			Viewing an HTTP request

			Responding to the client

			Following an HTTP stream

			Beginning the conversation

			Requesting data 

			Responding to the client

			Ending the conversation

			Summary 

			Questions

			Further reading

			Chapter 16: Understanding ARP

			Understanding the role and purpose of ARP

			Resolving MAC addresses

			Investigating an ARP cache

			Replacing ARP with NDP in IPv6

			Exploring ARP headers and fields

			Identifying a standard ARP request/reply 

			Breaking down the ARP header fields

			Examining different types of ARP

			Reversing ARP

			Evaluating InARP

			Issuing a gratuitous ARP

			Working on behalf of ARP

			Comparing ARP attacks and defense methods

			Comparing ARP attacks and tools

			Defending against ARP attacks

			Summary

			Questions

			Further reading

			Part 5 Working with Packet Captures

			Chapter 17: Determining Network Latency Issues

			Analyzing latency issues

			Grasping latency, throughput, and packet loss

			Learning the importance of time values

			Understanding coloring rules

			Exploring the Intelligent Scrollbar

			Common transmission errors

			Discovering expert information

			Viewing the column headers

			Assessing the severity

			Organizing the information

			Summary

			Questions

			Chapter 18: Subsetting, Saving, and Exporting Captures

			Discovering ways to subset traffic

			Dissecting by an IP address

			Narrowing down by conversations

			Minimizing by port number

			Breaking down by protocol

			Subsetting by stream

			Understanding options to save a file

			Using Save as

			Recognizing ways to export components

			Selecting specified packets

			Exporting various objects

			Identifying why and how to add comments

			Providing file and packet comments

			Saving and viewing comments

			Summary

			Questions

			Chapter 19: Discovering I/O and Stream Graphs

			Discovering the Statistics menu

			Viewing general information

			Assessing protocol effectiveness

			Graphing capture issues

			Creating I/O graphs

			Examining errors

			Graphing duplicate ACKs

			Modifying the settings

			Exploring other options

			Comparing TCP stream graphs

			Using time sequence graphs 

			Determining throughput 

			Assessing Round Trip Time

			Evaluating window scaling 

			Summary

			Questions

			Chapter 20: Using CloudShark for Packet Analysis

			Discovering CloudShark

			Modifying the preferences

			Uploading captures

			Working with capture files

			Outlining the various filters and graphs

			Displaying data using filters

			Viewing data using graphs

			Evaluating the different analysis tools

			Following the stream and viewing conversations

			Viewing packet lengths and VoIP activity

			Exploring HTTP analysis and wireless traffic 

			Monitoring possible threats

			Locating sample captures

			Examining captures

			Finding more captures

			Summary

			Questions

			Further reading

			Assessments

			Other Books You May Enjoy

			Packt is searching for authors like you

			Share Your Thoughts

		

	


		
			Preface

			In the early 2000s, a coworker introduced me to Ethereal, the precursor to Wireshark. I remember looking at the screen as my laptop gobbled up traffic and thinking, "I don't know what this is, but I want to know!" Over the next few years, I immersed myself in learning as much as possible about packet analysis using Wireshark. I attended training, watched videos, and read books that helped me compile and curate my knowledge and respect for what the packets tell us. 

			I have taught network and security courses and presented at conferences about the many benefits of using Wireshark. In this second edition of Learn Wireshark, I want to share my knowledge with you. Each chapter has multiple opportunities for a hands-on approach. Using the examples, you will make sense of the data and understand what the packets are telling you. I'll outline how to conduct a detailed search, follow the data stream, and identify endpoints so that you can troubleshoot latency issues and actively recognize network attacks. Join me on this journey, and you'll soon realize that the ability to understand what's happening on the network is a superpower!

			Who this book is for

			This book is for network administrators, security analysts, students, teachers, and anyone interested in learning about packet analysis using Wireshark. Basic knowledge of network fundamentals, devices, and protocols, along with an understanding of different topologies, will be beneficial as you move through the material.

			What this book covers

			Chapter 1, Appreciating Traffic Analysis, describes the countless places and reasons to conduct packet analysis. In addition, we'll cover the many benefits of using Wireshark, an open source protocol analyzer that includes many rich features.

			Chapter 2, Using Wireshark, starts with an overview of the beginnings of today's Wireshark. We'll examine the interface and review the phases of packet analysis. Finally, we'll cover the built-in tools, with a closer look at tshark (or terminal-based Wireshark), a lightweight alternative to Wireshark.

			Chapter 3, Installing Wireshark, illustrates how Wireshark provides support for different operating systems. We'll compare the different capture engines, such as WinPCap, LibPcap, and Npcap, walk through a standard Windows installation, and then review the resources available at https://www.wireshark.org/.

			Chapter 4, Exploring the Wireshark Interface, provides a deeper dive into some of the common elements of Wireshark to improve your workflow. We'll investigate the welcome screen and common menu choices, such as File, Edit, and View, so that you can easily navigate the interface during an analysis.

			Chapter 5, Tapping into the Data Stream, starts with a comparison of the different network architectures and then moves on to the various capture options. You'll discover the conversations and endpoints you'll see when tapping into the stream, and then learn about the importance of baselining network traffic.

			Chapter 6, Personalizing the Interface, helps you to realize all the ways you can customize the many aspects of the interface. You'll learn how to personalize the layout and general appearance, create a tailored configuration profile, adjust the columns, font, and color, and create buttons.

			Chapter 7, Using Display and Capture Filters, helps you to make examining a packet capture less overwhelming. We'll take a look at how to narrow your scope by filtering network traffic. We'll compare and contrast display and capture filters, discover the shortcuts used to build filters, and conclude with a review of the expression builder.

			Chapter 8, Outlining the OSI Model, provides an overview of the Open Systems Interconnection (OSI) model, a seven-layer framework that outlines how the OS prepares data for transport on the network. We'll review the purpose, protocols, and Protocol Data Units (PDUs) of each layer, explore the encapsulation process, and demonstrate the frame formation in Wireshark. 

			Chapter 9, Decoding TCP and UDP, is a deep dive into two of the key protocols in the transport layer – the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP). We'll review the purpose of the transport layer and then evaluate the header and field values of both the TCP and the UDP.

			Chapter 10, Managing TCP Connections, begins by examining the three-way handshake. We'll discover the TCP options, get a better understanding of the TCP protocol preferences, and then conclude with an overview of the TCP teardown process.

			Chapter 11, Analyzing IPv4 and IPv6, provides a breakdown of the purpose of the Internet Protocol (IP). We'll outline IPv4 and the header fields and then explore the streamlined header of IPv6. We'll summarize with a discussion of the protocol preferences and see how IPv4 and IPv6 can coexist by using tunneling protocols.

			Chapter 12, Discovering ICMP, details the purpose of the Internet Control Message Protocol (ICMP). We'll dissect ICMP and ICMPv6, compare query and error messages, and discuss the ICMP type and code values. We'll cover how ICMP can be used in malicious ways and outline the importance of configuring firewall rules.

			Chapter 13, Diving into DNS, outlines the significance of the Domain Name System (DNS). You'll learn how DNS works when resolving a hostname to an IP address. We'll compare the different types of records, step through a query and response, review the DNS header, and calculate the DNS response time using Wireshark. 

			Chapter 14, Examining DHCP, begins by explaining the need for the Dynamic Host Configuration Protocol (DHCP). We'll then outline the DORA process – Discover Offer Request Acknowledge. We'll dissect a DHCP header and review all the field values, flags, and port numbers, and then finish by stepping through a DHCP example. 

			Chapter 15, Decoding HTTP, highlights the Hypertext Transfer Protocol (HTTP), an application layer protocol used when browsing the web. We'll learn the details of HTTP, explore common methods of transport, and dissect the header and fields. We'll then compare request and response messages, and then summarize by following an HTTP stream.

			Chapter 16, Understanding ARP, takes a closer look at the Address Resolution Protocol (ARP), which is a significant protocol in delivering data. We'll outline the role and purpose of ARP, explore the header and fields, describe the different types of ARP, and take a brief look at ARP attacks.

			Chapter 17, Determining Network Latency Issues, outlines how even a beginner can diagnose network problems. We'll explore coloring rules and the Intelligent Scrollbar, and then conclude with an overview of the expert information, which divides the alerts into categories and guides you through a more targeted evaluation.

			Chapter 18, Subsetting, Saving, and Exporting Captures, helps you to explore the many different ways in which to break down a packet capture into smaller files for analysis. We'll cover the different options when saving a file, discover ways to export components such as objects, session keys, and packet bytes, and then outline why and how to add comments.

			Chapter 19, Discovering I/O and Stream Graphs, begins by covering the many ways the statistics menu can help us when analyzing a capture file. We'll create basic I/O graphs to help visualize network issues and summarize by comparing how the different TCP stream graphs provide a visual representation of the streams.

			Chapter 20, Using CloudShark for Packet Analysis, covers CloudShark, an online application that is similar to Wireshark. You'll learn how to filter traffic and generate graphs. We'll then review how you can share captures with colleagues and outline where you can find sample captures so that you can continue improving your skills.

			To get the most out of this book

			To prepare for working with Wireshark, download and install the latest version on your system. Detailed instructions are listed in Chapter 3, Installing Wireshark.

			To get the most out of each chapter, when there is a reference to a packet capture, download the files so that you can follow along with the lessons.

			In addition to this, practice your skills on your own and, in particular, review the common protocols in the TCP/IP suite so that you can deepen your knowledge and become more proficient in packet analysis.

			Download the example code files

			All Wireshark capture files are referenced within the book. Download the appropriate capture files from the online repositories so that you can follow along with the lessons.

			Download the color images

			We also provide a PDF file that has color images of the screenshots and diagrams used in this book. You can download it here: https://packt.link/iF8Fj.

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "To write to a file, use -w, then the filename and path."

			Any command-line input or output is written as follows:

			C:\Program Files\Wireshark>tshark -i "ethernet 2" -w Test-Tshark.pcap -a duration:10

			Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: "Once you're in CloudShark, select the Export | Download File drop-down menu."

			Tips or Important Notes	

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you've read Learn Wireshark - Second Edition, we'd love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we're delivering excellent quality content.

		

	


		
			Part 1 Traffic Capture Overview

			In this section, we’ll outline the value of traffic analysis, learn about the evolution of Wireshark, and step through the phases of packet analysis. We’ll then discuss some of the command-line interface tools, outline how to download and install Wireshark, and explore the interface along with commonly accessed menu choices.

			The following chapters will be covered under this section:

			
					Chapter 1, Appreciating Traffic Analysis

					Chapter 2, Using Wireshark

					Chapter 3, Installing Wireshark

					Chapter 4, Exploring the Wireshark Interface

			

		

	


		
			Chapter 1: Appreciating Traffic Analysis

			Today's networks are complex, and many times, when faced with issues, the only way you can solve the problem is if you can see the problem. For that very reason, packet analysis, using tools such as Wireshark, has been around for many years. In addition to manually conducting packet analysis using Wireshark, today's devices incorporate the ability to pull data from the network and examine its contents. This function helps the network administrator to troubleshoot, test, baseline, and monitor the network for threats.

			This chapter will help you to recognize the many benefits of using Wireshark for packet analysis. You'll learn about its history as an exceptional open source software product, which includes many rich features. You'll discover how various groups can benefit from using packet analysis, such as network administrators, students, and security analysts. In addition, we'll cover the many places in which to conduct packet analysis, including on a Local Area Network (LAN), on a host, or in the real world. Finally, you'll learn how Wireshark has the ability to decode hundreds of different protocols and is constantly being improved, making it the optimal tool for monitoring the network.

			In this chapter, we will address all of this by covering the following topics:

			
					Reviewing packet analysis

					Recognizing who benefits from using packet analysis

					Identifying where to use packet analysis

					Outlining when to use packet analysis

					Getting to know Wireshark

			

			Reviewing packet analysis

			Packet analysis examines packets to understand the characteristics and structure of the traffic flow, either during a live capture or by using a previously captured file. The analyst can complete packet analysis by either studying one packet at a time or as a complete capture. 

			When monitoring the network for analysis, we capture traffic using specialized software such as Wireshark or tshark. Once the data is captured and we save the file, the software stores the data in a file that is commonly called a packet capture or PCAP file.

			Packet analysis benefits many groups, including the following:

			
					Network administrators: Use packet analysis to gain information about current network conditions. 

					Security analysts: Use packet analysis to determine whether there is anything unusual or suspicious about the traffic when carrying out a forensic investigation. 

					Students: Use packet analysis as a learning tool to better understand the workings of different protocols. 

					Hackers: Use packet analysis to sniff network traffic while conducting footprinting and reconnaissance in order to gain valuable information about the network.

			

			We use packet analysis in many places, including on a LAN, on a host, or in the real world. Additionally, we use packet analysis when troubleshooting latency issues, testing Internet of Things (IoT) devices, and as a tool when baselining the network.

			Today, packet analysis using Wireshark is a valuable skill. However, analyzing packets has been around in the networking world for many years. As early as the 1990s, various tools enabled analysts to carry out packet analysis on the network to troubleshoot errors and to monitor server behavior. In the next section, we'll examine some of the early tools used to monitor network activity.

			Exploring early packet sniffers 

			Packet analysis has been around in some form for over 20 years, as a diagnostic tool, to observe data and other information traveling across the network. Packet analysis is also referred to as sniffing. The term refers to early packet sniffers, which sniffed or captured traffic as it traveled across the network. In the 1990s, Novell, a software company, developed the Novell LANalyzer, which had a graphical UI and dashboard to examine network traffic. Concurrently, Microsoft introduced its Network Monitor. 

			Over the last 20 years, there have been many other packet analyzers and tools to sniff traffic, including the following:
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			Table 1.1 – Packet analyzers and tools

			Most packet analyzers work in a similar manner. They capture data and then decode the raw bits in the field values according to the appropriate Request for Comment (RFC) or other specifications. Once done, the data is presented in a meaningful fashion.

			Packet analysis tools range in appearance and functionality, as follows:

			
					They provide simple text-based analysis, such as terminal-based Wireshark (tshark). 

					They deliver a rich graphical UI with advanced artificial intelligence (AI)-based expert systems that guide the analyst through a more targeted evaluation.

			

			In the next section, we'll take a look at the various devices that use packet analysis today.

			Evaluating devices that use packet analysis

			Packet analysis and traffic sniffing are used by many devices on the network, including routers, switches, and firewall appliances. As data flows across the network, the devices gather and interpret the packet's raw bits and examine the field values in each packet to decide on what action should be taken.

			Devices examine network traffic in the following manner:

			
					A router captures the traffic and examines the IP header to determine where to send the traffic, as part of the routing process. 

					An IDS examines the traffic and alerts the network administrator if there is any unusual or suspicious behavior.

					A firewall monitors all traffic and will drop any packets that are not in line with the Access Control List (ACL). 

			

			For example, when data passes through a firewall, the device examines the traffic and determines whether to allow or deny the packets according to the ACL. 

			Using an ACL

			When using a firewall, an ACL governs the type of traffic that is allowed on the network. For example, an ACL has the following entries:

			
					Allow outbound SYN packets. The destination port is 80.

					Allow inbound SYN-ACK packets. The source port is 80.

			

			To decide whether to allow or deny a packet, the firewall must check each header as it passes through the device. It will determine variables such as IP addresses, Transmission Control Protocol (TCP) flags, and port numbers that are in use. If the packet does not meet the ACL entry, the firewall will drop the packet. As shown in the following diagram, an inbound SYN packet with a destination port of 80 is blocked because it does not match the rule: 
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			Figure 1.1 – A firewall with an ACL

			It's important to note that a packet sniffer examines traffic but doesn't modify the contents in any way. It simply gathers the traffic for analysis as it travels across the network.

			As you can see, packet sniffing and analysis have been influential for many years as elements of managing networks. However, the first step of analysis is to capture traffic, which we will explore next.

			Capturing network traffic

			On today's networks, a Network Interface Card (NIC) will only monitor traffic that is addressed to that host. However, we can  put the card into a state called promiscuous mode, which will allow the adapter to gather all the traffic that is on the network. Therefore, to capture and monitor all network traffic, the NIC must be in promiscuous mode.

			On a Windows machine, you can check to see whether the interface card is in promiscuous mode by running the following command in PowerShell:

			Windows PowerShell

			Copyright (C) 2014 Microsoft Corporation. All rights reserved.

			PS C:\Users\Admin> Get-NetAdapter | Format-List -Property PromiscuousMode

			PromiscuousMode : False

			We use packet analysis to understand the characteristics of the traffic flow. Although you can conduct packet analysis during a live capture, it's common to capture traffic and save it for further analysis. Common steps to capture packets for analysis include the following:

			
					Install Wireshark and the appropriate packet capture engine. 

					Launch Wireshark and select the capture options.

					Start the capture and run until you capture 2,000–3,000 packets.

					Stop the capture and save the trace file in the appropriate format.

					Analyze the capture by studying one packet at a time, or as a complete capture.

			

			In some cases, you might need to send a packet capture to the corporate or security analyst for further analysis.

			Wireshark allows us to capture, display, and filter data live from a single or multiple network interface(s). In addition, you can examine pre-captured packets, search with granular details, and follow the data stream. As a result, packet analysis is advantageous as it helps you to understand the nature of the network. The following section outlines the many different individuals who can benefit from using Wireshark for packet analysis.

			Recognizing who benefits from using packet analysis

			Nearly everyone can benefit from using packet analysis, including developers, network administrators, students, and security analysts. Let's look at each group and explore the benefits that can be reaped through packet analysis. We'll start with developers, as they can see how their program responds to requests on the network in real time.

			Assisting developers

			Application performance issues can affect the bottom line, especially in a mission-critical situation. Developers diligently strive to produce elegant and efficient software. Prior to releasing an application, developers run functional and regression tests, along with stressing the server to ensure an optimized application.

			Typically, developers test applications in a perfect environment, with high bandwidth and low latency. However, once the application moves from the local (or test) environment to the production network, clients may complain about the slow response times. The programmers will carefully check the application; however, on many occasions, they are unable to find anything unusual.

			The developer must determine the reasons for the slow response times. Once further testing determines that it is not the application that is causing the issue, a packet analysis tool such as Wireshark can assist the developer.

			By using packet analysis, the developer can uncover common problems in transmissions and help determine the root cause of the delayed response times. Problems such as delayed round-trip time and signs of congestion within an organization can occur in a network and impact response time.

			Simply optimizing an application is not enough. All development life cycles should include checking what is happening on the network, as issues can affect overall performance.

			In addition to developers, network administrators commonly use Wireshark to troubleshoot the network, as we will see next.

			Helping network administrators monitor the network

			Network administrators use packet analysis to gain information about current network conditions. Wireshark can help identify errors and/or problems on the network that might require device tuning and/or replacement to improve overall performance.

			A powerful feature in Wireshark is the ability to quickly detect issues in the capture. The network administrator can use both the expert system and the intelligent scroll bar, which color codes potential problems and helps with analysis, as we'll see in the next section.

			Expert system and intelligent scroll bar

			Wireshark allows us to visualize issues while performing an analysis. The expert system categorizes various traffic conditions. It has a color code for each level that allows for easy identification of the general workflow and possible critical events:

			
					Chat color (blue): It provides information about typical workflows, such as a TCP window update or connection finish.

					Note color (cyan): It indicates items of interest, such as duplicate acknowledgments and TCP keepalive segments.

					Warn color (yellow): It indicates a warning, such as a TCP zero window or connection reset.

					Error color (red): It is the highest level as there might be a serious problem, such as a retransmission or a malformed packet.

			

			The visual for the expert system is in the lower-left corner, as shown in the following screenshot:

			
				
					[image: Figure 1.2 – Expert system and intelligent scroll bar

]
				

			

			Figure 1.2 – Expert system and intelligent scroll bar

			Wireshark also has an intelligent scroll bar, which provides a visual to detect issues. In the preceding screenshot, we can see a distinct coloring pattern on the right-hand side based on the coloring rules set in the application.

			With the intelligent scroll bar, the administrator can easily click on a color band to zero in on a possible problem. Bear in mind that the intelligent scroll bar is only visible if the coloring rules are active; however, coloring rules are on by default.

			Once any problems have been identified, you can subset traffic, add comments, save, and export the packet captures. 

			Subsetting traffic, commenting, saving, and exporting

			There are times when the network administrator might only want to share a small subset of traffic with other members of the team. Wireshark can subset large captures so that you can focus on the problem areas.

			For example, in addition to data, a large packet capture will most likely have several different types of traffic, such as management and 802.11 control frames. You can easily apply a filter using the ...and not selected option to exclude packets that are not relevant to the analysis.

			Once you have created a smaller file, you can export the specified packets and save them in a wide variety of formats. Formats include the default PCAPNG, along with PCAP, Sun Snoop, DMP, and more.

			Within the newly created subset, you can include comments. You can find comments in a couple of different ways: 

			
					Select the comments icon that looks like a pad and pencil in the lower-left corner to add a comment for a single packet.

					Navigate to the Edit | Packet comment menu choice to add a comment for a single packet.

					Navigate to the Statistics | Capture file properties menu choice and include comments for an entire packet capture in the comment area at the bottom of the window. Note
If you do add comments, then you must save the file in PCAPNG format, as not all file formats support the use of comments.


			

			In addition to network administrators, students will gain valuable insight into what is actually happening on the network by using Wireshark to examine the headers and field values of the protocols.

			Educating students on protocols

			Students can use packet analysis as a learning tool to better understand protocols. For example, when reviewing the Dynamic Host Configuration Protocol (DHCP), a textbook will display the four stages of the process: Discover, Offer, Request, and Acknowledge (DORA). Take a look at the following diagram: 
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			Figure 1.3 – The DORA process

			While the preceding diagram displays each of the four-part transactions, it does not show the details of each part of the four-packet exchange. 

			In the following screenshot, we can see an actual DHCP transaction in Wireshark. In addition to this, the student can see the specifics of each exchange, including the transport protocol, the IP, the Media Access Control (MAC) addresses, and the DHCP header flags:
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			Figure 1.4 – The DORA process in Wireshark

			By learning the normal behavior and purposes of common protocols, students will be able to troubleshoot any problems that might occur in the future.

			As you can see, packet analysis has many benefits for many people. Because of the ability to really examine what is happening on the network, another key group that uses packet analysis is security analysts.

			Alerting security analysts to threats

			To effectively discover potential problems, a security analyst must be an expert at packet analysis, as they use packet analysis in various ways:

			
					Determine whether there is anything unusual or suspicious about the traffic. 

					Discover what transpired on the network when completing a forensic investigation. 

			

			Wireshark can help the security analyst better understand specific types of attacks so that they can craft firewall rules. To hone security analysis skills, the analyst can discover and download many PCAPs on various repositories. The Honeynet project, which is located at https://www.honeynet.org, is a great place to start. Navigate to the section on CHALLENGES, which offers many examples of forensic exercises to review and learn about many common threats found on today's networks.

			Once you are on the CHALLENGES page, search for Challenge 12 - Hiding in Plain Sight, and read the details regarding the challenge. Then, to strengthen your analysis skills, download the files found at the bottom of the page and work through the questions. The answers can also be found at the bottom of the page, along with other files of interest.

			Security analysts feel that Wireshark is a valuable tool as it provides insight into what is happening on the network. Because of its ability to have so much insight into what is happening on the network, Wireshark is also used by hackers for reconnaissance in order to gather and analyze traffic. This could be many times prior to an attack or during an active attack, which we will discuss next.

			Arming hackers with information

			Malicious actors use packet analysis to sniff network traffic, with the goal of obtaining sensitive information. In addition, they can use the information gathered to launch an active attack.

			When used as a precursor to an attack, hackers gather information during reconnaissance, which is also called footprinting. Let's take a look at a couple of ways in which hackers use Wireshark as part of a passive attack.

			Outlining passive attacks

			Using Wireshark (or a similar tool), a malicious actor will try to obtain confidential information traveling through the network to achieve the following goals:

			
					Footprinting and reconnaissance: As a precursor to an active attack, malicious actors capture traffic to gather as much information about the target as possible. In addition to this, Wireshark can be used to gather additional information such as IP and MAC addresses, open ports and services, and possible defense methods that are in place.

					Sniffing plain text: Another use of packet sniffing is looking for passwords that are sent in plain text. In addition, protocols such as SNMP, HTTP, FTP, Telnet, and VoIP that are sent in plain text are susceptible to packet sniffers. Once captured, the protocol can expose information about the network and/or system(s).

			

			An organization can defend against unauthorized packet sniffing in a couple of ways. There is anti-sniffer software that can detect sniffers on the network. However, one of the best ways to prevent data exposure is to use encryption. If someone captures the traffic, then the encrypted data will appear meaningless.

			Next, we'll take a look at how hackers can also use Wireshark by actively sniffing and monitoring traffic as part of an Address Resolution Protocol (ARP) spoofing attack.

			Understanding active attacks

			Malicious actors launch many different types of attacks on the network, such as Denial of Service (DoS), phishing, or Structured Query Language (SQL) injection attacks. Next, let's take a look at another type of attack: an ARP cache poison attack.

			Poisoning the cache

			ARP cache poisoning, also known as ARP spoofing, is used in a Man-in-the-Middle (MitM) attack. In order to understand why this is an effective attack, let's walk through the normal use of ARP on a LAN.

			On a LAN, hosts are identified by their MAC (or physical) addresses. In order to communicate with the correct host, each device keeps track of all LAN hosts' MAC addresses in an ARP or MAC address table, also known as an ARP cache table.

			Entries in the ARP or MAC address table will time out after a while. Under normal circumstances, when the device needs to communicate with another device on the network, it needs its own MAC address. First, the device will check the ARP cache and, if there is no entry in the table, the device will send an ARP request broadcast out to all hosts on the network. 

			The ARP request asks the following question: who has (the requested) IP address? Tell me (the requesting) IP address. The device will then wait for an ARP reply, as shown in the following screenshot:
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			Figure 1.5 – ARP broadcast on a network

			The ARP reply is a response that holds information on the host's IP address and the requested MAC address. Once received, the ARP cache is updated to reflect the MAC address.

			In an ARP spoofing attack, a malicious actor will do the following:

			
					Send an unsolicited ARP reply message that contains a spoofed MAC address for the attacker's machine to all hosts on the LAN.

					After the ARP reply is received, all devices on the LAN will update their ARP (or MAC address) tables with the incorrect MAC address. This effectively poisons the cache on the end devices. 

					Once the ARP tables are poisoned, this will allow an intruder to impersonate another host to gain access to sensitive information.

			

			ARP spoofing is done during a MitM attack, which allows a malicious actor to obtain traffic that is normally destined to go to another host. 

			In the following diagram, a bogus ARP reply was sent by the malicious actor, which then poisoned the cache in all of the network devices. All hosts on the network now think that 10.40.10.103 is at 46:89:FF:4C:57:BB, instead of 00:80:68:B4:87:EF, and will go to the attacker with the spoofed MAC address:
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			Figure 1.6 – An ARP spoof attack

			The malicious actor will then use active sniffing to gather the misdirected traffic in an attempt to obtain sensitive information. In most cases, the traffic sent to the malicious actor is forwarded to the victim, who has no idea that anything is amiss. 

			Now we have seen the many individuals who can benefit from using packet analysis. In the next section, we will examine where packet analysis is most effective.

			Identifying where to use packet analysis

			To conduct an effective packet analysis, the first step is to get a good capture. There are many places in which to conduct packet analysis, including on a LAN, on a host, or in the real world. Let's start with using packet analysis on a LAN.

			Analyzing traffic on a LAN

			Today's networks are complex. An enterprise network provides connectivity, data applications, and services to the clients on the network, as shown in the following diagram:
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			Figure 1.7 – A LAN

			Most LANs are heterogeneous, with various operating systems such as Windows, Linux, and macOS, along with a mixture of devices such as softphones, tablets, laptops, and mobile devices. Depending on the business requirements, the network might include wide area network connectivity along with telephony.

			To effectively use packet analysis, placement is the key. Not all traffic is created equally. Depending on placement, you might only capture a portion of the total network traffic. If the packet sniffer is on a host or end device, then it will be able to see the traffic on the segment's collision domain. If the sniffer is mirroring all traffic on a backbone, then it will be able to see all the traffic.

			In certain instances, you might need to perform packet analysis on an individual host, such as a PC, to only monitor traffic destined to that host. In other cases, you might need to gather traffic on a switch to see the traffic as it passes through the switch ports.

			Sniffing network traffic

			Packet analysis can be done on an individual host, within a switch, or in line with the traffic. The difference is as follows:

			
					If the protocol analyzer is installed on a client device attached to a switch, then the view of network traffic is limited. While sniffing traffic on a single switch port, you will only see broadcasts, multicasts, and your own unicast traffic.

					To see all the traffic on a switch, the network administrator can use port monitoring or Switched Port Analyzer (SPAN). In some cases, you may be able to monitor within the switch, as Wireshark is built into the Cisco Nexus 7000 series and many other devices.

					Another option is to use a full-duplex tap in line with traffic. The tap makes a copy or mirror of the traffic, which is pulled into the device for analysis. If this option is used, then you might require a special adapter. 

			

			In addition to using packet analysis on a LAN or a host, packet analysis can be used in the real world to monitor traffic for threats.

			Using packet analysis in the real world

			Packet analysis is used in the real world in many forms. One example is the Department of Homeland Security (DHS) EINSTEIN system, which has an active role in federal government cybersecurity. The United States government is constantly at risk of many types of attacks, including DoS attacks, malware, unauthorized access, and active scanning and probing.

			The EINSTEIN system actively monitors the traffic for threats. Its two main functions are as follows:

			
					To observe and report possible cyber threats

					To detect and block attacks from compromising federal agencies

			

			The EINSTEIN system provides the situational awareness that is necessary to take a proactive approach against an active attack. The intelligence gathered helps agencies to defend against ongoing threats. 

			As illustrated, packet analysis is effective in many locations. The following section provides guidance on what circumstances packet analysis will reap the most benefits under.

			Outlining when to use packet analysis

			We use packet analysis in many ways. We can troubleshoot latency issues, test IoT devices, monitor for threats, and baseline the network. Let's evaluate some of this activity, starting with troubleshooting, which is a common use of packet analysis.

			Troubleshooting latency issues

			Wireshark can be a valuable asset when troubleshooting issues on the network. There are many built-in tools designed to gather and report network statistics. We can analyze network problems and monitor bandwidth usage per application and process. The information gathered can help identify choke points and maintain efficient network data transmission.

			Protocol analysis enables the network administrator to monitor the traffic on the network, unearthing problems that determine where performance can be fine-tuned. For example, if you suspect latency, you can obtain a capture in the area where you suspect trouble, and then run a Stevens graph, as shown in the following screenshot:

			
				
					[image: Figure 1.8 – A Stevens graph

]
				

			

			Figure 1.8 – A Stevens graph

			Once the graph is complete, you can examine details that can highlight errors in the communication stream. For example, along the top of the graph, we see a straight line that continues for approximately four (4) seconds. The line represents a gap in transmission and may warrant further investigation.

			In addition to troubleshooting the network, many are discovering how Wireshark can be a valuable asset in testing IoT devices prior to their implementation in an organization.

			Testing IoT devices

			The IoT is a ubiquitous transformation of intelligent devices embedded in everyday objects that connect to the internet, enabling them to send and receive data. The IoT has several components: people, infrastructure, things, processes, and data. IoT has become a billion-dollar industry as consumers, along with industries, are seeing the benefits. 

			Even with all of the benefits, prior to connecting an IoT device to the network, it's best to run some tests. Using Wireshark can help you see what happens when you plug the device into the network. The following is a list of  questions that Wireshark can help determine:

			
					How do the devices communicate once they are active? Do they phone home without being prompted?

					What information do they communicate? Are the username and password sent in plain text? 

			

			The only way you can understand the behavior of these devices is by plugging one in, capturing the data exchange, and analyzing the packet capture. The information obtained can provide valuable insights into the vulnerabilities of IoT devices.

			Along with troubleshooting and testing, Wireshark can be instrumental in proactive threat assessment.

			Monitoring for threats

			Monitoring for threats occurs in one of three ways:

			
					Proactive: Monitoring your systems and preventing threats by using a device such as an IDS.

					Active: Proactively seeking threats by conducting packet analysis and monitoring log files.

					Reactive: A system has fallen victim to an attack and the incident response team manages the attack, followed by a forensic exercise.

			

			Wireshark can help the security analyst take an active role in monitoring for threats. While Wireshark does not provide any alerts, it can be used in conjunction with an IDS to investigate possible malicious network activity.

			For example, while using snort (an open source IDS), the sensor produced the following alert, which could be an indication of malicious activity on the protected network:

			DELETED WEB-MISC text/html content-type without HTML – possible malware C&C (Detection of a non-standard protocol or event) [16460] 

			This alert indicates that an infected host might be communicating with an external entity and sending information gathered on the network to a botmaster. The security analyst should take immediate action by running a capture in different segments of the network to identify and mitigate the threat.

			Industries also see the value in using Wireshark for threat monitoring. For example, in the Cisco Certified CyberOps Associate certification prep course, students learn how to observe and monitor for unusual traffic patterns using Wireshark, as they hone their skills in preparing to work alongside cybersecurity analysts within a Security Operations Center (SOC).

			In order to determine what traffic is unusual, or to properly troubleshoot the network, you must be able to determine what constitutes normal network activity. This is achieved by conducting a baseline, as outlined in the following section.

			Baselining the network

			A network baseline is a set of parameters that define normal activity. The baseline provides a snapshot of network traffic during a window of time using Wireshark or tshark. Key characteristics for baseline can include utilization, network protocols, effective throughput, forwarding rates, and network latency. The network team can use the baseline for forecasting and planning, along with optimization, tuning, and troubleshooting.

			The baseline process goes through several stages: plan, capture, save, and analyze. Once the baseline is complete, the network analyst can review the captured data in order to assess general performance for end-to-end communications. Baselining the network helps to gain valuable information regarding the health of the network, and possibly identify current network problems. In addition to this, subsequent baselining exercises can help predict future problems.

			Whenever the installation of new equipment is planned, it's best to do a baseline prior to the change. After implementation, do another capture so you can identify possible issues in the traffic flow and then fine-tune the configuration.

			As you can see, there are many ways we can use packet analysis to monitor, test, baseline, and troubleshoot. However, because of the ability to obtain sensitive information or as a precursor to an attack, packet analysis should only be done in the following circumstances:

			
					The network is your own, or you have received explicit permission to conduct packet analysis for security scans. 

					It is completed during troubleshooting network connectivity issues. 

			

			In addition, consideration should be given to maintain the privacy of the data collected, and have a proper method to obtain, analyze, and retain any packet captures.

			As outlined, we now know the many reasons to use packet analysis. Let's summarize by embracing Wireshark, which is one of the most powerful packet analysis tools available today.

			Getting to know Wireshark

			In the late 1990s, Gerald Combs needed a tool to analyze network problems. Portable sniffers were available at the time, but they were costly. Gerald developed Ethereal with the help of some friends, and this later became Wireshark. It has been around for over 20 years and continues to evolve and improve over time.

			Wireshark's strength is the ability to decode the captured bits into a readable format by using decoders or dissectors.

			Dissectors provide information on how to break down the protocols into the proper format according to the appropriate RFC, or other specifications.

			Wireshark can decode hundreds of different protocols. New dissectors are periodically added to the library. In addition, you can decode proprietary and specialty protocols by developing your own dissector.

			Wireshark is compatible with many other sniffers and has a wide range of file formats for importing and exporting. Some of the other features include the following:

			
					Merge packet captures.

					Provide a detailed analysis of VoIP traffic.

					Create basic and advanced I/O graphs.

			

			Wireshark can be installed on most OSes, including Windows, Solaris, Linux, and macOS. 

			After using Wireshark for any length of time, you can observe how it can help network administrators to understand traffic flows, troubleshoot performance problems, or conduct a network baseline.

			Summary 

			With the variety and amount of data that travels on today's networks, it's easy to understand why packet analysis using Wireshark should be in everyone's skill set. In this chapter, we took a brief look at how packet analysis began in the 1990s with the use of hardware sniffers. Fast forward to today, and we can see that packet analysis is used by nearly every device on the network to gather traffic, examine the contents, and then decide what action to take.

			We learned how developers, network administrators, students, and security analysts can all benefit from using packet analysis. We examined the many places where we conduct packet analysis: on a LAN, on a host, and in the real world. In addition to this, we discovered how packet analysis has a variety of uses within today's networks, including troubleshooting, testing IoT devices, monitoring threats, and baselining. We can now appreciate how Wireshark is an exceptional open source software product that includes rich features and a variety of tools available to easily solve problems and analyze network traffic. 

			In the next chapter, we'll examine the Wireshark interface and review the phases of packet analysis. We'll also review the built-in Command-Line Interface (CLI) tools, such as dumpcap and editcap. Additionally, because Wireshark can be resource-intensive, we will learn how tshark (or terminal-based Wireshark can provide a lightweight alternative to Wireshark. 

			Questions

			Now it's time to check your knowledge. Select the best response and then check your answers, which can be found in the Assessments appendix:

			
					Packet analysis has been around in some form since the _____ as a diagnostic tool to observe data and other information traveling across the network.	1950s
	1960s
	1970s
	1990s



					Packet analysis is used in the real world in many forms. One is the DHS _____system, which monitors for threats.	CARVER
	Packet
	EINSTEIN
	DESTINY3



					In the expert system, _____ provides information about typical workflows such as TCP window updates or connection finishes.	Note
	Chat
	Error
	Warn



					A ____ provides a snapshot of network traffic during a window of time using Wireshark or tshark. Characteristics can include utilization, network protocols, and effective throughput forwarding rates.	Round Robin
	DORA process
	Baseline
	WinCheck



					Monitoring for threats occurs in one of three ways. _____ is when a system has fallen victim to an attack and the incident response team manages the attack, followed by a forensic exercise.	Proactive
	Reactive
	Active
	Redactive



					When testing _____ using Wireshark, you will be able to determine how they communicate once active and see whether they phone home without being prompted.	ACLs
	Expert systems
	IoT devices 
	IDSes



					When obtaining an IP address, DHCP will go through a four-part transaction called the _____.	Round Robin
	DORA process
	Baseline
	WinCheck



			

		

	
		
			Chapter 2: Using Wireshark

			Wireshark is a protocol analyzer that can capture traffic and then present it in a human-readable format. In this chapter, you’ll gain an insight into the overall functionality of Wireshark, and we’ll see how to troubleshoot network traffic, monitor for security issues, and debug applications. We’ll begin by taking a look at some of the features of the interface. We’ll also cover where you can find a list of shortcuts, so you can confidently and quickly capture and analyze packets. 

			So that you can better appreciate the work that goes into Wireshark, we’ll also review a list of the many authors that contribute to this project and help make Wireshark an exceptional tool. We’ll also see where you can find links on the interface that provide helpful information on how to better use Wireshark.

			In order to better understand the packet analysis process, we’ll briefly review each of the phases involved: gather, decode, display, and analyze. We’ll then review the built-in command-line interface (CLI) tools that complement Wireshark’s basic functionality. We’ll then finish with a closer look at tshark, a lightweight CLI application, which you can use when you need to capture traffic without the resource-intensive overhead of using Wireshark.

			This chapter will address all of these by covering the following topics:

			
					Examining the Wireshark interface

					Understanding the phases of packet analysis

					Learning how to use the Wireshark CLI tools

			

			Examining the Wireshark interface

			Wireshark offers a comprehensive framework for analyzing network traffic, and it performs well on most operating systems. The interface is streamlined and intuitive, with shortcuts and methods to make navigation easier and get you up and running with analyzing traffic. In this section, we’ll discover how Wireshark presents information, along with where to find a list of keyboard shortcuts. We’ll also take a look at the many authors who have made this application possible, and describe some ways you can obtain help and learn more about Wireshark.

			Let’s start with a brief look at the Wireshark interface. 

			Streamlining the interface

			When you first launch Wireshark, you will see a list of active interfaces. Some have a sparkline (or a moving graph symbol) next to the interface(s). When present, a sparkline represents actively exchanging data, and you can select that interface and begin capturing traffic. 

			As shown in the following screenshot, both the Wi-Fi and VMware network interfaces have active sparklines:
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			Figure 2.1 – The Wireshark interface

			During analysis, Wireshark has many ways to improve your experience. For example, when working with a packet capture within Wireshark, you can easily add columns to the interface. Simply right-click on a value in the packet details area and select Apply as Column, as shown in the following screenshot. Selecting this option will add the Flags field as a column:
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			Figure 2.2 – Applying as a column

			Wireshark also includes the intelligent scrollbar, which is on the right-hand side of the packet list. When the coloring rules are on, you can see an indication of problems and quickly go to trouble spots, which appear as dark black lines. This is highlighted by 1 in the following screenshot: 
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			Figure 2.3 – The Wireshark interface with enhanced features

			Some of the other features include the following:

			
					There are enhanced graphs – for example, flow graphs and I/O graphs that are easy to use.

					There are coloring rules, which are easy to create and edit.

					Related packets are displayed – you can simply click to see related packets (that is, the dotted line, as highlighted by 2 on the left-hand side of the preceding screenshot).

					It is capable of being translated into several different languages.

			

			With millions of downloads per year, Wireshark has become a significant tool. It has proven to be flexible as an open source utility and encourages developers to add functionality, as well as improve the overall appearance.

			Each new version improves the application. Improvements can include fixing a simple visual or display issue to more significant problems that can cause an application to crash, such as faulty dissectors. When you update Wireshark, take the time to read the notes, which will include information such as the following:

			
					What’s new

					Bug fixes

					New and updated features

					New protocol support

					Updated protocol support

					New and updated capture file support

					New and updated capture interfaces support

					Getting help

					Frequently asked questions

			

			In addition to the many benefits and features, Wireshark also provides a way to navigate using the keyboard. Let’s investigate this concept next.

			Discovering keyboard shortcuts

			Everyone has preferences as to how they interact with Wireshark. Some individuals prefer using a keyboard, as it’s faster and more intuitive than using a mouse.

			Wireshark has a list of keyboard shortcuts that can be found by selecting the Help menu choice, then clicking About Wireshark and selecting the Keyboard shortcuts tab, as shown here:

			
				
					[image: Figure 2.4 – Keyboard shortcuts ]
				

			

			Figure 2.4 – Keyboard shortcuts

			For example, when working with a packet capture, many times I’ll select Ctrl + +, which will zoom in on the main text in the interface.

			All of these improvements over the years have been possible because of the generosity of the open source community. The following section outlines how to see who is involved in creating Wireshark.

			Recognizing the Wireshark authors 

			Wireshark is open source and distributed under GNU General Public License (GPL). Its success is attributed to the many developers that have contributed their time to it over the years.

			When Gerald Combs and the original development team first released Ethereal, it had limited functionality and could decode less than six protocols. However, over the years, developers have added dissectors, functionality, and ease of use. As a result, Wireshark has become one of the most predominant network protocol analyzers in use today.

			Many authors have contributed to the success of Wireshark by providing ongoing development and maintenance of the application. Some consistently jump in to add their expertise, and others contribute only when they need a specific protocol dissector. 

			Anyone can be involved, as there is plenty of documentation on how to add a basic dissector. If you do modify Wireshark to add a dissector or visual enhancement, share your work with the Wireshark team so that everyone can benefit.

			To see a current list of Wireshark authors, go to the Help menu choice, click About Wireshark and select the Authors tab, as shown in the following screenshot:

			
				
					[image: Figure 2.5 – The list of Wireshark authors ]
				

			

			Figure 2.5 – The list of Wireshark authors

			The Wireshark developer’s goal today is to ensure functionality on Windows, macOS, and Linux. You can use Wireshark on any number of computers as necessary. All the source code is available under the GPL and can be found in the current Wireshark source code repository.

			At times, you might need a little more information or help to complete a task. Within the interface, there is a list of links that will take you to external resources.

			Finding information

			Across the bottom on the right-hand side of the Wireshark welcome interface, you will see the Learn label, where you will find the User’s Guide, Wiki, Questions and Answers, and Mailing Lists links. Below the links, Wireshark will list what version you are running and whether or not you are receiving automatic updates.

			So that you can better understand what goes on when you are using Wireshark, the next section walks through the process of analyzing packets. 

			Understanding the phases of packet analysis

			Packet analysis is the process of gathering traffic on the network, decoding it and dissecting the raw bits, and presenting it in a human-readable format for analysis, as shown in the following diagram:

			
				
					[image: Figure 2.6 – The phases of packet analysis ]
				

			

			Figure 2.6 – The phases of packet analysis

			Regardless of the software used, there are four main phases of packet analysis: gather, decode, display, and analyze. In this section, we’ll review each of the phases, starting with the first step, gather, where we collect the data from the network.

			Gathering network traffic

			When you launch Wireshark, a welcome screen displays a list of available network connections on your current device. In most cases, you will have more than one interface. To begin capturing immediately, you can select an active sparkline and begin the capture. 

			Alternatively, you can go to the Capture menu, and then go to the Options tab. This will open the following window:

			
				
					[image: Figure 2.7 – The Capture Options window ]
				

			

			Figure 2.7 – The Capture Options window

			Keep in mind that there are two key areas that will enable you to gather traffic: capturing in promiscuous mode and using a capture engine. Let’s first discuss why it’s important to enable promiscuous mode prior to capture.

			Capturing in promiscuous mode

			When gathering traffic with Wireshark, you can capture on all interfaces. However, so that you can see all the traffic that is coming into the network interface card, make sure you select one of the following when in the Input tab of the Capture Options dialog box:
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