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			Preface

			This book deals with a subject leadership and management skills of policy and security. The content of this book is related to the management students. Those students are grounded in management, leadership quality, and industrial skills. Everything seems to matter in security and policy management. Leadership skills are the tools, behaviors, and capabilities that an individual needs to achieve success at motivating and directing others. Yet true leadership skills involve something more, the power to assist people to grow in their own abilities. It is often said that the foremost successful leaders are people who drive others to realize their own success.

			The text is organized into areas important to all security and policy management: introduction to security management. Introduction to police management, motivation, leading, security, budgeting. You will be given specific tools and tips so that you will be able to take what you learn and will be able to apply it the moment you are done reading. If you do, you will be amazed at how quickly you will improve your leadership abilities. You will start to ascertain those around you react to you differently. You will find that work can be a more pleasant place to be, and that truly can lead others to their own success.

			Students will find this book incredibly easy to comprehend, case studies, leaders’ examples and understand what security and policy management is and make it ideal for everyone who has a spark of interest in security and policy management. This book will guide you and help you to bring out the best in you. 

			Hope you like it!   

			Happy reading.
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			Chapter 1. General Principles of Organizations

			1.1	General Principles of Organization 

			The structural framework of an organization is a vehicle for accomplishing the purposes for which a company or a department is established. That skeleton, the organizational structure itself, does not think, has no initiative, and cannot act or react. However, it is absolutely essential in the work environment. A sound organizational framework facilitates the accomplishment of tasks by members of the organization — people working under the supervision of responsible managers. A hospital, for example, is organized to provide health care services. A subunit of that master organization, the Security Department, is organized to protect that health care environment. The organization, then, is the arrangement of people with a common objective or purpose (in a manner to make possible the performance of related tasks grouped for assignment) and the establishment of areas of responsibility with clearly defined channels of communication and authority.

			Organization Principles In the design of a sound organizational framework, there are six widely accepted principles: 

			1.	The work should be divided according to some logical plan. 

			2.	Lines of authority and responsibility should be made as clear and direct as possible. 

			3.	One supervisor can effectively control only a limited number of people, and that limit should not be exceeded. (This principle is called span of control.) 

			

			4.	There should be a “unity of command” in the organization.

			5.	Responsibility cannot be given without delegating commensurate authority, and there must be accountability for the use of that authority. 

			6.	All efforts of subunits and personnel must be coordinated into the harmonious achievement of the organization’s objectives. Because each of these principles has a meaningful application within a security organization, it is helpful to elaborate on them.

			Logical Division of Work: The necessity for the division of work becomes apparent as soon as you have more than one person on the job. How the work is divided can have a significant impact on the results at the end of the day. The manner and extent of the division of work influence the product or performance qualitatively as well as quantitatively. The logical division of work, therefore, deserves close attention. 

			1.2	Purpose Process or method Clientele Time Geography

			Purpose It is most common for work to be divided according to a purpose. The Security Department could be organized into two divisions: a Loss Control or Loss Prevention division (its purpose is to prevent losses) and a Detection division (its purpose is to apprehend those who defeated the efforts of the prevention unit).

			Process or Method A process unit is organized according to the Method of work; all similar processes are in the same unit. An example in security might be the alarm room operators and dispatchers or the credit card investigators unit of the general investigative section.

			Clientele Work may also be divided according to the clientele served or worked with. Examples here would be the background screening personnel, who deal only with prospective and new employees, store detectives, who concentrate on shoplifters, or general retail investigators, who become involved with dishonest employees, forgers, and other criminal offenders. Division of work by purpose, process, or clientele is really a division based on the nature of the work and, consequently, is referred to as “functional.” In other words, the grouping of security personnel to perform work divided by its nature (purpose, process, or clientele) is called a functional organization. For many organizations, the functional organization constitutes the full division of work. Security, however, like police and fire services in the public sector, usually has around-the-clock protective responsibilities. Also, unlike its cousins in the public sector, it may have protective responsibilities spread over a wide geographic area.

			Time At first glance, the 24-hour coverage of a given facility may appear relatively simple. It might be natural to assume there should be three, 8-hour shifts with fixed posts, patrol, and the communication and alarm center all changing at midnight, 8:00 a.m., and 4:00 p.m. However, some interesting problems surface when a department begins organizing by time: How many security people are necessary on the first shift? If a minimum-security staff takes over at midnight and the facility commences its business day at 7:00 a.m., can you operate for 1 hour with the minimum staff or must you increase coverage before 7:00 a.m. and overlap shifts? (There are hundreds of variables to just this type of problem.)  If you have two or more functional units, with some personnel assigned to patrol and others assigned to the communications and alarm center (in another organizational pyramid altogether), who is in command at 3:00 a.m.? The question of staff supervision confuses many people. (See Chapter 5 for a detailed discussion of staff supervision.) How much supervision is necessary during facility downtime? If the question is not how much, then how is any supervision exercised at 3:00 a.m.?  If there are five posts, each critical and necessary, and five persons are scheduled, and one fails to show, how do you handle the situation? Should you schedule six persons for just that contingency?

			These and other problems do arise and are resolved regularly in facilities of every kind. Organizing by time, a way of life for security operations does create special problems that demand consideration, especially if this approach to the division of work is a new undertaking for a company.

			

			1.3	Geography 

			Whenever a Security Department is obliged to serve a location removed from the headquarters facility, and one or more security personnel are assigned to the outlying location, there is one major issue that must be resolved: To whom does the security personnel report — to security management back at headquarters or to site management (which is nonsecurity)? The real issue is, should nonsecurity management has direct supervision over a security employee who has technical or semitechnical skills that are beyond the competence or understanding of nonsecurity management personnel? In defining the type of authority an executive or supervisor exercises, a distinction is generally made between line and staff authority. Although these terms have many meanings, in its primary sense, line authority implies a direct (or single line) relationship between a supervisor and his or her subordinate; the staff function is service or advisory in nature. Security personnel should only be directly supervised by security management. Site management may provide staff supervision, providing suggestions and assistance, but these should be restricted to such matters as attention to duty, promptness in reporting, and compliance with general rules. Detailed security activities fall outside the jurisdiction of site management. Nonsecurity management should not have line authority (direct supervision) over security, not only because of the issue of professional competency but also because site management should not be beyond the “reach” of security. Site management would indeed be out of reach if the only internal control, security, were subject to its command.

			Site management would be free to engage in any form of mischief, malpractice, or dishonesty without fear of security’s reporting the activities to company headquarters.

			Clear Lines of Authority and Responsibility Once the work has been properly divided, the organization takes on the appearance of a pyramid-like structure, within which are smaller pyramids, as illustrated in Figure 1–1. Each part of each pyramid defines, with exactness, a function or responsibility and to whom that function is responsible. One can easily trace the solid line upward to the Security Manager or Security Director, who is ultimately responsible for every function within the security organization. Not only is it important to have this organizational pyramid documented, normally in the form of an organizational chart, it is also essential that security employees have access to the chart so they can see exactly where they fit into the organization pattern, to whom they are responsible, to whom their supervisor is responsible, and so on the right up to the top. Failure to so inform employees causes unnecessary confusion, and confusion is a major contributor to ineffective job performance. Also, the organizational chart is a subtle motivator. People can see themselves moving up in the boxes; for goal-setting to be successful, one must be able to envision oneself already in possession of one’s goal.

			[image: Image result for Repeated Pyramidal Forms within an Organizational Structure.]

			FIGURE 1–1  Repeated Pyramidal Forms within an Organizational Structure.

			Source: https://www.researchgate.net/profile/Elisabeth_Waaij/publication/7185091/figure/fig8/AS:667064389873685@1536051952970/The-typical-organization-of-broiler-breeding-is-a-pyramid-structure-where-the.png

			

			Finally, the apparent rigidity of boxes and lines in the organizational chart must not freeze communication. Employees at the lowest layer of the pyramid must feel free to communicate directly with the Security Manager without obtaining permission from all of the intervening levels of supervision.

			1.4	Span of Control 

			There is a limit to the number of subordinates who can be supervised effectively by one person, and that limit should not be exceeded. The limit ranges from a maximum of five at the highest level in the organization to a maximum of twelve at the lowest level. The greater the degree of sophistication of the interactions between supervisors and subordinates, the narrower the optimal span of control. However, this very important principle is in jeopardy as we have entered into the twenty-first century because of the growing trend of “flattening” the organizational pyramid, that is, having fewer supervisors and/ or supervisors with expanded responsibilities. This trend increasingly presents an operational dilemma that must be addressed by each organization. Exceeding the limits of a span of control is really no different from spreading oneself too thin in some non-work environment, such as school. 

			If a student carries a full academic load of core subjects, becomes involved in student government, goes out for varsity football, is engaged to be married, belongs to the military reserve, and works 20 hours a week in a convenience store, likely, some of these activities will not receive the attention they deserve and few, if any, will be done with excellence. Slipshod, undisciplined, and poorly executed security work is an almost inevitable consequence of violating the organizational principle of span of control.

			1.5	Unity of Command 

			The fourth principle that of the unity of command means that an employee should be under the direct control of one and only one immediate superior (Figure 1–2). This principle also dictates that a task or function requiring the action of two or more people must also be under the direct control of one supervisor.

			[image: Image result for Unity of Command.]

			FIGURE 1–2  Unity of Command.

			https://cdn.clipart.email/feaa78c6f4ea46664366b0895e5e0669_presentation-name-on-emaze_337-292.jpeg

			Violations of the principle of unity of command are not usually found in the design of the organization but occur more by accident than design during special events or other non-routine occasions that bring out more company executives than usual. The security officer or agent who is given conflicting orders by several superiors becomes confused, inefficient, and angry. One cannot successfully serve two masters. This is discussed further in Chapter 5.

			1.6	Responsibility, Authority, and Accountability 

			The fifth principle of organization is all too frequently violated by the manager or executive who gives a subordinate the responsibility to do a task but holds back the authority needed to discharge such responsibility effectively. A prime example of this is the case in which individuals are given the job of supervising a unit and are told that the unit is their responsibility and that they will be measured by how well they perform in that assignment. However, the new supervisors then discover they do not have the right (authority) to select the applicant of their choice to fill a vacancy; they discover that disciplinary matters are decided by their superiors (and their subordinates know this). They soon find that their plans, suggestions, and ideas are replaced with those of their boss, and, thus, they become totally frustrated. They have a job, and yet they do not. The true art of delegation requires giving responsibility with commensurate authority and then holding the employee fully accountable for the use of that authority. 

			If in the previous example, new supervisors had the authority to hire, discipline, and implement their own ideas; did so without exercising good judgment; and could not be corrected or trained to use their authority properly, then they should be stripped not only of the authority but of the responsibility as well. The employee must be given both responsibility and authority and be held accountable for both. Perhaps the major reason why so many managers violate this principle is that they are unwilling, sometimes subconsciously, to allow subordinates to carry out the responsibilities delegated to them. The reason for this unwillingness, ironically, is that the manager knows that he or she is ultimately responsible. The manager knows it is true that you cannot completely delegate responsibility. This may seem confusing and sound like doubletalk, so let us approach the problem from a different angle: The head of the security pyramid, the Security Manager or Security Director, is the only one accountable for the organization, the Security Department. The Security Manager’s reputation grows brighter in the department’s successes and suffers in its failures. 

			Almost invariably, this manager rose to the top because of his or her proven ability and track record. In other words, his or her method of doing things has proven, over time, to be successful. That is why the manager has this position. l The Security Manager or Security Director cannot do the entire security job alone and needs people to help get it done. Depending on the scope of the job, the Security Manager may need anywhere from 2 to 300 people. Ideally, if every person on the team thinks and acts exactly as the Security Manager does, he or she would ensure continued outstanding personal success.

			The manager understands, however, that no one else thinks and acts exactly as he or she does. The manager may reason that the next best thing is to think for all of the key people, make the decisions for them, and have them run the organization in his or her image. The Security Manager holds the authority, and when things go wrong — and they will — he or she will probably severely criticize the party who failed. This manager has not really delegated responsibility and authority. Ironically, when things go wrong, the Security Manager will point out to company management the employee who failed and, in so doing, will have someone to share the responsibility with, because ultimately it is the Security Manager’s responsibility. l In contrast to the situation previously described, the manager may open up the organization to other talented people. Within the broad guidelines the Security Manager sets as a leader, those key people will have genuine responsibility. 

			They will be accountable, and they will respond positively to that accountability. When things go wrong — and they will — the party who failed will judge himself or herself critically. This manager has truly delegated responsibility and authority. Ironically, he or she will take full responsibility for failure because it is ultimately and rightfully the manager’s responsibility. 

			1.7	Coordination to Meet Organizational Goals 

			Theoretically, if the first five principles just discussed were adhered to, everything would function smoothly. In practice, such total harmony is rare, if not impossible. Human frailties such as jealousy over assignments and promotions, elitism in some subunits, friction between supervisors, the poor historic reputation of certain subunits or assignments, and more tend to compromise efficiency. How then does management coordinate the efforts of the various subunits and personnel? Or better, what can management do to attempt to coordinate all units and personnel into the harmonious achievement of the department’s goals? The answer is to establish a sound security training program and good departmental communication. Both training and communication are dealt with in separate chapters (Chapters 9 and 13, respectively). The emphasis in both cases should be on educating employees about the organization and its objectives; defining the importance of each subunit is contribution to the whole; developing organizational pride and individual security employee self-esteem; creating a sense of security unity and identification within the company as a whole; and, finally, developing a climate wherein the individual employee includes organizational goals within his or her personal goals.

			Where Security Fits in the Organizational Structure The Changing Role of Security In the past five decades, the security function has climbed up from the depths of organizational existence, from dank and smelly basement offices to the heights of executive offices and a place in the sun. Despite some major downsizing, corporate mergers, and the growing emergence of facilities management and technology replacing some security personnel, security is now viewed as a critical part of most organizations with security professionals reporting directly to senior management, if not the chief executive officer. This is even more common since the tragic events of September 11, 2001, a trend that will likely continue in light of more recent terrorist attempts, such as the attempted bombing of Northwest flight 253 on December 25, 2009. When I entered this industry, there was no such thing as a Vice President of Security. There was no place for security practitioners in senior management. Today, many security professionals hold the office of a vice president because the importance of the security function is now recognized in the private sector. Why this ascent? 

			Before September 11, 2001, the ever-increasing contribution security made to the organization’s objectives, principally profit, had earned correspondingly increased recognition from top management. After September 11, it was crystal clear that risks and threats of global terrorism, heretofore viewed as “overseas problems,” were now no longer vague or unlikely but rather a genuine reality. Over time, security, as a profession, made the transition from a burdensome and obligatory liability to a vital and integral component of American business and industry in the United States. Another reason for the growing recognition of security’s importance is the increasing prevalence of crime in our society. Several socio-economic factors, along with political and cultural conditions, have combined to create a social climate of complacency toward deviant or antisocial behavior. 

			As a result, more and more deviant behavior occurs, particularly attacks against property (theft) and attacks against person on-premises (with the resultant specter of civil litigation), until the point is reached at which the magnitude of the problem far transcends the limited prevention ability of public law enforcement. Although recent security efforts have focused on improving the crime prevention abilities of the public sector (police, etc.), the fact remains that the burden of crime prevention often falls on the private sector. Without question, a large number of firms and even entire industries would fail today without their own internal security organizations. This is true, aside from terrorist threats. Imagine the position of a major credit card company without its Security Department. Who would coordinate and track the criminal abuse of that credit privilege across the country, or indeed, around the world?

			Security’s Contribution to Profits Security contributes to a company or corporate profits by reducing or eliminating preventable losses, including those caused by criminal behavior. Consider the retail industry, for example. A major chain with sales of $1 billion might realize a 3% net profit as well as a 3% inventory shrinkage (these figures are quite realistic). This firm, then, realizes $30 million in profits and $30 million in losses or lost profit. If the Security Department, through its efforts and programs, can reduce the inventory shrinkage by just one-half of 1%, from 3% to 2.5% of sales, profits would increase by $5 million!

			

			Where else can management find such opportunities to increase profits? The cost of raw materials cannot be reduced; they are becoming scarcer and more expensive. The cost of labor cannot be reduced; labor’s demands are only going up. The costs of so-called fixed expenses such as rent, utilities, and insurance cannot be reduced; they are all rising. Because losses are so enormous, their reduction is in the hands of protection professionals who manage corporate and divisional security organizations.

			To Whom Does Security Report? With increased recognition of the need for security within the whole spectrum of company activities, all of which affect directly or indirectly the “bottom line” of business (profits), came increased responsibility, and with increased responsibility came commensurate authority. To provide the Security Manager with that necessary authority, the entire security organization has moved up in the organizational pyramid to report directly to senior management — usually a senior or executive vice president. That particular senior executive delegates a portion of his or her authority to the Security Chief, who can then exercise what is known as a functional authority. Reporting directly to an officer places the security executive either at the top of middle management or bottom of upper management. The most dynamic people in the firm are now his or her peers. Figures 1–3 and 1–4 illustrate the place typically held in the organizational chart by a Security Director in manufacturing and a Vice President of Loss Control in a retail organization, respectively.

			The Difference Between Corporate and Company Security Although the word corporate is sometimes used to describe a firm’s central authority, the word more accurately refers to that smallholding organization that owns several firms. A conglomerate is a combination of a variety of individual companies, each with its own executive team, its own goals, its own volume, and its own profit performance. The financial results of each of the companies in a corporate structure (or conglomerate) are, for the sake of simplicity, forwarded to the corporate organization at the very top of the pyramid. Many corporations have a Corporate Security Director who maintains a pure staff relationship with the individual Security Directors in charge of protection in the various companies within the corporate family (Figure 1–5). The corporate director’s job is as follows: 

			1.	Establishes corporate security policies that serve as guidelines for divisional (company) security operations 

			2.	Serves as an advisor and counselor to senior divisional management in terms of his or her assessment of how effectively divisional security is functioning 

			[image: Image result for FIGURE 1–3  Example of Manufacturing Firm’s Organization.]

			FIGURE 1–3  Example of Manufacturing Firm’s Organization.

			https://paginas.fe.up.pt/~als/mis10e/images/img03_01.jpg
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			FIGURE 1–4  Example of Retail Company Organization

			https://www.edrawsoft.com/images/orgchart/retail-orgchart.png

			

			3.	Serves as an advisor and counselor to each division’s Security Director, giving the division director support in terms of professional expertise, advice, encouragement, and constructive criticism 

			4.	Serves as a central clearinghouse and information center for all divisions within the corporation, disseminating important information about the corporation and industry as a whole 

			5.	Provides for those few but important security services needed by the relatively small corporate organization comprised of, as a rule, top-ranking executives in the company.

			[image: Image result for Example of Corporate (Conglomerate) Organization.]

			FIGURE 1–5  Example of Corporate (Conglomerate) Organization.

			https://learning.uonbi.ac.ke/courses/DBA102/scormPackages/path_2/Conglomerate_design.png

			1.8	Corporate relations

			Corporate Security Directors have other functions, such as liaising with top officials in the public sector and participating in trade and professional association activities. But the real thrust of these corporate security jobs is to counsel. If the corporate director has security staff, it is usually quite small. This individual simply does not have direct accountability for the performance of the divisions; however, if divisions demonstrate a consistently poor performance in security activities over a prolonged period, it will indeed reflect on the corporate director. On the other hand, the divisional or company Security Director (or Security Manager, or whatever the head of the Security Department may be called) is directly accountable for the activities and results of the security organization. Throughout this text, when I refer to the Security Director, unless otherwise specified, I am talking about the divisional or company director (or Vice President of Security), not the corporate person.

			1.9	Summary 

			The organization is the arrangement of people with a common objective in a manner that groups related tasks establish areas of responsibility, and defines lines of communication and authority. There are six basic principles of the organization: 

			(1) 	logical division of work (according to purpose, process, clientele, time, or geography); 

			(2) 	clear lines of authority, visible on the organizational chart as a pyramidal structure; 

			(3) 	a limited span of control; 

			(4) 	unity of command; 

			(5) 	true delegation of responsibility and authority, with attendant accountability; and 

			(6) 	coordination of efforts through training and communication. 

			Within the company or corporate organizational structure, security in recent years has shown a sharp vertical movement, an ascent primarily attributable to international terrorist threats, rising crime, and increased recognition of security’s contribution to profits. The Security Director now commonly reports to a member of senior management. In the corporate or conglomerate structure, the Corporate Security Director generally serves in a staff relationship both to higher management and to the individual company Security Directors. In this text, the discussion of the Security Director’s or Security Manager’s role refers to the security function in the individual company rather than that of the corporate organization.

			

			1.10	Exercise

			1.	Explain the five methods of dividing work.
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