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			Preface

			Keycloak is an open source identity and access management tool with a focus on modern applications such as single-page applications, mobile applications, and REST APIs.

			The project was started in 2014 with a strong focus on making it easier for developers to secure their applications. It has since grown into a well-established open source project with a strong community and user base. It is used in production for scenarios ranging from small websites with only a handful of users up to large enterprises with millions of users.

			This book introduces you to Keycloak, covering how to install Keycloak as well as how to configure it ready for production use cases. Furthermore, this book covers how to secure your own applications, as well as providing a good foundation for understanding OAuth 2.0 and OpenID Connect.

			Who this book is for

			This book is for developers, system administrators, and security engineers, or anyone who wants to leverage Keycloak and its capabilities to secure applications.

			If you are new to Keycloak, this book will provide you with a strong foundation to leverage Keycloak in your projects.

			If you have been using Keycloak for a while, but have not mastered everything yet, you should still find a lot of useful information in this book.

			What this book covers

			Chapter 1, Getting Started with Keycloak, gives you a brief introduction to Keycloak and steps on how to get quickly up to speed by installing and running Keycloak yourself. It also provides an introduction to the Keycloak admin and account consoles.

			Chapter 2, Securing Your First Application, explains how to secure your first application with Keycloak through a sample application consisting of a single-page application and a REST API.

			Chapter 3, Brief Introduction to Standards, provides a brief introduction and comparison of the standards Keycloak supports to enable you to integrate your applications securely and easily with Keycloak.

			Chapter 4, Authenticating Users with OpenID Connect, teaches how to authenticate users by leveraging the OpenID Connect standard. This chapter leverages a sample application that allows you to see and understand how an application authenticates to Keycloak through Open ID Connect.

			Chapter 5, Authorizing Access with OAuth 2.0, teaches how to authorize access to REST APIs and other services by leveraging the OAuth 2.0 standard. Through a sample application, you will see firsthand how an application obtains an access token through OAuth 2.0, which the application uses to invoke a protected REST API.

			Chapter 6, Securing Different Application Types, covers best practices on how to secure different types of applications, including web, mobile, and native applications, as well as REST APIs and other backend services.

			Chapter 7, Integrating Applications with Keycloak, provides steps on how to integrate your applications with Keycloak, covering a range of different programming languages, including Go, Java, client-side JavaScript, Node.js, and Python. It also covers how you can utilize a reverse proxy to secure an application implemented in any programming language or framework.

			Chapter 8, Authorization Strategies, covers how your application can use information about the user from Keycloak for access management, covering roles and groups, as well as custom information about users.

			Chapter 9, Configuring Keycloak for Production, teaches how to configure Keycloak for production, including how to enable TLS, configuring a relational database, and enabling clustering for additional scale and availability.

			Chapter 10, Managing Users, takes a closer look at the capabilities provided by Keycloak related to user management. It also explains how to federate users from external sources such as LDAP, social networks, and external identity providers.

			Chapter 11, Authenticating Users, covers the various authentication capabilities provided by Keycloak, including how to enable second-factor authentication, as well as security keys.

			Chapter 12, Managing Tokens and Sessions, helps understand how Keycloak leverages server-side sessions to keep track of authenticated users, as well as best practices on managing tokens issued to your applications.

			Chapter 13, Extending Keycloak, explains how you can extend Keycloak, covering how you can modify the look and feel of user-facing pages such as the login pages and account console. It also provides a brief introduction to one of the more powerful capabilities of Keycloak that allows you to provide custom extensions for a large number of extension points.

			Chapter 14, Securing Keycloak and Applications, provides best practices on how to secure Keycloak for production. It also provides a brief introduction to some best practices to follow when securing your own applications.

			To get the most out of this book

			To be able to run the examples provided in this book, you need to have OpenJDK and Node.js installed on your computer. All code examples have been tested using OpenJDK 11 and Node.js 14 on Linux (Fedora). However, the examples should also work on newer versions of OpenJDK and Node.js, as well as with Windows and mac OS.

			
				
					[image: ]
				

			

			If you are using the digital version of this book, we advise you to type the code yourself or access the code via the GitHub repository (link available in the next section). Doing so will help you avoid any potential errors related to the copying and pasting of code.

			Download the example code files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/Keycloak-Identity-and-Access-Management-for-Modern-Applications. In case there's an update to the code, it will be updated on the existing GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Code in Action

			Code in Action videos for this book can be viewed at https://bit.ly/3h6kdDm.

			Download the color images

			We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: http://www.packtpub.com/sites/default/files/downloads/9781800562493_ColorImages.pdf.

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "Keycloak supports the authorization_code grant type and the code and token response types."

			A block of code is set as follows:

			<Header>.<Payload>.<Signature>

			When we wish to draw your attention to a particular part of a code block, the relevant lines or items are set in bold:

			{

			  "access_token": "eyJhbGciOiJSUzI1NiIsI…",

			  "expires_in": 299,

			  "token_type": "bearer",

			  "scope": "profile email",

			  …

			}

			Any command-line input or output is written as follows:

			$ npm install

			$ npm start

			Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "Now click on Load OpenID Provider Configuration."

			Tips or important notes	

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Reviews

			Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

			For more information about Packt, please visit packt.com.

		

	


		
			Section 1: Getting Started with Keycloak

		

		
			In this section, you will get up and running with Keycloak, including securing your first application in little to no time.

			This section comprises the following chapters:

			
					Chapter 1, Getting Started with Keycloak

					Chapter 2, Securing Your First Application

			

		

		
			
			

		

		
			
			

		

		
			
			

		

	
		
			Chapter 1: Getting Started with Keycloak

			If you are new to Keycloak, this chapter will quickly get you up to speed. We'll start with a brief introduction to Keycloak. Then, you will find out how easy it is to install Keycloak and get it up and running. After we have started Keycloak, you will learn about the Keycloak admin console, which provides a great interface for managing and configuring Keycloak. Finally, we'll take a quick look at the Keycloak account console as well, which lets users of your applications manage their own accounts.

			By the end of this chapter, you will know how to get started with the Keycloak server, and understand how you can use the Keycloak admin console to manage Keycloak. You will learn how to prepare Keycloak with an example user in order to get started securing your first application in the next chapter.

			In this chapter, we're going to cover the following main topics:

			
					Introducing Keycloak

					Installing and running Keycloak

					Discovering the Keycloak admin and account consoles

			

			Technical requirements 

			For this chapter, in order to run Keycloak, you will need to have Docker (https://www.docker.com/) or JDK 8+ (https://openjdk.java.net/) installed on your workstation.

			Check out the following link to see the Code in Action video:

			https://bit.ly/3nRLgng

			Introducing Keycloak

			Keycloak is an open source Identity and Access Management tool with a focus on modern applications such as single-page applications, mobile applications, and REST APIs.

			The project was started in 2014 with a strong focus on making it easier for developers to secure their applications. It has since grown into a well-established open source project with a strong community and user base. It is used in production for scenarios ranging from small websites with only a handful of users up to large enterprises with millions of users.

			Keycloak provides fully customizable login pages, including strong authentication, as well as various flows, such as the recovery of passwords, requiring users to regularly update the passwords, accepting terms and conditions, and a lot more. All of this without any need to add anything to your applications, or any coding at all. All pages visible to your users support custom themes, making it very easy to modify the look and feel of the pages to integrate with your corporate branding and existing applications.

			By delegating authentication to Keycloak, your applications do not need to worry about different authentication mechanisms, or how to safely store passwords. This approach also provides a higher level of security as applications do not have direct access to user credentials; they are instead provided with security tokens that give them only access to what they need.

			Keycloak provides single sign-on as well as session management capabilities, allowing users to access multiple applications, while only having to authenticate once. Both users themselves and administrators have full visibility to where users are authenticated, and can remotely terminate sessions when required.

			Keycloak builds on industry standard protocols supporting OAuth 2.0, OpenID Connect, and SAML 2.0. Using industry standard protocols is important from both a security perspective and in terms of making it easier to integrate with existing and new applications.

			Keycloak comes with its own user database, which makes it very easy to get started. You can also easily integrate with existing identity infrastructure. Through its identity brokering capabilities, you can plug in existing user bases from social networks, or other enterprise identity providers. It can also integrate with existing user directories, such as Active Directory and LDAP servers.

			Keycloak is a lightweight and easy-to-install solution. It is highly scalable and provides high availability through clustering capabilities. For additional redundancy, Keycloak also supports clustering to multiple data centers.

			A lot of effort has gone into making Keycloak usable out of the box, supporting common use cases, but, at the same time, it is highly customizable and extendable when needed. Keycloak has a large number of extension points where you can implement and deploy custom code to Keycloak to modify existing behavior or add completely new capabilities. Examples of extensions that can be written to Keycloak include custom authentication mechanisms, integrations with custom user stores, and the custom manipulation of tokens. You can even implement your own custom login protocols.

			This section was a very brief introduction to the features and capabilities of Keycloak. As this book aims to give you a practical guide to Keycloak, we will come back to many of these features in later chapters, where you will learn firsthand how you can put these to use.

			Installing and running Keycloak

			In this section, you will quickly learn how to install and run Keycloak. Once you have Keycloak up and running, we will take a look at the Keycloak admin console and the Keycloak account console.

			Keycloak provides a few options on how it can be installed, including the following:

			
					Running as a container on Docker

					Installing and running Keycloak locally (which will require a Java virtual machine, such as OpenJDK)

					Running Keycloak on Kubernetes

					Using the Keycloak Kubernetes operator

			

			If you already have Docker installed on your workstation, this is the recommended approach as it is simpler to get up and running this way.

			If you don't have Docker installed, it is easier to get started by installing and running it locally. The only dependency required is a Java virtual machine.

			Keycloak can also be easily deployed to Kubernetes, where you have the option of using the Keycloak Kubernetes Operator, which makes installation, configuration, and management even simpler. We are not going to provide instructions for Kubernetes in this book, as we instead want to focus on Keycloak and its features. If you are interested in knowing how to run Keycloak on Kubernetes, then the Keycloak website provides great Getting started guides at https://www.keycloak.org/getting-started.

			In the next section, we will look at how you can run Keycloak as a container on Docker. If you prefer to run it locally, you can skip to the section titled Installing and running Keycloak with OpenJDK.

			Running Keycloak on Docker

			With Docker, it is very easy to run Keycloak as you don't need to install a Java virtual machine yourself, nor do you have to download and extract the Keycloak distribution.

			To run Keycloak on Docker, simply execute the following command:

			$ docker run -e KEYCLOAK_USER=admin -e KEYCLOAK_PASSWORD=admin -p 8080 quay.io/keycloak/keycloak

			As Keycloak does not ship with a default admin account, passing the environment variables, KEYCLOAK_USER and KEYCLOAK_PASSWORD, makes it easy to create an initial admin account. We are also using –p 8080 to publish the port used by Keycloak to the host, so as to make it easy to access Keycloak.

			After a few seconds, you will see a message along the lines of the following, meaning Keycloak has started successfully:
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			Figure 1.1 – Start up message

			You can verify that Keycloak is running by opening http://localhost:8080.

			Congratulations! You now have Keycloak running as a Docker container and can get started with trying Keycloak out by first discovering the Keycloak admin and account consoles.

			Installing and running Keycloak with OpenJDK

			As Keycloak is implemented in Java, it is easy to run Keycloak on any operating system without the need to install additional dependencies. The only thing that you need to have installed is a Java virtual machine, such as OpenJDK.

			In the next section, we will install OpenJDK, which is required before running Keycloak. If you already have a Java virtual machine installed, you can skip the next section and go directly to the section entitled Installing Keycloak.

			Installing OpenJDK

			The best way of installing OpenJDK depends on the operating system you are using. Most Linux distributions, for example, include OpenJDK packages in the default repositories. 

			By way of an example, on Fedora, you can install OpenJDK by executing the following command:

			$ sudo dnf install java-latest-openjdk

			For instructions specific to your operating system, use one of the following URLs to find the relevant instructions:

			
					Windows: https://www.google.com/search?q=install+openjdk+windows

					macOS: https://www.google.com/search?q=install+openjdk+macos

					Ubuntu: https://www.google.com/search?q=install+openjdk+ubuntu

			

			Another simple way to install OpenJDK is to download one of the ready builds at https://jdk.java.net/. Open this page in your browser and then click on the JDK 15 link next to Ready for use. Download the build for your operating system, and then extract it to a suitable location. Once extracted, set the JAVA_HOME environment variable to point to the extracted directory.

			The following screenshot shows an example of installing a ready build of OpenJDK on Linux:

			$ mkdir ~/kc-book

			$ cd ~/kc-book

			$ tar xfvz ~/Downloads/openjdk-14.0.2_linux-x64_bin.tar.gz

			$ export JAVA_HOME=~/kc-book/jdk-14.0.2

			$ $JAVA_HOME/bin/java -version

			The last command (java –version) verifies that Java is working properly.

			Now that you have OpenJDK installed, we will move on to installing Keycloak.

			Installing Keycloak

			Once you have the Java virtual machine installed on your workstation, the next step is to download the distribution of Keycloak from the Keycloak website. Open https://www.keycloak.org/downloads, and then download either the ZIP or the TAR.GZ archive of the server (standalone server distribution). Once downloaded, simply extract this archive to a suitable location.

			The following screenshot shows an example of installing Keycloak on Linux:

			$ cd ~/kc-book

			$ unzip ~/Downloads/keycloak-11.0.1.zip

			$ cd keycloak-11.0.1

			$ export KC_HOME=~/kc-book/keycloak-11.0.1

			Before starting Keycloak, we will create an initial admin account.

			Creating an admin account

			Keycloak does not ship with a default admin account. This is to prevent anyone from running Keycloak with a default username and password in production.

			This means that prior to using Keycloak, you need to create an initial admin account.

			To create an admin account on Linux or macOS, execute the following command in a terminal:

			$ cd $KC_HOME

			$ bin/add-user-keycloak.sh -u admin -p admin

			On Windows, execute the following command:

			> cd %KC_HOME%

			> bin\add-user-keycloak.bat -u admin -p admin

			Important note

			For production systems, you should obviously use a more secure password, including strongly considering using strong authentication, especially for the admin account. Later in the book, we will cover how you can easily enable two-factor authentication with Keycloak.

			You are now ready to start Keycloak, which we will cover next.

			Starting Keycloak

			Once you have installed Keycloak and created the initial admin account, it's easy to start Keycloak.

			On Linux or macOS, start Keycloak with the following command:

			$ cd $KC_HOME

			$ bin/standalone.sh

			Or, on Windows, execute the following command:

			> cd %KC_HOME%

			> bin\standalone.bat

			After a few seconds, you will see a message along the lines of the following, meaning Keycloak has started successfully:
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			Figure 1.2 – Start up message

			You can verify that Keycloak is running by opening http://localhost:8080. 

			Congratulations! You now have Keycloak running on your workstation and can get started with trying Keycloak out by first discovering the Keycloak admin and account consoles.

			Discovering the Keycloak admin and account consoles

			In this section, we will take a look at the Keycloak admin and account consoles. The admin console is an extensive console that allows you to configure and manage Keycloak. The account console, on the other hand, is there to allow your end users to manage their accounts.

			Getting started with the Keycloak admin console

			In this section, you will learn how to log in to the Keycloak admin console as well as learn how to set up the basic configuration needed to secure your first application.

			The Keycloak admin console provides an extensive and friendly interface for administrators and developers to configure and manage Keycloak.

			To access the admin console, open http://localhost:8080/auth/admin/ in a browser. You will be redirected to the Keycloak login pages, where you can log in with the admin username and password you created in the previous section while installing Keycloak. 

			Once you have logged in, you will see the configuration for the master realm in Keycloak, as shown in the following screenshot:
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			Figure 1.3 – The Keycloak admin console

			You will learn a lot more about the admin console throughout the book, but let's go through a few steps to make your Keycloak application ready to start securing applications.

			Creating and configuring a realm

			The first thing you will want to do is create a realm for your applications and users. Think of a realm as a tenant. A realm is fully isolated from other realms, it has its own configuration, and its own set of applications and users. This allows a single installation of Keycloak to be used for multiple purposes. For example, you may want to have one realm for internal applications and employees, and another realm for external applications and customers.

			To create a new realm, hover your mouse over the realm selector in the top-left corner (just below the Keycloak logo). When hovering your mouse over the realm selector, you will see a list of realms, including a button to create a new realm. Click on the Add realm button:
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			Figure 1.4 – Realm selector

			On the next page, enter a name for the realm. As the name is used in URLs, the name should ideally not use special characters that need escaping in URLs (such as spaces). Once created, you can set a human friendly display name. For example, use myrealm for the name, and My Realm for the display name.

			Creating a user

			Once you have created the realm, let's create the first user in the realm: 

			
					From the left-hand menu, click on Users, and then click on Add User.

					Enter a memorable username, and also enter a value of your choice for email, first name, and last name.The Email Verified option can be selected by an administrator if they know this is the valid email address for the user.


					Required User Actions allows an administrator to require a user to perform some initial actions on the next login; for example, to require the user to review their profile, or to verify their email address.

					Remember to click on Save after you have completed the form:
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			Figure 1.5 – The Add user form

			A user has a few standard built-in attributes, such as first name, but it is also possible to add any custom attributes through the Attributes tab.

			Before the user can log in, you have to create an initial temporary password. To do this, click on the Credentials tab. In the Set Password section, enter a password and click Set Password.

			If the Temporary option is enabled, the user is required to change the password when logging in for the first time. In cases where an administrator creates the user, this makes a lot of sense.

			Creating a group

			Next, let's create a group and add the user we previously created to the group. From the menu on the left-hand side, click on Groups, and then click on New.

			Enter a name for the group, for example, mygroup, and then click on Save.

			Once you have created the group, you can add attributes to the group. A user inherits all attributes from a group it belongs to. This can be useful if, for example, you have a group for all employees in an office and want to add the office address to all employees in this group.

			You can also grant roles to a group, which again is inherited by all members of the group.

			To add the user to the group, go back to the Users page. Click View all users and select the user you created previously.

			Next, click on the Groups tab. In the right-hand column, select the group you created previously and click on Join to add the user to the group.

			Creating a global role

			To create a global role, click on Roles in the menu on the left-hand side, and then click on Add Role. Enter a role name, for example, myrole. You can also add a description to the role, which can be especially useful if there are other administrators.

			Any role in Keycloak can be turned into a composite role, allowing other roles to be added to the role. A user who is granted a composite role will dynamically be granted all roles within the composite role. Composite roles can even contain other composite roles. This feature can be very powerful, but, at the same time, should be used with some care. Composite roles can be a bit difficult to manage, and can also have a performance overhead if overused, especially if there are many layers of composite roles.

			To add the user to the role, go back to the Users page. Click View all users and select the user you created previously.

			Next, click on the Role Mappings tab. In the left-hand column, select the role you created previously and click on Add selected to add the user to the role.

			You have now created all the required initial configuration to get started securing your first application, but first let's take a look at the Keycloak account console, which lets users manage their own accounts.

			Getting started with the Keycloak account console

			The Keycloak account console provides an interface where users can manage their own accounts, including the following:

			
					Updating their user profile

					Updating their password

					Enabling second factor authentication

					Viewing applications, including what applications they have authenticated to

					Viewing open sessions, including remotely signing out of other sessions

			

			To access the account console, open http://localhost:8080/auth/realms/myrealm/account/ in a browser (if you used a different realm name in the previous section, replace myrealm with the name of your realm). You will be redirected to the Keycloak login pages, where you can log in with the username and password you created in the previous section while creating your first user:
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			Figure 1.6 – The Keycloak Account Console

			Tip

			You can also find the URL of the account console through the Keycloak admin console. In the admin console, click on Clients, and then you will find the URL of the account console next to the account client.

			You have now learned how Keycloak not only provides an extensive admin console, but also a self-management console for users of your applications to manage their own accounts.

			Summary

			In this chapter, you have learned how to install Keycloak and get it up and running. You also learned how to use the Keycloak admin console to create your first realm, including an example user with an associated role. This provides you with the foundation on which to continue building throughout the book.

			In the next chapter, we will use what you have learned in this chapter in order to secure your first application with Keycloak.

			Questions

			
					Can you run Keycloak on Docker and Kubernetes?

					What is the Keycloak admin Console?

					What is the Keycloak account console?

			

		

	
		
			Chapter 2: Securing Your First Application

			In this chapter, you will learn how to secure your first application with Keycloak. To make things a bit more interesting, the sample application you will be running consists of two parts, a frontend web application and a backend REST API. This will show you how a user can authenticate to the frontend, and also how the frontend is able to securely invoke the backend.

			By the end of this chapter, you will have a basic understanding of how applications can be secured by Keycloak by leveraging OpenID Connect.

			In this chapter, we're going to cover the following main topics:

			
					Understanding the sample application

					Running the application

					Understanding how to log in to the application

					Securely invoking the backend REST API

			

			Technical requirements

			To run the sample application included in this chapter, you need to have Node.js (https://nodejs.org/) installed on your workstation.

			You also need to have a local copy of the GitHub repository associated with the book. If you have Git installed, you can clone the repository by running this command in a terminal:

			$ git clone https://github.com/PacktPublishing/Keycloak-Identity-and-Access-Management-for-Modern-Applications.git

			Alternatively, you can download a ZIP of the repository from 

			https://github.com/PacktPublishing/Keycloak-Identity-and-Access-Management-for-Modern-Applications/archive/master.zip.

			Check out the following link to see the Code in Action video:

			https://bit.ly/3nQjU0W

			Understanding the sample application

			The sample application consists of two parts – a frontend web application and a backend REST API.

			The frontend web application is a single-page application written in JavaScript. As we want to focus on what Keycloak can offer, the application is very simple. Furthermore, to make it as simple as possible to run the application, it uses Node.js. The application provides the following features:

			
					Login with Keycloak.

					It displays the user's name.

					It displays the user's profile picture, if available.

					It shows the ID token.

					It shows the Access token.

					It refreshes the tokens.

					It invokes the secured endpoint provided by the backend.

			

			The backend REST API is also very simple, and is implemented with Node.js. It provides a REST API with two endpoints:

			
					/public: A publicly available endpoint with no security

					/secured: A secured endpoint requiring an access token with the myrealm global role

			

			Node.js is used for the example applications as we want to make the code as easy to understand and simple to run as possible, regardless of what programming language you are familiar with.

			The following diagram shows the relationship between the frontend, the backend, and Keycloak. The frontend authenticates the users using Keycloak, and then invokes the backend, which uses Keycloak to verify that the request should be permitted:

			
				
					[image: Figure 2.1 – Application overview ]
				

			

			Figure 2.1 – Application overview

			Now that you have a basic understanding of the sample application, let's look at some more details on how it all comes together.

			When the user clicks on the login button in the frontend application, the browser is redirected to the Keycloak login page. The user then authenticates with Keycloak, before the browser is redirected back to the application with a special code called an authorization code. The application then invokes Keycloak to exchange the authorization code for the following tokens:
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