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			Preface
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			In this book, we will see how Digital forensics and Cybercrime concepts. We will show how the cyber-crimes started, the major criminals, and the proponents of digital forensics. They have contributed to the evolution of the crime and law related to the cyber field. 

			We will study in deep various advantages, disadvantages, objectives, types, challenges, and history of Digital forensics. In addition, we will cover all the basics related to computer science related to digital forensics and cyber law like different types of protocols, cryptography, digital signature, tools for digital forensics, basics of Information security, basics of computer networking, etc.

			It will also discuss the international steps taken by international organizations to curb cybercrime and cyber law in various countries. You will get to know the working of the internet in deep, like how the data on the internet is encrypted and how data privacy is maintained or how the data is sent across the networks. Countries. Various types of cybercrime and their stats are discussed in detail. Cybercrime laws of the USA and cyber-crime stats there are discussed in deep. You will also get to know about blockchain technology and other similar technologies that will help you in digital forensics.

			This book is mainly aimed at non-specialists and specialists and can be used as basic studying material related to both the topics of Digital forensics, Cybercrime, and Cyberlaw.
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			Chapter 1. Digital Forensics

			1.1 Introduction

			Digital forensics, as described by the INTERPOL, “Digital forensics is a branch of forensic science that focuses on identifying, obtaining, processing, analyzing and reporting electronically stored data.”

			Electronic evidence is a component of nearly all criminal activity nowadays, and digital forensics support is essential for law enforcement investigations. Electronic evidence can be gathered from a wide variety of sources such as computers, smartphones, remote storage, unmanned aerial systems, ship equipment, and more.

			The main purpose of digital forensics is to extract data from electronic evidence, transform it into actionable intelligence and present the findings to the prosecution. All processes use sound forensic techniques to ensure findings are admissible in court.

			Digital Forensics is defined as the process of preserving, identifying, extracting, and documenting computer evidence that can be used by the court. It is the science of finding evidence from digital media such as a computer, cell phone, server, or network. It provides forensic teams with the best techniques and tools to resolve complex digital cases. Digital Forensics helps the forensic team analyze, examine, identify and protect digital evidence contained in a variety of electronic devices.

			Digital forensics is a branch of forensic science that includes recovering, analyzing, and preserving any information contained in digital devices; this branch of forensics is usually related to cybercrime. The term “digital forensics” was originally used synonymously with forensics but has now expanded to include analyzing information on all devices capable of storing digital data. Digital forensics experts react to events such as server hacks or sensitive information leaks. Dedicated forensic toolkits help them investigate incidents, analyze traffic, and search for confidential data and other evidence. They collect, recover, and store data related to the investigation, prepare it, and present it to the court. Depending on the type and sources of information, there are branches of digital forensics that require specific professional training that provides excellent career prospects and an exciting vocation.

			1.2 History of Digital forensics

			[image: Hans Gross.jpg]

			Figure 1.1 Hans Gros

			The first use of scientific study to head criminal investigations was done by Hans Gros in a year between 1847 and 1915. Hans Gustav Adolf Gross or Groß (26 December 1847 - 9 December 1915) was an Austrian criminal lawyer and criminologist, the “Founding Father” of criminal profiling. As a criminal lawyer, Gross made his mark as the creator of the criminal field. Hans Gross made important contributions to scientific criminology throughout his life. As Gross developed in his career as an inquiring justice, he became aware of the shortcomings in the legal field. His book, lectures, institutions, and methods helped improve the justice system through his experience as a justice.

			Then in the history of Digital Forensics, the next scene was of the establishment of a lab to offer forensics services by the FBI in 1932. It was set up to offer forensics services to all field agents and other law authorities across the USA. Finally, for the first time in 1978, a computer crime was recognized in the USA by Florida Computer Crime Act which was based on rules against unauthorized alteration or deleting data in a computer system.

			Amendments to the Penal Code of 1985 enacted what was then generally considered a comprehensive set of amendments to computer crime. These changes included section 342(1) (unauthorized computer use) section 430.

			

			The wording of Section 342(1) of the Criminal Code of Canada

			Every person who (a) steals a credit card, (b) forges or falsifies a credit card, (c) possesses, uses or traffics in a credit card or a forged or falsified credit card, knowing that it was obtained, made, or altered (i) by the commission in Canada of an offense, or (ii) by an act or omission anywhere that, if it had occurred in Canada, would have constituted an offense, or (d) uses a credit card knowing that it has been revoked or canceled, is guilty of (e) an indictable offense and is liable to imprisonment for a term not exceeding ten years, or (f) an offense punishable on summary conviction.

			[image: FBI's Crime Lab during the 1940's.]

			Figure 1.2 FBI’s Crime lab during the 1940’s                                                                                                    

			Wording of Section 430 of Criminal Code of Canada.

			Everyone commits mischief who wilfully 

				(a)	destroys or damages property. 

				(b)	renders property dangerous, useless, inoperative, or ineffective; 

				(c)	obstructs, interrupts, or interferes with the lawful use, enjoyment, or operation of property; or 

				(d)	obstructs, interrupts, or interferes with any person in the lawful use, enjoyment, or operation of the property.

			Britain computer crime department was created in 1985, and cybercrime was added to the official list of crimes in Australia in 1989. Britain Computer Misuse act,1990 made digital forensics well recognized worldwide. The law made the following things illegal:

			•Unauthorized access to computer materials. This means hacking a computer system.

			•Unauthorized access to computer materials to commit another crime. This refers to hacking into a computer system (such as planting a virus) to steal data or destroy a device or network

			•Unauthorized modification of data. This means changing or deleting data, including getting malware or spyware into a computer (electronic vandalism and information theft).

			•Making, supplying, or obtaining anything that can be used in computer misuse crimes

			These four items cover a range of crimes, including hacking, computer fraud, blackmail, and viruses.

			For the first time in 1992, the term Computer Forensics was used in the academic literature by Collier and Spaul. In 1995 an international organization named International organization on Computer Evidence (IOCE) was formed. Then from the year 2000, the FBI started establishing regional computer forensics labs.

			The National Hi-Tech Crime Unit (NHTCU) was established in 2001 because of the Association of Police Chiefs (ACPO) initiative. The organization has investigated serious and organized crimes committed over the internet, such as hacking, spoofing, virus writers, internet fraud, and other high-tech crimes involving computers and telecommunications equipment. It ceased to exist in 2006. The Scientific Working Group On Digital Evidences (SWGDE) published the first book on digital forensics, “Best Practices for Computer Forensics,” in 2002.
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			Figure 1.3 Scientific Working Group On Digital Evidences (SWGDE)

			1.2.1 Convention on Cybercrime

			The Cybercrime Convention, also known as the Budapest Convention on Cybercrime or the Budapest Convention, is the first international treaty to address internet and computer crime (cybercrime) by harmonizing national laws and improving investigative techniques, and increasing cooperation between countries. Europe, The Council of Europe, prepared it in Strasbourg, France, with the active participation of the observer countries of the Council of Europe, Canada, Japan, the Philippines, South Africa, and the United States.

			The Convention and its Explanatory Report were adopted by the Committee of Ministers of the Council of Europe at its 109th Session on 8 November 2001. It was opened for signature in Budapest on 23 November 2001 and entered into force on 1 July 2004. As of December 2020, 65 states have ratified the convention, and four more states have signed but not ratified it. 

			[image: ]

			Figure 1.4 States participating in Budapest Convention

			Since it entered into force, important countries such as Brazil and India have refused to accept the convention because they did not participate in the convention’s drafting. In addition, Russia opposes the convention, stating that adoption would violate Russian sovereignty, and has generally refused to cooperate in law enforcement investigations related to cybercrime. It is the first multilateral, legally binding instrument to regulate cybercrime. Since 2018, India has been reconsidering its stance on the convention after the rise in cybercrime, but concerns remain regarding data sharing with foreign institutions.

			On 1 March 2006, the Additional Protocol to the Cybercrime Convention entered into force. States that have ratified the additional protocol are required to criminalize the dissemination of racist and xenophobic material through computer systems, as well as threats and insults stemming from racism or xenophobia.

			[image: ]

			Figure 1.5 The belief that ISO 17025 is the best fit is shared by the Forensic Science Regulator in the UK, Dr. Gillian Tully, who mandated that ISO 17025 would be mandatory for all Digital Forensic Labs in the UK by October 2017.                                                                                                                 

			2005 was marked by the appearance of an ISO standard for digital forensics. ISO 17025 was first published in 1999 to standardize laboratories worldwide to ensure that results from one laboratory are accepted or repeated by other standardized laboratories. This helps break down international borders between countries while sharing forensic lab results.

			[image: What is ISO]

			Figure 1.6 ISO Logo

			To achieve ISO 17025 accreditation, nationally recognized laboratory accreditation bodies evaluate laboratories for compliance. These accreditation bodies should follow established “assessment methods” developed by the International Laboratory Accreditation Collaboration (ILAC). The ISO/IEC 17025 standard is divided into 5 different categories: 

				(a)	Scope

				(b)	Normative Sources

				(c)	Terms and definitions

				(d)	Management Requirements

				(e)	technical requirements

			Some of the areas that can be covered in the above 5 categories are:

			•Test and Calibration Standards

			

			•Personnel Competence

			•Equipment Standards

			•Quality management

			[image: Simson Garfinkel 150.png]

			Figure 1.7 Simson L. Garfinkel

			Then in 2010, Simson Garfinkel identified issues facing digital investigations. In September 2006, Garfinkel joined the Marine Graduate School (NPS) faculty in Monterey, California as an associate professor of Computer Science. He moved to Arlington, Virginia, in June 2010 to assist the NPS in its research objectives in the National Capital Territory. She was transferred to the National Institute of Standards and Technology in January 2015 and the U.S. Census Bureau in 2017. A common theme throughout Garfinkel’s research is introducing the scientific method to digital forensics.

			1.3 Objectives of Digital forensics

			Digital forensics provides and supports cybersecurity in the private sector and assists law enforcement in investigating criminal cases. The rapid development and application of new technologies in all areas of human activity require the training of computer specialists to deal with certain goals. These goals include:

			•It helps to recover, analyze and preserve the computer and related materials in a way that helps the investigating agency present them as evidence in a court of law.

			•It helps to reveal the reason behind the crime and the identity of the main culprit.

			•Designing procedures at a suspected crime scene to help ensure that digital evidence obtained is not corrupted.

			

			•Data collection and replication: Digital recovery of deleted files and deleted partitions to extract and verify evidence.

			•It helps you identify evidence quickly and also allows you to estimate the potential impact of malicious activity on the victim.

			•Prepare a forensic report that provides a complete report on the investigation process.

			•Protecting evidence by following the chain of custody.

			1.4 Process of Digital forensics

			Digital forensics entails the following steps:

			•Identification

			•Preservation

			•Analysis

			•Documentation

			•Presentation
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