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      "If you want total security, go to prison. There you're fed, clothed, given medical care and so on. The only thing lacking ... is freedom" - Dwight Eisenhower

      

      Friend,

      My name is Lance and I am the author of this book on encryption security and anonymity. I have been an encryption enthusiast as well as writing about security in general for over a decade. I have been a member of many security and encryption forums since the 1980s, and have been involved with computer technology long before that (yeah I know that makes me an old geezer). But if there is a security or encryption program out there, I have used it and experienced its strengths and its shortcomings and (more than likely) attracted the attention of the authorities (more on that later).

      I was there when PGP first arrived on the scene and when Napster was the dominant method of p2p trading. I have used most versions of PGP, Drivecrypt, Bestcrypt, Truecrypt, Tor, Freenet, I2P and every spinoff and copycat you can think of.

      Let's face it. Today we are constantly bombarded with news by the media of those trawled, raided, arrested, imprisoned, tortured and humiliated because they weren’t necessarily breaking any law but because they did not know the difference between privacy and anonymity. I waited and waited for some smart hacker to put something up on Amazon to prevent this from happening.

      Didn't happen.

      So I decided it would be me. I stepped up to the plate pronto, though truth be told I had been meaning to put together some of the rudimentary elements of encryption security in such a way that a person without any knowledge of security encryption or anonymity could become familiar.

      It is not a particularly advanced book, but rather a portal from which a beginner can step through with the assurance of anonymity when he is online. To that end I present a few tools (mostly free) at your disposal to accomplish this lofty goal. If you’re an advanced user, you just might learn some hidden vulnerabilities in your favorite anonymity program.

      A PhD in computer science is not required to use encryption. Neither are you required to be a programmer of any sort. You only have to know your way around your operating system and be able to follow directions to the letter. If you know how to install an operating system, or for that matter, any application at all, then you can safely use encryption programs to preserve your own digital data and safety.
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      If you’re like one of the many billions of people on the planet who use the internet to surf the net, check email, download programs or do any kind of online work, then you probably know there are risks associated with being a habitual internet user. That's just how it is. But it is not your fault that there are so many latent traps and pitfalls associated with online spelunking, in whatever form that may be.

      It is just a fact of life that the Good lives alongside the Evil in our lives, offline or online. This book is meant as a beginner’s guide to distinguish between the Good and the Evil, and to conceal your online footprint. To be a ghost on the internet, that is our aim.

      This book is not necessarily for the advanced, such as those who teach computer science courses, but rather it is for those who would like to learn to surf without compromising their identity, or having their online habits tracked 24/7, and who engage in some risky speech against their government once in a blue moon. It is also for those who might not know about some of the little known vulnerabilities in their favorite “anonymous” software programs. In the end, you just might learn there is a vast difference between “anonymity” and “privacy”.
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