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			Preface
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			We all have been great witnesses to the development phase of our world. Each year we are introduced to some new inventions. With the increase in this industry, more and more people have started learning about technology. Technology is spreading everywhere. It has been a great discussion regarding how it makes life easy and simple. 

			Nowadays, we are just sitting at home and making transactions without any worries of cash in hand. This is because it has become such an instant and fast process through this online world. With the increase in online transactions and people emphasizing more on investing, our experts came up with a new technology of Cryptocurrencies. Crypto is a part of Blockchain, which itself is a field in demand these days.

			This book gives an entire knowledge about Blockchain and the development of Cryptocurrencies from the beginning till now. It started as a small initiative and spread worldwide. So now every person knows about crypto. This book takes you into a deep guide and knowledge of how to start investing with crypto and the people who want to know more about crypto with a good understanding. We aim to make you aware of the basics and work on the advanced technology in this field of Blockchain and Cryptocurrencies.

			This book enhances knowledge and perception of Blockchain, bitcoin, and Cryptocurrency, clearly explaining the procedure's starting guides and investment methods. It also focuses on the problems that you might face while starting your crypto journey. The main motive of this book's content is to help and prepare aspiring people with out-and-out online transactional procedures via crypto and digital payments. We have tried our best methods to put the words into the ways you can see the practical applications and work as it will be helpful for the future while highlighting the key areas. It is good to incorporate the knowledge of online investments at a young age. Everything you need to know is covered here itself.

			Happy Reading!
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			Chapter 1. Introduction to Cryptocurrency

			Abstract

			This chapter focuses on understanding the detailed concept of the Blockchain Revolution and the desire behind investing using Cryptocurrencies. The fundamentals of Blockchain are the need for crypto in today’s generation, and investment leisure is covered here altogether. It highlights the key points one should know to start with Blockchain. It covers topics like Fiat Currency, Crypto Currency, Ledgers, cryptography, etc. Hence, the tech industry’s sole duty is to make them avail the best facilities and allow the customers to enjoy crypto benefits with maximum benefits.

			1.1. Beginning with Cryptocurrency

			Cryptocurrencies using Blockchain do not have a bank, company, or government for managing money. It is called communal money, i.e., where the community manages the money. The community verifies that transactions are legitimate and not fraudulent in any way. Though all the merchants do not accept crypto in the market, it has evolved a lot recently and comes in the most popular technology evolving these days. Purchases with crypto are made digitally like any other online payment transaction. We will read about everything in detail step-by-step.

			[image: Cryptocurrency Trends: Is Bitcoin Mining Profitable in 2021 | HP® Tech Takes]

			Fig No 1.1: Cryptocurrency

			[image: Will Bitcoin ever be as easy to use as fiduciary money? | Blocktoq - Lets  talk about Crypto!]

			Fig. 1.2 Fiat Currency

			1.2 Traditional Money vs. Cryptocurrency

			1.2.1. Traditional Money

			Traditional money is also known as the Fiat Currency. It is managed by the Government or Central Bank. Each country has its own fiat currency. This includes dollars in the US, pounds in the United Kingdom, Euro in France, Rupee in India, etc. This is a physical mode of transaction. Value transfer through this method is very slow and bureaucratized. 

			Too much printing of fiat money by the government results in hyperinflation. 

			

			1.2.2. cryptocurrency

			Cryptocurrency or crypto is not unique to any particular country or managed by any specific government. These are the virtual ways of exchanging money. These are used globally. They are controlled by all the users across the globe and blockchain technology. These are instant payment methods and can be used by the whole society, including those parts of the population where financial resources are not much available. It is a very interesting way of handling money transactions and is said to be invisible money.

			It is managed by the crypto community with the technology called Blockchain. (Will be discussed in the later sections).

			[image: ]

			Fig.1.3 Fiat vs. Crypto

			1.2.3. Advantages of Fiat Money

			Because fiat money is highly stable and controlled, it has remained legal tender in most governments. In contrast to alternative kinds of money such as cryptocurrencies and commodity-based currencies, Fiat currencies are generally stable. Because of the stability, regulators and governments can steer the economy away from recession and inflation. Fiat money can also be used to store value and facilitate exchange because of its stability. It can also be utilized to give a numerical account of the situation. Greater control also allows central banks to better regulate key economic factors like liquidity, interest rates, and credit availability, which are essential for a strong and stable economy.

			1.2.4. Disadvantages of Fiat Money

			Although fiat money is a stable currency, this is not always the case. Over the years, economic downturns have brought to light some of the flaws in Fiat money. Because a central bank’s increased control may not always suffice to prevent inflation or recession, most people believe that gold, with its infinite supply, could be a more stable currency. The idea of central banks controlling the economy and the continuous rise in global prices necessitate the use of cryptocurrencies.

			1.2.5. Advantages of Cryptocurrency

			Cryptocurrencies can be purchased with a click of a button from anywhere on the globe. Thus, anyone who can make an online transfer can get a digital coin of their choice. Although the process is presently hard, it will become easier to trade and hold cryptocurrencies in the future. 

			Another feature that is accelerating the acceptance of virtual currencies is their quick settlement timeframes. Unlike other electronic currency settlement systems that take days to execute transactions, Cryptocurrencies allow for immediate payments. Because of lower transaction fees, cryptocurrencies have become a popular way to move money across borders. Using different bank gateways to transfer money can be rather costly due to the various fees imposed along the way. Another feature that has made cryptocurrencies appealing is that users do not have to reveal their identities to conduct transactions. There are altcoins whose primary purpose is to protect the identities of those involved in transactions.

			1.2.6. Disadvantages of Cryptocurrency

			Cryptocurrencies are notoriously difficult to comprehend, which is why some governments and authorities continue to avoid them. Another headwind hammering digital currency prospects and attitudes is a lack of understanding of how to use them. Another issue that has made most people avoid cryptocurrencies is that transactions cannot be reversed after they have been completed. If you make a mistake with a transaction, you can only ask the recipient for a reversal. Nothing can be done if the recipients of an erroneous transaction refuse to accept a refund request. Finally, the most significant disadvantage that has afflicted cryptocurrency is volatility. 

			1.3. Cryptocurrency Ledgers

			A cryptocurrency public ledger is a record-keeping system. The ledger maintains participants› identities anonymously, their respective cryptocurrency balances, and records all the genuine transactions executed between network participants. 

			•A Ledger is a list of transactions associated with a cryptocurrency.

			•It is public.

			•It keeps identities anonymous but monitors all transactions.

			

			•People use it to track finances, only it is maintained online. 

			•A distributed ledger is a synchronized database and accessible across different sites and geographies by multiple participants.

			•The need for a central authority to keep a check against manipulation is eliminated by using a distributed ledger.

			•Underlying distributed ledgers is the same technology used by blockchain, which bitcoin uses as its distributed ledger.

			•A distributed ledger can be described as a ledger of any transactions or contracts maintained in decentralized form across different locations and people.

			•Cyberattacks and financial fraud are reduced by the use of distributed ledgers.

			[image: What is a ledger in cryptocurrency? - Quora]

			Fig No.1.4 Ledgers

			A distributed ledger can be described as a ledger of any transactions or contracts maintained in decentralized form across different locations and people, eliminating the need for a central authority to keep a check against manipulation. In this manner, a central authority is not needed to authorize or validate any transactions. 

			All the information on the ledger is securely and accurately stored using cryptography and can be accessed using keys and cryptographic signatures. Once the information is stored, it becomes an immutable database, which the network rules govern.

			Ledgers are also divided into various categories. You will read this in detail in later chapters. For now, a brief about the introduction of ledgers is sufficient to proceed. You can also go through the references on ledgers provided for understanding from a detailed point of view. 

			[image: Centralized versus distributed ledgers - Oracle Blockchain Services Quick  Start Guide]

			Fig No.1.5 Types Of Ledgers

			1.4. Cryptography

			Cryptography is used to encode the transactions when crypto is sent, which prevents it from being hacked or stolen. For example, you are a secret agent, and you want to send some sensitive information to one of your officers. The officer is in another state at a conference. So he could not pick up your call. You get thought about writing a message to him. But it might happen that the enemy has stolen the mobile. Or there are some people around sneaking or following that officer. A direct message could be a risky thing to do. 

			So, in that case, both the agents will communicate via a code language. Only they can understand that language without others knowing what they are planning. Similarly, cryptocurrencies work. They have their unique code, which only the two exchangers know. This is how cryptography plays an important role in Bitcoin. It is like sending the currency in an armored truck no one can break into.

			To understand cryptography in blockchain, one has to understand the types of cryptography. There are mainly three different ways to perform cryptographic algorithms: symmetric-key cryptography, asymmetric key cryptography, and hash functions.

				1.	Symmetric-Key Cryptography– In this encryption method, we take a single key into the application. This common key is used for both the encryption as well as the decryption process. Using a common single key creates the problem of securely transferring the key between the sender and the receiver. Therefore, it is also called Secret-Key Cryptography.

			

				2.	Asymmetric-Key Cryptography- This encryption method uses a pair of keys, an encryption key, and a decryption key, named public key and private key, respectively. The key pair generated by this algorithm consists of a private key and a unique public key generated using the same algorithm. Therefore, it is also called Public-Key Cryptography.

				3.	Hash Functions- This type of encryption doesn’t make use of keys. It uses a cipher to generate a hash value of a fixed length from the plaintext. It is nearly impossible for the contents of plain text to be recovered from the ciphertext. 

			[image: ]

			Fig No.1.6 Types of Cryptography

			Cryptography has various forms as well. In this chapter, we will only focus on the basic types. Though, for detailed discussion, you can refer to the references provided at the end of the chapter. 

			1.5. Summary

			In this chapter, we discussed the Blockchain important aspect of cryptocurrency. It is the digital way of money transaction and investment. It is different from traditional or fiat currency as it does not rely on any government or central banks. It is owned by the community. Ledgers are the important portals that care of our crypto through a unique code initiated using cryptography. We also discussed the various advantages and disadvantages of various terms involves in crypto.

			

			1.6. Inquiries

				1.	What do you understand by the term cryptocurrency?

			Cryptocurrency relies on which technology?

			List any three differences between Fiat currency and cryptocurrency.

			Explain in detail about the crypto Ledgers.

			What code language does crypto use in transactions?

			What are the advantages of Traditional Money? 

			What are the advantages of crypto?

			What are the disadvantages of crypto?

			What are the disadvantages of Fiat Money?
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			Chapter 2. Crypto Mining and Crypto Popularity

			Abstract

			This chapter focuses on the understanding of the detailed concept of Crypto Mining and Crypto Popularity. It’s no secret that crypto mining has gained a lot of traction in recent months for both good and bad reasons. Everyone’s attention is now focused on the end-product because of the growing crypto boom, and only a few people are interested in how these digital assets are created. Several countries nowadays are cracking down on mining because of its negative environmental impact. Let us see all this in detail in this chapter.

			2.1. Crypto Mining

			The term crypto mining means gaining cryptocurrencies by solving cryptographic equations through the use of computers. This process involves validating data blocks and adding transaction records to a public record (ledger) known as a blockchain.

			By design, there is no bank to monitor crypto, so the public must do it. Thus, each transaction is formally validated by a ‘miner.’ anyone can be a miner. They are basically representations of the public eye. Miners validate transactions by ensuring currencies aren’t counterfeit, and the buyer and receiver match up as expected. This is the part of cryptocurrency’s way of remaining decentralized – it puts the management in the public’s hands.

			Not all cryptocurrencies have miners, but many of the top ones do. This includes Bitcoin, Etherium, Litecoin, and Dogecoin. 

			

			Miners are paid to validate transactions, so they compete for each transaction by solving a math problem, as of on a game show. Miners must be the first to solve the equation correctly. If they are, they will be allowed to validate the next transaction in the ledger and thus be paid accordingly. 

			2.1.1. Cryptocurrencies Use Decentralized, Distributed Systems

			There is no central authority or centralized ledger with cryptocurrencies. That’s because cryptocurrencies employ a decentralized system called blockchain, a distributed ledger (more on that later). Unlike traditional banking, the Bitcoin “system” can be directly connected to and participated in by everyone. Payments can be sent and received without the use of a central bank. It’s called decentralized digital currency for a reason. 

			However, cryptocurrency is both a decentralized and a distributed system. This means that all transactions’ records (ledgers) are publicly accessible and stored on a variety of machines.

			[image: Cryptocurrency graphic illustrating the difference between centralized and decentralized systems]

			Fig No.2.1 Centralized and Decentralized Systems

			The diagram above illustrates the differences between a centralized and a decentralized system. 

			A centralized system is depicted in the left half of the graphic. The traditional centralized currency system in the United States is based on financial institutions’ ownership, operation, and maintenance of computers, networks, and technology. As a result, anytime you send money to a family member or acquaintance, it passes through your bank.

			A decentralized system, on the other hand (as illustrated in the right half of the graphic), operates using a network of separately owned, operated, and maintained devices. They lend their resources to create this decentralized network and share the responsibility of verifying transactions, updating and maintaining redundant versions of the ledger simultaneously. 

			There is no single centralized authority that keeps track of everything (like there would be in a centralized system). 

			So, what exactly do we mean when we say “distribution”? The term “distribution” refers to a synchronized ledger shared among several participants (called nodes) that act as observers and verifiers of the transactions.

			2.1.2. Is Crypto Traceable?

			It depends on the type of cryptocurrency used and the intent for which the cryptos were used. Many experts, governments, and other market participants have said that cryptocurrencies are a perfect hiding place for criminals, terrorist groups, drug dealers, and many other people involved in other criminal acts. While there is a layer of privacy and anonymity in cryptocurrencies, most of them are traceable.

			Blockchain, the network that many cryptocurrencies use, keeps public records of every transaction ever made in their chains. Bitcoin is the most popular cryptocurrency. Bitcoin also shields participant’s identities by using pseudo names and addresses. However, all the actual transactions are registered on the blockchain, which is open to public access. Thus, blockchain offers limited privacy, but it is not completely opaque.

			Privacy is a major concern when dealing with finance online. In order to protect yourself, consider some of the following methods.

			•Do not publish your address publicly

			•Mask your IP address

			•Use a tumbler or a mixer

			•Use new addresses after each payment

			Bitcoin can be tracked. All Bitcoin transactions are public, traceable, and recorded in the Bitcoin network indefinitely. The Bitcoin address is one of the ‘footprints’ and the most important information for determining where the coins are assigned and transmitted. There are a few more elements that make Bitcoin traceable, such as wallets, IP addresses, and networks, but we’ll go through how you may safeguard your privacy to help retain your anonymity later in the post. 

			For the time being, all you need to know is that a Bitcoin address is generated by a user’s wallet and is associated with all transactions. Therefore, anyone can see the balance and all transaction information using this address.

			

			2.1.3. Is Crypto Legal? 

			Bitcoin was legal in the United States, Japan, the United Kingdom, and most other industrialized countries as of June 2021. However, the legal status of bitcoin in emerging economies remained highly variable. China has put a lot of restrictions on bitcoin without making it illegal to own it. India has outlawed banks from dealing in bitcoin, and the legal status of cryptocurrencies is still up in the air. In general, it is vital to investigate the legislation governing bitcoin in various nations. Even if bitcoin is legal, it is subject to most of the same rules that apply to other assets. 

			Bitcoin is appealing to criminals and terror organizations because it can be used anonymously to execute transactions between any account holder, anywhere and around the world. They could use bitcoin to purchase or sell illegal items such as drugs or firearms. However, the pattern has shifted in recent months, as criminals have shied away from bitcoin for fear of being caught. Most nations have yet to make a firm decision on bitcoin’s legality, opting instead for a wait-and-see attitude.

			[image: Mapped: Bitcoin&#39;s Legality Around The World]

			Fig No.2.2: Bitcoin Legality Worldwide

			United States of America 

			Although various government authorities are working to prohibit or decrease bitcoin used for unlawful activities, the United States has maintained a generally supportive position toward bitcoin. Bitcoin is accepted by well-known companies like Dish Network (DISH), Microsoft, Subway, and Overstock (OSTK). The digital currency has also entered the futures markets in the United States, bolstering its validity. In addition, bitcoin is categorized as property for taxation purposes by the Internal Revenue Service (IRS).

			

			Canada

			Canada, like its southern neighbor, the United States, takes a generally pro-bitcoin position while also guaranteeing that the cryptocurrency is not utilized for money laundering. The Canada Revenue Agency considers bitcoin to be a commodity (CRA). 

			This means that bitcoin transactions are recognized as barter transactions, and the revenue generated is classified as company revenue. As a result, taxation differs depending on whether the individual is involved in a buying-and-selling firm or is merely interested in investing.

			Australia 

			Like Canada, Australia considers bitcoin neither money nor a foreign currency, with the Australian Taxation Office (ATO) ruling it an asset for capital gain tax purposes.

			China 
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