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    Forewords

    By Steve Dispensa, Corporate Vice President, Microsoft Intune

    Microsoft Intune

    Since Christiaan and Per’s first edition of Mastering Microsoft Endpoint Manager, a lot has changed, in the world and in the product. To begin with, MEM has gained its rightful name, Intune, Intune, and thus the title of this second edition no longer matches the first edition. (And note the lower-case “t” in “Intune” – Microsoft lore has it that every time someone writes “InTune” a unicorn dies.) We’ve moved from pandemic recovery to a world of hybrid work, however much some organizations insist employees come to the office every day. Geopolitical conflicts have fueled a rise in nation-state attacks on IT infrastructure – a rise that is likely to be permanent. And, unless you’ve been living under a rock the last year (and even if you have), you will have felt the effects of AI’s coming of age.

    Intune has changed too, and more than just in name. It is now the largest endpoint management solution in the world, larger than all other products in this space combined. The move to the cloud is proceeding apace, with almost two-thirds of the managed Windows PC population now managed in the cloud. Intune has gotten much richer support for macOS, and as of last year, it now supports Linux. It is also broadening its reach from its traditional focus on information workers, with new capabilities for frontline workers and their devices. ConfigMgr is still going strong, of course, but with these improvements in Intune’s cloud-native reach, more customers than ever are choosing to move their endpoint management to the cloud.

    As Intune has grown, customers have asked for help in solving problems that are adjacent to our core endpoint management mission. In response, we have released the Intune Suite, a set of six solutions that allow customers to unify and simplify their infrastructure, driving down complexity, reducing cost, and improving security. These new offerings are scenarios where Intune has a unique value proposition to offer. For example, Microsoft Cloud PKI is directly integrated into Intune and Entra and allows the direct replacement of legacy CA infrastructures with Microsoft’s cloud-based scale, availability, and security.

    The rise of AI may be the most profound change of all, not only since the last edition of this book, but since the dawn of the Internet itself. Generative AI has already revolutionized the way knowledge workers get their jobs done, the way students learn, and the way coders write software. 

    Soon, we will bring the power of generative AI to Copilot for Security and Copilot for Admins, which will be force multipliers for security and IT pros to help them scale their impact. Intune will be fully Copilot-enabled, making life easier for hundreds of thousands of end-user computing professionals around the globe.

    Yes, the world has changed dramatically since 2021, and now, it’s changing again as we create an AI-powered future. Every company, school, and individual in the world stands to benefit. These advances will be driven via the cloud, which hosts the enormous amounts of compute power and storage needed to deliver these new capabilities. And that brings us back to Intune. There has never been a better time or a more important reason to go cloud-native in your organization, and Christiaan and Per have written exactly the book to help you on your journey.


	


    By Scott Manchester, Vice President, Windows 365 + AVD

    The innovation engine that drives Windows in the cloud experience

    Innovation can take many forms; as technology providers and product people, it’s often difficult to put what we’re building in context. And for many of us, we have a clear preference for the kinds of product areas we work on. When we develop products to meet the diverse needs of our customers, we are thoughtful in how we innovate. Consider there are three core types of innovation: Disruptive, Evolutionary, and Revolutionary. Let’s walk through some examples of these types of innovation.

    [image: A screenshot of a computer  Description automatically generated with low confidence]
    Consider the case of innovation on televisions; while the act of watching screen-based entertainment remained the same, LCD televisions built on existing technological frameworks and material advancements to deliver a new device type that made the act of consuming new content better than on traditional CRT-based TVs. This is a great example of an evolutionary advancement in televisions.

    The Internet would be an example of a revolutionary advancement. It’s changed how we buy, learn, and fundamentally communicate with each other. It has created new markets and significantly expanded others. The modern electrical vehicle is a disruptive technology. Consider 15 years ago the three leading US-based automakers were Chrysler, Ford, and Chevy. As of the time of writing, Tesla’s market capitalization is around four times the size of all of these manufacturers combined. Tesla disrupted the market by offering new value, direct-to-consumer sales, and the ability to attach services to the sale after the initial purchase.

    Let’s discuss the forces that are shaping the innovation happening in the cloud virtualization world. The shift to hybrid work created new opportunities, but it also created new challenges. Things look different when the IT team isn’t down the hall from employees who need help. New employees need to be onboarded, distributed teams need to be connected, specialized workloads need to be enabled, and new projects need to be scaled up. IT needs to on-ramp employees, but they also need to be prepared to respond to rapidly changing environments, while still maintaining business continuity. And, while managing this, IT also needs to ensure they are keeping their estate secure and meeting ever-changing regulatory requirements.

    It is a challenge to address these needs with agility without overburdening IT, letting costs get out of control, sacrificing productivity, or compromising security. The changing nature of work is creating a tremendous opportunity for all of us in the virtualization market. Today Microsoft can deliver Windows to users in 3 ways: on a physical device, through Azure Virtual Desktop, and through Windows 365. When you think about the innovation framework we discussed earlier, we can talk about our approach to delivering a Windows cloud experience that innovates in response to the changing nature of work.

    Azure Virtual Desktop is a cloud VDI product that was a natural evolution from traditional on-prem VDI. Cloud VDI provides a PaaS-based management plane and the ultimate flexibility in computing, storage, density, and location. We think about Azure Virtual Desktop as our “any” offering – any compute and storage combination, any location, and any supported OS. Admins that are familiar with deploying and managing traditional VDI will find Azure Virtual Desktop a huge step forward that brings the reach and capabilities of Azure to bear in addressing their virtualization needs.

    Windows 365 is a truly revolutionary innovation: the cloud PC allows us to create a Software as a Service, or SaaS, offering that redefines the end-user experience and can be managed by an endpoint administrator using the same tools, baselines, and processes as a traditional PC. A cloud PC can be provisioned with Zero Touch, the security principles are based on Zero Trust, and end-users can immediately be productive with Zero Ramp. We affectionately refer to Windows 365 as the “zero” offering.
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    Preface

    The slow adoption of modern work solutions, which are designed to streamline the management of your environment, can often be attributed to a lack of understanding and familiarity with the product. This book will provide you with all the information you need to successfully transition to Microsoft Intune

    Mastering Microsoft Intune explains various concepts in detail to give you the clarity to plan how to use Microsoft Intune and eliminate potential migration challenges beforehand. You’ll get to master Cloud Computing services such as Windows 365 Cloud PC, the Intune Suite, Windows Autopatch, Windows Autopilot, Profile Management, Monitoring and Analytics, Universal Print, and much more!

    The book will take you through the latest features and new Microsoft cloud services to help you to get to grips with the fundamentals of Intune and understand which services you can manage. Whether you need familiarity with physical or cloud endpoints, it’s all covered.

    By the end of the book, you’ll be able to set up Intune and use it to run Windows and Windows 365 efficiently via Intune with all the latest features included!

    What you will learn:

    
      	Simplify the deployment of Windows in the cloud with Windows 365 Cloud PC.

      	Deliver next-generation security features with the Intune Suite.

      	Simplify Windows updates with Windows Autopatch.

      	Configure advanced policy management within Intune.

      	Discover modern profile management and migration options for physical and cloud PCs.

      	Harden security with baseline settings and other security best practices.

      	Find troubleshooting tips and tricks for Intune, Windows 365 Cloud PC, and more.

      	Discover deployment best practices for physical and cloud-managed endpoints.

      	Keep up with the Microsoft community and discover a list of MVPs to follow.

    

    Who this book is for

    If you are an IT professional, enterprise mobility administrator, architect, or consultant looking to learn about managing Windows on both physical and cloud endpoints for remote working via Intune, this book is for you.

    What this book covers

    Chapter 1, Introduction to Microsoft 365, teaches you about keeping your resources secure while leveraging other services within Microsoft 365’s broader product suite. Understanding the fundamentals of a product is the most important factor for a successful deployment.

    Chapter 2, Cloud-Native Endpoints, acknowledges how the basics of modern management are sometimes complicated to understand, and so you will learn about the concept of modern management and zero trust with Intune, the history, and the architectural concept to get a clear understanding of how all the devices from physical, virtual, and mobile all come together in one management console.

    Chapter 3, Requirements for Microsoft Intune, provides a clear understanding of the different requirements for Intune, from OS versions and URL firewall allow-listing to the required licenses and privileges.

    Chapter 4, What is Windows 365?, teaches you everything you need to know to get started with this Microsoft cloud service and its latest new features such as Windows 365 Boot and Switch, which simplify deployment as well as your cloud PC maintenance with Intune.

    Chapter 5, Deploying Windows 365, teaches you everything you need to know about how to deploy Windows 365, what the requirements are, and tips and tricks.

    Chapter 6, Windows Deployment and Management, teaches you about deploying Windows Enterprise with Intune.

    Chapter 7, Windows Autopilot, teaches you how and when to use Autopilot to enroll Windows on your physical endpoint devices. What are the recommended approaches and decisions to make beforehand? You will get to know all of this in this chapter.

    Chapter 8, Application Management and Delivery, teaches you best practices to deploy and manage your Microsoft 365 and line-of-business applications on your Windows 10 endpoints.

    Chapter 9, Understanding Policy Management, teaches you about the different policy types, what modern policy management means, and how it works on Windows 10/11 clients compared to Group Policy.

    Chapter 10, Advanced Policy Management, in extension to the previous chapter, will take a deeper look at policy management for Windows 10/11 and share the nuts and bolts of managing Windows and other tips and tricks.

    Chapter 11, Intune Suite, teaches you about the new Intune Suite products in depth and what all the modules such as Endpoint Privilege Management (EPM), Enterprise App Management, Advanced Analytics, and Remote Help mean for you from both a business and technical perspective.

    Chapter 12, Copilot/AI, teaches you about Microsoft’s latest new generative AI functionalities for both Windows and Microsoft Intune via the Windows and Security Copilot integrations.

    Chapter 13, Identity and Security Management, teaches you how to configure Azure Active Directory in the most secure way possible for your end users and IT department. You will learn what the different options to enable Azure MFA are, about BitLocker, and how to configure Microsoft Defender for Endpoint with end-to-end security-level integration in Intune.

    Chapter 14, Monitoring and Endpoint Analytics, looks at how, after deploying your desktops, it’s important to ensure the performance, logon duration segmentation, and quality level of Windows and applications. You will learn, in this chapter, how you can achieve this with Endpoint Analytics, Productivity Score, and other monitoring capabilities of Intune.

    Chapter 15, Universal Print, looks at Universal Print and how, despite businesses doing more and more things in a digital way, printing on physical paper remains important. Universal Print is a relatively new platform service on Azure that can simplify the whole printing configuration and maintenance process compared to a traditional print server environment.

    Chapter 16, Troubleshooting Microsoft Intune (Bonus Chapter – Online Content), teaches the most common causes and fixes of deploying Windows 10 Enterprise and other tips and tricks to unblock deployments to go smoothly. Both writers have over 2 decades of field experience in deploying Windows in many forms that they will share in this section.

    Chapter 17, Troubleshooting Windows 365 (Bonus Chapter – Online Content), teaches you about all the different troubleshooting errors of Windows 365 Cloud PC to prepare you to respond proactively to any errors that could occur while deploying cloud PCs in your environment.

    Chapter 18, Community Help, shares, as the writers have a strong community background, some of the best community events with Microsoft MVPs, and some of the best community blogs out there; some are written by beginners, while some are by Microsoft MVPs

    To get the most out of this book

    In order to get the most out of this book, it would be good to have a base-level understanding of Intune, Azure, Microsoft 365 cloud services, and so on. This is not required, however, as you’ll learn all you need to know in this book!

    Download the color images

    We also provide a PDF file that has color images of the screenshots and diagrams used in this book. You can download it here: https://packt.link/gbp/9781835468517.

    Conventions used

    There are a number of text conventions used throughout this book.

    Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “Enter Device type restriction – HR as the name.”

    A block of code is set as follows:

    <?xml version="1.0"?>
<HardwareReport>
    <HardwareInventory>
         <p n="ToolVersion" v="3" />
         <p n="HardwareInventoryVersion" v="131" />


    Any command-line input or output is written as follows and are indicated as command-line commands in the main body of the text:

    msiexec /i " RemoteDesktop_1.2.1755.0_x64.msi" /qn ALLUSERS=2 MSIINSTALLPERUSER=1


    Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “Go to Tenant admin | Roles | Administrator Licensing.”

    
       Warnings or important notes appear like this.

    

    
       Tips and tricks appear like this.

    

    Get in touch

    Feedback from our readers is always welcome.

    General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

    Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

    Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

    If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

    Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

  

  
    Share your thoughts

    Once you’ve read Mastering Microsoft Intune, Second Edition, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

    Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

  


	



  
    Download a free PDF copy of this book

    Thanks for purchasing this book!

    Do you like to read on the go but are unable to carry your print books everywhere?

    Is your eBook purchase not compatible with the device of your choice?

    Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

    Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application. 

    The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily

    Follow these simple steps to get the benefits:

    
      	Scan the QR code or visit the link below
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    https://packt.link/free-ebook/9781835468517

    
      	Submit your proof of purchase

      	That’s it! We’ll send your free PDF and other benefits to your email directly

    

  


  
    Section I

    Understanding the Basics

    In this section, you will learn the fundamentals of the different Microsoft 365 services, what the benefits are, and how they are different in comparison to other technologies and services on the market.

    This part of the book comprises the following chapters:

    
      	Chapter 1, Introduction to Microsoft 365

      	Chapter 2, Cloud-Native Endpoints

      	Chapter 3, Requirements for Microsoft Intune

    

  


  
    1

    Introduction to Microsoft 365

    Understanding the fundamentals of a product is the most important thing for a successful deployment. Keeping your resources secure while leveraging other services within the Microsoft 365 product suite is what you will learn about in this chapter.

    In this chapter, we’ll go through the following topics:

    
      	Microsoft 365 cloud services

      	Microsoft Intune

      	Intune Suite

      	Azure Virtual Desktop (AVD) and Windows 365

      	Windows 11

      	Windows Copilot

      	Security Copilot

      	Endpoint analytics 

      	Productivity Score

      	Universal Print

      	Microsoft Defender for Endpoint 

      	Microsoft Teams

      	Edge

      	Exchange Online 

      	SharePoint Online

    

    Microsoft 365 cloud services

    Microsoft 365 cloud services (hereafter referred to as Microsoft 365) includes many services that you might use in your day job, whether as an IT professional or a non-technical user. These services help you to become more productive by simplifying tasks that would require a lot of work in on-premises environments. 

    A great example would be the shift we’ve made from Exchange Server to Exchange Online and of course now the shift of Windows to Windows 365, which is Microsoft’s latest cloud service that allows enterprises and small businesses to leverage the power of Azure computing in Windows to improve the performance, scalability, and productivity of users across any device, any platform!

    What do these services achieve?

    In this introductory section of the book, we will briefly explain the core Microsoft 365 services and features that are relevant to the subject of this book, just to get a good baseline understanding of the differences between the various services. You’ll also learn about the purpose and benefits of each service.

    Microsoft Intune

    Microsoft Intune is a family of products and services that helps businesses manage and maintain all their devices, regardless of whether it’s a physical device, or a cloud-connected device endpoint.

    The Intune family includes:

    
      	Microsoft Intune

      	Configuration Manager and co-management

      	Endpoint analytics

      	Windows Autopilot

      	Intune admin center

      	Intune Suite

    

    Microsoft Intune provides a holistic management experience while adding new functionality and intelligent actions, such as anomaly detection in Advanced Endpoint Analytics and remediation scripts that can proactively resolve end user issues before they see an issue – without any complex migration or disruption of productivity.

    It provides several assets to aid your transition to modern management while also increasing customers’ security and helping them move to the cloud. Microsoft Intune also includes management capabilities for different endpoints. To summarize:

    
      	Windows

      	Android

      	Linux

      	macOS

      	iPadOS

    

    The figure below explains all the management features Microsoft Intune delivers:

    [image: Diagram that shows features and benefits of Microsoft Intune.]
    Figure 1.1: Microsoft Intune – service portfolio

    Microsoft Intune helps you manage physical and Cloud PC endpoints, laptops, tablets, and other mobile devices, including iOS, Android, and macOS devices.

    Microsoft Intune is built on Entra ID (formally known as Azure Active Directory) as the identity store for users and user/device groups; this also means that Intune relies 100% on Entra ID. It replaces the traditional Active Directory, includes hybrid identity capabilities, and can also integrate with local management infrastructures such as Configuration Manager via Kerberos.

    Intune is applicable for devices that don’t fall in the management scope of Group Policy, such as mobile phones, devices that are not Active Directory Domain Services (AD DS) domain members, or Windows 11 devices that are joined to Entra ID:

    [image: A screenshot of a computer  Description automatically generated]
    Figure 1.2: Microsoft Intune – admin center

    With Microsoft Intune, you can achieve the following:

    
      	Let your organization’s employees use their physical and Cloud PC endpoint devices to access organizational data (commonly known as Bring Your Own Device (BYOD)).

      	Manage organization-owned phones.

      	Control access to Microsoft 365 from unmanaged devices, such as public kiosks and mobile devices.

      	Help ensure that devices and apps that do connect to corporate data comply with security policies.

    

    For example, when a user attempts to open one of their Line-of-Business (LOB) apps on their phone or Windows endpoint, Microsoft 365 checks with Entra ID to authenticate the user and verify whether that user can access the data from that app on that device. The granting of access depends on the following:

    
      	Conditional Access policies defined within Entra ID

      	Whether the app on that device complies with app configuration and data protection policies (Intune will confirm this for Entra ID)

    

    If the device and app are both compliant with all applicable policies, Entra ID tells Microsoft 365 that the data can be accessed.

    This concludes the Intune section; next, we will go into the new Microsoft Intune Suite.

    Intune Suite

    The Microsoft Intune Suite is a comprehensive new add-on platform to the Intune core service that consolidates critical advanced endpoint management and security solutions. Its design aims to streamline the customer’s experience in managing endpoints, enhance their security stance, and deliver superior user experiences.

    The Microsoft Intune Suite offers several key features:

    
      	It deeply integrates with Microsoft Security and Microsoft 365.

      	It equips IT and security teams with data science and AI tools to boost automation.

      	It addresses challenges related to endpoint management, such as application packaging, and certificate management, and security issues such as end users being local administrators.

    

    The suite’s functionalities are integrated with Microsoft 365 and Microsoft Security across endpoint platforms, catering to both cloud and on-premises co-managed devices. The Intune Suite encompasses Remote Help (standalone) and all features included in Intune Plan 2.

    AVD

    AVD is a Microsoft-managed platform-as-a-service offering on top of the Microsoft Azure cloud. Unlike traditional Virtual Desktop Infrastructure (VDI) deployments, all hardware and all the infrastructure services, such as brokering, web access, load balancing, management, and monitoring, are all set up for you as part of a control plane offering. However, you would still need to configure them yourself on Azure, which means that there is a need for both Azure and VDI expertise in your business. This is where Windows 365 is different, as every Modern Desktop IT admin would be able to manage and maintain Cloud PCs – without the need for VDI and Azure expertise.

    This concludes the section on AVD. In the next section, we will cover Windows 365.

    Windows 365

    Windows 365 is the world’s first Cloud PC service that’s designed for your hybrid work needs. Windows 365 is a new cloud service from Microsoft that securely streams your personalized Windows desktop, apps, and content from the Microsoft cloud (Microsoft Azure) to any device, anywhere. Windows 365 uses all the familiar security features implemented for physical Windows PCs to Cloud PCs to ensure safe and secure streaming. It is a revolutionary technology where both the IT admin and end user experiences are fundamentally different from traditional VDI and Cloud VDI. It combines the best of Windows, Azure, and Microsoft 365 to deliver simplified IT and modern end user experiences – providing an easy onramp for both existing and new customers.

    A Cloud PC is the end user’s own personal computer in the cloud that’s optimized, scalable, and has high availability, all with a familiar Windows desktop experience. It’s hosted in the Windows 365 service and is accessible from anywhere, on any device. A Cloud PC signifies the transformation of Windows from a device-centric Operating System (OS) to a hybrid personalized computing platform. 

    This means that you can burst your resources to the cloud via our Azure compute backend data centers without the need to configure it yourself! This shift of Windows into a blend of local and cloud OS opens up new opportunities for organizations of all scales via the CPU, GPU, and NPU for Artificial Intelligence (AI)-based workloads. With Windows 365, Windows becomes a dual local and cloud OS. Organizations have the liberty to decide whether a traditional PC with a locally installed OS or a Cloud PC with a cloud-based OS is more suitable for a specific user or role. In certain scenarios, a user might find it advantageous to have both a local and cloud OS, selecting the appropriate one for the task at hand.

    Windows 365 is suitable for organizations of all sizes that need highly secure and agile hybrid work solutions. These are valuable for elastic workforces, distributed employees, and specialized workloads that require versatile compute and storage capabilities, accessible on any device. IT administrators can swiftly scale and resize Cloud PCs to meet the changing needs of their users and have the compute power and storage they need, with predictable costs. As an example, if a user in finance gets a new application that needs more compute power (CPU), then the IT admin can resize the Cloud PC for the user. Hybrid work use cases that can be supported effectively with Windows 365 include:

    
      	Data access and security across devices, locations

      	High-capacity computing

      	Bring Your Own PC (BYOPC) environments

      	Disaster preparedness and recovery

      	Temporary workforces

      	Mergers and acquisitions

    

    AVD and Windows 365 – what are the differences?

    Windows 365 is engineered for ease of use, enabling customers to enjoy the advantages of personalized Cloud PCs without the need for VDI or Azure expertise. It offers a predictable pricing model based on per-user and per-month charges, simplifying cost management. Windows 365 is ideal for customers who are not heavily invested in VDI or have virtualization expertise/resources, or for those who want to simplify their VDI infrastructure and prefer a fixed-cost, as-a-service model.

    On the other hand, AVD is built for optimal flexibility. It offers a highly adaptable option for organizations with virtualization experience. Its usage-based pricing model is well suited for low-usage scenarios where customers can minimize costs by only paying for what they use. It also supports remote app streaming, multi-session virtual machines, and extensive customization.

    
      
        
          	
            Cloud PC – Windows 365

          
          	
            Cloud VDI – AVD

          
        

        
          	
            Optimized for experience

          
          	
            Optimized for flexibility

          
        

        
          	
            Windows 10 or Windows 11 personalized desktop

          
          	
            Windows 10, Windows 11, or Windows Server multi-session or personal desktops

          
        

        
          	
            Complete end-to-end Microsoft service

          
          	
            Remote app streaming

          
        

        
          	
            Windows 365 Boot and Switch

          
          	
            Not available 

          
        

        
          	
            Requires Modern Desktop knowledge

          
          	
            Requires VDI and Azure infra knowledge

          
        

        
          	
            One-stop administration in Microsoft Intune (Enterprise edition)

          
          	
            Full control over configuration and management via Azure portal

          
        

        
          	
            Direct self-service model

            (Business edition)

          
          	
            Citrix and VMware support

          
        

        
          	
            Predictable per-user pricing

          
          	
            Pay for what you use

          
        

      
    

    Table 1.1: Windows 365 and AVD differences

    Components that Microsoft manages and the customer manages

    Microsoft has done a great job with Windows 365 by simplifying the creation of Cloud PCs for users. Both the IT management and end user experience are very simple to learn and use. Getting started deploying Cloud PCs can be achieved in just a few clicks and the scalability is very powerful. Even though the Windows 365 service is almost a Plug and Play solution, there are a few things you as an organization must manage yourself; you still need to manage applications, settings, and security policies on your Windows 365 devices.

    Depending on your domain and network configuration, you can either go full cloud with Entra ID (formally known as Azure AD) together with hosted networks or go for hybrid Entra ID. The table below helps you clarify the level of responsibility per service component. We also added AVD as a comparison on the right side to help reflect the differences.

    [image: ]
    Figure 1.3: Service responsibilities

    This concludes the section on Windows 365 and AVD. In the next section, we will cover Windows 11 Enterprise.

    Windows 11

    Windows 11 Enterprise is one of the primary components of your Microsoft 365 subscription. Windows 11 meets the needs of large and midsize organizations, providing users and organizations with the tools, services, and support to enhance their personal and organizational productivity.

    Windows 11 also supports collaboration through Microsoft 365 apps, Microsoft Teams, Microsoft Whiteboard, and OneNote.

    Windows 11 helps improve productivity by providing faster, safer ways to get work done across all your users’ devices, by having some security feature defaults turned on, like Credential Guard. Windows 11 has hardware options ranging from Surface Hub to the new always-connected PCs. These options support users wherever they need or prefer to work. Users can move from one device to another with Continue on PC in Microsoft Edge or take notes directly on a web page with Microsoft Ink. Windows 11 also comes with a robust set of accessibility features, such as a narrator, word prediction, and eye control.

    Windows 11 includes tools to help you customize device setup, manage all your devices, and control corporate identities, data, and apps on personal devices without impacting personal data. You can maximize security and productivity by staying current with Windows 11. The way to update Windows has changed completely. Major upgrades that previously happened every few years have now changed to updates that happen twice a year. Windows as a service, the model for Windows 11, provides the flexibility and control needed to manage and distribute updates using your current method or by using Microsoft’s infrastructure.

    Windows 11 protects, detects, and automatically responds to the most advanced malware and hacking threats while protecting user identities, devices, and your organization’s information. Windows 11 investigates threats as they evolve and automates remediation to make response times faster, thanks to Intelligent Security Graph (which uses security intelligence, machine learning, and behavioral analytics). These security solutions are built-in and provide you with full security life cycle management for Endpoint Protection (EP) and Endpoint Detection and Response (EDR).

    It also integrates with other Microsoft 365 services, which cover even the most complex multi-platform environments:

    
      	Threat protection: Windows 11 threat protection includes next-generation malware and hacking defense to help protect against threats, including zero-day attacks. It provides a hardened platform that can help prevent encounters, isolate threats, and prevent the execution of malicious apps and content. Windows 11 can detect and respond to the most advanced threats and automatically remediate them.

      	Identity access: Windows 11 protects user identities against pass-the-hash and pass-the-ticket attacks by helping you move to a world without passwords. Windows Hello For Business is a biometric authentication tool that strengthens authentication and helps guard against potential spoofing.

      	Information Protection: Windows 11 makes it easy to protect data – whether that data is at rest or in use. Windows Information Protection helps protect sensitive information against leaks. When you combine Windows 11 with Microsoft Purview Information Protection and Microsoft 365, you get a sophisticated solution that meets the highest requirements for data loss prevention with minimal input.

    

    Windows 11 is the next evolutionary phase of Windows; it is the most significant update to the Windows operating system since Windows 10. It offers a lot of innovations focused on enhancing end user productivity in a fresh experience that is flexible and fluid. Windows 11 is designed to support today’s hybrid work environment and is intended to be the most secure, reliable, connected, and performant Windows operating system ever.

    Windows 11 is built on the same foundation as Windows 10, so the investments you have made in tools for update and device management are carried forward. But Windows 11 has some new hardware requirements, such as the device needs to have a system firmware that runs Unified Extensible Firmware Interface (UEFI), Secure Boot, and a Trusted Platform Module (TPM) 2.0, which is also recommended on Windows 10 to enable many built-in Windows security features.

    Windows 11 also provides unique hybrid remote work capabilities with Windows 365, such as the new Windows 365 Boot and Switch features that allow a user to connect to their Cloud PC from either the Windows 11 logon screen or via the Windows 11 Task View feature; more about that later in the book.

    Windows 11 is Zero Trust ready and secure by design, with new built-in security technologies that will add protection from the chip to the cloud, while enabling productivity and new experiences. Key security features such as encryption, hardware-based isolation, and malware prevention are turned on by default. Going passwordless has also been made easier by simplifying the steps to deploy Windows Hello for Business.

    Windows 11 Enterprise is secure by default, with advanced protection against modern security threats. It also includes virtualization-based security and hypervisor-protected code integrity, which is turned on by default (on newly installed Windows 11 devices).

    To address the need for hybrid working in the market right now, location shouldn’t matter. Addressing the new how, when, and where we work demands simplicity and security changes in the Windows operating system as well as the delivery of Windows in a simpler way – from the cloud with Windows 365:

     [image: Introducing Windows 11 | Windows Experience Blog]
    Figure 1.4: Windows 11

    You can have a highly secure and consistent experience for users, with all the necessary IT controls, that delivers updates in a non-disruptive way, combined with a new, modern look and feel – that’s the best way to describe what Windows 11 offers in a nutshell.

    We will explain more about Windows 11 in Chapter 6, Windows Deployment and Management.

    This concludes the section on Windows 11. In the next section, we will provide you with an overview of Windows Copilot.

    Windows Copilot

    Windows Copilot is your new assistant in Windows. It’s an AI assistant integrated into Windows 11 (and Windows 10). It aims to enhance productivity and creativity by providing real answers, inspiration, and solutions.

    Here are the key features of Copilot:

    
      	Assistance and focus:
          	Stay focused: Copilot helps you stay on track while performing tasks. It adjusts PC settings and organizes windows using Snap Assist, saving you time and improving efficiency.

          	Task-oriented: Whether you’re adjusting settings or working online, Copilot assists you when needed.

          	State-of-the-art tools: You can set Copilot aside when not required or launch it with a keystroke to access its powerful tools.

        

      

      	Answers and inspiration:
          	Quick answers: Copilot provides relevant answers promptly and allows follow-up questions.

          	Creative spark: Start your next project with ideas and information generated by Copilot. It can even create images from your concepts.

        

      

      	Other AI-powered features in Windows 11:
          	Paint: Enhanced tools for photo editing and art creation.

          	Photos app: Crop, erase, and adjust colors with ease.

          	Photo Movie Editor: AI in Snipping Tool simplifies text copying and redaction from screenshots.

          	Clipchamp: AI assists in editing footage for faster publishing.

          	Smart App Control: Predicts safe app downloads.

          	Windows Security: AI-powered tools for figuring things out and quick searches.

        

      

    

    Windows Copilot combines seamlessly with Bing Chat and ChatGPT plugins, allowing you to stay in your flow without switching between apps. It’s like having a smart, helpful companion right within your Windows environment!

    [image: Windows Copilot Preview: How to Manage Your PC With the AI Assistant -  Video - CNET]
    Figure 1.5: Windows Copilot with Bing Chat

    This concludes the section on Windows Copilot. In the next section, we will give you an overview of Security Copilot.

    Security Copilot

    Security Copilot, a novel tool powered by OpenAI GPT, is offered as a cloud-based service to enhance the security of your Microsoft Security cloud services, including Microsoft Intune.

    Security Copilot is designed to work with all Microsoft Security services. This encompasses Security Operations, Device Management, Identity Management, Data Protection and Compliance, and Cloud Security. In this book, we will concentrate on the application of Security Copilot for Device Management via Microsoft Intune. Learn more about it in Chapter 12, Copilot/AI!

    Intune Copilot

    Intune Copilot is a new OpenAI GPT-based tool offered as a cloud-based service to bolster the security of your Microsoft Security cloud services. Microsoft Copilot addresses this security-related query and illustrates how to utilize this innovative AI tool. It employs real-world examples to delve into how Security Copilot aims to disrupt conventional methods across diverse cybersecurity domains. You will learn more about Security Copilot in Chapter 11.

    [image: A screenshot of a computer screen  Description automatically generated]
    Figure 1.6: Security Copilot

    This concludes the section on Copilot. In the next section, we will give you an overview of Productivity Score.

    Productivity Score

    The journey to digital transformation is supported by Productivity Score, which provides insights into how your organization uses Microsoft 365 and the technology experiences that support it. Your organization’s score reflects the effectiveness of your people’s work and technology and can be compared to benchmarks from organizations similar in size to yours.

    Productivity Score provides the following:

    
      	Measurements that provide a clear picture of your progress on your digital transformation path

      	Data-driven insights that highlight opportunities to boost productivity and satisfaction within your organization

      	Steps you can implement to ensure efficient utilization of Microsoft 365 products in your organization

    

    The following Productivity Score screenshot shows you the level of insights you get based on scoring metrics in the Microsoft 365 admin portal:

    [image: A screenshot of a computer  Description automatically generated]
    Figure 1.7: Adoption Score
    Your Productivity Score is calculated from the aggregate scores of your people and technology experiences categories. Each category carries equal weight, contributing to a total of 100 points. The maximum achievable Productivity Score is 800.

    Adoption Score incorporates Endpoint analytics as well. Your Endpoint analytics score evaluates the caliber of the technology experience you’re providing for your users and suggests ways to enhance it.

    [image: A screenshot of a computer  Description automatically generated]

    Figure 1.8: Endpoint analytics
    This concludes the section on Productivity Score with the integration of Endpoint analytics, which you will get an overview of in the next section.

    Endpoint analytics

    Endpoint analytics is a service in your Intune tenant that provides you with data on the performance of your Windows devices that are managed by Microsoft Intune; this data is part of Productivity Score. Everything that is collected comes from measurements of how your business is working. For example, Endpoint analytics gives you insights into the boot time of your physical device, logon duration, and application startup time.

    The insights enable IT admins to reduce support costs by adding capabilities to proactively solve issues in their environment. This can all happen automatically without any involvement of the IT admin:

    [image: A screenshot of a computer  Description automatically generated]
    Figure 1.9: Endpoint analytics
    Your end-to-end experience can be dramatically improved by Endpoint analytics and the benefits it brings. Another huge benefit is that all service costs are included; unlike with Azure Monitor, there is no need to pay for storage retention!

    This concludes the overview section on Endpoint analytics. In the next section, we will give you an overview of Microsoft 365 apps.

    Microsoft 365 Apps (for Enterprise)

    In the long list of Microsoft 365 Apps for Enterprise, you will find all the productivity applications:

    
      	Word

      	Excel

      	PowerPoint

      	Forms

      	OneNote

      	Sway

      	Planner

      	Loop

      	List

      	Power Apps

      	Stream

      	OneDrive

      	Teams (limitation within EEA)

    

    Microsoft 365 Apps is both a web-based version of Office and also a click-to-run installation locally on your user’s device, both on Windows and macOS. You can use the Office applications that come with Microsoft 365 Apps with the on-premises or online versions of Exchange, SharePoint, or Teams.

    The new subscription structure for Microsoft 365 in Europe per October 1, 2023 for the European Economic Area (EEA) and Switzerland means that Microsoft Teams will no longer be included in Microsoft 365 Apps, but it can be purchased separately.

    You can install Microsoft 365 Apps from a network share or directly from the internet. After it’s installed, you don’t have to be connected to the internet to use it. However, you’ll need to connect at least once every 30 days to ensure that your license is still active.

    Microsoft 365 Apps is updated either monthly or semi-annually with new features, security updates, and other quality updates from Microsoft. You can choose which frequency works best for your organization by selecting specific update channels.

    OneDrive for Business (part of Microsoft 365 Apps)

    Microsoft OneDrive is an enterprise file-sharing service that allows you to easily store and securely access your files from all your physical, virtual, and mobile devices. You can work together with people from any location, regardless of whether they’re inside or outside your organization, while also exploiting comprehensive security capabilities; for example, only allowing data sharing based on several security baseline conditions. All of your data that is stored in OneDrive’s cloud service is protected using advanced encryption while in transit and at rest in data centers.

    OneDrive enhances collaboration capabilities within Microsoft 365 Apps by connecting you to your personal and shared files in Microsoft 365. With OneDrive on the web, desktop, or mobile, you can access all your personal files and any files shared with you by other people or teams, including files from Microsoft Teams and SharePoint.

    Another great feature is OneDrive cloud backup – also known as OneDrive folder backup (previously Known Folder Move). This service automatically syncs your Desktop, Documents, and Pictures folders on your physical or virtual endpoints to your OneDrive cloud storage. Your files and folders stay protected and are available from any device!

    This concludes the section on Microsoft 365 apps. In the next section, we will provide you with an overview of Microsoft Teams.

    Microsoft Teams

    Microsoft Teams is a unified communications collaboration tool that brings different services together to modernize the way you work with colleagues and external businesses. Teams allows you to implement a chat-based workspace as part of your Windows 11 physical and Cloud PCs with local experiences but also as a mobile app on various platforms, which helps you stay up to date both in the office and on the go.

    Teams keeps your team in sync by sharing OneDrive and SharePoint documents, insights, and status updates while being able to manage important projects and easily locate people – from anywhere and on any device!

    With Microsoft Teams, you can do the following:

    
      	Engage in chats, meetings, and calls: Conduct audio, video, and web conferences, and engage in conversations with anyone within or outside your organization.

      	Collaborate using Microsoft 365 apps: Teams simplifies teamwork by enabling users to co-create and share files with popular Microsoft 365 apps, ranging from Microsoft Word to Microsoft Power BI.

      	Personalize your workspace and enhance productivity: With Teams, you can incorporate apps from Microsoft and third-party services to cater to your organization’s specific requirements.

      	Stay connected across devices: Teams and Teams devices seamlessly integrate for smart meeting and calling experiences. Choose the right devices for your needs and bring your innovative ideas to fruition.

    

    Below, you can find the latest new Microsoft Teams client with many performance and resource utilization updates benefiting the user experience and cost for Cloud PCs. There’s also great news to share about using Microsoft Teams together with Windows 365. We’ve improved the plugin experience, eliminating the need for updates to this designated plugin, as everything now happens in the background!

    [image: Collage of usability improvements in new Microsoft Teams app.]
    Figure 1.10: Microsoft Teams Client

    This concludes the section on Teams. In the next section, we will give you an overview of Microsoft Edge.

    Microsoft Edge

    Microsoft Edge has been around for a while (first released in 2015) and is the next modern iteration of Internet Explorer. The new Microsoft Edge is built on the open source project “The Chromium Project,” which is also the same as Google Chrome. Microsoft Edge is also cross-platform, so the end user can get the same enterprise browser experience no matter what device they are using.

    Microsoft Edge has proven to be very fast and uses less memory than Google Chrome. Its alignment with other Microsoft services such as Microsoft Intune to set policies, as well as the cross-platform support for the app to sync data such as personal history and favorites settings, has been well received. This has resulted in Edge being the default browser for Windows 10 and Windows 11 to date.

    Microsoft Edge is available on Windows, macOS, iOS, Android, and Linux. You can choose what device you want to use with the same native Edge experience across different platforms.

    Edge for Business is a specialized work-oriented experience provided by Microsoft Edge. It’s an advanced version of Microsoft Edge, designed to help organizations enhance productivity and security while maintaining a clear distinction between professional and personal browsing.

    Some of the features of Edge for Business are:

    
      	You can sign in with your work account and get access to a separate browser window with a briefcase icon and a Work label next to your profile image.

      	You can also sign in with a personal account and launch a personal browser window that keeps your favorites, passwords, and history separate from your work browser window.

      	Edge for Business will automatically recognize sites that require your work account and open them in the work browser window, and vice versa for popular non-work sites.

      	Edge for Business has new native enterprise-grade security, productivity, manageability, and AI built in as features. Passwords, favorites, and data are not shared between the work profile and personal profile in Edge.

      	Mobile Application Management (MAM) for Edge is a feature that allows you to manage and protect the Microsoft Edge browser on Windows devices without enrolling them in Intune – also known as BYOD. You can use MAM for Edge to configure app settings, apply app protection policies, and enforce conditional access rules.

    

    This concludes the section on Microsoft Edge. In the next section, we will give an overview of Universal Print.

    Universal Print

    You may recall, or perhaps still utilize, the following process: setting up a Windows Server environment, incorporating the print server role, and then adding your printers and specific drivers to the server. It’s not exactly cutting-edge or efficient, is it? Universal Print provides the same features and more, while also doing away with the need for on-site infrastructure. It allows you to control printers directly via a centralized portal in Microsoft Azure. No more installing (and maintaining) printer drivers on devices or golden images. As an added perk, everything is compatible with Entra ID. This means users can employ the same credentials they use for other Microsoft services, whether they’re logging on to a physical desktop or a cloud-based virtual desktop.

    Microsoft Defender for Endpoint

    Microsoft Defender for Endpoint is the business-oriented variant of Microsoft Defender, which comes as a standard feature in Windows 11 Enterprise. It’s a cloud-based security solution aimed at assisting corporate networks in averting, identifying, examining, and reacting to sophisticated threats. The service is integrated end-to-end into the Microsoft Intune console and therefore aligns easily with other compliance and security settings and roles as part of your security baselines.

    One of the great features of integrating Defender within Microsoft Intune is that after your organization onboards a device using the configuration package, you will never have to do it again. All your physical and/or cloud PCs will be secured out of the box:
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    Figure 1.11: Defender for Endpoint security center

    The Defender for Endpoint onboarding process in Intune is very simple and is something we will cover in Chapter 13.

    This concludes the overview section on Defender for Endpoint. In the next section, we will give a short overview of Exchange Online.

    Exchange Online

    Exchange Online is a messaging and collaboration platform for your email, calendar, contact info, and tasks. You can access all of this with Microsoft Outlook, Outlook on the web, or Outlook Mobile. You can access Exchange Online on most devices, including Android, iOS, and Windows devices with internet access.

    SharePoint Online

    SharePoint Online is the cloud-based version of Microsoft SharePoint Server, designed to facilitate collaboration and communication through team- or communication-centric sites. It’s accessible to internal users who have a valid Microsoft 365 or SharePoint Online license. These users can share files or folders with individuals inside or outside their organization, with external sharing controlled by site administrators.

    With SharePoint Online, users can:

    
      	Construct sites, pages, document libraries, and lists.

      	Incorporate web parts to personalize their pages.

      	Disseminate crucial visuals, updates, and news within a team.

      	Search for and locate sites, files, individuals, and news throughout their organization.

      	Oversee their business operations using flows, forms, and lists.

      	Synchronize and save their files in the cloud, allowing secure access for anyone.

      	Stay updated with news on the move via the SharePoint mobile app.

    

    Summary

    In this chapter, you learned about different Microsoft 365 services you might use in your day job or as part of your journey to using Microsoft Intune to simplify the management overhead of your environment. What you didn’t learn is that some of these services cost more on top of the existing Intune subscription.

    This chapter is mainly intended to provide context for the later chapters in the book; we are now switching gears and taking you on the journey of unified endpoint management with Microsoft Intune.

    Questions

    
      	What are the main benefits of using Microsoft Intune?
          	Microsoft Intune ensures that an organization no longer needs credentials to access and share company data.

          	Microsoft Intune prevents remote devices and apps from accessing an organization’s resources.

          	Microsoft Intune helps keep an organization’s cloud and on-premises devices, apps, and data secure.

        

      

      	On what Windows version are Windows 365 Boot and Windows 365 Switch available?
          	Windows 10

          	Windows 11

        

      

    

    Answers

    
      	(C)

      	(B)

    

    Further reading

    If you want to learn more about Microsoft Intune after reading this chapter, please use the following free online resources:

    
      	Microsoft Intune fundamentals: https://docs.microsoft.com/en-us/learn/paths/endpoint-manager-fundamentals/

      	Windows 365 official product documentation: The official Microsoft documentation for Windows 365 Enterprise and Windows 365 Business (https://learn.microsoft.com/windows-365)

      	Introduction to Microsoft Intune: https://docs.microsoft.com/en-us/learn/modules/intro-to-endpoint-manager/

    

    Learn more on Discord

    To join the Discord community for this book – where you can share feedback, ask questions to the author, and learn about new releases – follow the QR code below:

    https://packt.link/SecNet
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    Cloud-Native Endpoints

    The concept of cloud-native endpoints refers to devices that can be provisioned anywhere, cloud-native endpoints are devices that can be provisioned from anywhere and receive applications, policies, and maintenance updates throughout their lifetime from the cloud. You will learn about the concept of cloud-native endpoints and Zero Trust with Microsoft Intune, along with its history and architectural concepts, to get a clear understanding of how all devices – physical, virtual, and mobile – come together in a single management console.

    In this chapter, we’ll go through the following topics:

    
      	What are cloud-native endpoints?

      	Microsoft Intune

      	Exploring Windows 11 Enterprise in detail

      	Windows Autopatch

      	Bring Your Own Device (BYOD)

      	What is Zero Trust?

      	Windows 365 for non-managed endpoints

    

    Paths to cloud native

    Modern management is a comprehensive approach to managing Windows devices in a consistent and unified way without compromising the security of endpoints. It involves the execution of strategies that equip IT to evolve the modern workplace into a space that is cherished by users, appreciated by IT, and trusted universally. The essence of modern management lies in cloud intelligence, which facilitates streamlined, contemporary management through cloud-based device management solutions like Microsoft 365.

    The modern desktop is the state-of-the-art productivity platform for the information worker. Microsoft 365 apps and Windows 11 are the core components of the modern desktop along with the latest security baselines for Windows 11 and Microsoft Defender for Endpoint.

    Since the first Windows 10 release back in 2015, Microsoft included the Mobile Device Management (MDM) stack natively built in, and along with that many companies have explored new management options, with one of these being advancements in cloud technology. BYOD trends have made the move toward modern management more compelling for many organizations, not only for mobile devices running iOS and Android but also for physical and cloud-based Windows PCs.

    Modern management is a new approach to managing Windows 11 devices, in the same way as mobile devices are managed by Enterprise Mobility Management (EMM) solutions. The modern management approach allows your organization to simplify deployment and management, improve security, provide better end user experiences, and lower costs for your Windows devices.

    There are three waves to unified endpoint management:

    [image: Figure 2.1 – Unified endpoint management phases ]
    Figure 2.1: Unified endpoint management phases

    Modern management allows you to administer a variety of Windows devices, ranging from physical and cloud PCs to HoloLens, Microsoft Teams Rooms systems, and Surface Hub. This includes both corporate-owned and personal devices, as well as mobile devices, all through a unified management platform, Microsoft Intune.

    Microsoft Intune

    What is unified endpoint management and how does this look through the concept of Microsoft Intune? The following high-level architecture drawing (Figure 2.2) explains how everything within Microsoft Intune comes together in one unified endpoint management experience.

    There is one console for your physical and cloud PCs via Windows 365 endpoints and mobile devices. This is the only place where they can be managed in a unified way. Also, the Intune company portal can deploy apps from Configuration Manager, Intune, Windows 365, Azure Virtual Desktop, and Microsoft Entra ID – one end user experience for all apps!

    [image: High-level architectural diagram for Microsoft Intune]
    Figure 2.2: Microsoft Intune architecture diagram

    The diagram of the Microsoft Intune architecture illustrates the three stages of the cloud management journey using Configuration Manager and Intune as a single, unified endpoint management solution:

    
      	Tenant attach

      	Co-management workloads

      	Cloud-native management

    

    All new Windows devices should go directly to the cloud with Microsoft Entra ID with automatic enrollment into Intune. This leverages Windows Autopilot for the best onboarding experience for IT and end users. If your organization already has a Configuration Manager environment with lots of applications that you are deploying to your on-premises managed devices, you can leverage the same application delivery method by using the built-in option Co-management settings in Intune to provide a coherent end user onboarding experiences for new devices.

    We recommend waiting for a reason to go cloud native. As an example, you can move to Entra joined devices during a hardware refresh or device troubleshooting scenario when there’s a new (or reset) instance of Windows. Using this approach, you minimize user disruption and streamline the conversion process to Entra ID Join. Remember, there’s no Microsoft-supported process or path to convert an existing device from Hybrid Azure Active Directory Join (HAADJ) to Azure Active Directory Join (AADJ) without a Windows device reset. This would involve user downtime and loss of productivity.

    You can proactively reset existing devices to move to Entra ID Joined. This approach can be more disruptive to end users and requires more planning and testing. But, you can use this approach if you have an end user scenario where it makes sense to reset devices or if you have a strong business case to move to Entra ID Joined.

    For pre-existing devices, begin utilizing tenant-attach features that offer the most adaptable route for Configuration Manager users to start reaping the benefits of the cloud without necessarily registering their Windows clients with Intune. Link the Configuration Manager environment to the cloud and instantly gain access to a range of remote actions and endpoint analytics. If your organization is ready for the next step, you can start onboarding Windows devices into a co-management state, which means managing Windows clients using both Configuration Manager and Intune. Leverage the best of both worlds by moving one workload to the cloud at a time.

    Intune admin center portal

    The Microsoft Intune admin center portal serves as your comprehensive, single-point admin platform for formulating policies and managing your devices. It empowers IT administrators to incorporate other essential device management services, such as groups, security baselines and settings, Conditional Access, analytics tools, and reporting.

    Microsoft Intune is a fully cloud-based MDM and MAM service for your applications and devices. It allows you to regulate features and settings on Android, Android Enterprise, iOS/iPadOS, macOS, and Windows devices. It also integrates with other services, including Entra ID, and mobile threat defense mechanisms.

    In the Microsoft Intune portal, you can create compliance policies and check the compliance status of targeted devices. The device compliance policy marks the device as compliant or non-compliant. If you have enabled Conditional Access in your Microsoft 365 cloud environment, you can leverage compliance status from Intune to allow or block access to corporate data.

    Microsoft 365 admin center portal

    In the Microsoft 365 admin center portal (https://admin.microsoft.com), you can manage and administer all your Microsoft 365 cloud services. The most common task that you perform in this portal is to purchase and assign licenses for your Microsoft services.

    Here’s a full list of what you can do via the Microsoft 365 admin center:

    
      
        
          	
            Menu

          
          	
            What it’s for

          
        

        
          	
            Home

          
          	
            This is the landing page in the admin center. You’ll see where to manage users, billing, service health, and reports.

          
        

        
          	
            Users

          
          	
            Create and manage users in your organization, like employees or students. You can also set their permission level or reset their passwords.

          
        

        
          	
            Groups

          
          	
            Create and manage groups in your organization, such as a Microsoft 365 group, distribution group, security group, or shared mailbox. 

          
        

        
          	
            Resources

          
          	
            Create and manage resources, like a SharePoint site collection. 

          
        

        
          	
            Billing

          
          	
            View, purchase, or cancel subscriptions for your organization. View past billing statements or view the number of assigned licenses to individual users. 

          
        

        
          	
            Support

          
          	
            View existing service requests or create new ones.

          
        

        
          	
            Settings

          
          	
            Manage global settings for apps like email, sites, and Microsoft 365. Change your password policy and expiration date. Add and update domain names like contoso.com. Change your organization profile and release preferences. And choose whether partners can access your admin center.

          
        

        
          	
            Setup

          
          	
            Manage existing domains, turn on and manage multi-factor authentication, manage admin access, migrate user mailboxes to Microsoft 365, manage feature updates, and help users install their Microsoft 365 apps.

          
        

        
          	
            Reports

          
          	
            See at a glance how your organization is using Microsoft 365 with detailed reports on email use, Microsoft 365 activations, and more. 

          
        

      
    

    Table 2.1: Microsoft 365 admin center portal

    Let’s talk more about how Microsoft Intune helps OEM partners.

    Intune Partner portals

    In the Microsoft Intune admin center, under Devices | Partner portal, you are able to access different hardware partner portals:

    
      	Surface Management Portal

      	HP Connect
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    Figure 2.3: Microsoft Intune Partner portal

    Surface Management Portal

    The Surface Management Portal is already configured within your Intune tenant and will show your devices as soon as you have enrolled them into Intune.

    If you do not have any Surface devices in your environment that are enrolled in Microsoft Intune, it will just show this:

    [image: A white cloud and magnifying glass  Description automatically generated]
    Figure 2.4: Surface Management Portal – No Surface devices found

    The Surface Management Portal is a unified platform that enables IT administrators to manage and monitor all Microsoft Surface devices on a large scale within Microsoft Intune. Integrated into the Microsoft Intune admin center, it offers a comprehensive environment for complete visibility of both corporate and user-owned Surface devices.

    The portal lets you quickly see any issues that need prompt attention before they hit your helpdesk. You can get insights into device compliance, support activity, and warranty coverage. Quickly see the status of each device, which ones are still in warranty or expiring soon, and the status of active support requests with your hardware providers.

    [image: A screenshot of a computer  Description automatically generated]
    Figure 2.5: Microsoft Surface Management Portal

    HP Connect

    HP Connect is a cloud application designed to ease the management of UEFI BIOS on supported HP systems. HP Connect has a framework for developing BIOS management policies that are published to Microsoft Intune. HP Connect creates the policies and Intune executes them as remediation scripts. HP Connect requires a valid Microsoft Entra ID subscription and Microsoft Intune as the registered MDM. HP Connect interfaces directly with a customer’s Entra ID tenant for access to device groups and publishing BIOS policies as a cloud application.

    [image: A computer screen with text above  Description automatically generated]
    Figure 2.6: HP Connect

    You need to click Get started to start the integration process. Sign in with an admin user who has the correct role-based access in Entra ID to consent to a new Entra ID app in your organization.
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    Figure 2.7: HP Connect

    You need to accept the terms and conditions from HP to continue the integration.

    [image: A screenshot of a computer  Description automatically generated]
    Figure 2.8: HP Connect terms and conditions

    HP Connect is a cloud-based application engineered to simplify the administration of UEFI BIOS on compatible HP commercial systems. It possesses a structure for formulating BIOS management policies concerning authentication, updates, and settings, which are disseminated to Microsoft Intune device groups. While HP Connect is responsible for policy creation, Intune carries out these policies as proactive compliance rectifications.

    In other words, HP Connect for Intune enables IT administrators to manage the BIOS configuration of HP commercial systems using Microsoft Intune. It simplifies the process of deploying firmware updates and managing BIOS configuration and ensures that the devices are compliant with the organization’s hardware security policies.
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    Figure 2.9: HP Connect for Microsoft Intune

    You can create a policy in HP Connect that deploys a specific HP EliteBook BIOS version. Use the sample screenshot below as a pointer to get started with your HP EliteBook BIOS updates.
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    Figure 2.10: HP Connect policy for specific BIOS versions

    There are three types of BIOS update policies supported by HP Connect:

    
      	Always deploy BIOS updates: When implemented on a set of supported platforms, Intune will employ the policy as a compliance measure to track and update each device in the chosen group whenever a BIOS update is launched that corresponds to a device within the group.

      	Only deploy critical BIOS updates: This policy will apply for a new BIOS release if it is marked as “Critical” by HP to every matched device in the selected group.

      	Enforce a specific BIOS update: This policy will apply a BIOS update to a matching device in a device group based on a defined criteria/rule. The policy is applied to the specified platform only.

    

    Policy settings created in HP Connect for Intune will show up as remediation scripts inside Microsoft Intune.
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    Figure 2.11: HP Connect remediation scripts

    Learn more at https://connect.admin.hp.com/static/HPConnectUserGuide.pdf.

    This concludes the section on the Intune Partner portal. In the next section, we will cover Windows 365.

    Windows 365

    Windows 365 is the ideal solution if you’re seeking a streamlined approach to operating your Windows PCs in the cloud. It reduces costs and simplifies your environment as you deploy and manage virtual endpoints in Microsoft Intune, with no need for extra Virtual Desktop Infrastructure (VDI) expertise or resources.

    Windows 365 is a comprehensive SaaS service that securely provides a personalized Windows desktop, apps, settings, and content from the Microsoft cloud to any device, marking a new era in PC accessibility. 

    Microsoft’s unique offering, a cloud PC, coexists alongside traditional physical PCs, providing an end-to-end solution with unified management through Microsoft Intune. This means that it’s an end-to-end solution where customers can leverage the power from a computer from the cloud, with the same management tools to manage their physical and cloud PCs (Microsoft Intune admin portal).
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    Figure 2.12: AVD and cloud PC overview

    More information about Windows 365 will follow later in this book. In the next section, we will cover Microsoft Entra ID.

    Microsoft Entra ID

    Microsoft Entra ID serves as the identity provider and access management service for Microsoft Intune; this means that users and groups always are managed in Entra. Microsoft Intune then manages your MDM-enrolled devices and assigns apps and configurations to groups of users and/or devices, enabling advanced Conditional Access capabilities such as Multi-Factor Authentication (MFA) and compliance-based filtering. With Entra ID Premium, you can incorporate several additional features to safeguard devices, apps, and data, including dynamic groups, automatic enrollment, and Conditional Access.

    Configuration Manager is an on-premises management solution for managing desktops, servers, and laptops that are either network based or internet based. It can be cloud enabled to integrate with Intune, also referred to as co-management or tenant attached, Entra ID, Microsoft Defender for Endpoint, and other cloud services. Configuration Manager can be used to deploy apps, software updates, and Operating Systems (OSs). It also allows for compliance monitoring, real-time client querying and action, and much more.

    Even as an on-premises product, Configuration Manager has a biannual update cycle with a built-in semi-automatic update process tool, eliminating the need for you to search for, download, and install updates for your Configuration Manager.

    This concludes the overview section of Microsoft Entra ID. In the next section, we will cover the benefits of Configuration Manager Cloud Management Gateway.

    Cloud Management Gateway

    Cloud Management Gateway (CMG) offers a straightforward method for managing Configuration Manager clients via the internet. You set up the CMG as a cloud service in Microsoft Azure, which allows you to manage clients that are internet-roaming or located in branch offices across the WAN, without the need for additional on-site infrastructure or exposing your on-premises infrastructure to the internet.

    Co-management is a system that merges your existing on-premises Configuration Manager environment with the cloud, utilizing Intune and other Microsoft 365 cloud services. You have the option to designate either Configuration Manager or Intune as the management authority for seven distinct workload groups.

    As a component of Intune, co-management leverages cloud features, including Conditional Access. Some tasks remain on-premises, while others are executed in the cloud with Intune.

    Co-management supports the following workloads:

    
      	Compliance policies

      	Windows Update policies

      	Resource access policies

      	Endpoint protection

      	Device configuration

      	Office Click-to-Run apps

      	Client apps

    

    Compliance policies

    Compliance policies establish the regulations and configurations that a device must adhere to in order to be deemed compliant with Conditional Access policies. Additionally, compliance policies can be used to track and rectify compliance problems with devices independently of Conditional Access, starting with the Configuration Manager assessment rule.

    Windows Update policies

    Windows Update for Business (WUfB) policies let you configure WUfB policies into a ring concept so you can decide when and how you service Windows 10 and later devices.

    You can set up deferral policies for Windows feature updates or quality updates for Windows 10 and later devices managed directly by WUfB. In Intune, you also have the option to configure Windows feature updates. This policy allows you to specify the Windows version to which a device should be updated, preventing it from upgrading to a newer Windows feature release.

    The Windows feature build specified in the Windows 10 and later feature updates policies will remain on the device until you choose to change the policy settings. While the feature build remains static, devices will continue to download and install quality and security updates available for that feature build.

    Resource access policies

    Resource access policies configure Virtual Private Network (VPN), Wi-Fi, email, and certificate settings on Windows 10 and later devices.

    Endpoint protection

    The endpoint protection workload includes the Windows Defender suite of anti-malware protection features, such as antivirus and disk encryption.

    Antivirus policies help security admins manage the settings for Microsoft Defender Antivirus, Microsoft Defender exclusions, and the Windows Security experience as a policy for Intune-managed devices. 

    Endpoint security disk encryption profiles focus on the settings relevant to a device’s built-in encryption method, such as BitLocker, allowing IT admins to deploy and automatically encrypt end users’ Windows devices. This includes BitLocker and Personal Data Encryption (PDE).

    PDE is a data protection feature that encrypts select folders and their contents on PDE-deployed devices. PDE utilizes Windows Hello for Business to link data encryption keys with user credentials. This feature can minimize the number of credentials the user has to remember to gain access to content. Users will only be able to access their PDE-protected content once they’ve signed into Windows using Windows Hello for Business.

    BitLocker drive encryption is a data protection feature that integrates with the OS and addresses the threats of data theft or exposure from lost, stolen, or inappropriately decommissioned computers. Did you know that you can view the encryption status of all managed devices in the encryption report (Devices | Monitor | Encryption Report). This includes the status of encryption on the device and encryption readiness and it shows if any prerequisites are missing or if there are errors related to encryption on devices.

    When integrating Microsoft Defender for Endpoint with Intune, you can use endpoint security policies for Endpoint Detection and Response (EDR) to manage EDR settings and onboard devices for Microsoft Defender for Endpoint:

    
      	Firewall: You can use the endpoint security firewall policy in Intune to configure the built-in firewall on devices running Windows 10. Firewall policies are divided into two parts: the firewall policy itself and a firewall rule policy.

      	Endpoint detection and response: When integrating Microsoft Defender for Endpoint with Intune, you can use endpoint security policies for EDR to manage EDR settings and onboard devices for Microsoft Defender for Endpoint.

      	App Control for Business: This is a security practice that restricts unauthorized applications from executing in ways that put data at risk. It is a crucial aspect of endpoint security that helps businesses to only permit trusted applications to be installed and launched on their computer systems and networks.

      	Attack surface reduction: If Defender Antivirus is in use on your Windows 11 or Windows 10 devices, use Intune endpoint security policies for attack surface reduction to manage those settings for your devices.

    

    The attack surface reduction policy is divided into different policies:

    
      	App and browser isolation

      	Device control rules

      	Device control

      	Exploit protection

      	Web protection for Microsoft Edge Legacy

      	Application control

      	Attack surface reduction rules

    

    
      	Account protection: Account protection policies help to protect the identity and accounts of your users: 
          	Windows Local Administrator Password Solution (Windows LAPS)

          	Local user group membership

          	Account protection

        

      

    

    Windows LAPS is a Windows feature that automatically manages and backs up the password of a local administrator account on your Entra ID joined or Windows Server Active Directory (AD) joined devices.

    Local user group membership policies help to add, remove, or replace members of local groups on Windows devices.

    Account protection policies help protect user credentials by using technology such as Windows Hello for Business and Credential Guard.

    If you switch the endpoint protection workload, the Configuration Manager policies remain on the device until they are overwritten by Intune policies or are removed by an IT admin. This ensures that the device remains protected during the transition. The same behavior applies when switching the device configuration workload, which includes policies for the Windows Information Protection feature, not included in the endpoint protection workload.

    It is important to note that the Microsoft Defender Antivirus settings, which are part of the device restrictions profile type for Intune device configuration, are not included in the scope of the endpoint protection slider. To manage Microsoft Defender Antivirus for co-managed devices with the endpoint protection slider enabled, use the new antivirus policies in the Microsoft Intune admin center under Endpoint security | Antivirus. This new policy type offers new and improved options and supports all the same settings available in the device restrictions profile.

    The Windows encryption feature includes BitLocker management. We will talk more about BitLocker in Chapter 10, Advanced Policy Management, and Chapter 13, Identity and Security Management.

    Device configuration

    The device configuration workload encompasses the settings that are managed for devices within your organization. When this workload is switched, it also transfers the resource access and endpoint protection workloads.

    You can still deploy settings from Configuration Manager to co-managed devices even though Intune is the device configuration authority. This exception might be used to configure settings that your organization requires but aren’t yet available in Intune. Specify this exception on a Configuration Manager configuration baseline. Enable the option to always apply this baseline even for co-managed clients when creating the baseline. You can change it later in the General tab of the properties of an existing baseline.

    Office Click-to-Run apps

    This workload manages Microsoft 365 apps on co-managed devices. Remember that when moving Microsoft 365 apps from Microsoft Intune for devices already managed by Configuration Manager, adjustments are made. These changes ensure that the Windows client is aware of deploying any Microsoft 365 Enterprise app assigned through Microsoft Intune. By shifting the workload, you do not automatically change the Microsoft 365 app update behavior on the client, but the client will not receive Office updates from Configuration Manager anymore. So, to keep your Microsoft 365 apps updated you need to shift to cloud updates from a Content Delivery Network (CDN). Updates can be managed using the settings catalog in Microsoft Intune, Windows Autopatch, or cloud update in the Microsoft 365 Apps admin center.

    Office updates may take around 24 hours to show up for clients unless the devices are restarted.

    Microsoft 365 Enterprise applications are managed by Intune. This condition in Intune is added by default as a requirement for new Microsoft 365 applications. When you transition this workload, co-managed clients don’t meet the requirements of the application, and then they don’t install Microsoft 365 deployed via Configuration Manager.

    After moving the workload, Microsoft 365 apps assigned from Microsoft Intune show up in the company portal on the device.

    Client apps

    Use Intune to manage client apps on co-managed Windows devices. After you transition this workload, any available apps deployed from Intune are available in the company portal. Apps that you deploy from Configuration Manager are available in the software center and company portal. The company portal can show both SCCM and Intune available apps as one end user software portal.

    Windows Autopilot sets up and preconfigure new devices, getting them ready for use. It is designed to simplify the life cycle of Windows devices, for both IT and end users, from initial deployment through to end of life.

    As a part of Intune, you can use Autopilot to preconfigure devices and automatically enroll devices in Intune. You can also integrate Autopilot with Configuration Manager and co-management for more complex device configurations (in preview).

    It is highly recommended to use Windows Autopilot in Entra ID-only environments to take advantage of the entire suite of Windows Autopilot features, such as Autopilot reset and co-management in Autopilot.

    Entra ID is a service used by Intune to identify devices, users, groups, and MFA. Entra ID Premium, which is included in the Microsoft 365 license, offers additional features to help protect devices, apps, and data. These features include dynamic groups, automatic enrollment, and Conditional Access. Entra ID Premium is also required for Windows Autopilot, as automatic enrollment is a prerequisite.

    Intune admin center is a centralized website for creating policies and managing your devices. It integrates with other key device management services, including groups, security, Conditional Access, and reporting. Microsoft Intune is a comprehensive solution for managing all of your devices, bringing together Configuration Manager and Intune into a single console known as the Microsoft Intune admin center.

    Starting in Configuration Manager version 2002, you can upload your Configuration Manager devices to the cloud service and take action from the Devices blade in the admin center:

    
      	Client details: This feature gives the IT admin or helpdesk a fast overview of properties and the state of devices.

      	Install applications: This feature gives the IT admin or helpdesk the option to deploy an application to the end users’ devices.

      	Device timeline: Devices send events once a day to the admin center. Only events collected after the client receives the Enable Endpoint analytics data collection policy are visible in the admin center. Generate test events easily by installing an application or an update from Configuration Manager or restarting the device. Events are kept for 30 days. Use the chart to view events that are collected.

      	Resource Explorer: From the Microsoft Endpoint Management admin center, you can view the hardware inventory for uploaded Configuration Manager devices by using Resource Explorer.

      	Run scripts: This option allows additional IT admins or the helpdesk to run PowerShell scripts from the cloud against an individual Configuration Manager-managed device in real time. This provides all the traditional benefits of PowerShell scripts that have already been defined and approved by the Configuration Manager admin in the on-premises environment.

    

    Enabling tenant attach has no end user impact without the IT admin creation policies and deploying them to their devices.

    Microsoft Intune – from on-premises to the cloud

    The unified endpoint management journey is different for each customer. Some customers will already be using some components of Microsoft Intune, so the migration is relatively easy:

    [image: Figure 2.3 – Microsoft Endpoint Manager – on-premises-to-cloud flow  ]
    Figure 2.13: Microsoft Intune – on-premises-to-cloud flow

    If you are still using complex on-premises infrastructures, the work to move to the cloud could be a bit more intense. That workload is fully dependent on the complexity of your current environment.

    Exploring Windows 11 Enterprise in detail

    Some Windows features are exclusive to the Enterprise edition of Windows, while certain MDM capabilities are only available for Enterprise versions. Windows 11 Enterprise offers exclusive features and services on top of those available in Windows 11 Pro. Refer to the following list of additional Enterprise features and services:

    
      	Intelligent security:
          	Credential Guard: Protects against user credential harvesting and pass-the-hash attacks or pass-the-token attacks.

          	Managed Microsoft Defender Application Guard (MDAG) for Microsoft Edge: Isolates enterprise-defined untrusted sites with virtualization-based security from Windows, protecting your organization while users browse the internet.

          	PDE: Encrypts an individual’s content using Windows Hello for Business to link the encryption keys to user credentials.

          	Always-on VPN device tunnel: Advanced security capabilities to restrict the type of traffic and which applications can use the VPN connection.

          	Unified Write Filter (UWF).

        

      

      	Simplified updates:
          	36 months of support for Enterprise Windows

          	WUfB deployment service

          	Windows Autopatch

        

      

      	Flexible management:
          	Azure Virtual Desktop user rights

          	Microsoft User Experience Virtualization (UE-V)

          	Microsoft Application Virtualization (App-V)

          	Microsoft FSLogix profile container

          	Windows subscription activation

        

      

      	Enhanced productivity:
          	SMB Direct

          	Persistent memory

          	Windows experience customization - https://learn.microsoft.com/en-us/windows/client-management/mdm/policy-csp-experience

        

      

      	Support for other Microsoft 365 services:
          	Azure Virtual Desktop

          	Windows 365

          	Windows 365 Boot

          	Windows 365 Switch

          	Universal Print

        

      

    

    This concludes this section. In the next section, we will cover Windows subscription activation.

    Windows subscription activation

    Subscription activation is a feature that allows you to upgrade from Windows Pro edition to Enterprise or Education editions provided that you have a subscription to Windows Enterprise E3 or E5 licenses. This feature also supports upgrading from Windows Pro Education edition to Education edition.

    Subscription activation eliminates the need for manual deployment of Enterprise or Education edition images on each target device, as well as the need for on-premises key management services such as KMS or MAK-based activation, entering Generic Volume License Keys (GVLKs), and rebooting client devices.

    Subscription activation for Enterprise E3 and E5 licenses is available as an online service via subscription. This allows you to deploy Windows Enterprise in your organization without keys and reboots. Devices with a current Windows Pro edition license can be seamlessly upgraded to Windows Enterprise, and product key-based Windows Enterprise software licenses can be transitioned to Windows Enterprise subscriptions. Organizations with an enterprise agreement can also benefit from this service using traditional AD-joined devices. In this scenario, the AD user signing in on their device must be synchronized with Microsoft Entra ID using Microsoft Entra Connect Sync.

    Some benefits of utilizing the subscription activation feature include:

    
      	Access to Windows 10/Windows 11 Enterprise or Education editions

      	Deploying your license on up to five different devices

      	The option to roll back to Windows Pro at any time

      	An easy-to-manage per-user monthly payment model

      	Options to move licenses between users as needed

    

    This concludes the section on Windows subscription activation. In the next section, we will cover an overview of Windows Autopatch. 

    Windows Autopatch 

    Windows Autopatch is a new Microsoft cloud service that is included within your existing Windows E3/E5 subscriptions. With Windows Autopatch, the responsibility of managing Windows devices and patching them monthly, post Patch Tuesday, is transferred from your IT department to Microsoft. You can think of it as Windows Updates as a Service. Windows Autopatch is not the same as WUfB. New and enhanced cloud service components are combined with WUfB to deliver Windows Autopatch.

    In essence, Windows Autopatch automates the planning and deployment process of Windows updates for Windows 10 and Windows 11 completely, as well as for Microsoft 365 Apps for Enterprise, Microsoft Edge, and Microsoft Teams. Not only will this simplify the management of your cloud and physical PCs, but it also mitigates the risk of having security vulnerabilities entering your environment to ultimately increase the productivity of your users.

    Windows Autopatch is designed to keep at least 95% of eligible devices up to date with the latest Windows quality update within 21 days of its release. Additionally, it aims to keep at least 99% of eligible devices on a supported version of Windows, so they can continue to receive Windows feature updates. For Microsoft 365 Apps for Enterprise, Windows Autopatch aims to keep at least 90% of eligible devices on a supported version of the Monthly Enterprise Channel (MEC).

    The great thing about this service is that it seamlessly integrates with Windows 365 Enterprise during the provisioning policy process, which we will explain later in the book.

    [image: Graphical user interface, diagram, text, application  Description automatically generated]
    Figure 2.14: Windows Autopatch overview

    Windows as a Service – update release cycle

    Windows 10 will reach the end of support on October 14, 2025. The current version, 22H2, will be the last version of Windows 10, and all editions will continue to receive monthly security updates until that date.

    While it is highly recommended to upgrade to Windows 11, Microsoft understands that there may be circumstances preventing you from replacing Windows 10 devices before the end of the support date. As a result, Microsoft will offer Extended Security Updates (ESUs), similar to the Windows 7 ESU program. Your organization can purchase a yearly subscription to security updates, renewable for three years. Devices enrolled in ESUs will receive monthly security updates to keep Windows 10 PCs secure.

    The ESU program for Windows 10 will include critical and/or important security updates, but will not include new features, customer-requested non-security updates, or design change requests. Technical support beyond the ESU itself is also not available.

    For Windows 365 customers, ESUs will be provided at no additional cost for Windows 10 devices that connect to a cloud PC running Windows 11. If you run a Windows 10 instance in Azure Virtual Desktop, ESUs will also be available at no additional charge on those virtual machines (consumption not included). More updates on the ESU program will be available as the availability date approaches, including an ESU program for individual consumers.

    In the Chapter 4, What is Windows 365, we will explain how Windows 365 offers ESUs for free when using cloud PCs with Windows 11.

    Windows 11 Enterprise and Education follow the Modern Lifecycle Policy, which can be found on the Microsoft website. Windows 11 will have an annual feature update cadence, a change from the semi-annual cadence of Windows 10. Windows 11 feature updates will be released in the second half of the calendar year and will come with 24 months of support for Home, Pro, Pro for Workstations, and Pro Education editions. Windows 11 will come with 36 months of support for Enterprise and Education editions, providing additional time and flexibility for the validation and at-scale deployments common on those editions. The change to an annual update cadence and slightly longer life cycle versus Windows 10 is based on user feedback and Microsoft’s overall update approach.

    [image: A screenshot of a computer  Description automatically generated]
    Figure 2.15: Windows 11 Enterprise release diagram

    Microsoft recommends upgrading to the latest Semi-Annual Channel immediately for early adoption. This will give you the best features and user experience as soon as possible, delivered as part of Windows 10.

    WUfB

    WUfB enables IT professionals to use the cloud-based Windows Update service to deploy and manage Windows updates. WUfB settings, which control how and when Windows 10 or Windows 11 devices are updated, can be configured using Group Policy or MDM solutions such as Microsoft Intune.

    WUfB has been available since Windows 10, version 1511, and has been improved in subsequent Windows releases, with fewer configuration options, more granular reboot options, and so on. Some of these enhancements provide IT professionals with greater control while improving the end user experience. WUfB has also evolved with the WUfB deployment service, which supports:

    
      	Quality updates

      	Feature updates

      	Driver and firmware

    

    [image: Diagram displaying the three elements that are parts of the Windows Update for Business family.]
    Figure 2.16: WUfB overview

    Now, let’s take a closer look at WUfB.

    Who should use WUfB (now Autopatch)?

    WUfB (now merged into Autopatch) is intended for devices running Windows Education, Professional, or Enterprise editions managed in organizations. WUfB benefits companies in the following ways:

    
      	All organizations can leverage it to be more efficient in servicing their internet-connected devices.

      	Small and medium businesses gain flexibility while continuing to use Windows Update, with more control than previously provided without using Configuration Manager, Microsoft Intune, Windows Server Update Services (WSUS), or third-party solutions.

    

    Why do you want to leverage WUfB?

    WUfB can help you to provide the end user with the best Windows update experience and lower the cost of servicing Windows while giving you much of the flexibility and control available from more complicated and time-consuming solutions:

    
      	Reduce the cost of approving, deploying, and monitoring updates.

      	Manage application compatibility within the organization’s ecosystem.

      	Find the right trade-offs to protect devices, while minimizing disruption to the workforce.

      	Manage the infrastructure configurations necessary to support rapid update velocity, including finding the right way to address devices that are rarely connected to the enterprise.

    

    What does WUfB allow me to configure?

    When you enable the WUfB policy from Microsoft Intune with the configuration setting, WUfB will be activated. If you have previously used WSUS for servicing, your clients will connect to both Windows Update in the cloud and your WSUS server once you set WUfB settings. To change this behavior, you need to remove the old configuration settings for WSUS on the endpoints.

    
      	WUfB provides the ability to delay the application of updates through the Windows Update Client settings, which can be configured through Group Policy, MDM, or the UX. Quality updates and feature updates are treated separately, giving you added flexibility. Additionally, you can use the Pause functionality if you need time to implement remediation to updates after testing them in earlier rings.

      	Feature updates: Previously referred to as upgrades, feature updates contain not only security and quality revisions but also significant feature additions and changes. Feature updates are released annually in the fall.

      	Quality updates: Quality updates are traditional OS updates, typically released on the second Tuesday of each month (though they can be released at any time). These include security, critical, and driver updates. WUfB also treats non-Windows updates (such as updates for Microsoft Office or Visual Studio) as quality updates. These non-Windows updates are known as Microsoft updates, and you can set devices to receive such updates (or not) along with their Windows updates.

      	Driver updates: Updates for non-Microsoft drivers that are relevant to your devices. Driver updates are on by default, but you can use WUfB policies to turn them off if you prefer.

      	Microsoft product updates: Updates for other Microsoft products, such as versions of Office that are installed by using Windows Installer (MSI). Versions of Office that are installed by using Click-to-Run can’t be updated by using WUfB. Product updates are off by default. You can turn them on by using WUfB policies.

    

    The policy for feature updates for Windows 10 and later works in conjunction with your update rings for Windows 10 and later policies to prevent devices from receiving a Windows feature version that is later than the value specified in the feature updates policy. For this policy to work, devices must be running Windows 10, version 1709 or later, be enrolled in Intune MDM, and be hybrid AD joined, Entra ID joined, or Entra ID registered. Windows telemetry must also be turned on with a minimum setting of Basic. If telemetry is off, devices may be upgraded to a later version of Windows than defined in the feature updates policy.

    When a device receives an update ring for a Windows 10 and later policy, it updates to the version of Windows specified in the policy. If a device is already running a later version of Windows, it will remain on its current version. By freezing the version, the device’s feature set remains stable for the duration of the policy.

    A device will not install an update if it has a safeguard hold for that Windows version. When a device evaluates the applicability of an update, Windows creates a temporary safeguard hold if there is an unresolved known issue. Once the issue is resolved, the hold is removed, and the device can update.

    Unlike using Pause with an update ring, which expires after 35 days, the Windows feature updates policy remains in effect. Devices will not install a new Windows version until you modify or remove the Windows 10 feature updates policy. If you edit the policy to specify a newer version, devices can then install the features from that Windows version.

    There are over 3,000 Group Policy settings for Windows 10, and while Microsoft provides extensive guidance on different security features, exploring each one can be time consuming. You would have to determine the impact of each setting on your own and then determine the appropriate value for each setting.

    WUfB for Windows has a set of policies that you can configure to provide the most secure Windows environments as it is updated, as long as the devices have internet connectivity and still maintain the best end user experience by configuring policy settings across several areas, including configuring deadlines, restart behavior, accounting for low-activity devices (active hours), delivery optimization, and power policies.
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Updated Terms and Conditions

PLEASE ACCEPT TO CONTINUE USING HP CONNECT

THE FOLLOWING "HP CONNECT - TERMS OF SERVICE" ("TERMS") ARE BETWEEN HP INC. ("HP") ("HP")
AAND YOU, EITHER IN YOUR OWN RIGHT OR ON BEHALF OF YOUR EMPLOYER. AND APPLY TO YOUR
USE OF HP CONNECT (THE "SERVICES", AS FURTHER DEFINED IN SECITON 2, BELOW). TO THE
EXTENT THAT ANY SEPARATE OR ADDITIONAL TERMS APPLY TO YOUR USE OF THE SERVICES AND
CCONFLICT WITH THESE TERMS (FOR EXAMPLE, TERMS FROM A MARKETPLACE, SYSTEM
INTEGRATOR, OR THIRD PARTY THAT PROVIDED YOU WITH THE SERVICES) THESE TERMS SHALL
CCONTROL YOUR USE OF, AND ACCESS TO, THE SERVICES.

THE WORD "YOU" OR "CUSTOMER" AS USED IN THESE TERMS REFERS TO THE ENTITY
("EMPLOYER") THAT HAS OBTAINED THE RIGHT TO USE THE SERVICES AND MEANS THE EMPLOYER
FOR ITSELF AND ON BEHALF OF ITS EMPLOYEES AS USERS OF THE SERVICES,

YOU ACKNOWLEDGE AND AGREE THAT, BY CLICKING ON THE “| AGREE" OR SIMILAR BUTTON.
REGISTERING FOR AN ACCOUNT, OR ACCESSING OR USING THE SERVICES, YOU ARE INDICATING
THAT YOU HAVE READ, UNDERSTAND AND AGREE TO BE BOUND BY THESE TERMS, WHETHER OR
NOT YOU HAVE REGISTERED WITH HP.

IF YOU DO NOT AGREE TO THESE TERMS, THEN YOU HAVE NO RIGHT TO ACCESS OR USE THE
SERVICES AND YOU MUST NOT USE OR OTHERWISE ACCESS THE SERVICES. USING OR OTHERWISE

& !read and accept Terms and Conditions.

Privacy Policy.
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Sign in to your account - Work 3 - Microsoft Edge = [u]

X

&  https:/login.microsoftonline.com/organizations/oauth2/v2.0.

A

B2 Microsoft
admin@msub06prin.onmicrosoft.com

Permissions requested

HP Connect for MEM
HP Inc. 8%

This app may be risky. Only continue if you trust this
app. Learn more

This app would like to:
\/ Signin and read user profile

Maintain access to data you have given it access to

<

Read Microsoft Intune Device Configuration and Policies

<

Read and write Microsoft Intune Device Configuration and
Policies

Read Microsoft Intune RBAC settings
Read all groups

< <X

Access directory as the signed in user

<

Read group memberships

Consent on behalf of your organization

1f you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review these
permissions.

If you accept, HP MEM Connector Services willalso have access to your
user profile information.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Does this app look suspi
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