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        Preface

        A script is a small piece of code to solve a specific problem or automate a tedious task. You don’t need a development environment or a compiler to develop a script—an editor is enough. When it comes to scripting, minimalism is the name of the game, and its goal is achieving maximum impact with minimal resources. To put it casually, scripting is the art of solving IT problems in ten lines of code.

        In my work environment, scripts are ubiquitous. I use scripts to set the power saving mode for my laptop, to create a PDF file of this book from Markdown files, to automate backups to servers, to watermark e-books, to set up new customers in a web application, to scan dozens of databases for logical errors, to create virtual machines for teaching, to sort photos, and more.

        
            Bash, PowerShell, or Python?

            The “classic” scripting language is Bash. Its full name, Bourne Again Shell, is a pun. The predecessor was the Bourne shell, which was widely used on Unix. The license for the Bourne shell was unsuitable for Linux, which is why a new project was created. Today, Bash is the dominant Linux shell, both in interactive mode for executing commands and for script programming. macOS relies on the largely compatible Zsh, which is also gaining more and more followers on Linux.

            Bash is popular, but its antiquated syntax doesn’t win any beauty contests. On the contrary, Bash scripts sometimes look awful. For this reason, Microsoft did not even try to adapt Bash for Windows. Instead, with PowerShell, Microsoft has combined the basic ideas of a classic Unix shell with the concepts behind object-oriented programming languages and created a completely new language, which turned out surprisingly well! Not without reason, Windows administrators love PowerShell.

            Python is actually not a typical scripting language. Depending on the intended use, Python is the basis for AI developments, a tool for (natural) scientists, or a first language for entry-level programming. Probably no other language is used as universally as Python! The elegance of Python’s syntax and its almost inexhaustible supply of extension modules have led to Python also being used for system administration, converting files between different formats, as a database tool or for hardware control (for the Raspberry Pi). Python plays to its strengths the more complex the task.

        
        
            About This Book

            Because no single perfect scripting language exists, this book starts in Part I with crash courses for the Bash, PowerShell, and Python languages. If you want, you can focus on one of these three languages to get started and gradually increase your language vocabulary.

            Part II of this book introduces you to tools and working techniques typically used in scripts: These topics include commands for processing text files, cmdlets for applying regular expressions, and functions for handling JSON and XML files. I’ll show you how to run scripts regularly and automatically, how to run code or copy files to other machines via SSH, and how to combine version management for your code and scripting via Git. Many practical examples round off the information I provide throughout this book.

            Finally, Part III deals with concrete applications: Key topics include backups, image processing, web scraping, using REST APIs, databases, using the cloud, and virtual machine administration.

            I have tried as much as possible to design this book in a modular way. Thus, you don’t need to read all the chapters from start to finish, but instead, you can search specifically for the information important to you at a specific moment. All chapters in Parts II and III begin with a brief information box that summarizes the prerequisites for that chapter.

            
                Scripting and AI Tools

                Recently, ChatGPT has ushered in a sea change in many professions. As often is the case, your perspective will determine whether you see the glass as half full or as half empty: AI tools are far from perfect today, but they are definitely (already and likely even more so in coming years) a tool that will revolutionize software development.

                If you ask ChatGPT or GitHub Copilot in VS Code for a PowerShell script to read a JSON file and store the data it contains in a PostgreSQL database, the solution will output a plausible-looking script in seconds.

                Ideally, the script will work right away. In my experience, however, the code is rarely ideal—all the less so the more complex the problem is. Often, the generated code contains unique errors, such as options or commands that don’t exist. Sometimes, logical errors also exist that are more difficult to detect. With some scripting experience, most problems can usually be fixed quickly. You can even ask the AI tool specifically to improve a certain aspect of the code.

                My personal impression is that the more solid your prior knowledge is, the better you can use AI tools. An AI tool plus an experienced developer or an experienced programmer—in my view, that’s the dream team of the future. This book provides exactly the foundation needed, without dwelling on too many encyclopedic details. For the programming of the future, you don’t need to know a hundred syntax variants for certain regular expressions by heart. But you do need to know that regular expressions exist, the basics of how they work, and where pitfalls exist. This kind of knowledge is precisely the focus of this book.

            
            
                Scripting as a Core Competence for Efficient IT Work

                No matter in which branch of the IT industry or on what kind of projects you’re currently working on, even just a little scripting knowledge will go a long way to making you more efficient in your work. Focus on the essentials; leave tedious side tasks to scripts. I wish you every success in this endeavor!

                –Michael Kofler (https://kofler.info) 

                
                    Downloadable Files

                    All the sample files for this book can be downloaded at https://rheinwerk-computing.com/5851.

                

            
        
    



                    
                        Part I
Scripting Languages



                    
                        1    Scripting: Doing One Thing
This short introductory chapter addresses the question, “What is scripting?” We’ll cover the differences between “full-fledged” programming languages and classic scripting languages and show you right away how these boundaries (especially with Python) are fluid.
In this chapter, I want to go into a bit of the background and philosophy of scripting. I think this background is especially important if you’ve previously developed code using a language like Java or C#. You have learned to use the correct data types and to structure your code in an object-oriented way. You’ve followed all the rules of the art as best you can.
At this point, you might be wondering: What is wrong with also developing a backup script or a test program for a REST API in a strictly typed programming language? What are the advantages of a syntactically much more generous script language like Bash, which knows strings as the only data type? Why make friends with PowerShell when it uses the same .NET foundation as C#? We’ll be answering these questions as we discuss the benefits of each scripting language in the coming sections. 

        1.1    What Does Scripting Mean?

        Scripting means the following: 

        
            	
                You can write 20 lines of code to create a backup of your database once a day, including encrypting and uploading this data to cloud storage.

            

            	
                With a tiny program, you can reduce countless wedding photos to a maximum resolution of 1024×768 pixels, including watermarking and uploading the files to a hidden directory on your web server so that your customers can view and select their favorite images via your website.

            

            	
                You can easily scan all the computers on your local network for a specific security vulnerability or an outdated software version.

            

            	
                You can capture, for instance, the volume of gas stored in Germany, the price fluctuations of the next notebook you want to buy, or the latest COVID-19 case numbers from public websites and represent this data in charts.

            

            	
                You can filter out the 20 error messages relevant to you from a log file of 50,000 lines.

            

        

        
            1.1.1    Scripting versus Programming

            Scripts, too, are “only” programs. However, they differ from large software projects in the way they are programmed, the tools/components used, and their objectives:

            
                	
                    Typically, scripts perform manageable, relatively simple tasks. They often help automate administrative tasks or at least perform them more efficiently.

                

                	
                    Scripts are used in text mode (in the terminal) or executed automatically in the background. No graphical user interface (GUI) exists.

                

                	
                    Special script languages are used for programming, which make uncomplicated, efficient development possible. Script languages require neither elaborate development tools nor compilers. The syntax is minimalistic (sometimes, unfortunately, also outdated and it can take some getting used to). Central principles familiar from large projects, such as object orientation or strict type control of variables, play a subordinate role or cannot be implemented at all.

                

                	
                    Popular script languages are characterized by huge offering of commands or extension modules. This diversity helps to perform basic operations (read and evaluate files, set up users, perform network operations, etc.). When it comes to scripting, you don’t have time to reinvent the wheel! You should rather make use of a huge toolbox of existing components and building blocks as best you can.

                

                	
                    The code size of scripts is small, typically under 100 lines (not counting comments and strings).

                

            

            In large software projects, an extremely important goal is that code be developed “cleanly”—that is, the code can be understood by all members of the team and later extended or modified. In other words, all guidelines of modern software design are observed.

            Scripting, on the other hand, is about solving a small problem quickly and pragmatically (getting things done). Of course, you shouldn’t go out of your way to develop sloppy scripts! Scripts should also use meaningful variable names, be documented with comments, contain basic error protection, and so on. But the priorities and development goals of a script that should be ready within a day if possible are quite different from the priorities and development goals for a software project whose code may need to be maintained for a decade.

        
        
            1.1.2    Glue Languages and Glue Code

            In the context of scripting, sometimes, you’ll hear talk of “glue code.” Accordingly, scripting languages are sometimes referred to as “glue languages.” What do these terms mean?

            In larger projects, the proverbial glue is often necessary to connect independent or incompatible software components. In the simplest case, a script calls some external commands that in themselves have nothing to do with each other: One creates a backup of a database, the second encrypts the resulting file, the third transfers the file to another server via HTTP, and so on. Each of the commands used was developed independently of all the others. But by connecting the commands through your script, a new meaningful component is created.

            Glue code is sometimes also necessary to efficiently apply modern software development tools. For example, let’s say your team is developing a large project in JavaScript using tools like Git (version control) and Docker (containers for local testing environments). Each time a team member completes (“checks in”) a new test version, the current code should be transferred (“deployed”) to an external test server. This step could be performed by a small script.

            Theoretically, you can perform such tasks with any programming language. However, scripting languages are particularly well suited for these tasks because of their simple syntaxes, minimal development overhead, and the fact that scripts create few (or even no) new project dependencies.

        
        
            1.1.3    Do One Thing and Do It Well

            Unix programs were developed according to the motto “Do one thing and do it well,” formulated by Doug McIlroy, and these programs are still assessed by this standard today. When Unix became Linux and macOS, what was then called a “program” is now called a “command.” But the principle has not changed: A command like ls, grep, or find is expected to perform a very specific task and to do that task really well.

            What does Unix’s motto have to do with scripting? On Linux and macOS, when you develop scripts in the Bash or Zsh languages, you do so on a foundation of several hundred commands that meet the Unix recommendation. You would be well advised to adopt the motto for your own projects as well. Write scripts that perform one task neatly.

        
    


                    
                        
        1.2    Scripting Languages

        In purely formal terms, scripting languages differ from other, “higher-level” programming languages in that the code is interpreted. Thus, the code is formulated in a text file and then executed directly by an interpreter in Bash, PowerShell, or Python. The code does not need to be compiled (i.e., converted to a binary representation) beforehand.

        This concept has an advantage in that scripts can be executed immediately without lengthy preparation work, which speeds up the development process.

        However, using an interpreter has a disadvantage in that scripts usually run somewhat more slowly than compiled programs. For this reason, a scripting language is rarely the ideal choice for developing computationally intensive algorithms. Since many scripts consist mainly of calls to other commands, the loss of efficiency due to the missing compiler does not matter at all.

        All Linux shells are considered “classic” scripting languages, such as Bourne Shell, the Korn Shell, Bash, and Zsh. A shell is actually a command interpreter, that is, a program that accepts and executes commands. If several such commands are stored in a text file, the original form of a script is created.

        Over time, countless scripting languages were developed that offered more syntactic options than traditional shells and were often optimized for specific tasks. These other languages include, for example, JavaScript, Python, PHP, and Tcl.

        In the Windows world, the unspeakable cmd.exe program originally took over the role of the shell. Even now, *.bat files based on this program are still in use today despite their extremely modest scripting capabilities. This program was followed by VBScript, the VBA language optimized for Microsoft Office, and finally PowerShell, which brought Microsoft the success they had been hoping for: PowerShell is now considered the language when it comes to maintaining and administering large Windows network installations.

        
            Compilers for Scripting Languages

            The interpreter/compiler criterion was established in the past to distinguish between scripting and other languages, but this distinction is obsolete today. Compilers now exist for many languages whose code was initially executed by an interpreter. These compilers are often just-in-time compilers that compile the code immediately before execution and are thus unnoticed by users. This invisibility is true for JavaScript, PHP, and Python, among others.

        

        
            1.2.1    Bash and Zsh

            Obviously, I cannot cover all popular scripting languages in this book. I’ll instead focus on three (with Zsh, four) languages that are most important for administrative tasks and in DevOps environments. In the following sections, I’ll briefly introduce these languages to you.

            The name Bash is an abbreviation for Bourne Again Shell. The Bourne shell was immensely popular for Unix more than 30 years ago. However, this program was not available in an open-source license, which led to the development of the largely compatible Bash, which later became the standard shell for most Linux distributions.

            When scripting is mentioned in the context of a Linux environment without further explanation, the scripting language is almost always Bash. Whether server processes are being started, network connections set up, or firewall rules changed, quite often Bash scripts are already used at the operating system level for this purpose. Therefore, also running your own tasks using Bash makes sense.

            The widespread use of Bash sometimes makes one overlook the fact that its roots and syntax are old. Accordingly, the syntax of the language is sometimes inconsistent, sometimes simply atrocious. Instead of simple functions, countless special characters must be used to perform quite trivial tasks (e.g., edit strings or perform calculations). Besides strings and arrays, no other data types exist. Object orientation is an unknown concept in Bash anyway.

            On the plus side, an almost limitless selection of Unix tools can be used and combined in scripts. So, the strength of Bash lies not in its linguistic capabilities but in its commands, which you can easily call in scripts. (And as mentioned earlier, these commands were developed based on the motto “do one thing....”)

            However, I must mention also that beginners can find becoming accustomed to the world of Bash and Linux commands quite difficult. While (almost) every command is well documented on its own, no central overview exists.

            
                Bash versus Zsh

                Zsh is largely compatible with Bash. With regard to script programming, the differences are minimal, and of course, you can call the same commands in both shells. However, when used interactively, Zsh stands out for its many advantages and better extensibility. Thus, Zsh is gaining more and more fans in the Linux world and is even used as the default shell by some distributions. (For other distributions, Zsh can be installed in a few simple steps.)

                macOS switched from Bash to Zsh in 2019. Apple’s motivation had less to do with technical merits and more to do with licensing issues: Current versions of Bash use the GPL 3 license, which is avoided by Apple. Zsh, on the other hand, has a more liberal, BSD-like license.

                As far as this book is concerned, whether you prefer Bash or Zsh doesn’t matter much. I’ll provide a brief overview of their main advantages and disadvantages in Chapter 3, Section 3.4.

            

        
        
            1.2.2    PowerShell

            Microsoft has long relied on GUIs, not only in the Microsoft Office area, but also for server administration. At first glance, this reliance seemed to be an advantage compared to Linux: A few mouse clicks are easier to understand than dubious configuration files.

            For administrators, however, this choice has turned into a nightmare: The main problem is that configuration work does not scale. You need ten times longer to administer ten servers with a single mouse click than to administer just one server. In contrast to Linux, hardly any way existed to automate such work.

            This limitation changed with the launch of PowerShell 2006. Microsoft used this opportunity for a new beginning well: Compared to Bash, PowerShell scores major points with a much more logical syntax. From a technical point of view, the most interesting feature of PowerShell is that data is transported from one command to the next, not in text form, but as full-fledged objects. This new approach enables far-reaching ways of processing by reading properties and calling methods. However, the object-oriented approach only works with commands specially optimized for PowerShell, which Microsoft refers to as cmdlets. (Calling traditional commands is also possible but is subject to restrictions.)

            Another success factor for PowerShell can be found in its environment: Microsoft has started to make many Windows components and server services fully configurable through cmdlets. In the past, only basic settings could be changed via scripts, and other options could only be reached via mouse click. Now, the emphasis is on PowerShell first.

            In addition to the cmdlets provided by default, countless extension modules with cmdlets for specific tasks are available on the internet. An active community has grown up around PowerShell. Since 2018, PowerShell has also been an open-source project and can also be installed on Linux and macOS. However, the cmdlet offerings available outside the Windows world is much smaller. Typical admin tasks (setting up users, changing network configuration, etc.) only work on Windows. Across platforms, PowerShell can only be used for tasks that are not Windows specific.

        
        
            1.2.3    Python

            The first Python version was released in 1991. Thus, Python is almost as old as Bash, the first version of which appeared in 1989. But unlike Bash, Python hardly shows its age: Python is characterized by an elegant, well-designed syntax that still sets standards today.

            Python is a scripting language in that its code was originally executed by an interpreter. In current versions, however, the code is first compiled into an intermediate binary format (called byte code) for performance reasons. You won’t notice any of this effort when using Python. In other words, Python behaves like an interpreted language, but it very much uses a compiler behind the scenes.

            Python was not primarily designed to automate administrative operations but instead is rather extremely general purpose. You can equally learn to program or solve AI problems with Python!

            A basic concept behind Python is that the language core is very compact. For this purpose, the language can be easily extended by modules, and these modules are exactly why Python is so popular today (also) as a scripting language in the sense of this book. Over time, more and more extension modules have emerged to use cloud services, apply network functions, access databases, and more. For almost any admin task imaginable, a suitable Python module can be installed in no time!

            However, Python is only moderately suitable for calling existing commands. In this respect, the modules are both a curse and a blessing. While you may already be familiar with the commands required for a Bash script, you’ll need to learn about an adequate Python module with similar functions. Several modules might be eligible, and you may not clearly see which module is more suitable or which one will be maintained in the future. In this respect, the use of Python is worthwhile especially when the task is reasonably complex, when the advantages of Python compensate for the disadvantage of a longer familiarization with a particular additional module.

        
        
            1.2.4    Many Similarities, Even More Differences

            Describing three scripting languages in one book is admittedly an intellectual challenge—for the author as well as for you, the reader! Of course, all three languages are characterized by many similarities, especially true Bash and PowerShell. At the same time, however, countless syntactic variations can make rapid switching between languages tedious. Thus, one tip: You should use an editor that supports the respective scripting language well because then the editor will detect most errors or syntax mix-ups before your first test runs.

        
    


                    
                        
        1.3    The Agony of Choice

        If you’re just entering the world of scripting, you’d probably prefer it if I would tell you now, “Learn language Xxx, it’s good for everything.” Unfortunately, the IT world is not that simple. Which scripting language is the most suitable or the ideal solution for you depends greatly on the task and the operating system on which your script is supposed to run, for instance:

        
            	
                For scripts to administer Windows computers and networks, PowerShell is definitely the best choice. Many Windows-specific functions are best controlled by PowerShell’s own commands and modules.

            

            	
                Similarly, Bash (or, almost equivalently, Zsh) is the ideal language if you want to run administrative scripts on Linux machines or servers and on macOS.

            

            	
                For tasks that are platform-independent and do not depend on operating system-specific libraries, PowerShell, Bash, and Python are equally suitable. In that case, I pragmatically recommend the language you know best or whose environment (commands, extension modules) you know best.

            

            	
                The greater the complexity of the task; the more elaborate the control of the code (loops, branches, functions, etc.); and the more extensive the expected amount of code and the greater the number of variables and data structures required, the stronger my tendency is towards Python.

            

            	
                If your script runs the risk of turning into a “real” program, with several hundred lines of code, the advantages of Python (with its clearer syntax and better development tools) outweigh its disadvantages. However, we’re then moving well beyond the scope of this book.

            

        

        You must start somewhere: If you’re at home in the Windows environment and want to run your scripts there, I would start using PowerShell. Similarly, I advise Linux and macOS fans to first learn the basics of Bash and Zsh, respectively. (This recommendation also applies if you use Windows as your working environment, but you want your scripts to run on Linux servers. While this juggling sounds contradictory, in real life, this scenario is absolutely common. Microsoft’s own Azure cloud runs more Linux instances than Windows ones. Nothing wrong with combining the benefits of Windows on the desktop with those of Linux on the server.)

        Once you’re somewhat familiar with Bash or PowerShell, you should get acquainted with Python. Python scores major points with its impressively elegant syntax and is miles superior to Bash as well as PowerShell in this respect. However, these advantages are more effective for complex, platform-independent tasks. In this respect, Python is not quite a “classic” scripting language but has a much more universal objective. If your script is primarily intended to call elementary Linux tools (such as find, grep, adduser, and gzip) or to perform basic Windows admin tasks, Bash or PowerShell are better suited for this purpose than Python, despite all their syntax peculiarities.

        Ultimately, the key is simply to start programming. In this context, don’t let yourself be influenced by the order in which the chapters appear in this book but instead start with whatever chapter seems most logical to you. When writing, I tried extremely hard to conceive all the chapters as independently as possible. The PowerShell chapter does not assume any knowledge of Bash, or vice versa!

        To conclude these first reflections, I have made a very personal, thoroughly subjective evaluation of the languages presented in this book in Table 1.1. You’ll notice that Python performs very well in this regard. This high score doesn’t change the fact that, for simple tasks, depending on the operating system, Bash or PowerShell are the tools that will accomplish your goals the fastest and are therefore probably the ones you’ll use most often. (At least, that’s how I feel.)

        
            
                
                    	
                        Criterion

                    
                    	
                        Bash/Zsh

                    
                    	
                        PowerShell

                    
                    	
                        Python

                    
                

            
            
                
                    	
                        Suitable for Windows

                    
                    	
                        4

                    
                    	
                        10

                    
                    	
                        10

                    
                

                
                    	
                        Suitable for macOS

                    
                    	
                        10

                    
                    	
                        3

                    
                    	
                        10

                    
                

                
                    	
                        Suitable for Linux

                    
                    	
                        10

                    
                    	
                        3

                    
                    	
                        10

                    
                

                
                    	
                        Operating system-specific administrative tasks

                    
                    	
                        10

                    
                    	
                        10

                    
                    	
                        5

                    
                

                
                    	
                        Platform-independent tasks

                    
                    	
                        7

                    
                    	
                        5

                    
                    	
                        10

                    
                

                
                    	
                        Consistent syntax

                    
                    	
                        3

                    
                    	
                        6

                    
                    	
                        10

                    
                

                
                    	
                        Simple call of external commands

                    
                    	
                        10

                    
                    	
                        9

                    
                    	
                        5

                    
                

                
                    	
                        Toolbox size (commands, modules, etc.)

                    
                    	
                        9

                    
                    	
                        5

                    
                    	
                        10

                    
                

                
                    	
                        Development tools/debugging

                    
                    	
                        2

                    
                    	
                        5

                    
                    	
                        8

                    
                

                
                    	
                        Help system/documentation

                    
                    	
                        2

                    
                    	
                        6

                    
                    	
                        8

                    
                

                
                    	
                        Simple, “classic” scripts

                    
                    	
                        8

                    
                    	
                        8

                    
                    	
                        3

                    
                

                
                    	
                        Complex code

                    
                    	
                        2

                    
                    	
                        4

                    
                    	
                        10

                    
                

            
        

        Table 1.1    
            Personal Rating of Selected Script Languages (0 = Miserable; 10 = Great)

    


                    
                        2    Ten Times Ten Lines
The next few chapters lay the foundation for script programming. Depending on the language you want to work in and your previous knowledge, you might skip some of these chapters. But if you prefer linear reading, there are many pages describing theory and syntax before the much more exciting scripts follow. That’s why in this chapter I’m going to present ten short scripts, each a maximum of ten lines of code, as an appetizer, so to speak.
If you’re at the start of your scripting career, you won’t understand, or will only begin to understand, how these scripts work. But that does not matter! Each script ends with a cross-reference to a chapter in which a similar script or a more extensive variant is explained. At this point, the sole purpose is to prove to you what great possibilities even tiny scripts can offer.
I know from many years of experience: Nothing is duller than imparting knowledge where the goal is unclear. This problem is exactly what I want to avoid. The knowledge from this book should enable you to solve everyday IT tasks with minimal code effort—just like the ten examples in this chapter!

        Longer Scripts

        Don’t get me wrong! Of course, “real” scripts are often much longer and often contain 100 or 200 lines. Such scripts then perform more complex tasks, validate the input parameters, display help texts, and. I just want to illustrate in this chapter how far you can get with only ten lines of code and without special functions for code minimization, which make code difficult to understand.

    

        2.1    Markdown Spell Checker (Bash)

        I don’t write my books in Microsoft Word but use Markdown syntax and work in an editor without a spell checker. This approach may seem old-fashioned to you, but I can assure you that my writing process is quite efficient.

        However, certain typos and spelling errors keep happening to me. So that I don’t drive my proofreaders to despair, before I start proofreading, I apply a script that replaces certain words in all chapter files.

        The following Bash script reads the entries from the corrections.txt file line by line in the first loop and forms a sed command for each entry (see Chapter 9, Section 9.3). In the second loop, the script applies sed to all files passed to the script. This loop creates a backup of the original file (-i.bak option).

        #!/bin/bash
# Sample file correct.sh
sedcmd=""
while read -r findtxt replacetxt; do
    sedcmd+="s/$findtxt/$replacetxt/g;"
done < corrections.txt
for filename in $*; do
    echo "Correct file $filename"
    sed -i.bak "$sedcmd" $filename
done


        The call of the script looks as follows:

        $ ./correct.sh *.md 


        If you like, you can convince yourself of the function’s correctness by calling diff test.md test.md.bak. The corrections.txt file simply contains search and replace words separated by spaces, with the wrong spelling in the first column and the correct spelling in the second one:

        Addin           Add-in
Github          GitHub
commited        committed
diffrence       difference
acommodate      accommodate
calender        calendar
... 


    


                    
                
                        
        2.2    Sorting Images by Date (PowerShell)

        Recently, I received several thousand photos from my siblings to create a photo album. Fortunately, most of the photos came from the digital age: For this reason, most photos were image files that contained exchangeable image file format (Exif) information with the date they had been taken. To enable a quick overview of the photos across time, I wanted to move the images into different directories based on the month in which the photos had been taken (e.g., 2015-03 for photos taken in March 2015).

        This task can be performed by a PowerShell script that requires the ExifTool program to be installed first (see Chapter 16, Section 16.2).

        The first loop goes through all the parameters passed to the script, for instance, *.jpg and *.jpeg if the script was started in the form .\sort-images.ps1 *.jpg *.jpeg. The second loop processes the files corresponding to the pattern, uses ExifTool to determine the date they were taken, and formats this information in the form yyyy-mm. If necessary, New-Item creates the corresponding directory. Finally, Move-Item moves the image file to that directory.

        # Sample file sort-images.ps1
foreach ($arg in $args) {
    foreach ($file in Get-Item $arg) {
        $yearmonth = exiftool -s3 -d '%Y-%m' `
                              -DateTimeOriginal $file
        if ($yearmonth) {
            $targetdir = New-Item -ItemType Directory `
                                  -Path $yearmonth -Force
            Move-Item $file $targetdir
        }
    }
} 


    


                    
                
                        
        2.3    Converting a JSON File to XML Format (Python)

        Let’s say we have a file called employees.json, which is a JSON file with the following structure:

        [
  {
    "emp_no" : 10001 },
    "birth_date" : "1953-09-02",
    "first_name" : "Georgi",
    'last-name': "Facello",
    ...
  }, ... 


        We need to form an XML file from the JSON file, and the XML file should look as follows:

        <?xml version="1.0"?>
<employees>
  <employee no='10001' birth_date='1953-09-02'>Georgi
    Facello</employee>
  ...
</employees> 


        This scenario is exactly the kind of task Python is designed for! The with keyword opens the source file and the target file. The code json.load reads the JSON file and turns it into a Python list of dictionaries (where each list entry is a dictionary with employee data). The for loop runs through all list elements and brings the employee number, date of birth, and name into the desired XML format.

        # Sample file json2xml.py
import json
fmt = "  <employee no='%s' birth_date='%s'>%s %s</employee>\n"
with open('employee.json', 'r') as jsonfile, \
     open('employee.xml', 'w') as xmlfile:
    data = json.load(jsonfile)
    xmlfile.write('<?xml version="1.0"?>\n<employees>\n')
    for item in data:
        xmlfile.write(fmt % (item['emp_no'],
          item['birth_date'], item['first_name'],
          item['last_name']))
    xmlfile.write('</employees>\n') 


        For basic principles on handling JSON and XML files, see Chapter 10.

    


                    
                
                        
        2.4    Daily Server Backups (Bash)

        Let’s say we have a web application running on a LAMP server (Linux, Apache, MySQL/MariaDB, PHP). In this scenario, the contents of the database and the directory containing the web application files should be backed up once a day. This process can be performed automatically via the following brief Bash script:

        # Sample file lamp-backup.sh
dbfile="/localbackup/sql.gz"
mysqldump -u backupuser --single-transaction dbname | \
  gzip -c > $dbfile
htmlfile="/localbackup/html.tar.gz"
tar czf $htmlfile -C /var/www/html/applicationdir . 


        The mysqldump command requires the existence of a /root/.my.cnf configuration file in which the password for the backup user is stored. To run the script every night at 4:30 am with root privileges, you must add the following line to /etc/crontab (see also Chapter 11, Section 11.1):

        # in /etc/crontab
30 4 * * * root /path/to/lamp-backup.sh 


        Basic principles and tips for designing backup scripts are described in Chapter 15. I will show you how to encrypt your backups and upload them to the cloud in Chapter 20, Section 20.2.

    


                    
                
                        
        2.5    Web Scraping (Python)

        Web scraping is the art of extracting information from a web page, such as the current price from a product page. In this script, we’ll extract the current version number from a webpage (in our case, the Git homepage at https://git-scm.com) and extract the link to the release notes as well.

        
            [image: Git Homepage Showing the Current Version Number in the Bottom-Right Corner]

            Figure 2.1    
            Git Homepage Showing the Current Version Number in the Bottom-Right Corner

        
        A look into the HTML code of the web page reveals the following code snippet:

        ...
<div class="monitor">
  <h4> Latest source Release </h4>
  <span class="version">
      2.40.0
  </span>
  <a href="https://raw.github.com/git/git/master/Documentation/\
           RelNotes/2.40.0.txt">Release Notes</a>
  ... 


        Our next Python script requires that you install two modules beforehand. Depending on your operating system, you’ll need to use pip or pip3 for this step:

        $ pip install requests
$ pip install beautifulsoup4 


        The mini program downloads the HTML code and uses the Beautiful Soup  library to look for the span tag. Its text property returns the desired version number. To determine the link to the release notes, parent accesses the layer above it (in this case, the div tag with the monitor class), while find looks for the first a tag in it.

        import requests
from bs4 import BeautifulSoup
response = requests.get("https://git-scm.com/downloads")
dom = BeautifulSoup(response.content, 'html.parser')
version = dom.find('span', class_='version')
print("Git version:", version.text.strip())
url = version.parent.find('a')
print("What's new:", url.attrs['href']) 


        As I finished writing this chapter, I ran this script, which delivered the following output:

        Git version: 2.40.0
What's new: https://raw.github.com/git/git/master/Documentation/\
            RelNotes/2.40.0.txt 


        Note that this script only works as long as the structure of the Git project page does not change. I’ll discuss this basic problem of web scraping as well as various programming techniques in the Bash, PowerShell, and Python languages in Chapter 17.

    


                    
                
                        
        2.6    Logging Weather Data (Python)

        On countless sites on the internet, you can discover interesting data via what are called REST APIs. Many services require you to register first, however, and free use is often limited, as with https://www.weatherapi.com.

        The following script determines the weather in Graz, Austria, and logs this information into a file called weather.csv, which has the following structure (using a semicolon as the delimiter):

        2023-04-14 11:30;Light rain;5.0
2023-04-14 12:13;Light rain;6.0
... 


        In this example, the three columns contain the time, a short description of the weather and the temperature. The associated script performs a GET request and turns the resulting JSON data into a Python data structure. The desired data can then be easily extracted from this data structure. Like the previous example, this script also requires the requests module.

        # Sample file log-weather.py
import requests
key = "7901xxxx"
location = "Graz"
base = "https://api.weatherapi.com/v1/current.json"
url = base + "?key=" + key + "&q=" + location
data = requests.get(url).json()
temp = data['current']['temp_c']
condition = data['current']['condition']['text']
time = data['location']['localtime']
with open("weather.csv", 'a') as f:
    f.write("%s;%s;%s\n" % (time, condition, temp)) 


        You also now have the option of automating the periodic invocation of this script using cron or the Microsoft Windows Task Scheduler (see Chapter 11). You should prefix the filename weather.csv with an absolute path. For instructions on how to use REST APIs in Python and PowerShell scripts, see Chapter 18.

    


                    
                
                        
        2.7    Microsoft Hyper-V Cleanup (PowerShell)

        If you use Microsoft Hyper-V as a virtualization system, you run the risk of accumulating old snapshots that will eat up storage space. The following PowerShell script deletes all snapshots older than 30 days:

        # Sample file delete-old-snapshots.ps1
$days = 30
$aMonthAgo = (Get-Date).AddDays(-$days)
foreach ($snapshot in Get-VMSnapshot -VMName *) {
    if ($snapshot.CreationTime -lt $aMonthAgo) {
       $vmname = $snapshot.VMName
       $snapname = $snapshot.Name
       Write-Output "Delete '$snapname' of VM '$vmname'"
       Remove-VMSnapshot -VMName $vmname -Name $snapname -Confirm
    }
} 


        The script assumes that Hyper-V is installed with all the administration tools on your Windows machine, which automatically makes the Hyper-V PowerShell module available as well. The script also requires admin rights: In other words, you must first open a PowerShell terminal as an administrator before you can run the script in it.

        To be on the safe side, the cleanup script will ask for your confirmation before deleting each snapshot. These queries are omitted if you remove the -Confirm option. More examples of virtual machine administration with Hyper-V are described in Chapter 21, Section 21.3.

    


                    
                
                        
        2.8    Statistical Analysis of a Logging File (Bash)

        The starting point for this example is a log file of a web server that has been anonymized for privacy reasons. Each line of this file is structured in the following way (text wrapped for space reasons):

        160.85.252.207 - - [05/Feb/2023:00:00:26 +0100]
  "GET /research/business/only HTTP/1.1" 200 25158
  "https://example.com/less/response/edge/policy"
  "Mozilla/5.0 ..." 


        In each case, the first column indicates the IP address from which the website was contacted. The script, which is unparalleled in its brevity, creates a list of the 20 most common IP addresses. The $1 character combination is the first parameter passed to the script.

        # Sample file ip-address-statistic.sh
cut -d ' ' -f 1 $1 | sort | uniq -c | sort -n -r | head -n 20 


        When you analyze the sample.log file using this script, you’ll get the following result:

        $ ./ip-address-statistics.sh

   6166  65d3:f5b9:e9e5:4b1c:331b:29f3:97c1:c18f
   6048  3547:0b26:4c84:4411:0f66:945e:7741:d887
   5136  186.107.89.128
   4620  d741:a4ea:f6e1:6a17:78b1:1694:f518:c480
    ... 


        Therefore, 6,166 requests originated from IPv6 address 65d3:f5b9:...:c18f, etc. For a detailed explanation of how the cut, grep, uniq, sort, and head commands in this script work, see Chapter 8, Section 8.1.

    


                    
                
                        
        2.9    Uploading Files to the Cloud (PowerShell)

        The task for our penultimate example is to upload all image files in the current directory that have changed since the last time the script was run or that have been added since then to a bucket on the Simple Storage Service (S3) cloud service from Amazon Web Services (AWS).

        This PowerShell script assumes that the AWS.Tools.Common and AWS.Tools.S3 modules are installed and that the access data for the bucket has been stored with Set-AWSCredential for profile name MyProfile (see also Chapter 20, Section 20.3).

        The if construction tests whether the last-run file exists. If this file exists, the time of the last change will be read. Then, the LastWriteTime property is updated with the current time. If the file does not exist, it will be created. This script takes into account all image files since January 1, 2000.

        Next, Get-ChildItem determines all image files in the current directory. Where-Object filters out files that are new or have been modified. Write-S3Object uploads these files to an S3 bucket.

        # Sample file upload-images-to-aws.ps1
if (Test-Path -Path "last-run") {
    $lastRunTime = (Get-Item -Path "last-run").LastWriteTime
    (Get-ChildItem "last-run").LastWriteTime = Get-Date
} else {
    $lastRunTime = New-Object DateTime(2000, 1, 1)
    New-Item "last-run" | Out-Null
}
Get-ChildItem -Path "*.jpg", "*.jpeg", "*.png" |
Where-Object { $_.LastWriteTime -gt $lastRunTime } |
ForEach-Object {
    Write-S3Object -BucketName "my.aws.bucket" `
      -ProfileName "MyProfile" -File $_.Name -Key $_.Name
} 


        I must admit a little reluctantly that this script just barely exceeds the ten-line promise I made for this chapter.

    


                    
                
                        
        2.10    Cloning Virtual Machines (Bash)

        The last example is from server administration. One of my Linux servers is running the Kernel-based Virtual Machine (KVM) virtualization system. At the beginning of each semester, I create virtual machines with sequential numbers for all students attending my Linux course. For example, the ./make-vms.sh 20 44 command results in 25 clones of my base system being created, numbered vm20 through vm44.

        # Sample file make-vms.sh
orig='vm-base'    # Name of the base VM to clone
for (( nr=$1; nr<=$2; nr++ )); do
    echo "create vm-$nr"
    disk=/var/lib/libvirt/images/vm-$nr-disk.qcow2
    virt-clone --name "vm-$nr" --original $orig \
       --mac 52:54:00:01:00:$nr --file $disk
done 


        Although this script respects the ten-line rule, I cheated a little. The “real” version of this script tests whether two parameters were really passed to the script, shuts down the source virtual machine that may still be running, sets up multiple disks and multiple network interfaces for each exercise VM, and more.

        For basic principles and more details, refer to Chapter 21, Section 21.1.

    


                    
                
                        3    Bash and Zsh
Bash (Bourne Again Shell) is the default shell of most Linux distributions. It performs two tasks: On the one hand, it accepts commands in the terminal, executes these commands, and displays their results. On the other hand, Bash is considered the classic scripting programming language. In this chapter, I will only briefly discuss the interactive application; instead, I'll focus on introducing you to the main concepts behind Bash.
As an alternative to Bash, Zsh is gaining momentum. While the differences compared to Bash in script programming are negligible, Zsh scores points with many small improvements in interactive operations. Popular extensions (such as one called Oh My Zsh) make Zsh even more comfortable and improve its appearance. On macOS, Zsh has been the default shell since 2019. On Linux, the switch from Bash to Zsh can be made in a minute if necessary.

        3.1    Terminal, Shell, and Bash

        So far, some terms have appeared that I want to explain again briefly now. Let’s start with the terminal: In this program, you can execute text-based commands. On Linux and macOS, the existence of the terminal was always a matter of course. While a terminal program is available on macOS, there are countless programs to choose from on Linux. The most common ones include gnome-terminal, the new console of the GNOME Project (program name kgx), as well as konsole. Even on Windows, the Windows Terminal is available now.

        Inside the terminal, the shell is running: This shell is a program that takes your text input, executes the resulting command, and displays the result back in text form. The shell also provides a lot of additional features that are not obvious at first glance: It can redirect the results of a command to a file, link several commands together, and so on.

        In the early history of Unix and Linux, shells have been developed multiple times: Bourne Shell, C Shell, Bash, Dash, Zsh, and so on. However, this chapter only deals with the two currently most popular shells—Bash and Zsh.

        
            Why the Separation between Terminal and Shell?

            The nesting of terminal and shell seems confusing at first sight. This separation stems from the fact that the terminal is only necessary when you work on a graphical desktop system. But most operating systems can also be controlled in text mode or via a network connection (SSH)—then the shell runs without a terminal!

            The separation between terminal and shell has a further advantage in that you can combine your favorite terminal with your favorite shell, deviating from the default settings of Linux or macOS. This freedom is especially important to Linux professionals.

        

        
            3.1.1    Determining the Current Shell

            To determine which shell is running on your machine, you must run the echo $SHELL command, which displays the contents of the $SHELL variable that specifies the path to your account’s default shell. If the shell running is Bash, you can access its version number with the second command, bash --version.

            
                [image: Computer Running Bash Version 5.1]

                Figure 3.1    
            Computer Running Bash Version 5.1

            
        
    


                    
                
                        
        3.2    Installation

        Almost all Linux distributions have Bash preinstalled. Thus, if you work on Linux, this section is unnecessary. If your distribution uses Zsh, I recommend you keep using it for its interactive features. However, to develop scripts that are as portable as possible, the parallel installation of Bash is recommended. This parallel installation can be achieved with the package management command for your distribution; for example, on Debian and Ubuntu, you would use sudo apt install bash.

        On macOS, Bash is only available in the outdated version 3.2. In future versions of macOS, Bash is expected to be removed entirely. In this respect, Zsh represents a compatible, and in many ways even better, replacement. If you prefer Bash or use it for script programming, the best approach is to set up the Homebrew package manager first (see https://brew.sh). Then, you can install Bash in the terminal using the brew install bash command. To start Bash, run /opt/homebrew/bin/bash.

        The installation of Bash is only difficult on Windows. In this section, we’ll present different ways you can use Bash on Windows. All of these options have their benefits and drawbacks. But let me say this first: No variant is really ideal.

        
            3.2.1    Using Bash in a Virtual Machine

            Perhaps the most straightforward way to using Bash is to install a common Linux distribution (e.g., Ubuntu) in a virtualization program (i.e., in Oracle VM VirtualBox, VMWare, or Microsoft Hyper-V). Inside the virtual machine, you’ll then have Bash available in the terminal window.

            For learning Bash, this solution is ideal. However, you cannot access the Windows file system via your scripts. For example, if you develop a script that processes image files, you can apply the script only to files within the Linux file system. (Some virtualization systems allow you to share a directory between Windows and the Linux virtual installation. Especially with VirtualBox, however, the procedure is quite cumbersome.)

            Another disadvantage of the virtualization solution is that you’re actually no longer working on Windows, but on Linux. You’ll have to get used to an unfamiliar desktop and get at least a little bit into Linux administration. But you do want to learn Bash though, don’t you? (From my very personal point of view, using Linux is an advantage, not a disadvantage. But I don’t plan to elaborate the virtues of Linux here.)

            Another argument speaks against the virtualization solution: The free and therefore correspondingly popular VirtualBox program, in my experience, often causes trouble on computers that are used for software development. This problem stems from the fact that various Hyper-V functions are active on such computers. Theoretically, VirtualBox should be compatible with it, but in real life, that’s more often not the case.

        
        
            3.2.2    Windows Subsystem for Linux

            From my point of view, the best solution for using Bash on Windows is provided by the Windows Subsystem for Linux (WSL). This function allows Linux to be run in a terminal window. What’s great about this approach is that you can access your Linux files in Windows and your Windows files just as easily in WSL. (In current WSL versions, you can even run Linux in graphics mode. But for our purposes that isn’t necessary at all.)

            The latest version of WSL is available free of charge from the Microsoft Store. After installation, followed by a mandatory Windows restart, you must search again for Ubuntu 22.04 LTS (or from April 2024 for the then current version 24.04) in the Microsoft Store. The installation process and your first start should take about two minutes. You’ll have to enter a password twice, and you must make sure you remember this password! You’ll need it later when you want to install additional software components using sudo. (Besides Ubuntu, other distributions are also available in the Microsoft Store, including AlmaLinux, Debian, openSUSE, and Oracle Linux. Use the one you’re most familiar with.)

            Subsequently, you can open a window via Bash at any time in the Windows Terminal or in the Start menu (program name Ubuntu n.n).

            
                [image: Ubuntu with Bash in a Terminal Window on Windows]

                Figure 3.2    
            Ubuntu with Bash in a Terminal Window on Windows

            
            Within Bash, you can access your Windows user directory via the following path (assuming your Windows installation is on the C: drive):

            /mnt/C/Users/<name> 


            Conversely, you can find your Linux/Bash user directory in Windows Explorer via the Linux entry at the bottom of the sidebar or via the following address:

            \\wsl.localhost\Ubuntu-22.04\home\<name> 


            
                [image: Easy Access to the Linux Home Directory in Windows Explorer]

                Figure 3.3    
            Easy Access to the Linux Home Directory in Windows Explorer

            
        
        
            3.2.3    Git Bash

            The Git version management program provides a rather elegant entry point into Bash. When you install Git on Windows (see https://git-scm.com/download/win), Git Bash is installed at the same time. If you work in software development, you most likely already have Git installed anyway. (You don’t work without Git, do you?) Then, you can run Git Bash from the Start menu, which will open a terminal window running Bash version 4.4, which is not the latest version, but it is sufficient for our purposes.

            Git Bash uses the Windows file system directly. In the Git Bash window, the most important commands are available that are also commonly used on Linux or macOS, namely, ls, cat, less, more, find, and grep, among others.

            The problem with Git Bash is that you cannot install any other commands. Sooner or later (more likely sooner), you’ll get to the point where you want to call a command in your script that is not part of the basic Git Bash. As far as Bash programming is concerned, you’ll then hit a dead end.

        
        
            3.2.4    Docker

            Provided you’re familiar with the Docker container system, you can also run Bash scripts in a Docker container. However, this approach is more suitable for professionals to share scripts. To learn Bash interactively, Docker is not the ideal way.

        
        
            3.2.5    Bash Configuration (/etc/profile and .bashrc)

            Several files affect the behavior of Bash. Most important are /etc/profile with its global settings and .bashrc in your home directory with individual options. Note that when running scripts outside your account, only /etc/profile is considered.

            For normal use, you do not need to make any changes to either file. The most common reason to change one of the files after all is to call commands or programs that have been installed away from the usual directories. For this task, you must extend the PATH environment variable. The following example shows how you can include /my/own/scripts in addition to the default directories:

            # at the end of .bashrc or /etc/profile
export PATH=/my/own/scripts:$PATH 


        
    


                    
                
                        
        3.3    Running Commands Interactively

        If you’re already familiar with the terminal, regardless of the operating system, you can safely skip this section. Otherwise, a good idea is to first become a little familiar with the interactive execution of commands and with the operation of the terminal before you start using your first script.

        Also, later it will be the case that you try out individual commands in parallel to your script editor in a terminal window. Only when the commands work the way you want them to should you incorporate them into your script.

        In the following example, you first go to the Downloads directory using cd (change directory) and then use ls (list) to see which files are stored in that directory:

        $ cd Downloads
$ ls

  00a_intro_pn.pdf
  00b_about_pn.pdf
  00c_next_pn.pdf
  ... 


        ls with the -l option (long) shows more details about each file such as the access rights, the owner and group assignment, the size and the time of the last modification, among other things:

        $ ls -l

  -rw-r--r-- 1 kofler kofler  674076 ... 11:49  00a_intro_pn.pdf
  -rw-r--r-- 1 kofler kofler  943948 ... 11:53  00b_about_pn.pdf
  -rw-r--r-- 1 kofler kofler  714852 ... 11:58  00c_next_pn.pdf
  ... 


        If you want to know how many files there are in the directory, you should pass the output of ls to wc (word count). The command returns three numbers. The first one indicates the number of lines, the second the number of words, and the third the number of characters. Since ls prints each file on a separate line, only the number of lines is relevant. The wc option -l (lines) reduces the output accordingly.

        $ ls | wc

  116     159    3194

$ ls | wc -l

  116 


        With these trivial commands you have already learned a lot:

        
            	
                The most commonly used commands in Bash have very short names. At first, these names are not very intuitive. However, once you get used to it, the typing effort is minimal.

            

            	
                The behavior of commands can be controlled by options. Many options consist of only one letter, and they are preceded by a hyphen. Often, an alternative long form exists that is preceded by two hyphens. For example, wc --lines and wc -l are equivalent.

            

            	
                Commands can be linked with the pipe operator (|). I will discuss this operator in more detail later in Section 3.7.2. In short, command1 | command2 means that command1 does not display its text output but passes it to command2 for processing.

            

        

        
            The Prompt

            The “prompt” is the string that is displayed to the left of the cursor when new commands are entered. On Linux, it is common for the prompt to end with the $ character for ordinary users. If, on the other hand, the system administrator root is working, the prompt ends with #.

            The prompt is adjustable (environment variable PS1) and can therefore look quite different depending on the distribution and configuration. Often, the current directory and/or hostname are displayed before the $ or # character.

            In this book, commands to be executed in Bash or Zsh are preceded by the $ character. (It should be clear to you by now that this character must not be entered.) PowerShell commands are preceded by the > character because the Windows prompt uses this character.

            This chapter is a special case: Since it is clear anyway that the examples refer to Bash, I often omit the prompt altogether. I especially omit the prompt when presenting techniques that work equally well interactively in the terminal or as code in a script.

        

        
            3.3.1    Operating the Terminal

            You have probably already noticed that the mouse is largely useless in the terminal. You cannot use it to change the cursor position as in other programs. Entries can only be made in the last line of the terminal. (On Linux, you can mark text with a mouse and paste it with the middle mouse button at the current cursor position without copying the text to the clipboard.)

            This poor mouse support is compensated by many keyboard shortcuts that enable you to edit the current input line and revert to past input (see Table 3.1).

            
                
                    
                        	
                            Shortcut

                        
                        	
                            Meaning

                        
                    

                
                
                    
                        	
                            (Tab)

                        
                        	
                            Completes a command or a name

                        
                    

                    
                        	
                            (Ctrl) + (A)

                        
                        	
                            Places the cursor at the beginning of the line

                        
                    

                    
                        	
                            (Ctrl) + (C)

                        
                        	
                            Aborts the input or stops a running command

                        
                    

                    
                        	
                            (Ctrl) + (D)

                        
                        	
                            Deletes the character at the cursor position

                        
                    

                    
                        	
                            (Ctrl) + (E)

                        
                        	
                            Places the cursor at the end of the line

                        
                    

                    
                        	
                            (Ctrl) + (K)

                        
                        	
                            Deletes everything up to the end of the line

                        
                    

                    
                        	
                            (Ctrl) + (R) abc

                        
                        	
                            Searches for a previously executed command abc

                        
                    

                    
                        	
                            (Ctrl) + (Y)

                        
                        	
                            Inserts the last deleted text again

                        
                    

                    
                        	
                            (Alt) + (Backspace)

                        
                        	
                            Deletes a word backwards

                        
                    

                
            

            Table 3.1    
            Keyboard Shortcuts in the Terminal

            The (Tab) shortcut is particularly useful as it saves a lot of typing: You only need to specify the first letters of a command, directory, or file, then press (Tab). If the command, directory, or filename is already clearly recognizable, it is completed in full; otherwise, only until several options are eliminated. Pressing (Tab) twice displays a list of all possible completion values.

        
        
            3.3.2    Online Help

            Commands like ls or wc do not have a help menu. But help texts for these commands are available that can be read via other commands. As a first attempt, you should call <command> --help (for example, ls --help). This command will usually give you a list of all the options along with a brief explanation of what they mean.

            man <command> displays a longer info text for many commands. Thus, man ls explains how to use the ls command and what options are available. You can navigate through the multi-page text using the cursor keys. The space bar scrolls down an entire page. Using (/) you can search for an expression in the help text. (N) jumps to the next search result if necessary, and (Q) closes the help interface.

        
        
            3.3.3    Command Reference

            Throughout this book, I will introduce you to a lot of Linux commands. A good starting point in this regard is Chapter 6.

        
    


                    
                
                        
        3.4    Zsh as an Alternative to Bash

        I mentioned at the start of this chapter, for the core topic of this book (i.e., for programming scripts), Zsh plays only a minor role. For compatibility reasons, a better approach is to use Bash for programming scripts, and even to forgo the use of some Bash-specific extensions over other shells. In this way, you can make your scripts really work in almost any environment.

        The appeal of Zsh lies rather in its interactive application: Zsh takes an even smarter approach than Bash when expanding command, file, and directory names when you press (Tab). You don’t have to specify the initial letters; instead, a combination of letters that occurs somewhere in the name is sufficient. In addition, Zsh provides more configuration options and extension modules. Since I’ve gotten to know the comfort of Zsh in combination with the Oh My Zsh extension, “ordinary” Bash is no longer good enough for me!

        
            3.4.1    Installation

            macOS as well as selected Linux distributions already rely on Zsh by default. For all other Linux distributions, you can install Zsh effortlessly with the respective package management tool. On Debian and Ubuntu, you would use the following commands:

            $ sudo apt update
$ sudo apt install zsh 


            In the next step, you can activate Zsh for your account:

            $ chsh -s $(which zsh) 


            For this change to take effect, you must log out and log back in. Now, when you open a terminal for the first time, a configuration script runs once:

            This is the Z Shell configuration function for new users,
zsh-newuser-install. (...) You can
(q) Quit and do nothing.  The function will be run again next
    time.
(0) Exit, creating the file ~/.zshrc containing just a comment.
    That will prevent this function being run again.
(1) Continue to the main menu.
(2) Populate your ~/.zshrc with the configuration recommended
    by the system administrator and exit. 


            You’re not doing anything wrong if you simply take the default settings suggested by the script or the default configuration file .zshrc (point 2) provided by your distribution in the manual configuration (point 1). If necessary, you can repeat and adjust the configuration later via zsh-newuser-install.
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