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Preface

	Microsoft Azure Virtual Desktop AZ 140: Microsoft Azure Virtual Desktop is a meticulously structured guide designed to equip IT professionals with the essential knowledge and practical skills required to deploy, manage, and optimize virtual desktop environments within the Microsoft Azure ecosystem. As organizations increasingly adopt cloud-based solutions for remote work and virtual desktop infrastructure (VDI), the need for skilled professionals proficient in Azure Virtual Desktop has grown significantly. This book is aligned with the objectives of the AZ-140 certification exam, covering key topics such as architecture design, deployment strategies, security and compliance considerations, performance optimization, and troubleshooting techniques. Through a methodical approach, each chapter builds upon foundational concepts, gradually advancing to complex configurations and real-world applications, ensuring a well-rounded understanding of Azure Virtual Desktop.

	 

	Beyond serving as a certification study resource, Microsoft Azure Virtual Desktop AZ 140: Microsoft Azure Virtual Desktop is a valuable reference for professionals seeking to refine their expertise in virtual desktop solutions. Each chapter integrates practical examples, industry case studies, and self-assessment tools to reinforce learning and enhance retention. Additionally, supplementary resources such as online test papers and expert-led video tutorials provide an immersive learning experience, bridging the gap between theoretical knowledge and hands-on implementation. Whether you are preparing for the AZ-140 exam or looking to advance your career as an Azure Virtual Desktop administrator, this guide offers the structured insights and practical guidance necessary to excel in managing modern cloud-based desktop environments.
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Chapter 1: Practice Questions & Answers Part 1

	 

	QUESTION 1: You have the devices shown in the following table.

	[image: A table with text on it]

	You plan to deploy Windows Virtual Desktop for client access to remove virtualized apps. Which devices support the Remote Desktop client?

	A. Device1 and Device2 only

	B. Device1 and Device3 only

	C. Device1, Device2, and De vice3

	D. Device1 only

	Answer: B

	 

	QUESTION 2

	You plan to deploy Windows Virtual Desktop.

	Users have the devices shown in the following table.

	[image: A list of different types of software  AI-generated content may be incorrect.]

	From which device types can the users connect to Windows Virtual Desktop resources by using the Remote Desktop client app and the Remote Desktop web client? To answer, select the appropriate options in the answer area.

	NOTE: Each correct selection is worth one point.

	A. Mastered

	B. Not Mastered

	Answer: A

	 

	QUESTION 3

	Your company has a main office and two branch offices. Each office connects directly to the internet. The router in each branch office is configured as an endpoint for the following VPNs:

	A VPN connection to the main office A site-to-site VPN to Azure

	The routers in each branch office have the Quality of Service (QoS) rules shown in the following table.

	[image: A screenshot of a computer program  AI-generated content may be incorrect.]

	Users in the branch office report slow responses and connection errors when they attempt to connect to Windows Virtual Desktop resources. You need to modify the QoS rules on the branch office routers to improve Windows Virtual Desktop performance.

	For which rule should you increase the bandwidth allocation?

	A. Rule2

	B. Rule3

	C. Rule4

	D. Rule1

	Answer: B

	 

	QUESTION 4

	You plan to deploy Windows Virtual Desktop. The deployment will use existing virtual machines. You create a Windows Virtual Desktop host pool.

	You need to ensure that you can add the virtual machines to the host pool. What should you do first?

	 

	A. Register the Microsoft.DesktopVirtualization provider.

	B. Generate a registration key.

	C. Run the Invoke-AzVMRunCommand cmdlet.

	D. Create a role assignment.

	Answer: A

	 

	QUESTION 5

	You deploy a Windows Virtual Desktop host pool named Pool1.

	You have an Azure Storage account named store1 that stores FSLogix profile containers in a share named profiles. You need to configure the path to the storage containers for the session hosts.

	Which path should you use?

	 

	A. \\store1.blob.core.windows.net\profiles

	B. https://store1.file.core.windows.net/profiles

	C. \\store1.file.core.windows.net\profiles

	D. https://store1.blob.core.windows.net/profiles

	Answer: C

	 

	QUESTION 6

	Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

	After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have a Windows Virtual Desktop host pool that contains five session hosts. The session hosts run Windows 10 Enterprise multi-session.

	You need to prevent users from accessing the internet from Windows Virtual Desktop sessions. The session hosts must be allowed to access all the required Microsoft services. Solution: You configure rules in the network security group (NSG) linked to the subnet of the session hosts.

	Does that meet the goal?

	 

	A. Yes

	B. No

	Answer: A

	 

	QUESTION 7

	Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

	After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

	You have a Windows Virtual Desktop host pool named Pool1 that is integrated with an Azure Active Directory Domain Services (Azure AD DS) managed domain. You need to configure idle session timeout settings for users that connect to the session hosts in Pool1. Solution: From an Azure AD DS-joined computer, you modify the AADDC Users GPO settings.

	Does that meet the goal?

	 

	A. Yes

	B. No

	Answer: B

	 

	QUESTION 8

	Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

	After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

	You have a Windows Virtual Desktop host pool named Pool1 that is integrated with an Azure Active Directory Domain Services (Azure AD DS) managed domain. You need to configure idle session timeout settings for users that connect to the session hosts in Pool1.

	Solution: From an Azure AD DS-joined computer, you modify the AADDC Computers GPO settings. Does that meet the goal?

	 

	A. Yes

	B. No

	Answer: A

	 

	QUESTION 11

	You have a Windows Virtual Desktop deployment. You publish a RemoteApp named AppVersion1.

	You need AppVersion1 to appear in the Remote Desktop client as Sales Contact Application. Which PowerShell cmdlet should you use?

	 

	A. New-AzADApplication

	B. Update-AzWvdApplicationGroup

	C. Register-AzWvdApplicationGroup

	D. Update-AzWvdApplication

	Answer: D

	 

	QUESTION 12

	You network contains an on-premises Active Directory domain. The domain contains a universal security group named WVDusers. You have a hybrid Azure Active Directory (Azure AD) tenant. WVDusers syncs to Azure AD.

	You have a Windows Virtual Desktop host pool that contains four Windows 10 Enterprise multi-session hosts.

	You need to ensure that only the members of WVDusers can establish Windows Virtual Desktop sessions to the host pool. What should you do?

	 

	A. Assign WVDusers to an Azure role scoped to each host pool.

	B. On each session host, add WVDusers to the local Remote Desktop Users group.

	C. Assign WVDusers to an Azure role scoped to the session hosts.

	D. Assign WVDusers to an application group.

	Answer: D

	 

	QUESTION 13

	You deploy multiple Windows Virtual Desktop session hosts that have only private IP addresses.

	You need to ensure that administrators can initiate an RDP session to the session hosts by using the Azure portal. What should you implement?

	 

	A. Remote Desktop Connection Broker (RD Connection Broker)

	B. Azure Application Gateway

	C. Azure Bastion

	D. Remote Desktop Session Host (RD Session Host)

	Answer: C

	 

	QUESTION 14

	You have a Windows Virtual Desktop host pool named Pool1 and an Azure Automation account named account1. Pool1 is integrated with an Azure Active Directory Domain Services (Azure AD DS) managed domain named contoso.com.

	You plan to configure scaling for Pool1 by using Azure Automation runbooks.

	You need to authorize the runbooks to manage the scaling of Pool1. The solution must minimize administrative effort. What should you configure?

	 

	A. a managed identity in Azure Active Directory (Azure AD)

	B. a group Managed Service Account (gMSA) in Azure AD DS

	C. a Connections shared resource in Azure Automation

	D. a Run As account in Azure Automation

	Answer: D

	 

	QUESTION 15

	You have an Azure subscription that contains the resources shown in the following table.

	[image: A screenshot of a computer program  AI-generated content may be incorrect.]

	Which resources can you back up by using Azure Backup?

	A. WVDVM-0 and share1 only

	B. WVDVM-0 only

	C. WVDVM-0, Image1, and Image2 only

	D. WVDVM-0, share1, and Image1 only

	E. WVDVM-0, share1, Image1, and Image2

	Answer: A

	 

	QUESTION 16

	You plan to implement the FSLogix profile containers for the Seattle office. Which storage account should you use?

	 

	A. storage2

	B. storage4

	C. storage3

	D. storage1

	Answer: A

	 

	QUESTION 17
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