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			Preface

			Welcome to Arduino IoT Cloud for Developers. In a world increasingly interconnected through the Internet of Things (IoT), this book serves as your comprehensive guide to mastering IoT development using the versatile Arduino platform. Whether you are a newcomer to IoT or an experienced developer looking to expand your skills, this book offers a hands-on, step-by-step approach to building meaningful IoT projects with the Arduino IoT Cloud.

			The IoT has revolutionized the way we interact with the world around us. Everyday objects, from home appliances to industrial machinery, are now capable of connecting to the internet and exchanging data. This transformation presents endless opportunities for innovation and efficiency.

			Arduino, renowned for its simplicity and flexibility, has become a go-to platform for IoT enthusiasts and professionals alike. The Arduino IoT Cloud, an integral part of the Arduino ecosystem, offers a powerful and user-friendly platform to build and manage IoT projects. This book is your gateway to unlocking the full potential of the Arduino IoT Cloud.

			Through a combination of theory and practical examples, you’ll embark on a journey that starts with IoT fundamentals and culminates in advanced IoT applications. We’ll explore the core features of the Arduino IoT Cloud, delve into various communication technologies, and create real-world IoT solutions.

			This book is designed to be accessible to all, whether you’re taking your first steps into IoT or seeking to deepen your knowledge. Each chapter provides clear explanations, code snippets, and hands-on projects to reinforce your learning.

			By the end of this journey, you’ll not only have a firm grasp of IoT concepts but also the ability to design, implement, and customize IoT solutions using the Arduino IoT Cloud. Let’s embark on this exciting adventure into the world of IoT development together.

			Who this book is for

			Arduino IoT Cloud for Developers caters to a diverse audience, including IoT and Arduino enthusiasts venturing into IoT with Arduino, as well as those with prior Arduino experience eager to delve into IoT applications. It’s also valuable for students and academicians pursuing electronics, computer science, or engineering degrees, seeking practical IoT knowledge and project inspiration. Additionally, makers, hobbyists, and DIY enthusiasts keen on crafting real-world IoT projects for personal experimentation will find this book beneficial. For professionals such as IoT experts, engineers, and developers aiming to elevate their IoT development comprehension, this book offers a pathway to create high-quality, commercial-grade solutions.

			This book accommodates both beginners and experienced readers, providing a step-by-step learning path from IoT fundamentals to advanced IoT development with the Arduino IoT Cloud. Regardless of your background, this book equips you with the skills to design and implement innovative IoT solutions.

			What this book covers

			Chapter 1, Introduction to IoT and Arduino, covers IoT architecture along with security and Arduino.

			Chapter 2, First Look at the Arduino IoT Cloud, explores the practical demonstration of the Arduino IoT Cloud with MKR Wi-Fi 1010 and Node-RED to connect old friends (older/non-compatible devices) with the Arduino IoT Cloud.

			Chapter 3, Insights into the Arduino IoT Cloud Platform and the Cloud Editor, provides an overview of the Arduino IoT Cloud features, including things, devices, and dashboard widgets, and finally, we will take a deeper look at the Cloud Editor.

			Chapter 4, Project #1 – A Smarter Setup for Sensing the Environment, offers a project that will practically demonstrate how to deploy a smart sensing node using WeMos D1 Mini, DHT22, and MQ-135 to send environment data to the Arduino IoT Cloud, visualizing it with stunning widgets.

			Chapter 5, Project #2 – Creating a Portable Thing Tracker Using MKR GSM 1400, examines asset tracking and demonstrates how to track assets using MKR GSM 1400 and GPS module, visualizing the data using a map widget in the Arduino IoT Cloud.

			Chapter 6, Project #3 – A Remote Asset Tracking Application with LoRaWAN, explores long-range communication using LoRaWAN technology. We will set up the LoRaWAN node, including the LoRaWAN Gateway, to track assets using MKR WAN 1300 and a GPS module.

			Chapter 7, Enabling Communication between Different Devices, provides a practical demonstration of how to set up cloud variable sync across multiple things, enabling Thing to Thing communication by simply using a graphical user interface without any coding.

			Chapter 8, Working with the Arduino IoT Cloud SDK and JavaScript, explores how developers can interact with the Arduino IoT Cloud using the JavaScript SDK, which includes API key setup and performing operations on Things, devices, cloud variables, and dashboards using JavaScript.

			Chapter 9, Project #4 – Collecting Data from the Soil and Environment for Smart Farming, focuses on smart agriculture. We will explore how to sense soil moisture, soil temperature, and so on to make our agriculture smarter and more robust.

			Chapter 10, Project #5 – Making Your Home Smarter by Voice Assistant, delves into smart homes. We will create a smart lamp using the WS2812 RGB ring and XIAO ESP32C3 and link the device to the Arduino IoT Cloud, as well as integrate the Arduino IoT Cloud with Amazon Alexa for a voice assistant experience.

			Chapter 11, Implementing the Arduino IoT Cloud Scheduler and Over-the-Air Features, provides a practical demonstration of how to use the Cloud Scheduler in Arduino IoT Cloud to automate operations that are time-dependent. In the second part of the chapter, we will explore Over-the-Air (OTA) update features, which help us to send updates over the air without any physical connectivity to devices.

			Chapter 12, Project #6 – Tracking and Notifying about Your Heart Rate, offers a practical demonstration of a smart health project, where we will use XIAO ESP32C3 with a heart rate monitoring sensor to build a wearable product, which will send data to the Arduino IoT Cloud. Then, we will use Webhooks to send our beats per minute (BPM) to Zapier for notification alerts.

			Chapter 13, Scripting the Arduino IoT Cloud with Cloud CLI, teaches you how to perform operations on the Arduino IoT Cloud using the command-line tool, which includes operations on devices, Things, and dashboards, as well as OTA. This chapter will help you learn the commands and prepare you to create your own batch scripting for automated operations.

			Chapter 14, Moving Ahead in the Arduino IoT Cloud, provides details about the different Arduino IoT Cloud pricing plans, including the features of each plan. It also looks at Arduino PRO Hardware and Software for Industrial IoT and provides a complete list of resources for further explorations.

			To get the most out of this book

			Before you start this book, you should have the following software and development boards, including a complete list of sensors, to get the most out of this book:

			
				
					
					
				
				
					
							
							Software/hardware covered in the book

						
							
							Operating system requirements

						
					

					
							
							Arduino IDE desktop version

						
							
							Windows, macOS, or Linux

						
					

					
							
							Fritzing schematic design software

						
							
							Windows, macOS, or Linux

						
					

					
							
							An Arduino IoT Cloud account or a Zapier account

						
							
							N/A

						
					

					
							
							Amazon Alexa voice assistant

						
							
							N/A

						
					

				
			

			Development boards:

			
					MKR Wi-Fi 1010

					MKR GSM 1400

					MKR WAN 1300

					WeMos D1 Mini ESP8266

					XIAO ESP32C3

					ESP32 Dev Kit V1

					The Things Indoor Gateway for LoRaWAN

			

			Sensors:

			
					DHT22/DHT11

					MQT-135

					The NEO 6-M u-blox GPS module

					Capacitive soil moisture sensors

					DS18B20 waterproof probes with long wires

					The WS2812 RGB ring

					A pulse sensor

			

			If you are using the digital version of this book, we advise you to type the code yourself or access the code from the book’s GitHub repository (a link is available in the next section). Doing so will help you avoid any potential errors related to the copying and pasting of code.

			Download the example code files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/Arduino-IoT-Cloud-for-Developers. If there’s an update to the code, it will be updated in the GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “This cloud variable declaration is available in the thingProperties.h file.”

			A block of code is set as follows:

			
TinyGPSPlus gps;
unsigned long previousMillis = 0;
const long interval = 30000; //milliseconds
			Any command-line input or output is written as follows:

			
npm install @arduino/arduino-iot-client
npm i request-promise
			Bold: Indicates a new term, an important word, or words that you see on screen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “After setting up the configuration, click the Get new Access Token button.”

			Tips or important notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packtpub.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you’ve read Arduino IoT Cloud for Developers, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a free PDF copy of this book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application. 

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below

			

			 

			
				
					[image: ]
				

			

			https://packt.link/free-ebook/9781837637171

			
					Submit your proof of purchase

					That’s it! We’ll send your free PDF and other benefits to your email directly

			

		

	


		
			Part 1: Introduction to IoT and Communication Technologies and the Arduino IoT Cloud

			This first part describes the principles of the Internet of Things (IoT), gives an overview of the Arduino IoT Cloud platform, and shows how to use it for the first time. It then provides a detailed description of its functionalities.

			This part has the following chapters:

			
					Chapter 1, Introduction to IoT and Arduino

					Chapter 2, First Look at the Arduino IoT Cloud

					Chapter 3, Insights into the Arduino IoT Cloud Platform and Cloud Editor

			

		

		
			
			

		

		
			
			

		

	


		
			1

			Introduction to the IoT and Arduino

			Connecting any device or machinery to the most advanced communication network in the world, the internet, opens endless possibilities for the progress of human beings.

			The realization of an interconnected world involves many different technologies and technical aspects, regulations, and even ethical principles.

			In this chapter, you will learn about the whole architecture of an end-to-end Internet of Things (IoT) application, including the different software layers and the communication channels required between its various components. We’ll also analyze similarities and differences between the IoT and its industrial version, the Industrial Internet of Things (IIoT), and we’ll look at the Industry 4.0 concept and what digital transformation for industry implies.

			This information is fundamental for understanding the IoT, IIoT, and I4, as well as for evaluating its impact on our daily lives.

			Finally, we will cover the principles and benefits behind the open source licensing model adopted by Arduino and some approaches to protecting your intellectual property in the source code of your projects.

			By the end of this chapter, you will be able to specify the technical requirements of a commercial IoT application that implements new digital business model patterns enabled by the IoT and is built on the Arduino IoT Cloud platform with respect to the Arduino trademarks.

			In this chapter, we’re going to cover the following main topics:

			
					What is the Internet of Things?

					Benefits for users

					The enablement of different business models

					The architecture of an end-to-end IoT application

					Communication technologies and protocols

					Security aspects and device provisioning

					Open source

			

			What is the Internet of Things?

			There is not a single official definition of the IoT, but the following sentence covers the concept in its entirety:

			The Internet of Things or, briefly, IoT is the concept of connecting physical objects to a network and other devices to let them interact with each other and with human beings to share information and take action through the Internet.

			These physical objects are electronic devices using different telecommunication technologies to connect to a network. It’s not surprising that the choice of network falls to the internet, not only because of the name of this technology but the characteristics of the internet itself:

			
					A digital network

					Worldwide coverage

					Standardized specifications

					Widely used for personal and professional communications

			

			IoT devices are often called IoT Nodes because they are part of this network.

			They feature sensors to detect or measure a physical property, such as the temperature of the environment or the speed of a vehicle. In other cases, they are connected to external machinery, devices, or appliances, always with the same purpose: collecting the values of physical properties, often called Telemetry Elements, and transmitting them to the internet. Once the values have reached the internet, they can arrive almost everywhere in the world in a few hundredths of a second.

			You may think about interfacing an IoT node to an industrial machine to remotely transmit the information about its running conditions, and eventually alert a maintenance operator, in case of a fault. Or, connecting the node to your coffee machine to measure the level of the coffee grounds with the possibility to check it remotely while you are at the supermarket so that you can buy another pack only if required.

			As a matter of fact, the IoT opens up the possibility to virtually infinite applications because connecting a device to the internet implies the possibility to both monitor the environment and send commands to the node remotely.

			In fact, the telecommunication technologies used in the IoT are bidirectional and information can flow from the IoT node to the internet and vice versa. The interaction among IoT nodes is mainly related to the exchange of digital information by using the internet as the communication media.

			Intelligence at the edge versus on the cloud

			It’s important to underline that IoT nodes also have processing capabilities to different extents; they can be programmed to receive information from the internet and implement some logic accordingly.

			Another example might help. You can interface IoT Node #1 to a weather station, collect information about the forecast, and transmit it to IoT Node #2 connected to your automatic irrigation unit. You may program Node #2 to prevent a waste of water in case rain is expected in the next few hours. Another node, Node #3, can embed a sensor and share the soil moisture value with Node #2 through the internet so that irrigation is activated, if necessary, when the forecast is good and the soil requires water.

			This may not be relevant to my small garden, but you might consider the benefits in the case of extensive fields, where different areas may be irrigated depending on the crop’s requirements.

			When the control logic is programmed directly on a node, we say that it is at the edge, referring to the edge between the physical and the digital world.

			The logic can also be programmed on the cloud. In this case, there is an application running on a computer connected to the internet. In fact, the cloud empowers a huge number of computers connected together and to the internet with the aim of sharing computational and storage power, as well as balancing the computational load across multiple systems. With the on-the-cloud approach, the application on the cloud receives telemetry elements from one or more IoT nodes, aggregates the information, and defines the commands to send back to the same or other IoT nodes.

			I talk about commands because IoT nodes can also be interfaced with actuators, such as motors, pumps, electro valves, electrical relays, and any other device responsible for moving and controlling a mechanism. This means that an IoT node can interact with the physical world by performing physical, programmed actions as a reaction to certain measures.

			Considering the example of irrigation, the IoT node is electrically connected to a hydraulic servo valve and drives it to control the flow of water to the nozzles.

			IoT nodes always implement embedded control logic to some extent, even when the intelligence of the application resides on the cloud. This is required to receive, interpret, and react to the commands from the application server on the cloud.

			The distinction between on the edge and on the cloud is mainly related to the real intelligence of the application, such as the capability to understand when it’s necessary to irrigate on the basis of the forecast and the moisture of the soil.

			So, intelligence on the edge is completely programmed on the node by writing software code in a structured language such as C++ or MicroPython, or adopting artificial intelligence models based on neural networks. With the on-the-cloud approach, it is the responsibility of application software running on a cloud server to decide to automatically trigger a valve.

			The choice between on-the-edge and on-the-cloud implementations is mainly driven by the application and the required response time. Implementations on the cloud allow more freedom in terms of programmable features. This is because the cloud is composed of multiple servers working together and it has virtually no constraints of memory and computational power. On the other hand, deployments on the edge remove some bottlenecks related to the latency of communication networks, reducing the response time of an IoT node and allowing it to interact with the physical world in real time.

			It’s worth noting that an implementation on the edge doesn’t preclude the benefit of implementing manual remote control of the nodes in addition to automatic control. For example, an operator could interact with the devices in the field through a graphical user interface visualized on a web page (called a dashboard). They would see the actual values of environmental conditions and could trigger the valve as they liked.

			The programmer of the application is responsible for defining and configuring the dashboards, which can be as complex as required, with widgets to visualize and insert data such as graphs and textboxes, and trigger commands such as switches, sliders, pushbuttons, and many others.

			The market sees an increasing number of on-the-edge applications for various use cases where microcontroller devices can be successfully adopted as control units of IoT nodes. This trend has led to the continuous, fast improvements in hardware components, with augmented computational capabilities and a consequent decrease in their cost, as well as the mass availability of wireless telecommunication technologies characterized by very low power consumption and long-distance transmission range.

			When we consider the installation of IoT nodes in remote and not easily accessible areas, energy autonomy is a very important aspect: we want to reduce the need for battery recharging as much as possible to decrease the costs of human intervention. Ideally, a good IoT application is supposed to be fully autonomous!

			When you adopt one of the Low-Power Wide Area Network (LPWAN) technologies, you need to consider that a decreased power consumption comes at the expense of a reduced quantity of data that can be transmitted with a single message and a higher interval between messages. It’s like considering data as a form of energy and applying the energy conservation law: if you decrease the power, you decrease the amount of data, not only the transmission range.

			A decreased amount of data per message and a longer interval between two transmissions mean that you need to reduce the information exchanged with the cloud so that the cloud needs less time to collect all the values to process.

			When this duration, which we may call Cloud Latency Time, is too long, then it’s worth implementing intelligence on the edge.

			The Arduino ecosystem

			It’s not possible to connect a single device to every type of sensor, actuator, external machinery, and device in the same way, because each element implements different electrical interfaces and ways to communicate.

			Manufacturers produce IoT nodes, or components suitable for building IoT nodes, focusing on defined use cases and technologies, and adopting some of the various standards available on the market. Every person developing an IoT project has the responsibility to select the nodes with the best characteristics for their application. When a complete product with the required features is not readily available in the market, you may use electronic modules to build your IoT nodes as you like. This is where Arduino comes in handy.

			We assume you know what Arduino is since you’re reading this book. Anyway, I think it’s worth mentioning that Arduino is not only a technology but an ecosystem maintained by the commercial business of the same name. The modular ecosystem is composed of electronic microcontroller based development boards, firmware, software libraries and tools to program boards and the cloud platform described in this book.

			The Arduino team engineers every single component with particular attention to its usability and the user experience, according to the mission of the company, which is to “enable anyone to innovate by making complex technologies open and simple to use.” (M. Banzi, cofounder of Arduino).

			It’s not surprising that the Arduino Cloud also follows the same approach, and you’ll see how easy it is to develop an IoT cloud application with the Arduino Cloud, without programming but configuring it. The ease of use of the Arduino Cloud is related to the native on-the-edge model: Arduino follows the technology trend of implementing the intelligence on the nodes, leaving the data storage and visualization tasks to the cloud.

			You may still deploy an IoT solution on the cloud with the Arduino Cloud when you interface the Arduino Cloud with third-party services where the application logic and the intelligence are implemented.

			Besides officially Arduino-compatible development boards, you can also use popular development boards such as the ESP32 & ESP8266 series development boards with the Arduino IoT Cloud. This feature helps the developer to use existing hardware solutions to migrate their products to the Arduino IoT Cloud without changing existing hardware technologies.

			The other important aspect of the Arduino ecosystem is related to making technologies open. Most of the hardware and software produced by Arduino is publicly released under open source licenses, and by the end of this chapter, you will know the benefits and the obligations related to open source licenses and how to protect your intellectual property. Arduino also provides professional hardware devices for industry use, such as the Portenta series, which is specially designed for IoT and AI solutions. Arduino Opta Programmable Logic Controllers (PLCs) are the new product line in the PRO series, which is designed for industry deployment. For more details regarding the PRO series, please visit https://store-usa.arduino.cc/collections/pro-family.

			The IoT, big data, artificial intelligence, and machine learning

			We have seen that an IoT application involves the connection between the physical and digital worlds to create some sort of digital automation of physical processes. The outcome is the result of the following:

			
					Connecting devices to the internet

					Allowing devices to share information to interact and collaborate

					Implementing smart applications that can take intelligent actions

			

			When we talk about digitalization, other buzzwords are often used together with the IoT: big data, artificial intelligence, and machine learning. These are complementary sciences that can be used to realize complex digital projects. We’ll describe what they are and how they are used in conjunction with the IoT next.

			Big data refers to extremely large and complex datasets and to the science that studies how to process them. Traditional data processing software is unable to handle big data in a reasonable amount of time due to the size of the datasets and their unstructured and disaggregated nature, so dedicated technologies are necessary to extract valuable insights and knowledge used to support decision-making and strategic planning.

			When we consider hundreds or thousands of IoT nodes sharing different values in real time, collected from the physical world, you may understand that the size and variety of the data require much more than a traditional database.

			Big data involves an implementation of logic on the cloud. Even when an on-the-edge model is used for a fast response time in the physical world, data can be sent to the cloud for long-term processing without time constraints. Here, big data can be supportive.

			For example, with reference to our example of smart irrigation, a node can use values from soil moisture sensors to control a hydraulic valve on the edge and also share information with a cloud application that uses data from multiple nodes to adapt a model for weather forecast considering, and also additional information from national weather stations.

			You may consider big data as the cloud application processing raw data to extract and store valuable information.

			Artificial intelligence and machine learning are often referred to as being the same science, but they are not. Artificial Intelligence (AI), is a broad field that encompasses many different subdisciplines, including Machine Learning (ML).

			AI is the broader concept of machines being able to carry out tasks in a way that would normally require human intelligence, such as visual perception, speech recognition, decision-making, language translation, and others.

			ML is a specific subfield of AI that focuses on enabling computers to learn from data and make predictions or decisions without being explicitly programmed to do so. Usually, ML involves training a model on a dataset and using the trained model to make predictions or decisions on new data.

			In summary, AI is the broader concept of the mimicking of human intelligence by machines, while ML is a specific method/technique to achieve AI, which allows the machine to learn from data, instead of being explicitly programmed.

			AI and ML models can be trained by using the data collected by big data tools and used to interpret other new data from the same or another big data platform.

			Once trained, the models can be deployed on the cloud and on the edge as well, depending on their size and the technical features of the nodes.

			While big data tools processes the data directly with analytical models, AI/ML works on patterns in data in order to recognize situations and trends.

			For example, you can use big data to extract the trends of soil moisture in a wide region where thousands of sensors collect values every hour and big data can support you in distinguishing between daily, monthly, and seasonal changes over a period of years.

			ML works differently; it ingests values of different types, such as weather forecast parameters, and identifies patterns that affect your observations. You may create an ML model by training a neural network with temperature, atmospheric pressure, humidity, wind speed, and soil moisture values across a period. Then you provide another set of data from a different period, without the soil moisture values, and the model is able to suggest indications about irrigation needs.

			With reference to the following diagram, you may see the complete dataflow of a complex application, where the IoT senses the physical world, reacts immediately on the edge when required, and forwards the values to big data for offline or batch processing (not in real time):
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			Figure 1.1 – Data integration with other technologies

			Big data stores and aggregates the values that are used to train and run AI/ML models. These models make decisions and send commands back to IoT nodes that interact with the physical world.

			The IoT, IIoT, and I4.0

			The IoT concept has been widely applied in different aspects of our lives and some applications are already part of our daily routines.

			For example, you may buy a smart doorbell online for tens of dollars. This device integrates a microphone and a loudspeaker and connects to your Wi-Fi. This IoT node remotely alerts you on your mobile when someone rings, and it allows you to have a conversation with the visitor in front of your door, even if you are miles away from your house. With some models, you may even unlock the door.

			Have you ever switched on a light in your house by asking Alexa®, Google Assistant™, or Apple’s Siri to do so? All those IoT nodes are examples of applications in the smart building and home vertical.

			Advanced solutions manage air conditioning, windows, and curtains depending on the environmental situation, measured by presence detection, temperature, and sunlight sensors.

			We’ve already introduced an application in the agriculture market, with others related to tracking live animals and their conditions by localizing them with GPS technologies and measuring their vital parameters. For example, a rapid heartbeat can be a symptom of stress due to overheating or the presence of a predator.

			We all like to receive frequently updated tracking information about the shipping of our last online purchase. The online tracking of deliveries is also useful to freight forwarding companies to reduce the risks of complaints and the associated operative costs. All this is possible thanks to the usage of handheld devices connected to the internet and small IoT nodes attached to valuable goods, capable of sending their location wirelessly to a cloud application. Logistics is definitely one of the sectors where the IoT is successfully adopted, but the healthcare, retail, smart infrastructure, security, and surveillance markets also offer many examples of IoT applications.

			The deployment of an IoT application in the industrial environment is commonly referred to as the IIoT.

			IIoT applications mainly focus on collecting data from the physical world to better understand how to improve industrial processes, make better use of plants, and optimize the consumption of energy, water, human work, and other resources involved in activities.

			The main target is an increase in performance and a reduction of costs in all departments.

			Important note

			This is not the place to cover the implications in terms of the workforce, but I would like to say that the IIoT doesn’t directly imply the reduction of operators, but their training and technical growth can be managed from a cost-reduction perspective when good, fair employment policies are adopted.

			The adoption of the IoT principles in the industrial environment requires particular attention in the implementation and deployment of nodes because the environment can be harsher in terms of temperatures, vibrations, and electromagnetic pollution.

			The overheating caused by higher temperatures in certain industrial environments causes failures in the electronic components of nodes and reduces their lifespan.

			Vibration fatigue is another main cause of failures of electronic devices. The vibrations transfer to the electronic board when a node is installed in contact with a machine, and they apply stress to the components, resulting in early failure.

			Industrial environments are quite dense with industrial motors in machinery, power cables, the cellular devices of operators, and other sources of electromagnetic fields.

			The preceding aspects affect IIoT nodes only, while the application of the IoT to the industrial environment has other implications on the cloud side:

			
					Scalability: Cloud infrastructures for the IIoT typically require it to easily handle and store large amounts of data from a vast number of IoT devices

					Data security: The industrial market requires improved cloud security measures to protect against cyber threats to cloud applications and IIoT devices

					Data localization: One of the frequent requests from the industrial market is that all data remains confidential and confined to the local country

			

			Several reasons justify a request for cloud data to remain in the local country. Data privacy and security concerns are evident when you consider that keeping data within a country ensures that it is subject to the jurisdiction and protection of local laws.

			Furthermore, some countries have strict regulations regarding the storage and handling of sensitive data, and keeping it within the country helps organizations comply with these regulations.

			Last but not least are considerations related to performance and cost-effectiveness: accessing data and applications stored in a remote location can result in slower performance and higher latency. Likewise, transferring data across international borders can be expensive and complex, making it more cost-effective to store data within a country.

			Industry 4.0, known as the Fourth Industrial Revolution, is a broader concept than the IIoT and refers to the application of the IIoT specifically in smart factories for the production of consumer goods.

			In this way, production processes are controlled and monitored in real time and digitalization empowers machines and devices to make decisions, freeing up human workers for higher-level tasks. This is a decentralized decision-making approach, where production is driven by data collected and analyzed by machines and devices in order to speed up a continuous improvement of the production processes.

			Flexible manufacturing processes allow the mass production of customized products in batches of one pace having features defined by every single customer at the time of online shopping.

			Industry 4.0 means connecting a fully automated factory to the internet to improve the customer experience and optimize the overall business performance.

			Customers can go to their preferred online store to buy a pair of running shoes, select the model, choose the materials, configure the colors of the different parts, and place an order. After payment by credit card, the order digitally arrives at the factory, where robots and machinery are configured in real time to get material from the warehouse, produce your custom shoes, including printing your name on them and the box, and then return the box to the warehouse ready for shipment.

			Not a single piece of paper has been printed throughout the whole process. The facility managers can consult metrics online regarding the performance of the factory and the customer receives their personalized shoes delivered at home.

			This is not a dream, and it’s already possible with the manufacturer Nike®, famous worldwide.

			Industry 4.0 requires a wider software architecture than the IIoT cloud.

			You may consider that the IIoT cloud is already interfaced with the machinery and devices of a production plant in an IIoT application. Industry 4.0 additionally connects digital systems from the different departments of the business, including the following:

			
					Enterprise Resource Planning (ERP): To automate and manage core business processes for optimal performance

					Computerized Maintenance Management System (CMMS): To manage assets, schedule maintenance, and track work orders

					Warehouse Management Systems (WMSs): To support inventory and manage supply chain fulfillment operations

			

			Here, we have discussed the IoT in detail, as well as cloud versus edge processing and AI implementations. We have covered some details about the Arduino ecosystem, including their PRO line of products. Later, we discussed the IoT, big data, artificial intelligence, and machine learning, including the IIoT, as they all are very important pillars in high-level projects. In the next section, we will discuss what benefits there are for users by implementing the IoT in daily life as well as in industry.

			Benefits for users

			Applications based on these smart technologies offer huge benefits to end users such as automating tasks and making Things remotely controllable and monitorable.

			The IoT and IIoT improve our efficiency by letting IoT applications optimize the usage of resources and allowing us to reduce costs. They also enhance our safety and security, because IoT devices can provide real-time monitoring and alerts.

			Data collection and analysis by IoT nodes can be used to personalize our experiences and the augmented connectivity provided by IoT solutions creates new possibilities for communication and collaboration.

			Finally, the IoT and IIoT enable new and modern business models, as we’ll see in the next section.

			You may ask why all this is happening now and if it comes without a cost.

			The history of the IoT can be traced back to the 1980s when the term was first used by British technology pioneer Kevin Ashton in a presentation about the potential for interconnected devices.

			In the early 2000s, the development of wireless networking standards such as Bluetooth and Wi-Fi made it easier to connect devices to the internet and cellular connectivity became a consumer market.

			Ten years later, major technology companies, such as Microsoft, Google, and Amazon, began to invest in IoT cloud platforms.

			Today, after 40 years, the progress of software technology has made big data, data analytics tools, and cloud platforms accessible and affordable for most people. The internet is a predominant medium of communication and the decreased cost of electronics, together with ecosystems such as Arduino, has made the technology easy to use.

			The IoT indirectly brings costs to businesses of every size because they need to seize the moment, adopt these technologies, and keep up with progress to remain competitive in the market.

			The social impact of the IoT is related to the introduction of different behaviors and the risk of human beings losing some manual and practical capabilities. For example, people who used to travel by car before navigation applications were available on mobile phones had a certain sense of orientation; nowadays, this skill has almost disappeared.

			The IIoT introduces the risk of misleading managers to think that these technologies support cost savings by reducing the workforce because everything is automated. Actually, the personnel need training to maintain, troubleshoot, and improve the new systems, and it’s important that business managers understand this.

			In the end, it is the responsibility of everyone involved in an IoT project to consider the application and manage the social effects properly. It means that it’s also your responsibility, dear reader.

			The enablement of different business models

			Joseph Turow, the Robert Lewis Shayon Professor of Communication at the Annenberg School for Communication at the University of Pennsylvania, said “Despite hacks and privacy issues, people will feel a need to keep connected, partly because companies will reward them for doing so (or make life difficult if they don’t)”.

			This improved connectivity among Things and people has an immediate consequence on the evolution of the patterns of digital business models.

			The following figure, from the whitepaper Business Models and the Internet of Things by the Bosch IoT Lab, shows the evolution of web technologies and what business models were enabled in the different phases:
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			Figure 1.2 – Evolution of web technologies

			We are now fully in the Web 3.0 phase where the IoT requires a drastic shift of mindset in the creation and the capture of commercial value. The Business School of Harvard University spotted this change and highlighted a series of implications.

			First of all, customers require their needs to be addressed in real time. The IoT even allows businesses to address emergent needs in a predictive manner.

			The possibilities offered by the IoT change the product management processes during their life cycle. The obsolescence reduces and it happens over a longer time because new versions of a product are evaluated by considering aggregated information about usage, collected automatically from products themselves, and analyzed to identify the effective requirements. Furthermore, the proposed user experience is based expressly on the collaboration of the products with others, eventually manufactured by third parties.

			This moves the value of the products in such a way that customers perceive more benefits in the personalization of the products and their features than in commodity advantages such as lower cost, higher quality, and immediate availability. Or, in the case of professional and industrial products, brand and ownership of the intellectual property.

			The appreciation for the collaboration capabilities of IoT products also suggests manufacturers should invest resources in understanding how other ecosystems work and make money, with the aim of developing a certain level of compatibility, more so than making a big effort to leverage internal core competencies and existing resources and processes.

			Once the features of the new version are identified and implemented, manufacturers can often update many products at the same time, and remotely over the air. This is one of the appealing services that can be offered as the intrinsic value of a product or a paid service for subscribers.

			The increased possibility to offer additional services moves the path to profit in the business strategy. The new approach is the search for the optimal balance between immediate and recurrent revenues. Immediate revenues, related to the traditional core business, often require a lot of effort and large investments to scale the number of sold products. On the other hand, the activities required to establish and maintain a good service offering, based on IoT capabilities, guarantee recurrent revenues in time.

			Business models enabled by the IoT

			When you buy a mobile phone from one of the two or three main manufacturers, typically, you don’t pay the real value of the device itself, but the perceived value of the product. Many people are keen on spending more on a mobile that represents a status symbol, rather than on an anonymous model, even with the same features. The status symbol is a benefit perceived as product value.

			In a similar way, we may calculate the price of an IoT solution on the benefits it provides, instead of its costs. For example, we may consider a smart building project for energy efficiency: the IoT system tracks and analyzes energy usage, automatically controls illumination in common areas, and allows the owner of a building to identify areas for improvement and reduce their energy costs.

			According to this model, called outcome-based, a solution provider may propose the system for a percentage of the savings on the energy bills of the customer, plus the installation and removal costs. They maintain the property using their IoT hardware without selling it but, when they close the contract, they have created a source of recurrent revenue for a certain amount of time. At the end of the contract period, they remove and reuse the IoT products for another installation. In this way, the cost of the IoT hardware is an investment of the solution provider and, considering the product life cycle mentioned previously and the low level of wear of these devices, it can generate a good return.

			Paying for the benefits provided doesn’t implicitly mean paying more than the value of the product, but it can still be convenient for both parties involved. This is the case with the pay-per-usage model. Going back to the smart irrigation example, farmers can then use the IoT application provided by the water company to water their crops, with charges based on the amount of water used. The goal is not to make money on the IoT device itself but to use the data produced by the nodes to track usage.

			The asset-sharing model is a pay-per-usage model characterized by the fact that the asset monitored by the IoT nodes is shared among multiple customers. For example, in the last few years, many businesses have bought and rented electric scooters in many different cities in the world. The user enrolls on the provider’s platform and uses their mobile, connected to the internet, to start and stop the rental and enable the scooter accordingly. This is a very good example of an IoT application in the smart cities vertical: both the user’s mobile and the scooter are connected to, and interact through, the internet. In this case, the user pays for the benefit of riding in certain areas less than they would pay to buy their own scooter because they share the IoT product, the scooter, with the local community. The asset-sharing model is based on the concept of selling extra capacity to the market and solves the big concern that everyone has when buying expensive equipment: will I be able to utilize it to its maximum capacity?

			When we talk about business models related to the sale of services, the subscription model is the most well known: the user doesn’t pay to own the solution, but they pay an amount regularly to use it. This model is usually adopted by companies offering smart home devices such as connected thermostats, security cameras, and smart locks. Customers pay a monthly or annual fee for access to the devices, as well as the ability to control and monitor them through a mobile app.

			One type of IoT subscription business model with a growing trend in its adoption is asset tracking. The reduction in power consumption and dimensions, as well as the decreased dimensions and costs of IoT nodes, enable a progressive adoption to localize different assets they are attached to. In this case, the subscriber doesn’t pay for the IoT nodes but for regular access to the localization data and the movements of the assets.

			The IoT supports the proposal of other kinds of services; for example, a predictive maintenance IoT solution enables the sales of a convenient maintenance service, where the contract is appealing to both the contractor and the customer. The contractor can keep their tariffs lower because they don’t need to schedule periodical visits to their customer: the system will inform them in advance to plan the intervention before it becomes urgent. At the same time, they can enlarge their customer base to justify the cost of the installed solutions.

			A consultancy company can install an IoT solution to measure the performance of machinery in a production plant without stopping any machine because all data is collected by autonomous IoT nodes that don’t need interfaces to the existing plant. Data is used to measure the Overall Equipment Effectiveness (OEE) and suggest how to optimize the usage of the plant. In this case, the core business of the company is not the sale of IoT solutions, but the services deriving from the data collected by the IoT application.

			The razor-blade business model in the IoT is similar to traditional models but with the added convenience and customization of IoT technology. The goal is to get the product in the customer’s hands, at cost or even less, to start selling your other products. The name comes from the company Gillette®, the inventor and first adopter: its main revenues come from the sale of the blades while razors are just the main source to bring about the sales of blades as one razor sold will generate multiple purchases of blades. In a similar way, HP® sells inkjet printers at a very low price with the aim of gaining revenues from the sale of the cartridges. The IoT can monitor the customer’s habits and suggest the optimal model for the consumable. It can also increase the probability of reordering because an order can be placed automatically by a device.

			There are cases where businesses provide IoT applications with their hardware for free because its purpose is to monetize by collecting and reselling users’ data. This pertains to the situation involving driving habit monitoring devices. While these devices offer valuable insights to users, insurance companies derive significant benefits by analyzing driving patterns across a large number of individuals. Introducing this model can be seen as an expansion of your primary business, where you initially focus on addressing the needs of your end users and subsequently explore opportunities to generate revenue from their data. These two approaches can coexist harmoniously as long as you prioritize transparency with your customers regarding data usage and take necessary measures to safeguard their privacy.

			In the preceding section, we have discussed what innovations and improvements end users benefit from due to smart products. The IoT has not only improved end users’ lifestyles but has also helped new business models to emerge, as well as helping industries to shift toward Industry 4.0, which helps industries run their production lines securely, quickly, and cost-effectively.

			The architecture of an end-to-end IoT application

			Now that we know more about the IoT, we have seen its principles and some examples of different applications, the time is good to dig more into the technical aspects with the analysis of the architecture of an IoT application.

			We have already introduced IoT nodes, cloud platforms, and applications. A picture is better than a thousand words to explain how they work together and the following diagram shows the architecture of an IoT solution in its entirety:
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			Figure 1.3 – High-level architecture of an IoT system

			There is an important difference between cloud platforms and cloud applications. Cloud platforms implement communication, user and device management, data storage and security, and other basic services; cloud applications implement the logic of the application, the dashboards, and all the specific aspects of the application.

			In this sense, the Arduino IoT Cloud can be considered a cloud application running on the AWS cloud platform.

			Thanks to the connectivity offered by the internet, you may set up even a complex IoT solution that features many different functionalities, just by exploiting multiple cloud applications, frameworks, and services already implemented by third parties and interconnected via the internet. This means that you don’t need to develop or configure everything from scratch and you may save time and headaches; it also explains the reason why multiple cloud platforms and cloud applications are visualized in the preceding figure.

			Examples of these functionalities can be Single Sign-On (SSO), a user authentication service that allows a user to use one set of login credentials (e.g., name and password) to access multiple applications – such as social media platforms, and tons of others. You just need to decide what you need, search on the internet for the preferred provider, and easily integrate those features in your application without the need to program them. This is also valid for the Arduino Cloud platform, which offers a couple of different ways to interface with third-party applications, as we’ll see in Chapter 12.

			The gateway is the last type of module we need to talk about. Gateways support the connection between nodes and cloud platforms. Or, more precisely, they are the bridge connecting nodes to the internet and allowing the exchange of data between nodes and cloud applications. There are many different types of gateways, characterized by the communication technologies they implement.

			Your Wi-Fi router is a perfect example of a gateway: it’s connected to the internet and it accepts connections from other devices via Wi-Fi. It converts the Wi-Fi device into the data transportation technology of your internet provider (landline, Ethernet, or fiber-optic cable).

			Gateways may also implement additional functionalities, such as data filtering, protocol conversion, and security. Every IoT application includes gateways in the architecture, even when they are not directly managed by you or the programmer of the solution.

			Let’s consider an application with nodes using cellular connectivity. It may look like the nodes are directly connected to the internet, but it’s not the case. In fact, the nodes connect to the cellular network as well as dedicated gateways managed by the network provider. It’s important to clearly understand the presence of all the components in the architecture because each part can be a point of weakness in the case of an issue and can make the troubleshooting longer and more complex.

			Communication technologies and protocols

			Data flows through a number of different devices during the back-and-forth between IoT nodes and cloud applications. These devices implement various communication technologies and protocols and the following diagram shows the most common choices:
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			Figure 1.4 – Communication technologies and protocols

			In relation to the four main communication paths in the whole chain, the main distinction is related to the wireless or wired nature of the communication.

			As per the preceding figure, the field-to-device path is usually wired: sensors, actuators, and devices connect to an IoT node thanks to wires. They pack and exchange data according to one of the standards for wired interfaces shown in the figure.

			The device-to-gateway path can be wired or wireless depending on the technical requirement of the node for each specific application. Wireless IoT nodes offer the following benefits compared to wired IoT nodes:

			
					Mobility: Wireless IoT nodes are not restricted by physical connections and can be easily moved or relocated, providing more flexibility and freedom

					Ease of installation: Wireless nodes do not require cabling and can be installed much faster and more easily, reducing installation costs and time

				
				
				
			

			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
		




















































	

OEBPS/Fonts/MinionPro-Bold.otf


OEBPS/image/B19752_QR_Free_PDF.jpg





OEBPS/Fonts/MyriadPro-Semibold.otf


OEBPS/toc.xhtml


		

		Contents



			

						Arduino IoT Cloud for Developers



						Note from the Founding Director of EZIT



						Contributors



						About the author



						About the reviewer



						Preface

					

								Who this book is for



								What this book covers



								To get the most out of this book



								Download the example code files



								Conventions used



								Get in touch



								Share Your Thoughts



								Download a free PDF copy of this book



					



				



						Part 1: Introduction to IoT and Communication Technologies and the Arduino IoT Cloud



						Chapter 1: Introduction to the IoT and Arduino

					

								What is the Internet of Things?

							

										Intelligence at the edge versus on the cloud



										The Arduino ecosystem



										The IoT, big data, artificial intelligence, and machine learning



										The IoT, IIoT, and I4.0



							



						



								Benefits for users



								The enablement of different business models

							

										Business models enabled by the IoT



							



						



								The architecture of an end-to-end IoT application



								Communication technologies and protocols



								Security aspects and device provisioning

							

										Hardware security



										Encryption for secure communication



										Bulk device provisioning



										Arduino PRO for commercial use cases



							



						



								Open source

							

										Benefits and obligations of different open source licenses



										The protection of your intellectual property



										Respect for the Arduino trademarks in commercial applications



							



						



								Summary



					



				



						Chapter 2: First Look at the Arduino IoT Cloud

					

								Technical requirements



								Understanding how the Arduino IoT Cloud works



								The Arduino IoT Cloud and the MKR1010 Hello World example

							

										What is the Arduino Create Agent?



										Setting up the Thing, device, and variable



										Writing a sketch



										Creating a dashboard for web and mobile with an interactive widget



										Assignment 1



							



						



								Introducing Node-RED



								The Arduino IoT Cloud and a Node-RED Hello World example

							

										A tour of the Node-RED editor



										Installing the Arduino IoT Cloud module for Node-RED



										Setting up an API, variable, and dashboard widget



										Creating a first project with Node-RED



										Assignment 2



							



						



								Summary



					



				



						Chapter 3: Insights into the Arduino IoT Cloud Platform and Web Editor

					

								Technical requirements



								Introducing the Arduino IoT Cloud interface

							

										Devices and things



										Dashboards



										Integrations and templates



							



						



								Exploring input controls

							

										Switch, push button, slider, and stepper



										Color, dimmed light, and colored light



										Time picker (configuration)



										Scheduler (configuration)



							



						



								Delving into output controls

							

										Value, status, gauge, percentage, and LED



										Maps and charts



										Messenger and sticky notes



							



						



								Understanding the Arduino Web Editor

							

										Sketchbook



										Examples



										Libraries and the Library Manager



										Monitor AKA the Serial Monitor



										Reference, help, and preferences



										Arduino IoT Web Editor features



							



						



								Assignments

							

										Assignment 1



										Assignment 2



										Assignment 3



							



						



								Summary



					



				



						Part 2: Getting Hands-On with Different Communication Technologies



						Chapter 4: Project #1 – a Smarter Setup for Sensing the Environment

					

								Technical requirements



								Why is air quality monitoring necessary?



								Exploring the hardware requirements



								Understanding the project architecture

							

										Schematics and design



										PCB design and the assembly of hardware components



							



						



								Setting up the Thing, network credentials, cloud variables, and code

							

										Cloud variables



										Associating a device



										Network



										Coding



							



						



								Setting up a dashboard for web and mobile



								What’s next?



								Summary



					



				



						Chapter 5: Project #2 – Creating a Portable Thing Tracker Using MKR GSM 1400

					

								Technical requirements



								Enhancing operations with IoT asset tracking and remote control



								Exploring the advantages of GSM/LTE/NB-IoT communication technologies



								Seamless global connectivity with IoT SIM cards



								Building blocks – sensors and development boards for IoT



								Designing the project architecture

							

										Schematic design and assembly



										Testing GPS module data



							



						



								Activating SIM cards for IoT deployment



								Configuring the Thing, network credentials, cloud variables, and code

							

										Cloud variables



										Associating a device



										Network



										Coding



							



						



								Creating comprehensive web and mobile dashboards



								What next?



								Summary



					



				



						Chapter 6: Project #3 – a Remote Asset Tracking Application with LoRaWAN

					

								Technical requirements



								Understanding LoRaWAN and its IoT applications

							

										Usage in IoT



							



						



								LoRaWAN versus other communication technologies



								Components of a LoRaWAN IoT application



								Essential hardware – sensors and development boards



								Designing the project architecture

							

										Schematics design and assembly



										Testing GPS module data



							



						



								Setting up the Thing, device association, cloud variables, and code

							

										Cloud variables



										Associating a device



										Network



										Coding



							



						



								Configuring the The Things Indoor Gateway



								Creating web and mobile dashboards



								What next?



								Summary



					



				



						Part 3: Exchanging Data between Nodes and Cloud Applications



						Chapter 7: Enabling Communication between Different Devices

					

								Technical requirements



								What is D2D communication in the IoT cloud?



								The benefits of Arduino IoT Cloud thing-to-thing communication



								Hardware components – sensors and development boards



								Project architecture

							

										Schematics design and assembly



							



						



								Setting up a Thing

							

										Cloud variables



										Associating a device



										Network



										Coding



							



						



								Implementation of GUI using synchronized cloud variables



								Limitations of cloud variable/property synchronization



								What next?



								Summary



					



				



						Chapter 8: Working with the Arduino IoT Cloud SDK and JavaScript

					

								Technical requirements



								Demystifying the Arduino IoT Cloud SDK – functionality and operation



								Securing access – unveiling API keys and authentication



								Initial exploration – test drive using Postman



								Diverse platform compatibility – SDKs for various environments



								Step-by-step – installing the Arduino Node.js SDK client



								Interacting with devices – hands-on with the Node.js SDK

							

										Creating a device



										Updating a device



										Deleting a device



										Listing devices



										Showing a device



										Device properties/variables



							



						



								Engaging with Things – Node.js SDK implementation guide

							

										Creating a Thing



										Updating a Thing



										Creating a Thing sketch



										Deleting a Thing



										Listing Things



										Showing a Thing



							



						



								Exploring properties – Node.js SDK interaction techniques

							

										Creating a property



										Updating a property



										Deleting a property



										Listing properties



							



						



								Crafting dashboards – unleashing potential via the 

Node.js SDK

							

										Creating a dashboard



										Updating a dashboard



										Deleting a dashboard



										Listing dashboards



							



						



								Fine-tuning with the Node.js SDK – property value management

							

										Get a property value



										Set a property value



							



						



								Assignment



								Summary



					



				



						Chapter 9: Project 4 – Collecting Data from the Soil and Environment for Smart Farming

					

								Technical requirements



								Smart farming with IoT



								Essential hardware for your agri-tech project



								Architecting your agriculture IoT system

							

										Schematics and design



										PCB design and the assembly of hardware components



							



						



								Perfecting sensor calibration



								Setting up things, networks, and cloud variables

							

										Cloud variables



										Network configuration



										Coding



							



						



								Creating web and mobile dashboards



								What next?



								Summary



					



				



						Chapter 10: Project #6 – Making Your Home Smarter with a Voice Assistant

					

								Technical requirements



								Creating smarter homes with IoT



								Essential components – sensors and development boards



								Blueprint for your smart home IoT project

							

										Schematic design and assembly



										Testing the WS2812 with the Arduino IDE



							



						



								Initial setup – Thing, network credentials, cloud variables, and code

							

										Cloud variables



										Associating a device



										Network



										Coding



							



						



								User-friendly controls – building web and mobile dashboards



								Enhancing controls – integrating the Arduino IoT Cloud with Amazon Alexa



								What next?



								Summary



					



				



						Part 4: Learning Advanced Features of the Arduino IoT Cloud and Looking Ahead



						Chapter 11: Implementing the Arduino IoT Cloud Scheduler and Over-the-Air Features

					

								Technical requirements



								The importance of the Scheduler in IoT



								Using the Arduino IoT Cloud Scheduler – an MKR Wi-Fi 1010 illustration

							

										The Arduino IoT Cloud Scheduler



										An MKR Wi-Fi 1010 example



							



						



								Initial configuration – Things, network credentials, cloud variables, and code

							

										Cloud variables



										Associating a device



										Network configuration



										Coding



							



						



								Dashboard creation and a deep dive into the Scheduler widget



								The task at hand – an assignment



								Exploring OTA updates in IoT



								Leveraging the Arduino IoT Cloud for OTA updates

							

										The Arduino IoT Cloud pros



										Arduino IoT Cloud OTA cons



										A list of compatible development hardware for Arduino OTA



										Implementing the OTA update on the MKR Wi-Fi 1010



										How OTA works



							



						



								Summary



					



				



						Chapter 12: Project #6 – Tracking and Notifying about Your Heart Rate

					

								Technical requirements



								Exploring IoT for smart health solutions



								Knowing the hardware components – sensors and development boards



								Understanding the project architecture

							

										Schematics design and assembly



										Sensor calibration



							



						



								Setting up a Thing, network credentials, cloud variables, and code

							

										Cloud variables



										Device association



										Network



										Coding



							



						



								Setting up a dashboard for web and mobile



								Setting up the notification service



								What next?



								Summary



					



				



						Chapter 13: Scripting the Arduino IoT Cloud with Cloud CLI

					

								Technical requirements



								What is the Arduino Cloud CLI?



								Securing access – unveiling API keys and authentication



								Installing the Arduino Cloud CLI



								Interacting with devices

							

										Creating a device



										Listing devices



										Deleting a device



										Tagging and untagging a device



										Extracting a template from a Thing



										Creating a Thing



										Cloning a Thing



										Listing Things



										Deleting a Thing



										Associating a device with a Thing



										Tagging and untagging a Thing



							



						



								Crafting dashboards – unleashing potential via the command line

							

										Extracting a template from a dashboard



										Listing dashboards



										Deleting a dashboard



										Creating a dashboard



							



						



								OTA management

							

										Exporting a binary using the Arduino IDE



										Uploading a sketch to a device



							



						



								What next?



								Summary



					



				



						Chapter 14: Moving Ahead in the Arduino IoT Cloud

					

								Arduino IoT Cloud plans

							

										Plans for individuals



										Plans for schools



										The enterprise base plan



							



						



								Arduino PRO

							

										Arduino PRO hardware



										Arduino PRO software



							



						



								Further resources and insights



								Summary



					



				



						Index

					

								Why subscribe?



					



				



						Other Books You May Enjoy

					

								Packt is searching for authors like you



								Share Your Thoughts



								Download a free PDF copy of this book



					



				



			



		

		

		Landmarks



			

						Cover



						Table of Contents



						Index



			



		

	





OEBPS/Fonts/MinionPro-Regular.otf


OEBPS/Fonts/MinionPro-BoldIt.otf


OEBPS/Fonts/CourierStd-Bold.otf


OEBPS/Fonts/MinionPro-It.otf


OEBPS/Fonts/MyriadPro-Light.otf


OEBPS/Fonts/MyriadPro-Regular.otf


OEBPS/Fonts/MyriadPro-SemiboldIt.otf


OEBPS/image/B19752_01_03.jpg
Devices

Applications

Gateway

Devices





OEBPS/image/Packt_Logo_New.png
<PACKD





OEBPS/image/B19752_01_02.jpg
Pre- Internet of Internet of Internet of Internet of
Internet Content Services People Things
e
+ | @ |+ + +
-mem ()
ZlE[E = =
H2H WWW WEB 2.0 SOCIAL WEB M2M






OEBPS/image/B19752_01_04.jpg
2 Bluetooth ¢y MQTT Cloud
AR WiFi @ & AMQP @
<+—> <+—> <+
Smart
A NFC Gateway @ HTP loT
Platform
A Zigbee Q COAP Services






OEBPS/Fonts/CourierStd.otf


OEBPS/image/Cover.png
Arduino loT Cloud
for Developers

Implement best practices to design and deploy
simple-to-complex projects at reduced costs

<> MUHANMMAD AFZAL





OEBPS/image/B19752_01_01.jpg
SENSES REMEMBERS

saves

r:: Big
Data

commands@| <":D trains

DECIDES





