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			Preface

			The cloud has been made famous by the apps that run there. Application developers and IT infrastructure professionals have embraced public clouds such as Amazon Web Services (AWS) to build highly available and resilient resources. However, just like how IT has functioned for the last few decades, when these services are not functioning, who gets blamed first? The network.

			The network engineers of today have been building scalable and resilient networks for decades and the networks running within AWS cloud environments are no different. AWS cloud computing teams need engineers and architects with strong networking capabilities to support the design and deployment of networks just as they do on-premises. However, networking in the public cloud differs from the way things are done on-premises. Network operators need to be able to effectively build and operate complex networks within AWS to function as an extension of the enterprise networks they are responsible for.

			This is the purpose of the AWS Certified Advanced Networking – Specialty (ANS-C01) exam: to demonstrate the skills and knowledge to build and maintain AWS cloud networks. As defined by the blueprint for this exam, individuals looking to take this exam should be able to perform the following tasks:

			
					Design and deploy core networking functionality within and across AWS accounts

					Implement hybrid networking solutions to connect with traditional networks and third-party networks

					Integrate other core AWS services with networking solutions for functionality with DNS, load balancing, and content distribution

					Implement security within AWS networks utilizing native services and constructs

					Deploy AWS network solutions using infrastructure as code (IaC) for optimization and automation

					Operate AWS networks using native analysis tools and services

			

			The goal of this book is to prepare candidates specifically for the ANS-C01 version of the AWS Certified Advanced Networking – Specialty exam. This book will not only cover the topics outlined in the exam blueprint but also provide real-world examples about operating AWS cloud networks from the experience of the authors.

			Who This Book Is For

			This guide is meticulously crafted for experienced cloud networking professionals, network architects, and solution designers who are committed to mastering advanced networking concepts within the Amazon Web Services (AWS) ecosystem. It is specifically tailored to support candidates preparing for the ANS-C01 examination, providing comprehensive coverage of complex networking technologies, design patterns, and implementation strategies unique to AWS infrastructure.

			Networking and AWS Constructs You Should Already Know

			This certification guide is going to make some assumptions about what you should already know with respect to computer networking and AWS services.

			When going by the AWS blueprint for the ANS-C01 exam, there is an expectation that candidates need to be very comfortable working with computer networking. The following description is taken directly from the AWS Certified Advanced Networking – Specialty (ANS-C01) exam guide:

			The target candidate possesses the knowledge, skills, experience, and competence to design, implement, and operate complex AWS and hybrid networking architectures. The target candidate is expected to have 5 or more years of networking experience with 2 or more years of cloud and hybrid networking experience.

			Note

			The details for the AWS Certified Advanced Networking – Specialty exam, including the blueprint, can be found here: https://aws.amazon.com/certification/certified-advanced-networking-specialty/.

			Here are the key network fundamentals that you should have a strong level of comfort with before proceeding with this chapter. If any of the topics below are unfamiliar to you, please refer to the appendices to develop a baseline on these concepts:

			
					The OSI layer - (Appendix 1, Network Fundamentals)

					IP Addressing fundamentals (v4 and v6) - (Appendix 1, Network Fundamentals)

					IP Subnetting & CIDR notation - (Appendix 1, Network Fundamentals)

					Public vs Private IP Addressing - (Appendix 1, Network Fundamentals)

					IP Routing - (Appendix 2, IP Routing Fundamentals)

					Dynamic Routing (for later chapters) - (Appendix 2, IP Routing Fundamentals)

					BGP Basics (for later chapters) - (Appendix 2, IP Routing Fundamentals)

			

			In addition to the above network fundamentals, there are a few AWS constructs that you will need to be familiar with to proceed. These items are typically covered within another certification track, like the AWS Certified Cloud Practitioner. Additional reading for each of these components will be linked below.

			Here are the AWS constructs you should already be familiar with before proceeding:

			
					AWS Regions and Zones

					Amazon Simple storage service (S3)

					Amazon Elastic cloud compute (EC2)

					Amazon Elastic block store (EBS)

					AWS Service Quotas

			

			Note

			Further detail on the above mentioned AWS topics can be found at the links below

			https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

			https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html

			https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html

			https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/storage_ebs.html

			https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html

			AWS Certified Advanced Networking – Specialty Exam Outline

			The ANS-C01 exam is divided into separate domains. Each domain includes specific statements that outline what candidates should be able to demonstrate. This outline briefly covers each domain and how these statements should be interpreted by candidates for the exam.

			Test Domains

			The ANS-C01 exam is divided into four test domains. These domains identify, at a high level, areas of expertise that the candidate will be tested on. You can see in the following table that each domain holds a significant amount of weight on the exam; therefore, the candidate needs to make sure they can demonstrate their knowledge and skills adequately in each domain. These weights only represent the scored content on the exam.

			
				
					
					
				
				
					
							
							Domain

						
							
							Weight (%)

						
					

					
							
							Domain 1: Network Design

						
							
							30%

						
					

					
							
							Domain 2: Network Implementation

						
							
							26%

						
					

					
							
							Domain 3: Network Management and Operation

						
							
							20%

						
					

					
							
							Domain 4: Network Security, Compliance, and Governance

						
							
							24%

						
					

					
							
							Total

						
							
							100%

						
					

				
			

			Table 0.1: Test domain weighting

			Task Statements

			Each domain contains a set of task statements relating to the content covered on the exam. While not a comprehensive list of the content of the exam, each task statement on the blueprint provides additional context to help candidates prepare for the exam. The additional context per task statement identifies items that the candidate will need knowledge of versus skills in. As the reader, you can logically separate these two statements as theory versus hands-on experience.

			For areas that require knowledge of, you will be expected to demonstrate your knowledge of how that item fits into an overall solution. This may require detailing the components of the technology/service being asked about and/or what use case it can address. For areas that require skills in, you will be expected to demonstrate your knowledge of how to configure, validate, or troubleshoot a selected technology or AWS service.

			For example, a knowledge of example for Amazon VPC would involve understanding its components, such as subnets, route tables, and NAT gateways, and how they fit together in the network architecture. A skills in example would involve hands-on experience configuring a NAT gateway to allow private subnet instances to access the internet while ensuring proper route table and security group settings.

			Note

			For a comprehensive analysis of the chapters that correspond to specific domains, please refer to the List of Task Statements per Test Domain section in the Appendix 1.

			What This Book Covers

			In this comprehensive guide, you’ll learn everything you need to know to become an expert in AWS advanced networking. The content has been divided into strategic technology domains, covering all critical aspects of AWS networking.

			Chapter 1, Advanced VPC Networking, is part of Domain 3 and explores sophisticated VPC connectivity design patterns, including VPC peering and AWS Transit Gateway, demonstrating how to interconnect multiple VPCs effectively.

			Chapter 2, VPC Traffic and Performance Monitoring, is part of Domain 3 and showcases various traffic and performance monitoring tools available to AWS network operators, ensuring comprehensive network transparency.

			Chapter 3, Networking Across Multiple AWS Accounts, is part of Domain 2 and walks through strategies for providing network connectivity across multiple AWS accounts, addressing enterprise needs for resource separation and integrated networking.

			Chapter 4, AWS Direct Connect, is part of Domain 3 and examines AWS Direct Connect as a primary method for establishing direct connectivity between on-premises data centers and AWS cloud networks.

			Chapter 5, Hybrid Networking with AWS Transit Gateway, is part of Domain 3 and explores advanced integration techniques for connecting Direct Connect with AWS Transit Gateway architectures.

			Chapter 6, Connecting Third-Party Networks to AWS, is part of Domain 2 and investigates connectivity solutions for third-party locations, including temporary and edge networking scenarios like SDWAN integration.

			Chapter 7, AWS Route 53: Basics, is part of Domain 2 and introduces DNS management within AWS, covering domain registration and hosted zone fundamentals.

			Chapter 8, AWS Route 53: Advanced, is part of Domain 1 and delves into complex routing policies, health checks, and resolver endpoints for sophisticated DNS management.

			Chapter 9, AWS Elastic Load Balancing, is part of Domain 1 and covers the comprehensive suite of load balancing options, including Application, Network, and Gateway Load Balancers.

			Chapter 10, AWS CDN and Global Traffic Management, is part of Domain 1 and explores services like Amazon CloudFront and AWS Global Accelerator for optimizing content delivery and reducing latency.

			Chapter 11, Security Framework, is part of Domain 4 and provides a comprehensive overview of network security principles and best practices in cloud environments.

			Chapter 12, AWS Security Services, is part of Domain 4 and examines the robust portfolio of AWS security products for protecting network traffic and preventing vulnerabilities.

			Chapter 13, Infrastructure as Code, is part of Domain 1 and demonstrates the power of Infrastructure as code (IaC) principles in AWS networking, showcasing automation and API-driven network management.

			Chapter 14, Data Analytics and Optimization, is part of Domain 3 and presents strategies for comprehensive network traffic logging, performance optimization, and operational insights.

			Chapter 15, Conclusion, outlines how you can get the most out of this book and offers guidance on building a strong learning strategy to pass the ANS-C01 exam. It also includes instructions on how to register for the exam.

			Appendix 1, Network Fundamentals, provide foundational networking concepts for professionals with less than 5 years of networking experience or those seeking a comprehensive review.

			Appendix 2, IP Routing Fundamentals, provide foundational routing and Border Gateway Protocol (BGP) concepts and will aid you in learning how AWS networking works.

			Appendix 3, VPC Networking Basics, introduce the core constructs of Virtual Private Cloud (VPC) and the fundamental networking component in AWS.

			Appendix 4, VPC Security and External Connectivity, provides the best practices for securing VPCs against unauthorized access and configuring them for optimal security.

			Authors’ Assumptions

			This book is meant to prepare you with the skills and knowledge to pass the AWS ANS-C01 exam. This book is not meant to be a be-all-and-end-all guide to the world of computer networking. The authors will be making some assumptions about the skills you’ll need to be comfortable with before diving into this book.

			You should be familiar with the OSI model. The OSI model is the industry standard framework for describing how applications communicate over a network. It is often the first concept taught when conducting network training to those who are brand-new to the field. This book will contain many references to different layers of the OSI model. A brief explanation of the OSI model can be found in Appendix 1, Network Fundamentals.

			You should be comfortable with and have knowledge of layer 2 concepts such as MAC addresses and VLANs. While the cloud is often branded as “a world without layer 2” because of the lack of these concepts being present for consumers of AWS VPC, there will still be usage of these concepts. Specifically, when discussing hybrid networking with AWS, layer 2 concepts such as VLANs and MAC addresses play a large role in building connectivity to on-premises.

			You should have a general understanding of network appliances and their roles. There are specific appliances that make up the proverbial stool that computer networking sits upon, such as routers, switches, and firewalls. This book will contain many references to these types of appliances and will expect you to have knowledge of what these appliances are used for. A brief explanation of these appliances can be found in Appendix 2, IP Routing Fundamentals.

			You should have a general understanding of layer 4 protocols such as TCP and UDP. The flow and behavior of network traffic heavily depend on the transport protocol that is used. While you do not need to be an expert on TCP and UDP, this book will contain references to the general operation of these protocols and the considerations that come with them.

			Use of Example Organization: Trailcats

			In order to facilitate understanding of how AWS services solve real-world problems, this book makes use of a fictious business called Trailcats. Trailcats is an outfitter for people who want to take their cats hiking. Trailcats uses AWS services to scale and expand its global supply chain footprint as it grows in popularity.

			Online Practice Resources

			With this book, you will unlock unlimited access to our online exam-prep platform (Figure 0.1). This is your place to practice everything you learn in the book.

			How to Access These Materials

			To learn how to access the online resources, refer to Chapter 16, Accessing the Online Practice Resources, at the end of this book.
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			Figure 0.1: Online exam-prep platform on a desktop device

			Sharpen your knowledge of ANS-C01 concepts with multiple sets of mock exams, interactive flashcards, hands-on activities, and exam tips, accessible from all modern web browsers.

			Conventions Used

			Several text conventions are used throughout this book.

			Code Words

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, and user input. Here is an example: “An ENI can be created using the AWS CLI create-network-interface command.”

			A block of code is set as follows:

			
AWSTemplateFormatVersion: "2010-09-09"
Resources:
  myvpc:
    Type: AWS::EC2::VPC
    Properties:
      CidrBlock: 10.16.0.0/16
  mysubnet:
    Type: AWS::EC2::Subnet
    DependsOn: myvpc
			Bold: Indicates a new term or an important word. For example, words in menus or dialog boxes appear in the text like this. Here is an example: “This chapter will focus on the critical building blocks within a virtual private cloud (VPC) around network interfaces and public IP addresses, and then shift to focusing on building connectivity.”

			Tips or important notes

			Appear like this.

			Accessing the Code Files and Colored Images

			You can find the complete code files of this book at https://packt.link/9seca.

			The high-quality color images used in this book can be found at https://packt.link/vgd38.

			Get in Touch

			Feedback from our readers is always welcome.

			General feedback: If you have any questions about this book, please mention the book title in the subject of your message and email us at customercare@packt.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you could report this to us. Please visit www.packtpub.com/support/errata and complete the form. We ensure that all valid errata are promptly updated in the GitHub repository at https://packt.link/9seca.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you could provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

		

		
			
			

		

		
			Share Your Thoughts

			Once you’ve read AWS Certified Advanced Networking – Specialty (ANS-C01) Certification Guide, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

		

		
			Download a Free PDF Copy of This Book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry – now, with every Packt book, you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application.

			The perks don’t stop there: you can get exclusive access to discounts, newsletters, and great free content in your inbox daily.

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below it:
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					Submit your proof of purchase.

					That’s it! We’ll send your free PDF and other benefits to your inbox directly.

			

		

	


		
			1

			Advanced VPC Networking

			The AWS Certified Advanced Networking – Specialty (ANS-C01) exam focuses on advanced networking. This chapter will focus on the critical building blocks within a virtual private cloud (VPC) around network interfaces and public IP addresses, and then shift to focusing on building connectivity.

			Within your AWS cloud environment, there may be several scenarios where you need to build interconnectivity between your VPCs. This could be as simple as two servers in separate VPCs needing to communicate directly, or hundreds of VPCs needing access to shared services hosted in another VPC.

			In addition, your VPCs could need access to other AWS services such as S3 for storage. Lastly, testing whether this connectivity is correctly configured is a crucial point of verification. Understanding how VPCs communicate is important for the exam and real-world applications, as most cloud deployments involve multiple VPCs and services.

			Making the Most of This Book – Your Certification and Beyond

			This book and its accompanying online resources are designed to be a complete preparation tool for your ANS-C01 exam.

			The book is written in a way that means you can apply everything you’ve learned here even after your certification. The online practice resources that come with this book (Figure 1.1) are designed to improve your test-taking skills. They are loaded with timed mock exams, chapter review questions, interactive flashcards, case studies, and exam tips to help you work on your exam readiness from now till your test day.

			Before You Proceed

			To learn how to access these resources, head over to Chapter 16, Accessing the Online Practice Resources, at the end of the book.
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			Figure 1.1: Dashboard interface of the online practice resources

			Here are some tips on how to make the most of this book so that you can clear your certification and retain your knowledge beyond your exam:

			
					Read each section thoroughly.

					Make ample notes: You can use your favorite online note-taking tool or use a physical notebook. The free online resources also give you access to an online version of this book. Click the BACK TO THE BOOK link from the dashboard to access the book in Packt Reader. You can highlight specific sections of the book there.

					Chapter review questions: At the end of this chapter, you’ll find a link to review questions for this chapter. These are designed to test your knowledge of the chapter. Aim to score at least 75% before moving on to the next chapter. You’ll find detailed instructions on how to make the most of these questions at the end of this chapter in the Exam Readiness Drill – Chapter Review Questions section. That way, you’re improving your exam-taking skills after each chapter, rather than at the end of the book.

					Flashcards: After you’ve gone through the book and scored 75% or more in each of the chapter review questions, start reviewing the online flashcards. They will help you memorize key concepts.

					Mock exams: Revise by solving the mock exams that come with the book till your exam day. If you get some answers wrong, go back to the book and revisit the concepts you’re weak in.

					Exam tips: Review these from time to time to improve your exam readiness even further

			

			This chapter will cover the following topics:

			
					Elastic network interfaces

					Elastic IP addresses

					Subnet configuration and optimization

					Prefix lists

					Connectivity between AWS VPCs

					IP address overlap management

			

			By the end of the chapter, you will understand how to configure elastic network interfaces (ENIs) and Elastic IP addresses (EIPs) and manage advanced IP address configurations, including handling IP address overlaps and preventing IP address depletion. You will have learned how to optimize subnet configurations to support auto-scaling and avoid IP address depletion using secondary CIDR blocks. This chapter will also help you gain an understanding of additional VPC networking services and features, and how to utilize VPC Reachability Analyzer and other tools to test and analyze network connectivity and troubleshoot issues.

			Elastic Network Interfaces (ENIs)

			All Amazon EC2 instances are connected to a specific VPC. This is done using ENIs. Within a VPC, an ENI is a construct that represents a virtual network interface card. Just as with any computer, server, or even mobile device, a network interface card is responsible for processing network traffic in and out of that instance. Network interface cards, often referred to as NICs, are also responsible for owning both the IP address (layer 3) and MAC address (layer 2) for the infrastructure they are attached to. ENIs connect AWS virtual machines and services to a VPC at the network layer and are commonly just referred to as network interfaces. For the sake of this certification guide, any time you hear a reference to a network interface, you can understand that to be an ENI.

			ENIs are created and attached to instances. In turn, ENIs are bound to a single Availability Zone (AZ) and belong to a single subnet. When creating an ENI, you are required to specify the VPC and subnet where the ENI will reside. In addition, you can configure any IP setting, such as dynamic/static addressing, as well as settings such as TCP/UDP idle timeout tracking.

			Note

			Idle timeout is the amount of time it takes for a tracked TCP or UDP session on a specific ENI to time out after the last packet was received.

			Primary Network Interfaces

			All EC2 instances deployed require a primary network interface. An EC2 instance must always have a primary network interface attached, and the interface cannot be detached or deleted. You can attach additional ENIs to each EC2 instance. The maximum number of permitted network interfaces is defined per EC2 instance type.

			Figure 1.2 shows EC2 instances with multiple ENIs attached to separate subnets. Keep in mind that since EC2 instances cannot span AZs, this means that all attached ENIs must also belong to a single AZ.
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			Figure 1.2: EC2 with dual ENI

			As shown in the preceding diagram, Amazon EC2 instances can have multiple ENIs attached to them and these interfaces can be in different VPC subnets.

			Note

			An exhaustive list of EC2 instance types and their maximum number of supported network interfaces can be found here: https://docs.aws.amazon.com/ec2/latest/instancetypes/ec2-instance-type-specifications.html

			Configuration of Network Interfaces

			The configuration of an ENI can support several ways of assigning an IP address for the instance, but the configuration also controls certain behaviors for that network interface as well. The following sections will cover the assignment of IPv4 and IPv6 addresses and configurations for ENIs.

			Auto-Assigned Public IPv4 Addresses

			ENIs are attached to subnets within VPCs. Therefore, IP address on the ENI will belong to one of the CIDR blocks assigned to the VPC – more specifically, the subnet in which it resides. The IP address can be dynamically or statically assigned.

			VPCs are commonly deployed with private, RFC 1918-based IPv4 address. However, subnets allow for the auto-assignment of public IPv4 addresses, as well. If an instance is deployed into a subnet that has this enabled, then a public IPv4 address is automatically associated with that instance. This public IPv4 address is automatically pulled from Amazon’s pool of public IP addresses. While this public IPv4 address is associated with the instance, it is technically set up with a one-to-one network address translation (NAT) to the address on the primary ENI.

			It is important to understand that these auto-assigned addresses are not specifically allocated to your AWS account. They are somewhat ephemeral in nature and purely active based on the state of the instance. These addresses will automatically be released if the instance is stopped, hibernated, or terminated. Once an auto-assigned public IPv4 address is released, you will not be able to retrieve it.

			For use cases that require persistent usage of public IPv4 addresses, it is recommended to use EIPs, which will be covered later in this chapter – for example, if you have an app server that requires a consistent public IP address to be used so that you can associate a DNS entry or have a single IP to whitelist on your own network for this application.

			Auto-Assigned Private IPv4 and IPv6 Addresses

			When instances are deployed, the residing subnet may also have enabled auto-assignment of IPv4 and IPv6 addresses. This means that when the primary ENI is launched into that subnet, it will automatically be assigned an IPv4 and/or an IPv6 address from the associated CIDR block. The subnet configuration settings that automatically provision new public IPv4 or IPv6 addresses when an ENI is created in the subnet are shown in Figure 1.3:
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			Figure 1.3: Subnet auto-assign IP settings

			If the boxes in Figure 1.3 remain unchecked, no resources created within this subnet will receive automatic assignment of IPv6 addresses or IPv4 public addresses. Conversely, if every resource in this subnet should have one or both of these addresses, this setting can automate that process.

			Note

			The auto-assign IP address settings can be overridden when deploying an EC2 instance into the subnet if desired. During the launch, you can specify any specific IPv4 and IPv6 addresses you would prefer to use on the instance, assuming it is an address that belongs to the assigned CIDR blocks. You are also able to configure secondary IPs at the time of launch.

			Termination Behavior

			Once an ENI has been attached to an EC2 instance, you can change its termination behavior. This setting allows you to adjust whether the ENI will be terminated once the attached instance has been terminated. This can sometimes assist with ensuring resources are properly cleaned up if they are not needed after the parent instance is decommissioned. Refer to Figure 1.4 for a screenshot of this setting in the AWS Management console where this setting can be configured under the VPC | Network Interfaces | Actions menu:
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			Figure 1.4: ENI termination behavior

			The termination behavior affects whether the ENI will be deleted if its attached EC2 instance is deleted.

			Source/Destination Check

			By default, all ENIs have a setting enabled that performs a source/destination check. When this setting is enabled, the ENI will ensure that any packets processed by the ENI have the ENI’s IP address in either the source or destination field of the IP header. This applies to both IPv4 and IPv6 traffic.

			This setting must be disabled if the instance in question is performing any kind of process such as IP routing, NAT, or even firewall functions. This is common for things such as network virtual appliances (NVAs) because when performing a task such as IP routing or NAT, the traffic is rarely destined to go to that device, but through that device. This means that NVA devices are primarily focused on moving packets from endpoint to endpoint and are rarely the target device for data traffic. Refer to Figure 1.5 for a look at this setting in the AWS console:
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			Figure 1.5: ENI source/destination check

			Attaching and Detaching ENIs

			As the name suggests, ENIs are elastic and hence are able to scale up or down as demand requires, allowing them to exist outside the EC2 instances to which they are assigned, and able to move between them with ease. ENIs support attachment in three different scenarios, which are classified as hot, warm, and cold attachments:

			
					Hot attachment: Attachment while the instance is in the running state

					Warm attachment: Attachment while the instance is stopped

					Cold attachment: Attachment when the instance is initially being launched

			

			Note

			Hot and warm attachments are automatically recognized by instances running Amazon Linux or Windows Server. However, other operating systems may require secondary ENIs to be configured manually.

			While you can attach multiple ENIs to an instance within the same subnet, it is important to note that this does not increase the network bandwidth to or from the instance. These limits are still bound to those of the EC2 instance type. As an example, a t2.micro EC2 instance can only have two total ENIs, while an m5.4xlarge instance can support up to eight.

			Secondary ENIs can be detached in the same fashion, regardless of whether the instance is running or stopped. As noted before, the primary ENI cannot be detached.

			Configuring ENIs

			To configure a network interface, you can simply navigate to the EC2 dashboard of the AWS console, select Network Interfaces, and choose the Create network interface option. As shown in Figure 1.6, you must give the ENI a name and assign the subnet in which to create the interface:
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			Figure 1.6: Create network interface details

			Creating an ENI is independent of an EC2 instance, but the specific capabilities of an ENI must be configured. These settings will persist with the ENI regardless of what instance or service it is attached to from the time of creation.

			The ENI will be detached from any EC2 instance until it is attached and can only be attached to EC2 instances that can be deployed in that subnet.

			An ENI can be created using the AWS CLI create-network-interface command.

			For example, the following command will create an ENI using the AWS CLI:

			
aws ec2 create-network-interface \
  --subnet-id subnet-12345678 \
  --description "My ENI" \
  --groups sg-12345678 sg-87654321 \
  --private-ip-address 10.0.1.10
			AWS gives you multiple ways to create and configure resources. The AWS console is fully click-based, while the AWS CLI allows resource creation via commands or automation. The result is the same.

			Elastic IP Addresses

			The use of auto-assigned public IPv4 addresses can be useful, but they are somewhat ephemeral in nature. Often, you may need to allocate static IPv4 addresses for your AWS resources that are more controlled in nature and, again, elastic. You will use EIPs for these use cases. A perfect example of an EIP is when replacing a workload that has externally facing services that must be reachable via the same IP address; when the workload is replaced, the EIP can be migrated and associated with the new one.

			An EIP is a public IPv4 address that is allocated and associated with your AWS account. Much like ENIs, these EIPs can be moved between resources as needed. EIPs are allocated first and then associated with specific resources. From an EC2 perspective, you can associate an EIP with either an EC2 instance or a network interface. When associating an EIP to an EC2 instance, the EIP will be associated with the IP address assigned to the primary network interface. Additionally, any EIPs assigned to secondary ENIs attached to an instance will also show up on the EC2 dashboard as being associated with the instance.

			Note

			EIPs can also be assigned to resources like elastic load balancers and NAT gateways.

			When an EIP is reassigned from one instance to another, the public IPv4 address is reassigned and associated with the private IP of the interface on the new instance. If you recall the one-to-one NAT association that is built on the internet gateway (IGW), this NAT entry is what gets updated. This process is represented in Figure 1.7:
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			Figure 1.7: Reassociate an EIP

			Reassociating an EIP is just configuring the one-to-one NAT entry on the internet gateway of the VPC.

			Configuring Elastic IP Addresses

			This section details the creation of an EIP both from the AWS console and using the AWS CLI. To configure an EIP, navigate to the EC2 dashboard of the AWS console, select Elastic IPs, and choose the Allocate Elastic IP address option. As shown in Figure 1.8, you must give the EIP a name and define what AWS network border group to allocate the EIP from. This is a geographic representation of the AWS border and governs from which public IP address pool the IP should come.
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			Figure 1.8: Allocate EIP details

			The main choice to make with an EIP is to which regional area the IP should be allocated; this should match the geographic area in which you expect to use the IP.

			Next, you will need to associate the EIP with a resource. The process of associating the EIP with either an EC2 instance or a network interface is shown in Figure 1.9 and continued in Figure 1.10. Figure 1.9 shows the AWS console menu where the association action can be selected.
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			Figure 1.9: Associate Elastic IP address

			This begins the process of choosing the ENI or EC2 instance with which to associate the Elastic IP.

			Figure 1.10 offers two options: the EC2 instance (and its default network interface), or an ENI that is not the default network interface of an EC2 instance.
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			Figure 1.10: Associate EIP details

			Selection of one or the other is a matter of whether the ENI will be associated with an EC2 instance that will use the interface in a dedicated fashion with the Elastic IP, or whether the EC2 instance will use its default network interface for traffic related to the associated Elastic IP.

			An EIP can be created using the AWS CLI aws ec2 allocate-address command.

			For example, the following code will allocate an EIP using the AWS CLI:

			
aws ec2 allocate-address --domain vpc
			An EIP can be associated using the AWS CLI aws ec2 associate-address command.

			For example, to associate an EIP using the AWS CLI, use this code:

			
aws ec2 associate-address --instance-id i-12345678 --allocation-id eipalloc-12345678
			Subnet Configuration and Optimization

			When deploying elastic and scalable solutions in the AWS cloud, you need to ensure that your VPC networks are properly configured to allow for that behavior. AWS services such as EC2 and Elastic Load Balancing (ELB) enable solutions to automatically horizontally scale dynamically based on capacity needs. This short section will detail some considerations that should be made when deploying subnets to support ELB and EC2 Auto Scaling.

			Note

			There will be a later chapter that dives deeper into Elastic Load Balancing and the details that come with ELB configuration.

			Subnet Considerations for ELB

			When deploying various types of elastic load balancers in AWS, the ELB will need to be mapped to specific subnets within the VPC that it belongs to. When this mapping is done, the ELB will have an ENI deployed into each of those subnets. These ENIs are fully managed by the ELB and cannot be moved to other resources such as an EC2 instance. However, it is important to consider that these ENIs will need to consume IP addresses out of each of the subnets as well.

			This sort of mapping is common when using an ELB as the frontend connection of a website. The ELB becomes the internet-facing website DNS entry that customers connect to, and when the connections come into the ELB, the routing rules of the load balancer determine into which subnet the traffic is delivered. Delivering traffic to these subnets requires the ENI deployment.

			This may seem like a small thing to consider when you need to only account for one IP address in each subnet for the ELB. While only a single IP address, it is important to consider this when deploying your subnets within a VPC, especially if multiple ELBs may reside there. If you are using something small such as /28 for your subnets, there are only 11 usable addresses (14 minus the 3 AWS addresses) to assign to resources. The addresses must be used sparingly.

			Refer to Figure 1.11 for a simplistic view of multiple application load balancers mapped to the same subnets and consuming multiple addresses:
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			Figure 1.11: ALB with ENIs

			ALBs are usually deployed in such a fashion for resiliency and redundancy in case an AZ is impacted by a failure.

			Subnet Considerations for Auto-Scaling

			When configuring EC2 Auto Scaling, you need to make similar considerations for the number of IP addresses that will be consumed out of your VPC subnets. Since EC2 Auto Scaling allows you to set minimum and maximum desired capacity units for EC2 instances, you will need to ensure your subnets have adequate IP addresses, not just for normal operation, but also to account for failure.

			Take the following example. Trailcats has an Auto Scaling group (ASG) spread across three AZs within a VPC. During peak times, the maximum capacity on the ASG is configured for nine instances, so they are spread evenly across the AZs. If there is an AZ failure, then those instances will need to be redeployed in other subnets. In this scenario, all VPC subnets need to have enough IP addresses to account for all the EC2 instances that the ASG could deploy into the subnet during an AZ failure. Refer to Figure 1.12 to see an example of how the ASG could react to an AZ failure:
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			Figure 1.12: Subnets with auto-scaling configuration

			Auto-scaling is both based on demand and resiliency; in the preceding figure, auto-scaling is being used for resiliency to ensure adequate resources are available.

			Prefix Lists

			Configuring rules for security groups or routes for route tables can sometimes be difficult to manage. When an organization has several CIDR blocks they need to allow access from or route to, maintaining all those entries can come with a management overhead to keep up with them. This can become quite cumbersome when you are responsible for maintaining these entries in multiple VPCs and potentially across multiple regions. Using managed prefix lists to maintain an up-to-date list of these CIDR blocks can make this process easier.

			Prefix lists are lists that contain multiple IP CIDR blocks, which can be IPv4- or IPv6-based. These lists can then be referenced in rules belonging to security groups and route tables. In turn, if you have a prefix list containing 10 prefixes, a single security group rule or route table route entry will apply for all 10 of those prefixes. Prefix lists can be a good way to maintain consistency with security groups and/or route tables across all your resources and even between AWS accounts.

			There are two types of prefix lists within AWS: customer-managed and AWS-managed.

			Customer-Managed Prefix Lists

			Customer-managed prefix lists are created and maintained by you within your AWS account(s). You are responsible for adding/removing IP prefixes from these lists as necessary. As prefixes are added/removed, any references to them in a security group rule or route table entry will automatically be updated in place.

			A customer-managed prefix list is a regional construct, meaning it only exists within a single AWS Region. Here are a few other characteristics of customer-managed prefix lists to consider. A prefix list supports either IPv4 or IPv6 addressing, but not both. If you require the use of both, this task will require two separate prefix lists. A prefix list also requires a limit of the maximum number of prefix entries to be set. By default, the maximum number this value can be set to is 1,000. To help manage the life cycle of a prefix list, it also supports versioning. When entries are added/removed, a new version of the prefix list is automatically created and promoted. This allows for simple restoration to previous versions.

			Be careful when referencing a prefix list in another resource. The number of prefix entries applies to the service quota for that resource. For example, if a prefix list with 25 entries is referenced in a VPC route table, then that is equivalent to 25 separate route entries. This can quickly consume entries and is inefficient.

			Refer to Figure 1.13 for an example of a customer-managed prefix list within the AWS dashboard. Make note of the prefix list version, max entries, and address family.
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			Figure 1.13: Customer-managed prefix list

			Customer-managed prefix lists offer granular logical grouping based on specific needs, but as with all custom features in the cloud, this granularity comes with strict limitations such as low maximum entries.

			Note

			Customer-managed prefix lists are also supported within AWS Transit Gateway (TGW) route tables, which will be covered later in this chapter.

			AWS-Managed Prefix Lists

			In addition to customer-managed prefix lists, there are also AWS-managed prefix lists. These can be referenced in a very similar fashion to customer-managed ones, but all the entries are owned and maintained by AWS. These prefix lists are automatically created within each AWS region and can be referenced as needed.

			These prefix lists are created for several AWS services and are populated with all the IP prefixes associated with those services. These lists can be referenced by security groups or route tables to ensure resources can interact with these services in a secure manner.

			Refer to Table 1.1 for a list of AWS-managed prefix lists and their corresponding names:

			
				
					
					
				
				
					
							
							AWS Service

						
							
							Prefix List Name

						
					

					
							
							Amazon CloudFront

						
							
							com.amazonaws.global.cloudfront.origin-facing

						
					

					
							
							Amazon DynamoDB

						
							
							com.amazonaws.region.dynamodb

						
					

					
							
							AWS Ground Station

						
							
							com.amazonaws.global.groundstation

						
					

					
							
							Amazon Route 53

						
							
							com.amazonaws.region.ipv6.route53-healthchecks

						
					

					
							
							com.amazonaws.region.route53-healthchecks

						
					

					
							
							Amazon S3

						
							
							com.amazonaws.region.s3

						
					

					
							
							Amazon S3 Express One Zone

						
							
							com.amazonaws.region.s3express

						
					

					
							
							Amazon VPC Lattice

						
							
							com.amazonaws.region.vpc-lattice

						
					

					
							
							com.amazonaws.region.ipv6.vpc-lattice

						
					

				
			

			Table 1.1: AWS-managed prefix lists

			These AWS-managed prefix lists make it simpler for customers to reference them when creating a policy that needs to reference AWS services.

			Note

			You can find more details about AWS-managed prefix lists here: https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html

			Configuring Customer-Managed Prefix Lists

			This section details the creation of a customer-managed prefix list from either the AWS console or AWS CLI.

			To create a customer-managed prefix list, navigate to the VPC console of the AWS dashboard and select Managed prefix lists. This section contains both customer-managed and AWS-managed prefix lists. Select the Create prefix list option to create a new customer-managed prefix list. Next, you will define the name of the prefix list, the maximum number of entries, and any specific prefix entries. This process is shown in Figure 1.14:
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			Figure 1.14: Create prefix list details

			The prefix list is a custom way to maintain a list of interesting prefixes that should be referenced in the same way – for example, you may wish to create a prefix list with the prefixes of all development resources across your VPCs; a prefix list can do this.

			A customer-managed prefix list can be created using the AWS CLI aws ec2 create-managed-prefix-list command.

			For example, to create a custom prefix list using the AWS CLI, follow the given code:

			
aws ec2 create-managed-prefix-list --prefix-list-name MyPrefixList --max-entries 10 --address-family IPv4 --entries Cidr=10.0.0.0/16,Description="My CIDR block"
			The next section will cover how to connect VPCs together.

			Connectivity between AWS VPCs

			Amazon VPCs are great for housing applications within your AWS account, but it is rare that you will need only a single VPC. Many AWS customers use multiple VPCs. This can range from five VPCs in a single account or hundreds of VPCs across several AWS accounts. This is due to a number of factors; different teams may own different AWS accounts and VPCs, or there may be security concerns that require decentralizing workloads. The next sections will focus on building connectivity between your Amazon VPCs.

			VPC Peering

			One of the simplest ways to build connectivity between VPCs is using a VPC peering connection. VPC peering is a simple connection that is built between two VPCs. This peering does not use a specific type of gateway or external connection, so it does not possess any limits on throughput for connectivity across the peering.

			Refer to Figure 1.15 for a visual of VPC peering:
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			Figure 1.15: VPC peering connection

			In the preceding figure, you will see that there is a VPC peering connection built between VPC-A and VPC-B. Every VPC peering connection will have a VPC peering connection ID associated with it. That peering connection ID can then be used within the route tables of the VPC as a target for any route entries that are to use the VPC peering. In this example, VPC-A has an IPv4 CIDR of 10.1.1.0/24 and VPC-B has a CIDR of 10.2.2.0/24. Each VPC has local route tables configured with routes to the peered VPC CIDR. The target of the routes is the VPC peering connection ID, which is formatted as pcx-xxxxxxxxxx.

			There are a few limitations and constraints you need to consider about VPC peering. This may influence your decision of whether to implement VPC peering for connectivity or choose something such as AWS TGW, which will be discussed in Chapter 5, Hybrid Networking with AWS Transit Gateway.

			You may have occasions where VPCs have multiple VPC peering connections to other VPCs. As the number of VPCs within your environment grows, your number of VPC peering connections may also grow. It may be easy to assume that you could just “daisy-chain” VPCs together and essentially route through a central VPC to get to others. This is commonly referred to as a hub-and-spoke network.

			However, you need to be aware that VPC peering connections are non-transitive. This means that traffic cannot transit through a VPC and across another VPC peering connection. Refer to Figure 1.16 as an example:
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			Figure 1.16: Non-transitive VPC peering

			There are three VPCs in this example, with VPC-B peered to both VPC-A and VPC-C. Any traffic from VPC-A or VPC-C destined for VPC-B will be permitted and vice versa. However, any traffic destined from VPC-A to VPC-C will be blocked due to the non-transitive nature of VPC peering. For a transitive solution, it is often recommended to use a service such as AWS TGW. Alternatively, you could opt for a full-mesh VPC peering solution. This means that every VPC is peered to every other VPC. As you may imagine, once the number of VPCs reaches a certain scale, managing this number of VPC peering connections can turn out to be a difficult task.

			Note

			This non-transitive nature also applies to services such as internet gateways, NAT gateways, Direct Connect, and gateway endpoints. In other words, VPC peering cannot be used for resources in a VPC to access these services within another VPC.

			Overlapping CIDR Blocks

			When creating a VPC peering connection, the two VPCs cannot have overlapping IP CIDR blocks. This applies to both IPv4 and IPv6, with both primary and secondary IP blocks considered. If you attempt to create a VPC peering between VPCs with overlapping CIDRs, the peering connection will fail.

			Inter-Region Maximum Transmission Unit (MTU)

			Creating VPC peering connections between VPCs that reside in different AWS regions is a supported configuration. However, it is important to consider that the MTU across inter-region peering connections is 1,500 bytes. This differs from intra-region peering connections, which support a jumbo MTU, or 9,001 bytes. This can be an important consideration with traffic that may have issues with the fragmentation of payloads, that is, a packet larger than 1,500 bytes needing to be fragmented into multiple packets and sent across VPC peering.

			Refer to Figure 1.17 for an example:
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			Figure 1.17: Inter-region VPC peering

			Within a region, the MTU is much higher, and applications could use jumbo frames. However, traffic between AWS regions is restricted to a standard 1,500 bytes and the applications must be able to detect this and adjust the packet payload size accordingly.

			The VPC peering connection between VPC-A and VPC-B in region us-east-1 has an MTU of 9,001 bytes. The inter-region peering between VPC-A in us-east-1 and VPC-C in ap-southeast-2 has an MTU of 1,500 bytes.

			Other Considerations for VPC Peering Connections

			There are several other characteristics of VPC peering connections that need to be considered when using this solution for providing inter-VPC connectivity. A few of them are listed here:

			
					Routing across VPC peering connections is all dependent on static routes. This means all route tables must be updated within both VPCs to ensure bidirectional communications.

					The number of VPC peerings per VPC is limited by a service quota. The default amount is 50 peering connections, but this is adjustable up to 125.

					You cannot create multiple VPC peering connections between two VPCs.

					Unicast reverse path forwarding is not supported for VPC peering. Therefore, if multiple VPCs with the same CIDR block are peered to the same VPC, you will need to implement longest match route table entries to achieve symmetric traffic.

			

			Note

			For a full list of VPC peering limitations, refer to the AWS documentation page here: https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-basics.html#vpc-peering-limitations

			Provisioning Process for VPC Peering Connections

			Provisioning a VPC peering connection is a multi-step process. The process includes a VPC requesting to peer with another VPC, then that request being approved before the VPC peering connection is established. The VPC initiating the peering connection request is known as the requester VPC and the receiving VPC is known as the accepter VPC.

			This process is quite simple when peering VPCs within the same AWS account, as the request and the approval can all be done within the account. However, this process is allowed across AWS accounts, so the requester VPC could be in one AWS account, while the accepter VPC is in another AWS account. The accepter VPC could be within an account that is under the same AWS Organization or a separate one.

			A VPC peering connection will go through a series of stages within both the provisioning and deprovisioning processes. These stages represent the current state of the peering connection and whether it is ready for use. The stages are outlined here:

			
					Initiating request: The request to form a VPC peering connection has been made and is in the initiation state. From here, the process will move to pending acceptance, unless there is a failure.

					Failed: The VPC peering connection has failed after initiation. The peering connection cannot be recovered from this state – it must be re-initiated.

					Pending acceptance: The VPC peering connection has been initiated and is awaiting approval from the accepter VPC.

					Expired: The peering connection has expired.

					Rejected: The accepter VPC has rejected the request for a VPC peering connection to be created.

					Provisioning: The accepter VPC has accepted the peering request and it is in the process of being provisioned.

					Active: The VPC peering connection is active and ready for use. VPC route tables can be updated with route entries to use the VPC peering connection ID as the target.

					Deleting: The current VPC peering connection has been requested for deletion and is in the process of being removed.

					Deleted: The VPC peering connection has been removed and is no longer available for use.

			

			Understanding the VPC peering connection status will give insight into whether the connection is active and usable or whether there is a problem.

			Configuring VPC Peering Connections

			This section details the creation of a VPC peering connection both from the AWS console and using the AWS CLI.

			To configure an EIP, you can simply navigate to the VCP dashboard of the AWS console, select Peering connections, and choose the Create peering connection option. The process and required VPC peering details are shown in Figure 1.18.

			
				
					[image: Figur﻿e 1.18: Create VPC peering details]
				

			

			Figure 1.18: Create VPC peering details

			VPC peering can be initiated to the same account or between AWS accounts; in either case, the VPCs that can be peered will show up in the drop-down menu.

			Once the VPC peering connection has been created, it will need to be accepted. This can take place in the same AWS account or a separate one. You will navigate again to the Peering connections section within the account of the accepter VPC and approve the pending request as shown in Figure 1.19.
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			Figure 1.19: Accept VPC peering

			Before the VPC peer is active, the request must be accepted, either by the same account or the other account to which the request was made.

			A VPC peering connection can be created using the AWS CLI command:

			
aws ec2 create-vpc-peering-connection
			For example, to create a VPC peering request using the AWS CLI, use the following command:

			
aws ec2 create-vpc-peering-connection --vpc-id vpc-12345678 --peer-vpc-id vpc-87654321 --peer-region us-west-2
			A VPC peering connection can be accepted using the following AWS CLI command:

			
aws ec2 accept-vpc-peering-connection
			As an example, to accept a VPC peer request, use the following AWS CLI command:

			
aws ec2 accept-vpc-peering-connection --vpc-peering-connection-id pcx-12345678
			Hub-and-Spoke VPC Architectures

			As mentioned before, one common network topology that is used for connecting multiple IP networks together is hub-and-spoke. This topology is composed of a central “hub” network that then has connections with separate spokes. Typically, all traffic is backhauled through these hubs when attempting to talk to another network outside of their own. Given that VPCs are non-transitive, it is not possible to build this topology within AWS simply using VPC peering connections. You have the option to use a concept called a transit VPC to achieve this topology. In addition, you need to properly evaluate when to use this transit VPC or a service such as AWS TGW. This section will cover both topics.

			Since hub-and-spoke networks cannot be directly achieved with VPC peering connections, an alternative solution is the transit VPC. The concept of a transit VPC is based on the use of IPsec VPN connectivity over the top of the standard VPC connectivity. This can be achieved by deploying NVAs into a central VPC and then configuring a series of IPsec VPN tunnels from these appliances to other VPCs. Additionally, these appliances could build IPsec connectivity to on-premises or other third-party networks. For building connectivity to other Amazon VPCs, you have a couple of options when using a transit VPC:

			
					Option 1: Build IPsec connectivity from the NVAs in the transit VPC to virtual private gateways (VGWs) residing in the spoke VPCs

					Option 2: Build IPsec connectivity from the NVAs in the transit VPC to additional NVAs within the spoke VPCs

			

			Both options are outlined in Figure 1.20:
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			Figure 1.20: Transit VPC options

			In Figure 1.20, both the preceding options have the option to utilize either static or dynamic routing for overlay connectivity via IPsec tunnels. The dynamic routing option is fully dependent on the capabilities of the vendor used for the NVA. The VGW will only support Border Gateway Protocol (BGP) as a routing protocol.

			Consider a scenario where Trailcats had a need for expanded connectivity due to some quota limitation, such as a maximum number of routes in the VPC routing table, or if connecting to a third-party vendor that required a different connectivity solution than that offered by native cloud networking. This is common when working with vendors and a major driver of enterprises adopting NVA-based solutions.

			The strength of Option 1 in this situation is that a minimal deployment of NVAs might meet the needs of vendor connectivity while allowing workload VPCs to be connected to the vendor and each other. This option works so long as there is no need to propagate large amounts of routes to the workload VPCs, as the VPC route tables have a low maximum number of routes.

			The weakness of this option is evident in that a large portion of connectivity becomes manual – namely, the VPC route tables and the VPN connections to the VPC-attached VGWs.

			Option 2 requires more up-front work to deploy NVAs to workload VPCs, but often these solutions are software-defined, which facilitates route exchange and connectivity between the NVAs.

			The weakness of this option is it requires far more life cycle management of NVA instances and potential software problems if the NVA vendor releases software with bugs or other problems.

			Note

			More details on AWS transit VPCs can be found at the following URL: https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/transit-vpc-option.html

			IP Address Overlap Management

			During AWS cloud deployment, you may need to provide connectivity between resources that have overlapping IP address ranges. This could be for several reasons, such as a developer configuring a VPC without checking whether the IP address range was available within their IP address manager (IPAM) solution or even a merger/acquisition between two companies. Nonetheless, from a networking perspective, you may be tasked with making connectivity happen. This short section will touch on how to accomplish this with AWS NAT gateways, but there is another method using AWS PrivateLink covered later, in Chapter 3, Networking Across Multiple AWS Accounts.

			Using Private NAT Gateways for IP Overlaps

			As mentioned in the previous chapters, AWS NAT gateways can be used to allow private subnets to talk to resources on the public internet or even other private resources within the AWS cloud or on-premises. Allowing communication between resources with overlapping IP address space can be one of those particular use cases. Refer to the following example.

			Trailcats has acquired another company called Mountain Felines (MF), which also uses the AWS cloud for its applications. An MF VPC needs to communicate with some Trailcats resources, but it is using an IPv4 CIDR that is already in use by a Trailcats VPC, 10.100.0.0/16. Trailcats has attached the acquired MF VPC to their existing AWS TGW but cannot have two routes to the same destination. To allow the two VPCs to communicate with other resources, a secondary CIDR is used within the VPC to house an AWS NAT gateway. The NAT gateway can then be used as the next hop for traffic from the overlapping subnets to any other resources. This (in addition to some DNS adjustments) would allow for the VPC to initiate and establish connectivity. This is shown in Figure 1.21:
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			Figure 1.21: Overlapping IP space with NAT gateways

			The use of a private NAT gateway allows workloads with overlapping IPs to communicate; the nature of a NAT gateway requires that the workload using the NAT gateway is the one to initiate the communication. This is why if both sides initiate communication, a NAT gateway is needed for each subnet.

			Note

			This same behavior could not be achieved with VPC peering because two VPCs cannot be peered together if they have overlapping CIDR ranges.

			Service Quotas Quick Reference

			The following table includes some AWS service quotas you should be aware of for the AWS ANS-C01 exam. Service quotas are artificial limitations put in place by AWS to ensure that no single customer can impact other customers through resource denial.

			
				
					
					
					
					
				
				
					
							
							Name

						
							
							Default Limit

						
							
							Adjustable?

						
							
							Maximum

						
					

					
							
							Network interfaces per instance

						
							
							Varies by instance type

						
							
							No

						
							
					

					
							
							Network interfaces per region

						
							
							5,000

						
							
							Yes

						
							
							AWS’ discretion

						
					

					
							
							Elastic IP addresses per region

						
							
							5

						
							
							Yes

						
							
							AWS’ discretion

						
					

					
							
							Elastic IP addresses per NAT gateway

						
							
							2

						
							
							Yes

						
							
							8

						
					

					
							
							Prefix lists per region

						
							
							100

						
							
							Yes

						
							
							AWS’ discretion

						
					

					
							
							Versions per prefix list

						
							
							1,000

						
							
							Yes

						
							
							AWS’ discretion

						
					

					
							
							Maximum number of entries per prefix list

						
							
							1,000

						
							
							Yes

						
							
							AWS’ discretion

						
					

					
							
							Active VPC peering connections per VPC

						
							
							50

						
							
							Yes

						
							
							Up to 125

						
					

				
			

			Table 1.2: VPC service quotas

			Note

			These service quota details were pulled directly from the following AWS documentation pages:

			https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html

			https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-connection-quotas.html

			Summary

			In this chapter, you looked deeper into AWS networking components that can be used to build upon the fundamental networking services. This chapter focused on building connectivity and on how to control connectivity in certain scenarios. Advanced VPC networking concepts such as ENI, EIP, VPC peering, and prefix lists are a necessary foundation upon which the rest of this guide will be built. The next chapter focuses on monitoring the traffic and performance of VPCs.

		

		
			Exam Readiness Drill – Chapter Review Questions

			Apart from mastering key concepts, strong test-taking skills under time pressure are essential for acing your certification exam. That’s why developing these abilities early in your learning journey is critical.

			Exam readiness drills, using the free online practice resources provided with this book, help you progressively improve your time management and test-taking skills while reinforcing the key concepts you’ve learned.

			HOW TO GET STARTED

			
					Open the link or scan the QR code at the bottom of this page

					If you have unlocked the practice resources already, log in to your registered account. If you haven’t, follow the instructions in Chapter 16 and come back to this page.

					Once you log in, click the START button to start a quiz

					We recommend attempting a quiz multiple times till you’re able to answer most of the questions correctly and well within the time limit.

					You can use the following practice template to help you plan your attempts:

			

			[image: Table]

			The above drill is just an example. Design your drills based on your own goals and make the most out of the online quizzes accompanying this book.

			First time accessing the online resources?[image: Lock]

			You’ll need to unlock them through a one-time process. Head to Chapter 16 for instructions.

			[image: ]
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			VPC Traffic and Performance Monitoring

			When administrating a cloud network, it can be important to understand the various problems that can arise and how to effectively diagnose and troubleshoot them to restore services quickly. Business recovery and continuity are among the most critical needs of any company, and neither is possible without understanding what is happening within the technical resources underpinning the applications that drive business revenue and outcomes. AWS has come a long way from the first-generation monitoring options, and their inclusion of smarter networking has brought with it smarter monitoring tools. Understanding how to monitor traffic and performance within a VPC will help minimize any business impact, which is a crucial skill for a cloud network engineer.

			In this chapter, you will cover the following topics:

			
					Potential cloud network problems

					Metrics and logging

					AWS performance monitoring services

					Monitoring and troubleshooting

					Troubleshooting packet size issues

			

			By the end of this chapter, you should be able to understand the potential problems that can arise, how to diagnose them, and how to troubleshoot them using AWS tools.

			Potential Cloud Network Problems

			Depending on the application and design, not all things you can monitor in the cloud are associated with problems. AWS gives its users an impressive number of metrics associated with its various services, and the only guarantee is that you will never need all of them at once. In the following sections, you will learn about the various issues that impact cloud networking and how to diagnose and ultimately resolve many of them.

			IP Address Allocation

			Situations where multiple resources have been misconfigured with the same address can happen in the cloud, and discovery of this problem can be challenging. Other common problems include exhausting the IP addresses in a subnet or VPC or allocating IP addresses to multiple VPCs, then having to implement a solution to deal with overlapping IP addresses because the resources in those VPCs must communicate with each other. This is very common in scenarios where different teams are responsible for different VPCs, and later there is a need to connect them together for applications to communicate.

			When diagnosing problems with IP addresses, the main problem is often simply understanding where the IP addresses are in use and whether the IP Address Management (IPAM) solution is appropriate to what is planned and deployed. IPAM can help manage the allocation and planning of IP addresses and should be the first place you look when suspecting IP address allocation problems.

			Routing Problems

			AWS uses a hyperplane to manage its impressive network. The hyperplane is a large, automated network of data centers managed by an equally large and automated control plane. This hyperplane is what provisions and runs the environment for customers. To ensure that no single customer (or multiple customers) can negatively impact the health of the entire hyperplane, AWS implements limits known as quotas on certain resources available to customers.

			Some of these limitations are enforced by default but can be extended or ignored with the help of the AWS support organization by opening a support ticket. These limitations are soft quotas. One example of a soft quota is the number of static routes that can be added to a VPC route table, as in Table 2.1. In this case, AWS will not allow you to add more than 50 such routes in a single route table until you open a ticket with AWS support and they approve the increase. Even then, the increase has a maximum limit, a hard quota, of 1000 routes.

			Other features have hard quota limits and cannot be extended or increased without going to the top levels of AWS. Functionally, these limits should be considered set in stone, though if you work for a large enough company, AWS may consider increasing even those quotas. Route scale is one of the hardest quotas to work with in AWS and will influence the network design and operation of every cloud network. Table 2.1 shows some common AWS network resources and their soft/hard route quota limits as of mid-2024:

			
				
					
					
					
					
				
				
					
							
							Network Resource

						
							
							Route Option

						
							
							Soft Quota Limit

						
							
							Hard Quota Limit

						
					

					
							
							VPC route table

						
							
							Non-propagated routes

						
							
							50

						
							
							1,000
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