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			Preface

			Welcome to the practice test book on CompTIA A+ Core 2 (220-1102), meticulously crafted for those seeking to pass the exam and gain a clear, concise understanding of the foundational concepts, technologies, and practices that underpin modern computer systems.

			Who This Book Is For?

			This A+ practice test book has been written for individuals who are preparing to take the CompTIA A+ certification exam. This certification is often sought after by individuals aiming to start or advance their careers in the field of IT and technology support. The book caters to a wide range of individuals, including the following:

			
					Aspiring IT professionals: Those who are new to the IT industry and looking to gain the necessary knowledge and skills to enter the field

					Entry-level technicians: Individuals who are already working in IT support roles and wish to validate their skills and knowledge by obtaining the A+ certification

					Career changers: People coming from other industries who are interested in transitioning into a career in IT and require a foundational understanding of computer hardware, software, and troubleshooting

					Students: Students studying computer science, information technology, or related fields who want to enhance their learning and increase their employability

					Self-learners: Individuals who prefer self-paced learning and want to improve their technical skills in their own time, potentially with the aim of changing careers or advancing within their current role

					IT enthusiasts: Hobbyists and technology enthusiasts who wish to deepen their knowledge and skills in computer systems and hardware

					Job seekers: Those actively seeking employment in IT support or technician roles, as the A+ certification is often a prerequisite or advantage in job applications

					Military personnel: Military personnel transitioning to civilian roles in the IT sector, as the A+ certification can aid in their reintegration into the workforce

					Professional development: Individuals already in IT roles who are seeking to enhance their skills, stay updated with industry trends, and potentially pursue higher-level certifications in the future

			

			Overall, this CompTIA A+ Core 2 (220-1102) practice test book serves as a valuable resource for anyone looking to prepare for the CompTIA A+ certification exam and establish a solid foundation in IT hardware, software, troubleshooting, and customer service skills.

			What This Book Covers

			Chapter 1, Operating Systems, tests your skills regarding installing and supporting the Windows operating system, including the command line and client support. We will also test the skills you will need for system configuration imaging and troubleshooting on macOS, Chrome OS, Android, and Linux OS.

			Chapter 2, Security, evaluates your readiness for the exam by focusing on identifying and selecting controls used to mitigate security vulnerabilities for devices and their network connections. Wireless security, threats, and vulnerabilities including common methods of social engineering are also covered in this chapter.

			Chapter 3, Software Troubleshooting, assesses your knowledge when troubleshooting PC and mobile device issues, which can include common operating systems, malware, and security issues.

			Chapter 4, Operational Procedures, assesses your competence in adhering to best practices related to safety, environmental impact, communication, and professionalism. Important elements such as change management, backup and recovery, and privacy concepts are also covered in this chapter.

			Mock Exam provides you with a thorough evaluation of your grasp of the A+ Core 2 (220-1102) exam objectives. You can test your problem-solving skills and exam readiness against a realistic selection of CompTIA A+ exam questions.

			Conventions Used

			New terms and important words are shown like this: “Common environments that need to be secured include wireless networks, small office/home office (SOHO) networks, enterprise networks, and situations where securing remote access is crucial.”

			Get in Touch

			Feedback from our readers is always welcome.

			General feedback: If you have any questions about this book, please mention the book title in the subject of your message and email us at customercare@packt.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you could report this to us. Please visit www.packtpub.com/support/errata and complete the form.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you could provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

		

		
			Share Your Thoughts

			Once you’ve read CompTIA A+ Practice Test Core 2 (220-1102), we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

		

	


		
			How to Use This Book

			The purpose of having a practice test book is to facilitate your preparation for the CompTIA A+ Core 2 (220-1102) exams. Prior to attempting a practice test, it’s advisable to have either a digital document or a blank sheet of paper at your disposal. While taking the test, it’s beneficial to jot down any subjects that are unfamiliar to you or questions you’ve answered incorrectly. This practice will help pinpoint areas where your understanding is lacking. Following the test, it is recommended that you revisit your study guide to address the identified gaps.

			Approach for Navigating Multiple-Choice Queries

			Embrace this strategy to effectively tackle multiple-choice queries:

			
					Thorough reading: Immerse yourself in the questions and absorb their nuances

					Elimination game: Discard incorrect choices, systematically narrowing your options

					Refinement process: Evolve from a 50-50 stance to a 60-40 perspective through a meticulous review

					Unveil the optimal: Opt for the finest or most plausible choices when multiple correct answers exist

					Precision in choice: Align your selection with the specific query at hand

			

			Exercising Caution in Testing

			Avoid these counterproductive actions during your testing endeavor:

			
					Overthinking pitfall: Steer clear of overanalyzing; maintain a balanced mindset

					Rushing dilemma: Eschew hasty scanning or racing through the test; maintain a composed pace

					Doubt’s detriment: Refrain from second-guessing or doubling back; trust your initial instincts

					Choice constancy: Resist altering your answers; initial choices often prove sound

					Comprehensive consistency: Spare yourself from re-reading the entire test; stay focused on the task at hand

			

			Advice on Additional Resources – Practical Exercise

			An additional preparatory resource that could prove valuable is the CompTIA Official Labs. These cloud-based labs offer a practical approach to exam readiness by directly addressing the topics covered in the exam. Particularly beneficial for individuals with minimal or no prior IT experience, these labs serve as excellent tools for gaining hands-on familiarity.

			In the context of CompTIA A+ Core 2 (220-1102), a solid grasp of hardware concepts is essential, and the labs effectively facilitate this understanding. A noteworthy aspect is the 12-month access granted, allowing ample time for exploration and learning. Notably, Packt Publishing has secured a substantial discount on the CompTIA official labs and the exam voucher, the details for which are at the back of the book.

			What You Will Learn in the CompTIA Official Labs

			Once you have paid and signed up for the CompTIA CertMaster Labs for A+ Core 2 (220-1102), you will have access to hands-on practice and skills development using real equipment and software accessed through a remote, browser-based lab environment. Aligned with Official CompTIA courseware and the CompTIA A+ Core 2 (220-1102) exam objectives, CertMaster Labs make it easy for learners to practice and apply their skills in real workplace scenarios in preparation for the certification exam. All lab activities include gradable assessments, offer feedback and hints, and provide a score based on learner inputs, ultimately guiding you to the most correct and efficient path through job tasks.

			There are two types of labs in the course:

			
					Virtual Workbench Labs provide learners with valuable hands-on practice installing, configuring, and troubleshooting computer hardware in an immersive 3D environment. Each scenario features a Tutorial Mode to guide the learner through step-by-step instructions, allowing learners to understand and practice 3D controls; an Explore Mode that enables learners to identify and manipulate hardware components in a sandbox environment; and an Assisted Mode that takes learners step by step through a procedure, offering help when needed. This hands-on environment gives learners the ability to learn the tangible aspects of IT and gain real-world experience. Learners can explore how the different components of a desktop, a laptop, and peripherals work together, and will get experience of working through different processes for installing and configuring computer components.

					Virtual Machine Labs utilize virtual machines built to simulate a server network so a learner can gain real-world, hands-on experience with tools, applications, and operating systems they would utilize in a job environment, such as Microsoft Windows or Kali Linux. Learners can compare network hardware using the GNS3 network simulator and configure a home router using OpenWRT.

			

			Virtual Machine Labs are also available in different modes:

			
					Assisted Labs guide the learner step by step through tasks, offering assessment and feedback throughout a 10-15 minute experience, allowing the learner to correct any misunderstandings as they proceed through the activity.

					Applied Labs present a series of goal-oriented scenarios in a 20-30 minute experience covering multiple topics, scoring the learner’s work at the end of the activity based on their ability to successfully complete each scenario. As a result, learners are forced to think critically about how to approach problems without a prescribed set of steps. Currently, Applied Labs are only available for Virtual Machine Lab activities.

			

			The following labs are available:

			
					Assisted Lab: Manage User Settings in Windows

					Assisted Lab: Support Windows 11

					Assisted Lab: Configure Windows System Settings

					Assisted Lab: Use Management Consoles

					Assisted Lab: Use Task Manager

					Assisted Lab: Monitor Performance and Event Logs

					Assisted Lab: Use Command-line Tools

					APPLIED Lab: Support Windows 10

					Assisted Lab: Perform Windows 10 OS Installation

					Assisted Lab: Perform Ubuntu Linux OS Installation

					Assisted Lab: Install and Configure an Application

					Assisted Lab: Troubleshoot a Windows OS Issue

					Assisted Lab: Configure Windows Networking

					Assisted Lab: Configure Folder Sharing in a Workgroup

					Assisted Lab: Manage Linux using Command-line Tools

					Assisted Lab: Manage Files using Linux Command-line Tools

					APPLIED Lab: Support and Troubleshoot Network Hosts

					Assisted Lab: Configure SOHO Router Security

					Assisted Lab: Configure Workstation Security

					Assisted Lab: Configure Browser Security

					Assisted Lab: Troubleshoot Security Issues Scenario #1

					APPLIED Lab: Troubleshoot Security Issues Scenario #2

					Assisted Lab: Use Remote Access Technologies

					Assisted Lab: Implement Backup and Recovery

					Assisted Lab: Implement a PowerShell Script

					Assisted Lab: Implement Bash Script

					Assisted Lab: Manage a Support Ticket

			

			Accessing the Course Materials

			You will receive an access key and registration instructions via email once you have paid and signed up for the CompTIA CertMaster Labs for A+ Core 2 (220-1102).
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			Operating Systems

			Introduction

			It is important that the exam candidate understands typical usage scenarios for different mainstream operating systems and specialist mobile operating systems. In an enterprise environment, it is important that support technicians can support and troubleshoot many different devices. Modern enterprise networks need to tailor their approach for many different end-user scenarios, from on-premises support to remote and mobile users. Devices may connect to applications and services using various network media, including Bluetooth, cellular and wired connections, and Wi-Fi.

			It is important that technicians can configure and troubleshoot all types of network connections. There is a need to upgrade hardware and software solutions over time, and knowledge of any constraints or requirements when planning for upgrades is important. To offer a speedy response to customer support requests, the technician should be able to choose the correct tool or techniques, so a good understanding of the different configuration settings and menu options is important.

			In order to be successful on the CompTIA A+ Core 2 (220-1102) certification exam, candidates must ensure they are familiar with the following objectives:

			
					1.1 Identify basic features of Microsoft Windows editions

					1.2 Given a scenario, use the appropriate Microsoft command-line tool

					1.3 Given a scenario, use features and tools of the Microsoft Windows 10 operating system (OS)

					1.4 Given a scenario, use the appropriate Microsoft Windows 10 Control Panel utility

					1.5 Given a scenario, use the appropriate Windows settings

					1.6 Given a scenario, configure Microsoft Windows networking features on a client/desktop

					1.7 Given a scenario, apply application installation and configuration concepts

					1.8 Explain common OS types and their purposes

					1.9 Given a scenario, perform OS installations and upgrades in a diverse OS environment

					1.10 Identify common features and tools of the macOS/desktop OS

					1.11 Identify common features and tools of the Linux client/desktop OS

			

			The rest of this chapter is committed to practice. For each of the concepts defined above, you will be given a series of questions designed to test your knowledge of each Core 2 exam objective as defined by the official certification exam guidance for this domain. These questions will test the candidate’s knowledge of how to troubleshoot and configure common operating systems.

			Practice Exam Questions

			1.1 Identify basic features of Microsoft Windows editions

			
					A user receives a new laptop computer that runs Windows 10. Upon first use, they are prompted to provide a password prior to the regular login prompt. What feature would likely cause this prompt? 	Password-protected BIOS
	Windows Privacy and Security
	Windows Accessibility
	BitLocker Drive Encryption



					A senior manager is insisting that their personal laptop be joined to the company’s domain so that they can use their preferred operating system and hardware. Which operating systems would NOT be supported for this role? (Choose two.)	Windows 10 Home
	Windows 8.1 Pro
	Windows 10 Pro
	ChromeOS



					A technician is attempting to enable BitLocker Drive Encryption on company laptops, but the option is only available for some of the laptops. Which versions of the Windows operating system support BitLocker Drive Encryption? (Choose two.)	Windows 10 Pro
	Windows 10 Home
	Windows 7 Pro
	Windows 10 Enterprise
	macOS



					A small company is looking to upgrade all company workstations from Windows 8.1 Pro to the equivalent Windows 10 edition. The systems are managed, and all conform to the company’s baseline image. The company would like to use the least administrative effort to make this transition, migrating all applications and user data at the same time. Which of the following would be the best solution?	In-place upgrade
	Fresh installation from a central server
	Fresh installation from optical media
	Fresh installation from USB media



					A technician is responding to a support ticket from a manager who cannot enable BitLocker on their personal computer while working from home. What is the MOST likely cause of this problem?	The system only has 2GB of RAM installed
	The system is running Windows Home edition
	The system is running a 32-bit edition of Windows
	The system has a 128GB hard drive



					A service desk technician is tasked with connecting remotely to a Windows desktop computer. The technician needs to change configuration settings using a secure connection. It is important that the user must be logged off during this process. Which of the following tools would the technician MOST likely use?	RDP
	Virtual network computing
	Microsoft Remote Assistance
	SFTP



					A company is proposing in-place upgrades for all the current Windows platforms that are running on a 32-bit OS. If these are performed, what would the memory limitation of the 32-bit OS be?	16MB
	2048GB
	4GB
	128GB



					A deskside support technician has shown the marketing manager how to use BitLocker To Go. The technician MOST LIKELY encrypted which of the following?	A DVD-RW disk
	A network drive
	An internal disk drive
	A USB drive



					A technician plans to install the latest version of the Windows OS on a user’s device. The user insists all of their data files and configuration settings are retained during this process. Which of the following installation types should the technician use?	Network installation
	Clean install
	In-place upgrade
	Image deployment



					A home user has raised a support ticket requesting remote assistance for a problem they are experiencing with a locally installed application. When a technician attempts to connect to the remote system using RDP, there is a connection error. What is the MOST LIKELY reason for the error?	The system only has 2GB of RAM installed
	The system is running a Windows Home edition
	The system is running a 32-bit edition of Windows
	The system is running a Windows Pro edition



			

			1.2 Given a scenario, use the appropriate Microsoft command-line tool

			
					A network engineer must troubleshoot a section of a business network in which marketing users cannot access printers, e-mail, or websites. The network infrastructure equipment appears to be working correctly, so the engineer is looking to eliminate misconfigured user workstations as a possible cause of the problem. Which command-line tool would provide the best information regarding workstation configuration?	ping localhost
	ipconfig /all
	netstat -a
	hostname



					An administrator is responsible for the operating system migration of 300 Windows users. As part of the migration, the administrator must save the end-users’ data to a temporary shared drive. The data must retain all security permissions and support hidden files. Which of the following commands will achieve this result by default?	robocopy
	copy
	xcopy
	cp



					A technician is troubleshooting network connectivity and receives the following output:

			

			Server:  UnKnown

			Address:  10.10.0.1

			Non-authoritative answer:

			Name:    www.google.com

			Addresses:  2a00:1450:4009:81e::2004

			          142.250.187.196

			  1    <1 ms     *       <1 ms  WIN2022-DC [10.10.0.1]

			  2     *        *        *     Request timed out.

			  3     3 ms     1 ms     1 ms  172.17.48.1

			  4     3 ms     3 ms     3 ms  192.168.0.1

			  5     6 ms     6 ms     6 ms  151.231.252.44

			  6    16 ms    72 ms    16 ms  2.120.11.144

			  7    15 ms    14 ms   109 ms  72.14.219.96

			  8    17 ms     *        *     216.239.40.71

			  9    16 ms    16 ms    16 ms  142.251.54.35

			 10    17 ms    18 ms    17 ms  lhr25s33-in-f4.1e100.net [142.250.187.196]

			Which of the following tools is the technician MOST LIKELY using? (Choose two.)

			
					ping

					ipconfig

					netstat

					nslookup

					tracert

					nbstat

			

			
					A support ticket is raised by a senior manager having computer-related problems while working from home on their personal Windows 10 computer. They are attempting to access e-mail prior to attending an important business event. The support technician is unable to access the system using remote desktop, so, as a workaround, they use a third-party desktop sharing application. The technician identifies a solution to the manager’s problem and proposes that they make configuration changes using Group Policy Editor (gpedit.msc). However, when they attempt to run the tool, they find it is not available on the manager’s computer. What is the most likely reason that these tools have not been present on the manager’s computer?	The computer is running Linux
	The computer is running Windows 10 Enterprise
	The computer is running Windows 10 Home
	The computer has a corrupt registry



					A customer powers on their laptop and discovers that, though their device displays the normal Windows desktop, they are unable to access any network-based resources. Which of the following tools should be used at the command line to troubleshoot this scenario?	ping
	msconfig
	nbtstat
	nslookup



					A network technician investigates an ongoing incident in which a desktop computer makes a connection to an IP address across the network. The technician needs to resolve the computer’s name associated with the IP address. Which of the following commands should the network technician use?	gpresult
	ipconfig
	nslookup
	net user



					A malware infection has spread across a company’s network via several USB storage devices. The support team must identify a method to prevent users from using storage devices that connect to USB ports. The team has been notified that this must be done quickly with minimum disruption to users. Which of the following is the BEST way for the support team to address this requirement?	Push a group policy to all users
	Assign a local security policy
	Create a network login script
	Update the company AUP



					A support technician has added a Windows 10 workstation to the domain companydomain.com. The technician needs to verify that the workstation has received security policies from the domain. Which command will confirm whether the policies have been effective?	ipconfig /all
	netstat -e
	gpresult /Z
	nslookup -query=a server1.companydomain.com



					A technician is using a command-line interface to perform tasks on a Windows 10 computer. The technician needs to determine which ports have active TCP connections to local or remote hosts. Which of the following commands should the technician use?	netstat -p TCP
	net use -p TCP
	nslookup -p TCP
	netstat -p UDP



					An administrator has tested a new Group Policy Object (GPO) and now wants to deploy it into the production environment. After deployment, the finance users do not appear to be receiving the new GPO. The administrator thinks the problem may be related to other GPOs that have been deployed at the same time. Which of the following command-line tools would be MOST USEFUL for the administrator to verify which GPOs are being deployed to the accounting department?	nbtstat
	gpresult
	nslookup
	gpupdate
	tasklist



					A technician is creating a logon script that needs to automatically assign a drive mapping to a public folder shared on server1. The new drive letter on the user’s workstation will be allocated the P drive letter. Which of the following commands will achieve the desired result?	net use P: \\server1\public
	tracert \\server1\public local drive P:
	net use \\P = Server\public
	tracert P: \\server1\public



					After a malware incident, a Windows system displays evidence of operating system files that have been modified. Anti-malware definitions were updated, and a full scan was performed. What needs to be performed next to verify the integrity of the Windows operating system files?	chkdsk /scan
	SFC /SCANNOW
	diskpart> RESCAN
	netstat -s



					An administrator has created a new group policy and deployed it into the production environment. The administrator would now like to verify that the new group policy settings have been downloaded and are now enforced on user workstations. Which of the following commands will allow the administrator to verify that the group policy is working?	shutdown -r
	dcdiag
	gpresult
	gpmc.msc
	gpupdate



			

			1.3 Given a scenario, use features and tools of the Microsoft Windows 10 operating system (OS)

			
					Prior to beginning an online certification exam, a user must run an agent to manage the online exam. The agent reports that an application named “Dell Diagnostics” is preventing the online exam from starting. How can the user quickly identify the background application and end the task?	Go to Task Manager | Processes and End task
	Go to Task Manager | Startup and disable the startup process
	Go to Task Manager | Performance and End task
	Run Registry Editor and modify Computer\HKEY_CURRENT_USER



					A technician is working on a computer when the PC suddenly experiences a Windows blue screen and restarts, apparently normally. To resolve the issue, the technician needs to determine which error message was displayed during the blue screen event. Which of the following should the technician use to help troubleshoot the issue?	sfc
	msconfig
	regedit32
	eventvwr
	msinfo32



					A recently terminated employee had made several undocumented changes to a manager’s laptop computer. These changes are preventing Office 365 applications from receiving updates in a timely manner and have halted the automated disk defragmentation service. In order to ensure these services run automatically, which tool will BEST remediate the problems?	Task Scheduler (taskschd.msc)
	Device Manager (devmgmt.msc)
	Performance Monitor (perfmon.msc)
	Certificate Manager (certmgr.msc)



					Ann, a payroll manager, has complained of poor system performance on her company laptop computer. Applications are running slowly during certain parts of the day and occasionally in the evening, when she stays late to finish a task. The support technician allocated the ticket would like to monitor Ann’s computer in an effort to identify the problem. Which of the following tools should the technician use to BEST analyze the computer’s behavior?	Computer Management
	Event Viewer
	Performance Monitor
	Task Manager



					An employee returns from a six-month assignment working with a business partner. A computer technician would like to check whether the hardware vendor’s BIOS updates were installed on the employee’s laptop during the six-month period. Which tool would BEST display this information?	System Information (msinfo32.exe)
	Resource Monitor (resmon.exe)
	System Configuration (msconfig.exe)
	Registry Editor (regedit.exe)



					A service desk technician is allocated a ticket when a user’s Windows workstation is running slowly. The computer boots up slowly and has long delays when executing large files. After checking the local hard disk, it appears to be near capacity. The technician needs to free up space and optimize access times for large files. Which two commands will BEST address this requirement? (Choose two.)	Boot into safe mode
	Reboot the computer
	Defragment the hard drive
	Install device drivers
	Run Disk Cleanup



					Due to a misconfigured workstation build template, workstations used by the sales team have a very small amount of storage space available. Technicians would like to view the currently allocated space for the main operating system drive and, if possible, extend the size of the drive. What graphical-based tool would be BEST for this task?	Diskpart
	Disk Management
	Device Manager
	Disk Cleanup



					A support technician is troubleshooting a helpdesk ticket raised by a sales executive. Applications that load on Windows startup are resulting in a wait time of nearly five minutes before the user is able to use the computer. What can be done to help the user avoid this long wait time?	Use the System Configuration | Startup options to disable startup applications
	Delete entries listed under the registry key
	HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
	Use Task Manager to disable all startup tasks currently set as enabled, then reboot the computer to ensure the issue has been resolved
	 Open Task Manager | Startup and identify applications with High start-up impact. Disable these apps causing excessive boot times on startup.



					A user from the human resources department raises a support ticket. The reason for the ticket is their desktop computer has been running slowly. The user reports that there have been no changes made to the PC. Which of the following tools should the support technician use to determine the cause of the speed reduction?	Task Scheduler
	Windows Memory Diagnostic
	The Performance tab in Task Manager
	Disk Defragmenter



					A department manager was accidentally assigned privileges that allowed them to make several unauthorized changes to their company laptop. One of the changes made was to add additional certificates to their laptop’s Trusted Root Certificate Authorities store. The company is a government contractor, and these new certificates are not trusted as they do not meet government compliance regulations. How can a support technician ensure these certificate authorities will not be trusted by applications run on the manager’s laptop?	Remove the certificates from the Trusted Root Certificate Authorities store using certmgr.msc on the laptop
	Remove the certificates from the Trusted Root Certificate Authorities store using regedit.msc on the laptop
	Remove the certificates from the Trusted Root Certificate Authorities store using devmgmt.msc on the laptop
	Request the external certificate authorities put all of their certificates on a certificate revocation list (CRL)



			

			1.4 Given a scenario, use the appropriate Microsoft Windows 10 Control Panel utility

			
					A support technician is helping a user to solve a printing problem on their desktop computer. To test for a possible fix, it is necessary for the technician to disable the printer. Which of the following tools should the technician use to do this?	Devices and Printers
	Sync Center
	Device Manger
	Power Options



					A user calls the service desk after discovering they are unable to open a JPEG file in their pictures folder. When the user double-clicks on the file, instead of being able to view the picture, a command prompt window flashes up for a few seconds and then disappears. A technician views the file and sees the following:Name        Date modified	Type         Size
Sunshine.jpg    22/10/2020   Application    78KB


			

			Which of the following Windows Control Panel utilities should the technician use to resolve this issue?

			
					Default Programs

					Display Settings

					Device Manager

					Internet Options

			

			
					Technicians must ensure that all users’ web browser traffic is forwarded to the new proxy server. Select the Control Panel utility that will allow the relevant settings to be configured.	Network and Sharing Centre | Change Adapter Settings
	Internet Options | Connections
	Device Manager
	Windows Defender Firewall | Advanced Settings



					A support technician is resolving a support issue for a visually impaired user who is having issues with default colors and screen resolution. Which of the following utilities should the technician use?	Device Manager
	System
	Ease of Access Center
	Programs and Features



					A support technician installs a new webcam and downloads the drivers from the manufacturer’s site, but the webcam fails to operate as expected. Which of the following options will BEST allow the technician to troubleshoot problems associated with the newly installed hardware?	Services
	Device Manager
	Event Viewer
	Programs and Features



					A project manager allowed a colleague to use their computer. Afterward, they notice that webpages are not being displayed as intended in the web browser. A technician troubleshoots the issue and discovers that many settings have been changed from their defaults. The technician must find a way to reset the web browser back to its default settings. Which Control Panel utility should the technician use?	System
	Programs and Features
	Network and Sharing Center
	Internet Options



					A technician needs to manually set a temporary IP address for five workstations in a branch office due to the DHCP server failing. Where will the technician find the controls to manage manual IP address assignment?	Network and Sharing Center
	Sync Center
	User Account Control
	Credential Manager



					A service provider supports a small organization with less than ten users. The organization is informed by their Internet Service Provider (ISP) that the email server has been changed to a different DNS name. A technician needs to visit the small organization to update configurations for all the local users. What Control Panel utility will allow the technician to make the changes?	Internet Options
	Windows Defender Firewall
	User Accounts
	Mail
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