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			Preface

			This book is a practical guide to the Ghidra reverse engineering tool. Throughout it, you will learn, from zero, how to use Ghidra for different purposes, such as malware analysis and binary auditing. As you progress through the initial chapters, you will also learn how to automate time-consuming reverse engineering tasks using Ghidra scripting and how to check the documentation to solve doubts and expand your knowledge on your own.

			After reading the initial chapters, once you become an advanced Ghidra user, you will learn how to extend the capabilities of this reverse engineering tool to support new GUI plugins, binary formats, processor modules, and so on. After that part of the book, you will acquire Ghidra development skills, being able to debug Ghidra and develop your own features extending Ghidra at your pleasure.

			After that, there is an entire chapter dedicated to learning how to contribute to the Ghidra community where you will learn how to offer your own code, feedback, found bugs, and so on to the National Security Agency (NSA) project, apart from interacting with other community members.

			In the last chapter of the book, advanced reverse engineering topics will be introduced to open your mind to an extremely interesting world, being able to wonder about new useful Ghidra features you can develop to improve the Ghidra reverse engineering tool.

			Who this book is for

			This book is intended to be read by reverse code engineers, malware analysts, bug hunters, penetration testers, exploit developers, forensic practitioners, security researchers, and cybersecurity students. In fact, any person who wants to learn Ghidra by minimizing the learning curve and starting to write their own tools, for sure, will enjoy the book and accomplish their goal.

			What this book covers

			Chapter 1, Getting Started with Ghidra, is a journey through the history of Ghidra and an overview of the program from the user perspective.

			Chapter 2, Automating RE Tasks with Ghidra Scripts, explains how to use Ghidra scripts to automate reverse engineering tasks and introduces script development.

			Chapter 3, Ghidra Debug Mode, covers how to set up a Ghidra development environment, how to debug Ghidra, and all about the Ghidra debug mode vulnerability.

			Chapter 4, Using Ghidra Extensions, provides you with background for developing Ghidra extensions, as well as showing you how to install and use it.

			Chapter 5, Reversing Malware Using Ghidra, demonstrates how to use Ghidra for malware analysis by reversing a real-world malware sample.

			Chapter 6, Scripting Malware Analysis, continues the previous chapter by scripting for both languages, Java and Python, the analysis of a shellcode found in the malware sample.

			Chapter 7, Using Ghidra Headless Analyzer, explains Ghidra Headless Analyzer and applies this knowledge to a set of malware samples acquired with a script developed during the chapter.

			Chapter 8, Auditing Program Binaries, introduces the topic of finding memory corruption vulnerabilities using Ghidra and how to exploit it.

			Chapter 9, Scripting Binary Audits, continues the previous chapter, teaching how to automate the bug hunting process via scripting, taking advantage of the powerful PCode intermediate representation.

			Chapter 10, Developing Ghidra Plugins, delves into Ghidra extension development by explaining that Ghidra plugin extensions are the way to get the most out of the Ghidra features implemented.

			Chapter 11, Incorporating New Binary Formats, shows how to write Ghidra extensions to support new binary formats, taking a real-world file format as an example.

			Chapter 12, Analyzing Processor Modules, discusses how to write Ghidra processor modules using the SLEIGH processor specification language.

			Chapter 13, Contributing to the Ghidra Community, explains how to interact with the community using social networks, chats, and how to contribute with your own development, feedback, bug reports, comments, and so on. 

			Chapter 14, Extending Ghidra for Advanced Reverse Engineering, introduces advanced reverse engineering topics and tools such as SMT solvers, Microsoft Z3, static and dynamic symbex, LLVM, and Angr, and explains how to incorporate them with Ghidra.

			To get the most out of this book

			Readers should have a sufficient understanding of the Assembly, C, Python, and Java languages to be able to read the code in the book. Knowledge of operating system internals, debuggers, and disassemblers would be helpful but is not strictly necessary:

			
				
					[image: ]
				

			

			The required software is listed in the Technical requirements section of the applicable chapter.

			Download the example code files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/Ghidra-Software-Reverse-Engineering-for-Beginners. In case there's an update to the code, it will be updated on the existing GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Code in Action

			Code in Action videos for this book can be viewed at https://bit.ly/3ot3YAT.

			Download the color images

			We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://static.packt-cdn.com/downloads/9781800207974_ColorImages.pdf.

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "compressed_malware_samples where malware samples are downloaded."

			A block of code is set as follows:

			00  @PluginInfo(

			01    status = PluginStatus.STABLE,

			02    packageName = ExamplesPluginPackage.NAME,

			03    category = PluginCategoryNames.EXAMPLES,

			04    shortDescription = "Plugin short description.",

			05    description = "Plugin long description goes here."

			06  )

			Any command-line input or output is written as follows:

			>>> s = Solver()

			>>> s.add(y == x + 5)

			>>> s.add(y>x)

			>>> s.check()

			sat

			>>> s.model()

			[x = 0, y = 5]

			Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "We start by opening it with CodeBrowser and go to the entry point."

			Tips or important notes	

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Reviews

			Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

			For more information about Packt, please visit packt.com.

		

	


		
			Section 1: Introduction to Ghidra

		

		
			This section aims to introduce you to Ghidra and its history, the project structure, extension development, scripts, and, as it is open source, how to contribute.

			This section contains the following chapters:

			
					Chapter 1, Getting Started with Ghidra

					Chapter 2, Automating RE Tasks with Ghidra Scripts

					Chapter 3, Ghidra Debug Mode

					Chapter 4, Using Ghidra Extensions

			

		

		
			
			

		

		
			
			

		

		
			
			

		

	


		
			Chapter 1: Getting Started with Ghidra

			In this introductory chapter, we will provide an overview of Ghidra in some respects. Before starting, it would be convenient to know how to acquire and install the program. This is obviously something simple and trivial if you want to install a release version of the program. But I guess you probably want to know this program in depth. In which case, I can tell you in advance that it is possible to compile the program by yourself from the source code.

			Since the source code of Ghidra is available and ready to be modified and extended, you will probably also be interested in knowing how it is structured, what kind of pieces of code exist, and so on. This is a great opportunity to discover the enormous possibilities that Ghidra offers us.

			It is also interesting to review the main functionalities of Ghidra from the point of view of a reverse engineer. This will arouse your interest in this tool since it has its own peculiarities, and this is precisely the most interesting thing about Ghidra.

			In this chapter, we're going to cover the following main topics: 

			
					WikiLeaks Vault 7

					Ghidra versus IDA and many other competitors

					Ghidra overview

			

			Technical requirements

			The GitHub repository containing all the necessary code for this chapter can be found at the following link:

			https://github.com/PacktPublishing/Ghidra-Software-Reverse-Engineering-for-Beginners

			Check out the following link to see the Code in Action video: https://bit.ly/3qD1Atm

			WikiLeaks Vault 7

			On March 7, 2017, WikiLeaks started to leak Vault 7, which became the biggest leak of confidential documents on the US Central Intelligence Agency (CIA). This leak included secret cyber-weapons and spying techniques divided into 24 parts, named Year Zero, Dark Matter, Marble, Grasshopper, HIVE, Weeping Angel, Scribbles, Archimedes, AfterMidnight and Assassin, Athena, Pandemic, Cherry Blossom, Brutal Kangaroo, Elsa, OutlawCountry, BothanSpy, Highrise, UCL/Raytheon, Imperial, Dumbo, CouchPotato, ExpressLane, Angelfire, and Protego.

			While Michael Vincent Hayden, the director of the CIA between 2006 and 2009 and director of the NSA between 1999 and 2005, as the spokesperson, did not confirm or deny the authenticity of this enormous leak, some NSA intelligence officials anonymously did leak the material.

			The existence of Ghidra was leaked in the first part of Vault 7: Year Zero. This first part consists of a huge leak of documents and files stolen from the CIA's Center for Cyber Intelligence in Langley, Virginia. The leak's content is about the CIA's malware arsenal, zero-day weaponized exploits, and how Apple's iPhone, Google's Android, devices Microsoft's Windows devices, and even Samsung TVs are turned into covert microphones.

			Ghidra was referenced three times in this leak (https://wikileaks.org/ciav7p1/cms/index.html), showing things such as how to install it, a step-by-step tutorial (with screenshots) of how to perform a manual analysis of a 64-bit kernel cache by using Ghidra, and the latest Ghidra version available at the time, which was Ghidra 7.0.2.

			NSA release

			As announced during RSA Conference 2019 in San Francisco, Rob Joyce, senior advisor for cybersecurity at NSA, explained the unique capabilities and features of Ghidra during a session called Get your free NSA reverse engineering tool, and Ghidra program binaries were also published.

			During this session, some features were explained:

			
					Team collaboration on a single project feature

					The capabilities to extend and scale Ghidra

					The generic processor model, also known as SLEIGH

					The two working modes: interactive and non-GUI

					The powerful analysis features of Ghidra

			

			Finally, on April 4, 2019, the NSA released the source code of Ghidra on GitHub (https://github.com/NationalSecurityAgency/ghidra), as well as on the Ghidra website, where you can download Ghidra release versions that are ready to use: https://ghidra-sre.org. The first version of Ghidra that was available on this website was Ghidra 9.0. Ghidra's website is probably not available to visitors outside the US; if this is the case, you can access it by using a VPN or an online proxy such as HideMyAss (https://www.hidemyass.com/).

			Unfortunately for the NSA, a few hours later, the first Ghidra vulnerability was published by Matthew Hickey, also known as @hackerfantastic, at 1:20 AM, March 6, 2019. He said the following via Twitter: 

			Ghidra opens up JDWP in debug mode listening on port 18001, you can use it to execute code remotely (Man facepalming). to fix change line 150 of support/launch.sh from * to 127.0.0.1 https://github.com/hackerhouse-opensource/exploits/blob/master/jdwp-exploit.txt.

			Then, a lot of suspicions about the NSA and Ghidra arose. However, taking into account the cyber-espionage capabilities of the NSA, do you think the NSA needs to include a backdoor in its own software in order to hack its users?

			Obviously, no. They don't need to do this because they already have cyber-weapons for that.

			You can feel comfortable when using Ghidra; probably, the NSA only wanted to do something honorable to improve its own image and, since Ghidra's existence was leaked by WikiLeaks, what better way to do that than to publish it at RSA Conference and release it as open source?

			Ghidra versus IDA and many other competitors

			Even if you have already mastered a powerful reverse engineering framework, such as IDA, Binary Ninja, or Radare2, there are good reasons to start learning Ghidra.

			No single reverse engineering framework is the ultimate one. Each reverse engineering framework has its own strengths and weaknesses. Some of them are even incomparable to each other because they were conceived with different philosophies (for instance, GUI-based frameworks versus command line-based frameworks).

			On the other hand, you will see how those products are competing with and learning from each other all the time. For instance, IDA Pro 7.3 incorporated the undo feature, which was previously made available by its competitor, Ghidra.

			In the following screenshot, you can see the epic and full-of-humor @GHIDRA_RE official Twitter account's response to IDA Pro's undo feature:

			
				
					[image: Figure 1.1 – IDA Pro 7.3 added an undo feature to compete with Ghidra ]
				

			

			 

			Figure 1.1 – IDA Pro 7.3 added an undo feature to compete with Ghidra

			Differences between frameworks are susceptible to change due to the competition, but we can mention some current strengths of Ghidra:

			
					It is open source and free (including its decompiler).

					It supports a lot of architectures (which maybe the framework you are using does not support yet).

					It can load multiple binaries at the same time in a project. This feature allows you to easily apply operations over many related binaries (for example, an executable binary and its libraries).

					It allows collaborative reverse engineering by design.

					It supports big firmware images (1 GB+) without problems.

					It has awesome documentation that includes examples and courses.

					It allows version tracking of binaries, allowing you to match functions and data and their markup between different versions of the binary.

			

			In conclusion, it is recommended to learn as many frameworks as possible to know and take advantage of each one. In this sense, Ghidra is a powerful framework that you must know.

			Ghidra overview

			In a similar way as happened at RSA Conference, we will provide a Ghidra overview in order to present the tool and its capabilities. You will soon realize how powerful Ghidra is and why this tool is not simply another open source reverse engineering framework.

			At the time of writing this book, the latest available version of Ghidra is 9.1.2, which can be downloaded from the official website mentioned in the previous section of this chapter.

			Installing Ghidra

			It is recommended to download the latest version of Ghidra (https://ghidra-sre.org/) by clicking on the red Download Ghidra v9.1.2 button, but if you want to download older versions, then you need to click on Releases:

			
				
					[image: Figure 1.2 – Downloading Ghidra from the official website ]
				

			

			Figure 1.2 – Downloading Ghidra from the official website

			After downloading the Ghidra archive file (ghidra_9.1.2_PUBLIC_20200212.zip) and decompressing it, you will see the following file structure:

			
				
					[image: Figure 1.3 – The Ghidra 9.1.2 structure after it is decompressed ]
				

			

			Figure 1.3 – The Ghidra 9.1.2 structure after it is decompressed

			The content can be described as follows (source: https://ghidra-sre.org/InstallationGuide.html):

			
					docs: Ghidra documentation and some extremely useful resources, such as learning Ghidra courses for all levels, cheatsheets, and a step-by-step installation guide

					Extensions: Optional Ghidra extensions allowing you to improve its functionality and integrate it with other tools

					Ghidra: The Ghidra program itself

					GPL: Standalone GPL support programs

					licenses: Contains licenses used by Ghidra

					server: Contains files related to Ghidra Server installation and administration

					support: Allows you to run Ghidra in advanced modes and control how it launches, including launching it to be debugged

					ghidraRun: The script used to launch Ghidra on Linux and iOS

					ghidraRun.bat: Batch script allowing you to launch Ghidra on Windows

					LICENSE: Ghidra license file

			

			In addition to downloading a release version of Ghidra (which is precompiled), you can compile the program on your own, as will be explained in the next section.

			Compiling Ghidra on your own

			If you want to compile Ghidra on your own, then you can download the source code from the following URL: https://github.com/NationalSecurityAgency/ghidra.

			You can then build it using Gradle by running the following command:

			gradle --init-script gradle/support/fetchDependencies.gradle init

			gradle buildGhidra

			gradle eclipse

			gradle buildNatives_win64

			gradle buildNatives_linux64

			gradle buildNatives_osx64

			gradle sleighCompile

			gradle eclipse -PeclipsePDE

			gradle prepDev

			This will produce a compressed file containing the compiled version of Ghidra: 
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