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Just as a great ship sails the ocean, the Earth floats through the universe. And as the crew tends to the ship to keep it from sinking, humanity must care for the planet, safeguarding the environment to ensure our shared future. Save the Earth, and in doing so, you save yourself.

			– Bekim Dauti

			




Foreword

			The ever-evolving landscape of technology continues to shape the way we work and communicate. As we embark on a new era of digital transformation, Windows Server 2025 stands as a cornerstone, empowering organizations to harness the full potential of their IT infrastructure.

			This book is a comprehensive guide designed to equip you with the essential knowledge and skills to effectively administer Windows Server 2025. Whether you’re a seasoned IT professional or a budding administrator, this book will provide you with a solid foundation to navigate the complexities of this powerful operating system.

			Within these pages, you will discover a wealth of information, from fundamental concepts to advanced techniques. You’ll learn how to install, configure, and manage Windows Server 2025, including its core services, such as Active Directory, Hyper-V, and Remote Desktop Services. You’ll also delve into security best practices, troubleshooting tips, and automation strategies to optimize your server environment.

			As technology advances at an unprecedented pace, it’s crucial to stay up to date with the latest trends and best practices. This book serves as your trusted companion, providing you with the knowledge and tools you need to succeed in the dynamic world of Windows Server administration.

			I fondly recall contributing to the inaugural edition of this book back in 2016. It is truly inspiring to witness Bekim’s unwavering commitment to enhancing each subsequent edition, making it an invaluable resource for anyone aspiring to master Windows Server.

			This latest edition, dedicated to Windows Server 2025, carries forward this legacy of excellence. It provides a comprehensive and practical guide, empowering you to navigate the complexities of this powerful operating system with confidence. Whether you are a seasoned IT professional or a budding administrator, this book offers the essential knowledge and skills to effectively administer Windows Server 2025.

			I encourage you to embark on this learning journey and unlock the full potential of Windows Server 2025.

			Dr. Erdal Ozkaya

			CISO Xcitium
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			Preface

			Windows Server 2025 is Microsoft’s latest server operating system, continuing the legacy of the Windows NT family of operating systems built upon the Windows 11 platform. This version enhances the server operating system with robust performance, increased security features, and seamless cloud integration, empowering organizations to harness the full potential of modern IT solutions. The objective is clear: to democratize cloud capabilities and provide users with the tools necessary for success in an increasingly competitive digital landscape.

			This book begins by introducing network fundamentals and Windows Server 2025, establishing a solid foundation in networking essentials before diving deep into the functionalities of Windows Server 2025. The journey unfolds systematically, moving from the installation process in Chapter 2 to post-installation tasks in Chapter 3. You will learn how to efficiently configure directory services and add essential roles in Chapters 4 and 5.

			Later chapters will guide you through the intricacies of managing user and computer settings and introduce you to the world of server virtualization. You will then explore data storage solutions, followed by insights into Active Directory Domain Services (AD DS) enhancements.

			Next, you will discover the configuration of SMB over QUIC and learn about the implementation of new security enhancements in Windows Server 2025. The book then delves into hotpatching with Azure Arc, followed by performance tuning and maintenance strategies.

			Finally, the book equips you with the skills needed to manage updates and resolve issues effectively. The book concludes with a chapter that will guide you through the essentials of Microsoft certifications and provides valuable tips for exam success.

			Through hands-on exercises, practical scenarios, and expert insights, this book aims to provide you with a comprehensive understanding of Windows Server 2025, empowering you to manage complex tasks efficiently. Each chapter includes a concept summary and questionnaire to reinforce your learning, ensuring that you have the knowledge and skills necessary to excel as a system administrator.

			By the end of this book, you will be well prepared to administer and manage Windows Server 2025 confidently, with the added opportunity to pursue Microsoft certifications, such as preparing for the AZ-800 exam, should you choose to challenge yourself further.

			Who this book is for

			This book is designed for IT professionals, such as system administrators, network engineers, and IT managers, who are starting their journey in Windows Server 2025 administration. It is also suitable for those who wish to update their knowledge with the latest tools and features in Windows Server 2025. Whether you are responsible for managing server infrastructure, ensuring network security, or optimizing server performance, this book will provide you with the essential skills and knowledge to excel in your role. If you want to learn from this updated version of Windows Server, then this book is for you.

			What this book covers

			Chapter 1, Network Fundamentals and Introduction to Windows Server 2025, introduces essential network concepts, including hosts, nodes, IP addressing, and subnetting. It covers Network Operating Systems (NOS) and provides an overview of Windows Server 2025, its editions, system requirements, and key improvements over Windows Server 2022. Practical exercises on downloading the installation media and Windows Admin Center are included.

			Chapter 2, Installing Windows Server 2025, guides you through various installation methods for Windows Server 2025, such as clean installations, network installations using WDS, and unattended installations with Windows ADK and MDT. It also covers in-place upgrades, network service migration, and testing in Azure, with practical exercises on setting up WDS and deploying Windows Server 2025.

			Chapter 3, What to Do After Installing Windows Server 2025, covers critical post-installation tasks, including managing device drivers, working with the Windows Server registry, and performing initial server configurations. Topics include setting up the computer name, network, firewall, and system updates, with practical exercises to reinforce your understanding.

			Chapter 4, Directory Services in Windows Server 2025, explores AD DS and Domain Name System (DNS), covering domains, forests, domain controllers, and DNS functionalities. It includes managing user and computer accounts using Organizational Units (OUs) and groups, with a hands-on exercise on installing AD DS and DNS roles and promoting a server to a domain controller.

			Chapter 5, Adding Roles to Windows Server 2025, focuses on configuring server roles and features, including application server roles, web services, remote access, and file and print services. It covers best practices for selecting server hardware and monitoring performance, concluding with a practical exercise on installing web server (IIS) and print server roles.

			Chapter 6, Group Policy in Windows Server 2025, introduces Group Policy (GP) essentials, covering the configuration and management of Group Policy Objects (GPOs) on local servers and domain controllers. It includes GP processing, order of precedence, and using the Group Policy Management Console (GPMC), with practical exercises on implementing GPOs.

			Chapter 7, Virtualization with Windows Server 2025, explores virtualization technology, focusing on Microsoft Hyper-V. It guides you through installing the Hyper-V role on Windows Server 2025, managing virtual environments with Hyper-V Manager, and creating and configuring virtual machines (VMs), with a hands-on exercise on the installation process.

			Chapter 8, Storing Data in Windows Server 2025, covers storage technologies and their roles in server operations, including physical interfaces, disk controllers, and data storage methods. It explores network-based storage systems and protocols such as S2D, SDS, and iSCSI, with a practical exercise on enabling data deduplication in Windows Server 2025.

			Chapter 9, Active Directory Domain Services (AD DS) Enhancements, highlights advancements in AD DS for Windows Server 2025, focusing on scalability, security, and cloud integration. It covers robust authentication mechanisms, enhanced security protocols, and the 32k database page size. Practical instructions on implementing these updates and a hands-on exercise on the 32k page size are included.

			Chapter 10, Configuring SMB over QUIC in Windows Server 2025, provides an understanding of the SMB over QUIC protocol, its evolution, and its benefits. It covers security considerations, performance optimization, and troubleshooting techniques, with a step-by-step exercise on configuring and enabling SMB over QUIC in Windows Server 2025.

			Chapter 11, Implementing New Security Enhancements in Windows Server 2025, delves into advanced security and authentication features, including improved access controls, threat detection, and automated response systems. It covers biometric authentication, conditional access policies, and securing communication channels with TLS, HTTPS, IPSec, and SSH. A hands-on exercise on configuring firewall rules and enabling TLS encryption is included.

			Chapter 12, Managing Updates with Hotpatching, Azure Arc, and More in Windows Server 2025, guides you through implementing hotpatching techniques to ensure seamless server updates with minimal disruption. It covers server hotpatching, using Azure Arc to manage on-premises servers, and highlights benefits such as reduced downtime and enhanced availability. You’ll learn to prepare servers for hotpatching, apply updates in real time without reboots, and validate patches. This chapter also discusses automating update management tasks, monitoring server health, and troubleshooting techniques. A hands-on exercise on configuring Azure Arc on an on-premises Windows Server 2025 instance is included.

			Chapter 13, Tuning and Maintaining Windows Server 2025, provides essential knowledge about server hardware selection and performance evaluation. It covers techniques for monitoring server performance, establishing performance baselines, and generating comprehensive reports. You will learn to identify and address potential performance issues proactively. The chapter concludes with a practical exercise on analyzing performance logs and setting up alerts.

			Chapter 14, Updating and Troubleshooting Windows Server 2025, delves into updating and troubleshooting within the Windows Server 2025 environment. It discusses the importance of a well-defined plan for managing updates, monitoring, and maintaining servers to ensure business continuity. You’ll learn how to implement a backup and restore disaster recovery plan and perform updates to the operating system, server hardware, and third-party software. This chapter introduces the Event Viewer for examining logs and troubleshooting, concluding with a hands-on exercise on using the Event Viewer to monitor and manage logs.

			Chapter 15, Understanding Microsoft Certifications and Preparing for the AZ-800 Exam, serves as a comprehensive guide for candidates aspiring to attain Microsoft certifications related to Windows Server 2025. It covers the significance of Microsoft certifications, detailing the skills assessed in exams and the importance of role-specific certifications. Practical advice for passing certification exams, including study strategies and the exam registration process, is provided. The chapter also explores the AZ-800 certification exam objectives and includes valuable resources such as study materials and practice exams.

			Appendix, Assessments, provides answers to the chapter questions. Each chapter includes questions to help reinforce the concepts and definitions. With this appendix, you can check your answers to those questions.

			To get the most out of this book

			You must have solid experience working with the Windows 10/11 operating system and have a solid knowledge of computer networks and NOSs.

			Make sure you have a computer with a processor that supports virtualization technology and has a minimum of 8 GB or a recommended 16 GB of RAM.

			Conventions used

			There are several text conventions used throughout this book.

			Code in text: Indicates code words in the text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “You also learned how to use the regedit tool.”

			A block of code is set as follows:

			
# Example to check the status of Windows Defender Antivirus
$baselineStatus = $false
$currentStatus = (Get-MpPreference).DisableRealtimeMonitoring
if ($currentStatus -eq $baselineStatus) {
    Write-Host "Security baseline is intact."
} else {
    Write-Host "Security baseline drift detected. Review settings."
}
			Bold: Indicates a new term, an important word, or words you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “In the Enter Product Key window, type the product key and click OK.”

			Any command-line input or output is written as follows: 

			
Get-VMNetworkAdapter -VMName <YourVMName> | Set-VMNetworkAdapter -MacAddressSpoofing On
			Tips or important notes

			Appears like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure our content’s accuracy, mistakes happen. If you have found an error in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you’ve read Windows Server 2025 Administration Fundamentals, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.
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			Part 1:Introducing Windows Server and Installing  Windows Server 2025

		

		
			This part provides a comprehensive overview of Windows Server 2025, highlighting its distinctive features and installation methods. You will build a foundational understanding of core concepts and acquire practical skills to perform installations, upgrades, migrations, network-based deployments, and unattended installations.

			This part contains the following chapters:

			
					Chapter 1, Network Fundamentals and Introduction to Windows Server 2025

					Chapter 2, Installing Windows Server 2025

					Chapter 3, What to Do After Installing Windows Server 2025

			

		

		
			
			

		

		
			
			

		

	


		
			1

			Network Fundamentals  and Introduction to Windows Server 2025

			In this chapter, we establish the foundation for your journey into Windows Server 2025. Understanding the fundamentals is crucial, so let us get started!

			We begin by exploring the essentials of computer networks. Imagine a bustling city of interconnected roads—devices (hosts) communicate with each other via these pathways. We will delve into concepts such as hosts, nodes, client-server architecture, and other network components. Additionally, we will demystify IP addressing and subnetting, which function like the postal codes of the digital world.

			Next, we shift our focus to the Network Operating System (NOS). Think of the NOS as the conductor of our network orchestra. We will discuss the hardware and software requirements for running a server. Furthermore, we will take an in-depth look at Windows Server 2025 itself—its editions, improvements over Windows Server 2022, and exciting new features. Imagine enhanced security protocols, seamless hybrid cloud integration, and cutting-edge technical support—all part of the Windows Server 2025 symphony.

			Ready to roll up your sleeves? We will cover the detailed system requirements for Windows Server 2025. Additionally, this chapter will guide you through downloading and preparing the installation media. Consider it your backstage pass to server greatness.

			Finally, we will equip you with practical skills. You will download and install Windows Server 2025’s trusty sidekick, Windows Admin Center. This tool will be your companion as we venture into more advanced topics in the upcoming chapters. By the end of this chapter, you will have a solid grasp of networking principles, NOS essentials, and the specifics of Windows Server 2025. Buckle up—it’s a transformative journey that will lead to you mastering server management in today’s dynamic IT landscape!

			In this chapter, we’re going to cover the following main topics:

			
					Understanding hosts, nodes, and client/server architecture

					Overview of IP addressing and subnetting

					Getting to know the server

					Understanding Network Operating System (NOS)

					Overview and editions of Windows Server 2025

					Key differences between Windows Server 2025 and Windows Server 2022

					Minimum and recommended system requirements for Windows Server 2025

					Downloading Windows Server 2025 and Windows Admin Center

			

			Technical requirements

			To complete the exercises in this chapter, ensure you have a PC running Windows 11 Pro, equipped with a minimum of 8 GB of RAM, 500 MB of available disk space, and an active internet connection.

			Understanding hosts, nodes, and client/server architecture

			As you embark on this section, you might initially question the relevance of learning about computer networking when your primary interest lies in Windows Server. This concern is valid at first glance. However, as you progress deeper into the realm of Windows Server, you will increasingly recognize the importance of a solid understanding of computer networks.

			This chapter covers foundational concepts—such as IP addressing, subnetting, and network components—that are integral to effectively managing server environments. By understanding these basics, you’ll gain the context needed to approach Windows Server tasks with confidence, making it easier to handle real-world configurations and troubleshooting down the line. While the book will focus on Windows Server, these networking principles serve as the backbone of every server environment, giving you the tools to navigate server management with precision.

			To grasp the significance of computer networks, let us revisit their origins. The necessity for resource sharing sparked the initial development of networking technologies many years ago, during the 1960s and 1970s. As demand grew, so did the advancement of these technologies, leading to the creation of comprehensive terms and concepts essential for describing computer networks. Thus, terms such as network types, topologies, architectures, and components emerged, marking computer networks as one of humanity’s monumental communication innovations. The internet exemplifies the profound societal benefits of computer networks, connecting countless computers and bridging geographical distances in communication.

			With this background, let us delve into the basics of computer networks.

			What is a computer network?

			According to the Merriam-Webster dictionary, a network is defined as a group of people or organizations that are closely linked and work with each other. Additionally, networking is described as the exchange of information or services among individuals, groups, or institutions. These definitions provide a simple, concrete basis for understanding computer networks.

			In essence, a computer network is a group of computers connected through networking devices and media to share resources. These resources typically include data, network services, and peripheral devices. For instance, sharing files, applications, printers, and other peripherals is straightforward in a networked environment. It is essential to distinguish between what a computer network is and what it does. The former explains the structure and components, while the latter highlights the benefits and functionalities. Figure 1.1 illustrates that a computer network comprises interconnected computers sharing resources.

			
				
					[image: Figure 1.1 – A typical computer network]
				

			

			Figure 1.1 – A typical computer network

			Computer networks come in various types, each serving different purposes and covering other areas. Let us explore these types individually.

			Types of computer networks

			Designing and building a computer network is a fascinating process closely tied to its definition. At its core, a computer network requires at least two computers. The number of computers and how they access shared resources determines the categorization of network types, which will be detailed in the following sections. Generally, computer networks are categorized based on the area they cover and their intended purpose. We will discuss some of the most common types of computer networks here.

			Personal area network

			A Personal Area Network (PAN), depicted in Figure 1.2, connects and transmits data among devices within a private area, typically belonging to an individual. For example, in your home office, your laptop, smartphone, printer, and headphones might all be connected via Bluetooth or Wi-Fi. Often referred to as a Home Area Network (HAN), a PAN uses technologies such as Bluetooth and Wi-Fi to interconnect devices.
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			Figure 1.2 – A PAN

			Another type of network is the Local Area Network (LAN), which has a much more extensive coverage area compared to a PAN. Let us explore this in the next section.

			Local area network

			A LAN connects two or more computers within a local area, such as a single room, a floor, several floors, a building, or multiple adjacent buildings. LANs typically use a central device and networking media such as twisted-pair, coaxial, or fiber optic cables to interconnect computers. Figure 1.3 illustrates an extended LAN that utilizes two switches to connect multiple devices. This configuration enhances network capacity and allows for greater scalability by enabling communication across different segments of the network. The use of multiple switches in the extended LAN ensures efficient data transfer between devices, improving overall network performance and reliability. This setup is commonly used in larger environments to accommodate growing network demands while maintaining optimal performance and minimal latency.

			Furthermore, comparing PANs and LANs, a PAN is primarily dominated by portable devices such as smartphones, while a LAN mainly consists of fixed devices. Both cover local areas, but a LAN has a broader range, potentially spanning an entire building or multiple buildings. A PAN is organized around an individual, whereas a LAN is organized around a specific site.
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			Figure 1.3 – A LAN

			The next type of network we will examine is the Metropolitan Area Network (MAN), which has even more excellent coverage than a LAN.

			Metropolitan area network

			A MAN, illustrated in Figure 1.4, connects multiple LANs within a town or city. MANs exist to facilitate resource sharing and access within a metropolitan area. They offer more excellent coverage than LANs but less than Wide Area Networks (WANs). MANs are faster than both LANs and WANs, often using fiber optics and gigabit layer 3 switches for high-speed interconnection.
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			Figure 1.4 – A MAN

			Finally, we will understand WANs, which have the most significant coverage.

			Wide area network

			A WAN, depicted in Figure 1.5, covers extensive geographic areas beyond the reach of LANs and MANs. WANs use dedicated telecommunication lines, such as telephone lines, leased lines, or satellites, making them accessible from geographic limitations. The internet is a quintessential example of a WAN.
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			Figure 1.5 – A WAN

			Note

			You can learn more about the types of computer networks at https://www.lifewire.com/lans-wans-and-other-area-networks-817376.

			After exploring the various types of computer networks, we will examine their underlying components.

			Understanding computer network components

			Just as Personal Computers (PCs) have their components, computer networks also consist of essential elements. While PCs and peripheral devices are familiar to most people, IT professionals focus on components such as networking devices, networking media, and NOSs.

			First, let us clarify the roles of clients and servers within a computer network.

			Understanding clients and servers

			In the context of a computer network, clients and servers revolve around accessing and providing network resources. Clients typically initiate requests for resources, while servers are responsible for delivering and managing access to these resources. Both play vital roles in network operations. For instance, as depicted in Figure 1.6, a server connected directly to a printer offers printing services to PCs acting as print requesters.
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			Figure 1.6 – Client and server in a computer network

			Note

			The term server originates from serve, indicating its role in providing beneficial services, as per the Merriam-Webster dictionary. In a computer network, servers fulfill this role by serving clients.

			Although clients and servers are fundamental network components, their roles are defined differently in network terminology. Let us explore how they fit into the broader network structure.

			Understanding hosts and nodes

			Have you ever come across terms such as hosts and nodes and wondered about their distinctions? While they may initially seem similar, hosts and nodes serve distinct purposes in network communication. All hosts can be considered nodes, but not every node functions as a host. A host refers to any device with an assigned IP address on its network interface actively requesting or providing networking services. Typically, clients, servers, and routers operate as hosts.

			Note

			An Internet Protocol (IP) address is a logical sequence of decimal numbers separated by dots that uniquely identifies a host within a computer network.

			On the other hand, a node is any device capable of receiving and transmitting network services but lacks an IP address assignment on its interface. Nodes typically have network interfaces used for management purposes. For example, in Figure 1.7, PCs and the file server act as hosts, while switches function as nodes.

			In a Windows Server environment, understanding the distinction between hosts and nodes is essential, as Windows Server frequently operates in a client-server model. In this model, the server provides resources, and client devices connect to access these services. This setup supports effective resource distribution across networks and is fundamental to IT administration.

			As you may know, switches operate by forwarding frames within a local network, ensuring data is efficiently transmitted between devices on the same network segment. In contrast, routers are responsible for forwarding packets across different networks, enabling communication between separate network segments or even across the internet. Both switches and routers play critical roles in network infrastructure, with switches focusing on local traffic management and routers handling more complex inter-network routing to ensure seamless connectivity. Understanding the distinction between these two devices is fundamental for effective network design and troubleshooting.
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			Figure 1.7 – Hosts and nodes in a computer network

			Now that we understand a network and its essential components, we can explore network architectures.

			Understanding Computer Network Architectures

			Discussions about computer networks often involve exploring fundamental and overarching concepts, such as the components that comprise them. That includes considerations of network types based on coverage areas and physical and logical topologies governing their physical layout and structural organization. Computer network architecture encompasses a comprehensive framework that integrates elements such as physical and logical topologies, network components, communication protocols, and operational principles.

			Moreover, computer network architecture serves as a design framework enabling computers to communicate using a request and response paradigm. The most prevalent network architectures include Peer-to-Peer (P2P) and client/server models.

			Let us begin by exploring the P2P network architecture.

			Peer-to-Peer (P2P) network architecture

			In a P2P network, illustrated in Figure 1.8, hosts operate without predefined roles. Instead, they dynamically switch roles between the client and server based on their current network activities. For instance, if PC1 requests services from PC2, PC1 acts as the client while PC2 serves as the server. Conversely, if PC2 initiates a request to PC1, PC2 becomes the client and PC1 the server. PANs often exemplify P2P network setups.
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			Figure 1.8 – A P2P computer network

			Note

			In the P2P network architecture, all hosts participate equally. This equality is a fundamental aspect of the model, where each host may assume the role of client or server as needed, making everyone feel included in the network.

			The subsequent network architecture type is the client/server architecture.

			Client/Server network architecture

			In contrast, a client/server network architecture, presented earlier in Figure 1.7, designates specific roles to hosts. Clients are devices that request services, while servers are devices that provide services within the network. This structured approach to networking ensures efficient operations by clearly defining the roles of each device. Typically, client and server responsibilities are designated to specific machines, allowing for streamlined communication and resource management across the network. This architecture is foundational in many enterprise environments where scalability and reliability are crucial.

			Each component of networking, from hosts and nodes to client-server architecture, directly supports your work within Windows Server 2025. Whether configuring access permissions, setting up resource sharing, or monitoring network traffic, these concepts will recur throughout your server management tasks.

			With a clearer understanding of network operations, the next section will delve into the fundamental requirement for computers to communicate within a network: the IP address.

			Overview of IP addressing and subnetting

			In order for a computer to effectively communicate within a network, an IP address is required, serving as its unique identifier on that network. Think of an IP address as a device’s unique identifier, similar to a postal address. In server management, IP addressing enables you to define the network structure and configure devices to communicate efficiently within and across networks.

			In more complex networks, subnetting is used to define specific segments within the larger network structure, dividing it into smaller, more manageable parts. This segmentation enhances both security and performance—two key factors when managing Windows Server environments, where maintaining streamlined communication and data flow is essential.

			Currently, two leading IP addressing technologies are recognized globally: IPv4 and IPv6. Despite the increasing prominence of IPv6, IPv4 remains the predominant addressing standard in internet traffic.

			Let us begin by examining IPv4 network addresses.

			IPv4 network addresses

			IPv4, or Internet Protocol version 4, assigns addresses consisting of 32 bits organized into four octets, separated with dots for readability (e.g., 192.168.1.1). The designation “v4” denotes the fourth iteration of IP addressing, specified in IETF publication RFC 791. IPv4 addresses are categorized into classes—A, B, C, D, and E—based on their initial octet ranges, as shown in Table 1.1.
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			Table 1.1 – IPv4 classes and their corresponding ranges

			As you progress through this chapter, you may encounter areas that require further clarification, especially if you are new to IT. To address these challenges, it is crucial to focus on practical applications of the concepts discussed. Understanding how these foundational networking principles directly apply to Windows Server management will enhance your learning experience.

			Now, let us explore the IPv6 addressing technology that was introduced to address the exhaustion of IPv4 network addresses.

			IPv6 network addresses

			IPv6, or Internet Protocol version 6, was designed to overcome the limitations posed by the exhaustion of IPv4 addresses, which are only 32 bits in length and provide around 4.3 billion unique addresses. In contrast, IPv6 employs a 128-bit address format, allowing for an astronomical total of approximately 340 undecillion unique addresses, as specified in IETF RFC 2460. This vast address space is represented in hexadecimal notation and segmented by colons, exemplified by addresses such as 2001:0DB8:85A3:0000:0000:8A2E:0370:7334.

			The implementation of IPv6 not only provides an expansive range of addresses but also includes several features that enhance network efficiency and security. For instance, IPv6 supports auto-configuration, enabling devices to generate their IP addresses without the need for a DHCP server. That is particularly beneficial in dynamic environments where devices frequently connect and disconnect, such as in Internet of Things (IoT) applications. Additionally, IPv6 incorporates built-in security features such as IPsec, which provides end-to-end encryption and authentication, further safeguarding data transmission across networks.

			To illustrate the practical benefits of IPv6, consider a smart home setup that includes various connected devices such as smart thermostats, lights, and security cameras. With the extensive address space of IPv6, each device can have a unique IP address, allowing for seamless communication and management without the complexities of address translation or the risk of address conflicts inherent in IPv4 networks. Furthermore, the ability to use multicast addressing in IPv6 facilitates efficient data distribution, such as streaming video to multiple devices simultaneously without requiring multiple unicast streams.

			IPv6 not only resolves IPv4’s address scarcity but also introduces significant advancements that improve network management, security, and scalability, making it a vital evolution in internet architecture as the number of connected devices continues to soar.

			Next, we will delve into IPv4 subnetting, which plays a crucial role in identifying network addresses.

			IPv4 subnetting

			Subnetting involves logically partitioning a more extensive network into smaller subnetworks. A subnet mask is crucial for defining these subnetworks and identifying the network, host addresses, and broadcast addresses within each subnet. Default subnet masks, also known as classful networks, vary depending on the class of IPv4 addresses, as detailed in Table 1.2.
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			Table 1.2 – IPv4 classful networks

			Note

			For further exploration of IPv4 addressing and related topics, visit this page on IPv4 exhaustion and classful networks: https://blogs.igalia.com/dpino/ 2017/05/25/ipv4-exhaustion/.

			The networking fundamentals covered in this section provide a critical framework for the tasks you will perform in Windows Server 2025. However, as we transition into Windows Server topics, we will focus more specifically on its functionalities and practical applications, ensuring that your understanding of these foundational concepts directly supports your server management skills. For additional support, consider leveraging resources such as online forums and targeted literature that can provide deeper insights into Windows Server administration.

			Having covered fundamental networking concepts, including types, components, architectures, and addressing, it’s important to note that tools such as PowerShell and scripting are valuable for managing Windows Server environments. While this chapter doesn’t delve into these topics in detail, they will be explored further in later chapters, providing you with essential skills for automating and streamlining server management tasks. The following section will introduce Windows Server and its core concepts.

			Getting to know the server

			Since we have already defined the server concept earlier, let us now focus on Windows Server in this section. Over its history, Windows Server has evolved from a primary file server to a sophisticated operating system capable of managing complex network environments such as corporate networks. It serves various network functions, such as domain controllers, web servers, print servers, and file servers, and it also acts as a platform for running enterprise applications such as Exchange Server, SQL Server, and SharePoint Server. With its robust performance and advanced security features, Windows Server now plays a pivotal role in shaping the landscape of cloud computing.

			Understanding server hardware and software

			As previously mentioned, computer hardware and software encompass both physical and logical components. Because servers are tasked with providing network services to clients, they require robust hardware. This hardware is designed to support advanced network services efficiently. Therefore, servers need high-quality components to ensure continuous service delivery and support for network operations. Servers differ from standard computers not only in their hardware but also in the specific types of services they provide. For instance, a database server necessitates significant memory capacity and storage space.

			Key hardware components of servers include the CPU, memory, disk subsystem, and network interfaces, all of which significantly impact overall server performance. Monitoring the performance of these components is crucial to maintaining optimal server functionality under both regular and heavy workloads.

			You will likely be familiar with these concepts already. However, the following list will jog your memory about the basics:

			
					Central Processing Unit (CPU): Often referred to as the processor, this is a chip located on the server’s motherboard that handles all processing and calculations. Modern CPUs are based on 64-bit architecture, which allows for more efficient data exchange between the CPU and RAM compared to older 32-bit architecture.

					Random Access Memory (RAM): This serves as the server’s working memory, utilized by Windows Server 2025 and its applications. The amount of RAM directly affects multitasking capabilities, enabling more applications to run simultaneously. Further details on RAM can be found in the Understanding Memory section of Chapter 13, Tuning and Maintaining Windows Server 2025.

					Disks: Data storage in servers typically relies on disks, often organized into a disk subsystem. Disk performance, specifically read/write speeds, is critical as faster throughput enhances overall disk subsystem performance. Servers commonly employ Solid State Drives (SSDs) and Hard Disk Drives (HDDs). SSDs offer faster read and write speeds due to their lack of moving parts, while HDDs are known for durability and high-capacity storage.

					Network interface: This facilitates a server’s connection to both LANs and the internet within an organization. Servers often feature multiple network interfaces, with higher network connection speeds enabling greater data throughput to and from the network.

			

			Now that we have covered what constitutes a server, let us explore various server sizes, form factors, and configurations.

			Understanding server sizes, form factors, and shapes

			If we consider a server as essentially a computer, then similar principles governing the form factor of laptops also apply to servers. That raises the question: what exactly is a form factor? In hardware design, the form factor defines the size, shape, and technical specifications of an electronic device. Today, servers are available in three primary form factors, each tailored to specific operational needs:

			
					Rack-mountable servers: As the name suggests, these servers are designed to be mounted on racks. These servers function as general-purpose computers capable of supporting a wide range of applications and network services. Typically housed in on-premises server rooms or data centers, rack-mountable servers are secured to racks due to their weight and are depicted in Figure 1.9.
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			Figure 1.9 – An HP server in a rack

			
					Blade servers: These are modular units that enable multiple servers to be deployed within a compact space. Characterized by their slim design, blade servers typically include CPU, memory, network interfaces, and storage disks. They are commonly found in data centers or facilities requiring high processing power, owing to their ability to house multiple servers on a single shelf.

					Tower servers: These resemble vertical-case PCs but are equipped with advanced hardware that provides significantly higher processing power compared to standard PCs. These servers are commonly utilized for testing purposes or to support local services in Small Office–Home Office (SOHO) environments.

			

			Note

			A 64-bit Windows Server installed on 64-bit hardware can handle twice the data compared to a 32-bit Windows Server running on 32-bit hardware.

			In this section, we have explored server hardware components, such as CPU, memory, disk, and network interface, and discussed server sizes, form factors, and configurations. Furthermore, servers are equipped with an operating system that enables them to provide network services similar to conventional computers. Let us explore this aspect further.

			Understanding Network Operating System

			A NOS is specialized software designed to manage, maintain, and provide various services within a network environment. These services include file and application sharing, web services, authentication and authorization, access control, user and computer administration, configuration tools, resource management, and other network-related functions. Consequently, a NOS plays a crucial role in effectively managing network resources.

			A NOS forms the foundation of server functionality, enabling centralized control of network resources and client-server interactions. Windows Server 2025 functions as a NOS, offering tools and features tailored for seamless device management, application hosting, and data handling. Understanding the role of a NOS is essential for fully leveraging Windows Server’s capabilities.

			Prominent examples of NOSs today are Windows Server, Linux Server, and macOS Server, each capable of delivering comprehensive network services. Let us delve into each of these systems individually.

			Windows Server overview

			Windows Server, a cornerstone of Microsoft’s server product line, is renowned for its robust Graphical User Interface (GUI) and extensive capabilities in managing network resources. Since its inception in 1993, Windows Server has evolved to meet the demands of modern computing environments. The lineage began with Windows NT 3.5 in the early 1990s and formally started with Windows 2000 Server. Key milestones include the introduction of Windows Server 2008, which brought features such as Server Core and Hyper-V, and the release of Windows Server 2016, which enhanced support for cloud integration, illustrating its adaptability.

			Initially available for both 32-bit and 64-bit architectures, Windows Server transitioned exclusively to 64-bit architecture with the release of Windows Server 2012. The server’s native filesystem remains the New Technology File System (NTFS). However, Windows Server 2012 introduced the Resilient File System (ReFS), primarily used in database applications due to its resilience and efficiency.

			As organizations increasingly transition to cloud services, Windows Server remains relevant by providing hybrid solutions that seamlessly connect on-premises resources with cloud infrastructure. Figure 1.10 illustrates the properties of the Windows C: drive, showcasing key attributes that support the management of file storage and system resources. With features such as Windows Admin Center and PowerShell, Windows Server empowers IT professionals to automate and streamline server management tasks, ensuring its continued relevance in an increasingly digital and cloud-centric world.

			
				
					[image: Figure 1.10 – NTFS continues to be used ﻿by Windows Server 2022]
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