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			Preface

			Complete with a clear, succinct explanation of key concepts, self-assessment questions, tips, and mock exams with detailed answers, this MD-100 study guide covers different facets of upgrading and deploying Windows 10. You'll learn how to manage devices and data, configure connectivity, troubleshoot the operating system and apps, and secure and maintain Windows 10 with updates and recovery.

			You'll explore different Windows 10 editions and learn how to choose the best fit for your organization. This book will guide you through installing and configuring Windows 10 using different approaches. Toward the end of the book, you’ll get to grips with managing local users and groups in Windows 10 and learn how to establish connections via different networks, such as a LAN or WLAN/Wi-Fi.

			You'll learn how to deploy Windows 10 in a variety of ways, and to manage local users, groups, and devices. You'll also learn how to configure networking and remote connectivity, and gain insights into Windows 10 maintenance. You will also learn how to customize different Windows 10 features and become an expert at troubleshooting and recovery. Also, you'll get to grips with managing log files, and monitoring and managing Windows security.

			You will learn about managing devices and data, configuring connectivity and security, and maintaining Windows 10 with updates and recovery.

			By the end of this book, you'll have covered everything you need to pass the MD-100 certification exam and become a Microsoft 365 Certified: Modern Desktop Administrator Associate.

			Who this book is for

			This book is for both experienced and novice IT administrators who deploy, configure, secure, and monitor devices. Anyone who wants to take the MD-100 exam should have a working knowledge of managing identity, access, policies, updates, and apps. Although not necessary, experience with Microsoft 365 workloads, Windows 10 devices, and non-Windows devices will be helpful.

			What this book covers

			Chapter 1, Deploying Windows 10, describes the different methodologies of installing and deploying Windows 10 on a device. You will explore Windows 10 and learn how it operates across a plethora of devices. Understanding which edition is required for the enterprise is important because each edition comes with its own unique features.

			Chapter 2, Upgrading Windows 10, describes the different processes for upgrading from an earlier version of Windows to the current Windows 10. You will explore how to configure language packs, troubleshoot activation problems, and migrate user data.

			Chapter 3, Customizing and Configuring Windows 10, explains how to customize different Windows 10 features and configure startup options. You will explore concepts such as configuring desktop settings, Start menus, and color schemes.

			Chapter 4, Managing Local Users, Groups, and Devices, shows you how to manage local users and groups. You will subsequently explore how devices are managed in a Workgroup.

			Chapter 5, Configuring Permissions and File Access, discusses the different file systems in Windows 10 and explains how to configure NTFS and share permissions on folders and file access.

			Chapter 6, Configuring and Implementing Local Policies, explains how to configure local policies and how to implement them in Windows 10. We can set different policies to users or to devices.

			Chapter 7, Securing Data and Applications, discusses User Account Control, how to configure Threat Protection and AppLocker, and how to implement disk encryption.

			Chapter 8, Configuring Various Networks, explains the fundamentals of how to configure different options to create formidable connections such as LAN, Wi-Fi, and mobile connectivity.

			Chapter 9, Configuring Remote Connectivity, discusses remote management via PowerShell to a Windows 10 device. You will learn how to connect to a Windows 10 desktop via Remote Desktop access.

			Chapter 10, Understanding Troubleshooting and Recovery, discusses errors in Windows 10 that can be dealt with in several ways. You will learn these different ways, such as file recovery and recovering a complete Windows 10 installation or application. We will look at troubleshooting during the startup/boot process of Windows 10.

			Chapter 11, Managing Updates, discusses several key strategies for keeping Windows 10 up to date, as it is common knowledge that it is important to keep Windows 10 and your applications up to date.

			Chapter 12, Managing Log Files, explores different log files that are built in to Windows 10 and how to read those files.

			Chapter 13, Mock Exam A and B, contains mock exams for the reader to test the knowledge they have gained from the book. 

			Assessments, contains the answers to the questions asked in the chapters.

			To get the most out of this book

			You should know the basics of Windows 10, Azure Active Directory (Azure AD) and Microsoft Endpoint Manager (Microsoft Intune) before you can proceed with the book.

			
				
					[image: ]
				

			

			Before starting with this book, you should join the Microsoft 365 Developer Program to set up and configure an Azure AD Developer tenant. More information about this program can be found at https://docs.microsoft.com/en-us/office/developer-program/microsoft-365-developer-program.

			If you already own an Azure AD tenant for testing purposes, then you can use that.

			If you are using the digital version of this book, we advise you to type the code yourself or access the code via the GitHub repository (link available in the next section). Doing so will help you avoid any potential errors related to copy/pasting of code.

			Download the example code files

			You can download the example code files for this book from your account at www.packt.com. If you purchased this book elsewhere, you can visit www.packtpub.com/support and register to have the files emailed directly to you.

			You can download the code files by following these steps:

			
					Log in or register at www.packt.com.

					Select the Support tab.

					Click on Code Downloads.

					Enter the name of the book in the Search box and follow the onscreen instructions.

			

			 Once the file is downloaded, please make sure that you unzip or extract the folder using the latest version of:

			
					WinRAR/7-Zip for Windows

					Zipeg/iZip/UnRarX for Mac

					7-Zip/PeaZip for Linux

			

			The code bundle for the book is also hosted on GitHub at https://github.com/PacktPublishing/Microsoft-Exam-MD-100-Windows-10-Certification-Guide. In case there's an update to the code, it will be updated on the existing GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Code in Action

			Code in Action videos for this book can be viewed at (https://bit.ly/2LsQDqD).

			Download the color images

			We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://static.packt-cdn.com/downloads/9781838822187_ColorImages.pdf.

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "Replace <KBnumber> with the actual KB number in the command if you wish to uninstall the update."

			Any command-line input or output is written as follows:

			wmic qfe list brief /format:table

			Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "Open Settings | Update & Security | Windows Update option."

			Tips or important notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Reviews

			Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

			For more information about Packt, please visit packt.com.

		

	


		
			Section 1 : Deploying Windows

		

		
			Windows 10 is Microsoft's latest version of its OS and the most widely adopted version in use today. Unlike previous Windows OS versions, Windows 10 is continuously updated with new features and capabilities and offers new methods of deployment, management, and integration with today's cloud technologies.

			This section will help you develop an understanding of which edition is required for your enterprise. Also, you will learn how to customize different Windows 10 features, as well as how to install and deploy Windows 10 on any device.

			This section comprises the following chapters:

			
					Chapter 1, Deploying Windows 10

					Chapter 2, Upgrading Windows 10

					Chapter 3, Customizing and Configuring Windows 10

			

		

	


		
			Chapter 1: Deploying Windows 10

			Windows 10 is Microsoft's latest version of its Operating System (OS) and the most widely adopted version in use today. Unlike previous Windows OS versions, Windows 10 is continuously updated with new features and capabilities, and offers new methods of deployment, management, and integration with today's cloud technologies.

			The first chapter of this book will introduce the first objective, which is deploying Windows 10. This chapter will begin to prepare you for the MD-100 (Windows 10) exam, which is part the Microsoft 365 Certified: Modern Desktop Administrator Associate certification.

			The following topics will be covered in this chapter:

			
					Understanding Windows 10 editions and capabilities

					Performing a clean installation

			

			In this chapter, we will focus on the different Windows 10 editions and their capabilities. This chapter will also provide you with the necessary skills to perform a clean installation of Windows 10.

			Technical requirements

			In this chapter, you will learn step-by-step how a clean installation of Windows 10 works. These steps that you will follow have also been recorded. You can find these videos at https://bit.ly/2LsQDqD.

			Understanding Windows 10 editions and capabilities

			Microsoft has different Windows 10 editions available for home users, enterprise users, and education users.

			Before you deploy Windows 10 in your environment, you must select the most suitable edition for your environment. The different Windows 10 editions address the needs of your environment and your end users. In this section, we will look at the different features of each edition, as well as the difference between the 32-bit and 64-bit versions. Let's start by looking at what Windows 10 editions are available.

			Learning about Windows 10 editions

			In this section, we will learn about the different Windows 10 editions that you can install in your organization. In the following screenshot, you can see the different Windows 10 editions that are available when you are installing from an installation media, such as Digital Video Disc (DVD) or Universal Serial Bus (USB):

			
				
					[image: Figure 1.1 - Overview of the Windows 10 editions ]
				

			

			Figure 1.1 - Overview of the Windows 10 editions

			Before you can install Windows 10, you must select the most suitable edition for your organization. In the following table, you can see the different Windows 10 editions and their consumers, ranging from individuals to large enterprises:
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			Table 1.1 - Various Windows editions

			You can buy the Windows 10 Home and Windows 10 Pro editions via a computer shop or online. If you want to use the Windows 10 Enterprise or Windows 10 Education editions, then you must get a Volume Licensing contract via a software broker or directly from Microsoft.

			In the next section, we will look at the different capabilities of each Windows edition.

			Understanding Windows 10 capabilities

			There are different features for each Windows 10 edition. So, if you were to install and use any one of the Windows OS editions, then you would need to have pretty decent knowledge of these features. We will list what these main different features are in each Windows 10 edition.

			Windows 10 Home

			Windows 10 Home edition is a consumer-oriented desktop edition of Windows 10. Windows 10 Home is pre-installed on consumer Personal Computers (PCs), tablets, and hybrid laptop/tablets. The new features of Windows 10 Home are as follows:

			
					Cortana

					Microsoft Edge

					Tablet mode for touch devices

					Windows Hello

					Virtual desktops

					Windows Sandbox

					Built-in universal Windows apps such as Photos, Maps, Mail, and so on

					New updates and features are received automatically

					Support for Windows Information Protection through Mobile Application Management (MAM) via Intune

			

			Windows 10 Pro

			Windows 10 Pro edition has the same features as Windows 10 Home, but with many extra features to meet the needs of small- and medium-sized businesses. Some of these features are as follows:

			
					BitLocker

					Virtualization

					Windows Autopilot

					Windows Update for Business

					Active Directory domain join

					Ability to join Azure Active Directory (Azure AD)

					Group policy management

					Remote Desktop

					Windows Store for Business

					Enterprise Data Protection

					Granular User Experience Control

			

			Windows 10 Enterprise

			Windows 10 Enterprise edition has the same features mentioned earlier, but with more features, such as the following:

			
					Always on VPN, also known as DirectAccess. This feature is supported on all Windows 10 editions that have at the Windows 10 version 1607 (Anniversary Edition) installed.

					Windows to Go Creator.

					AppLocker.

					Start Screen Control with Group Policy.

					Windows Defender Credential Guard.

					Windows Defender Application Control.

					Windows Defender Application Guard.

			

			Windows 10 Enterprise LTSB

			Windows 10 Enterprise Long-Term Servicing Branch (LTSB) is a special edition that Microsoft will not update with any new features. This version only gets security updates and other important updates. Why only security updates and not any feature updates? Because you can install Windows 10 Enterprise LTSB on devices that run on specialized systems, such as PCs that control medical equipment, Automated Teller Machines (ATMs), Point Of Sale (POS) systems, and many other critical systems.

			The Windows 10 Enterprise LTSB has fewer features than the Windows 10 Enterprise edition. These include the following:

			
					Many built-in universal Windows apps are missing

					No Cortana

					No Windows Store

					No Microsoft Edge browser

			

			Windows 10 Education

			Windows 10 Education edition offers the same features as the Windows 10 Enterprise edition. This edition is only available through Academic Volume Licensing and is suitable for teachers, students, administrators, and school staff.

			Learning about 32-bit versus 64-bit Windows 10 editions

			All the previously mentioned Windows 10 editions, as shown in the Table 1.1, are available in both 32-bit and 64-bit versions. The 64-bit versions are similar to the 32-bit versions, but they offer several advantages, such as the following:

			
					Improved performance

					Enhanced memory

					Improved security

					Support for the Hyper-V feature

			

			Keep in mind that the 64-bit editions of Windows 10 do not support the 16-bit Windows on Win32 (WoW) environment. If your environment requires 16-bit application versions, consider deploying those applications in a separate way. This is because Windows 10 64-bit editions will refuse to run those applications.

			Important Note

			All 32-bit Operating Systems are limited to 4 GB of addressable memory, while the 64-bit OS can address more than 4 GB. The 64-bit version of Windows 10 Home will not support the Hyper-V feature.

			Performing a clean installation

			There are different methods for carrying out a Windows 10 installation. In this section, we will focus on a clean installation.

			Making a new deployment of any kind of Windows 10 edition consists of nothing more than carrying out a clean installation of your hardware. For example, imagine a situation in which you buy yourself a self-customized gaming PC with different hardware components because you want the best of the best. However, this gaming PC is then delivered without an operating system. In cases like this, you would carry out a clean installation.

			However, there a few different approaches to carrying out a clean installation of Windows 10. Some examples are as follows:

			
					Installation media: When you buy a self-customized gaming PC with different hardware components, you will use a DVD or USB with a Windows 10 ISO file on it and boot the computer from your installation media.

					System image: A system image also refers to a golden image. It is typically a file that contains a snapshot, which can be referred as a capture image, of a generic computer with the OS installed, including drivers, specific configurations, and perhaps some applications, such as Microsoft Office and Adobe Reader.There are various tools available for creating and deploying images, such as System Center Configuration Manager (SCCM) and Microsoft Deployment Toolkit (MDT). A system image is the preferred method and is used for medium- and large-sized enterprise organizations. These kinds of deployments are faster and more automated than installing from a DVD or USB.


					Windows Autopilot: If the computer already has Windows 10 pre-installed, then Windows Autopilot can be used to carry out a new deployment. Windows Autopilot allows administrators to apply organization-specific configurations and some types of applications.This can be done with Intune, for example, as most computers nowadays come with Windows 10 pre-installed and enable organizations to come to the same result, without needing to deploy system images over the corporate network. Windows Autopilot will not be discussed in this exam guide, because this topic belongs to MD-101.


			

			Understanding the clean installation process

			This section will cover step-by-step instructions on how to install Windows 10 on a new or existing device through a clean installation (so no in-place upgrades or migration paths). Let's make a start:

			
					Insert your Windows 10 installation media, start the computer, and boot from the installation media:[image: Figure 1.2 - Press any key screen for Windows 10 installation ]
Figure 1.2 - Press any key screen for Windows 10 installation


					On the Windows Setup screen, choose the appropriate language, Time and currency format, and Keyboard or input method and click Next:[image: ]
Figure 1.3 - Language and preferences Windows Setup window


					After that, on the Windows Setup window, click Install Now:[image: Figure 1.4 - Install now Windows Setup window ]
Figure 1.4 - Install now Windows Setup window


					Then, on the Select the operating system you want to install window, choose your appropriate Windows 10 edition and click Next:[image: Figure 1.5 - Selecting the OS window ]
Figure 1.5 - Selecting the OS window


					Then, on the Applicable notices and license term window, accept the license terms and click Next:[image: Figure 1.6 - Accepting license terms window ]
Figure 1.6 - Accepting license terms window


					After that, on the Which type of installation do you want? window, choose the Custom: Install Windows only (advanced) option:[image: Figure 1.7 - Selecting the type of installation  ]
Figure 1.7 - Selecting the type of installation 


					Then, on the Where do you want to install Windows? window, select Drive 0 Unallocated Space and click Next:

			

			
				
					[image: Figure 1.8 - Selecting where to install Windows  ]
				

			

			Figure 1.8 - Selecting where to install Windows 

			Important Note

			For a clean installation of Windows 10 on a device that already has an OS installed on it, erase all the partitions by formatting or deleting any partitions during the setup process.

			So, now, the installation begins. After a few minutes, you will need to choose the appropriate settings, such as keyboards, regions, and more. Follow these steps to finish the installation of Windows 10:

			
					On the Let's start with region. Is this right? window, select your region and click Yes:[image: Figure 1.9 - Selecting your region ]
Figure 1.9 - Selecting your region


					Then, on the Is this the right keyboard layout? window, choose your respective keyboard layout and click Yes:[image: Figure 1.10 - Selecting the right keyboard layout ]
Figure 1.10 - Selecting the right keyboard layout


					After that, on the Want to add a second keyboard layout? window, click Skip:[image: Figure 1.11 - Adding a second keyboard layout ]
Figure 1.11 - Adding a second keyboard layout


					Then, on the Sign in with Microsoft page, click on Domain join instead to add a local account:[image: Figure 1.12 - Sign in with Microsoft account window ]
Figure 1.12 - Sign in with Microsoft account window


					After that, on the Who's going to use this PC? window, fill in a name and click Next:[image: Figure 1.13 - Adding a name to the PC account ]
Figure 1.13 - Adding a name to the PC account


					On the Create a super memorable password page, enter a password and  click Next:[image: Figure 1.14 - Creating a password ]
Figure 1.14 - Creating a password


					After that, on the Confirm your password page, again, fill in the same password from the previous page and click Next:[image: Figure 1.15 - Confirming your password ]
Figure 1.15 - Confirming your password


					After that, on the Create security questions for this account page, choose three questions, fill in their corresponding answers, and click Next:[image: Figure 1.16 - Creating security questions and answers ]
Figure 1.16 - Creating security questions and answers


					Then, on the Do more across devices with activity history page, click on the option of your choice. For now, we will choose No:[image: Figure 1.17 - Activating an account’s activity history ]
Figure 1.17 - Activating an account's activity history


					On the Do more with your voice page, select the option of your choice and select Accept:[image: Figure 1.18 - Activating online speech recognition ]
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