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			Preface

			Cloud computing is one of the cornerstones of today’s IT infrastructure. With platforms such as Amazon Web Services, Microsoft Azure, and Google Cloud Platform, you’re able to build complex computer systems with ease and without any cumbersome management of hardware installation and supplies. Managing cloud platforms, though, is not the same as managing on-premises installations. It is a challenge, which this book intends to help you with.

			In this book, you’ll learn about the topics and tasks required by Azure administrators in their day-to-day activities. You can also think about it as a good introduction to the skills required to obtain Azure certifications as the book provides detailed explanations of Azure services and features, knowledge of which is necessary to become a certified Azure specialist.

			During the process of writing this book, Microsoft decided to rename Azure Active Directory to Microsoft Entra ID. However, this change doesn’t affect the value of the information contained within the book, so you’ll be able to leverage the concepts described in exactly the same way as you’d have been able to before the rebranding process.

			Who this book is for

			This book is intended for everyone wanting to understand topics related to managing and configuring infrastructure in Microsoft Azure. As it focuses more on the operational aspects of cloud infrastructure, the main audience is people with experience in infrastructure management (IT administrators, SysOps, and infrastructure support engineers), though it’ll be beneficial to everyone responsible for infrastructure provisioning in Microsoft Azure.

			What this book covers

			Chapter 1, Azure Fundamentals, offers an introduction to basic Microsoft Azure concepts including core Azure services such as Microsoft Entra ID and Azure Resource Manager.

			Chapter 2, Basics of Infrastructure as Code, discusses automated deployments of infrastructure in Azure using ARM templates, Azure Bicep, and Terraform.

			Chapter 3, Understanding Azure Virtual Networks, introduces networking in Microsoft Azure, starting with general virtual network concepts, best practices, and configuration options.

			Chapter 4, Exploring Azure Load Balancer, sees us implement load balancing in Microsoft Azure using Azure Load Balancer in connection with Azure Virtual Machines.

			Chapter 5, Provisioning Azure Virtual Machines, discusses the fundamentals of virtual machines in Microsoft Azure, including concepts such as provisioning, automation, and storage.

			Chapter 6, Configuring Virtual Machine Extensions, examines how to configure extensions for virtual machines in Azure to allow you to enhance the configuration and service provisioning process.

			Chapter 7, Configuring Backups, shows you how to configure backups for virtual machines using Azure Backup.

			Chapter 8, Configuring and Managing Disks, discusses working with managed disks in Microsoft Azure, including different disk types, performance options, and cost optimizations.

			Chapter 9, Configuring Blob Storage, examines how to store files in Azure Storage using Blob Storage for future integrations and services.

			Chapter 10, Azure Files and Azure File Sync, looks at working with file shares in Microsoft Azure as an alternative to file shares configured on-premises.

			Chapter 11, Azure Storage Security and Additional Tooling, uncovers some advanced topics related to storage in Microsoft Azure including replication, security, and automation.

			Chapter 12, Using Azure Policy, looks at how to set up automated governance of infrastructure in Microsoft Azure using both built-in and native policies.

			Chapter 13, Azure Monitor and Alerts, introduces monitoring in Microsoft Azure with Azure Monitor, including configuring alerts.

			Chapter 14, Log Analytics, examines how to aggregate logs in Microsoft Azure with Kusto queries run within a Log Analytics workspace.

			Chapter 15, Exploring Network Watcher, shows how to validate and debug network flows in Microsoft Azure using Network Watcher and its capabilities.

			To get the most out of this book

			To get started with the book, make sure you have access to a Microsoft Azure subscription, and that you are the owner of that subscription. If you don’t have such a subscription, take a look at a free account for Microsoft Azure at https://azure.microsoft.com/en-us/free.
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			If you are using the digital version of this book, we advise you to type the code yourself.

			Code in Action

			The Code in Action videos for this book can be viewed at https://packt.link/GTX9F.

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “Look at one of the returned fields called primaryEndpoints:”

			A block of code is set as follows:

			
  {
    "creationTime": "2023-07-29T20:44:48.299346+00:00",
    "keyName": "key1",
    "permissions": "FULL",
    "value": "K4gPP5UuDwl2/…+AStZ6ODSw=="
  },
			Any command-line input or output is written as follows:

			
az policy definition list --query "[].{Name:name, DisplayName:displayName}" -o table
			Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “To simplify things for now, we’ll use the basic configuration by clicking on the Create storage button.”

			Tips or important notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you’ve read Learn Azure Administration – Second Edition, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a free PDF copy of this book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application.

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily.

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below
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			Part 1:Introduction to Azure for Azure Administrators

		

		
			In this part, you’ll learn about the fundamentals of Microsoft Azure, including topics such as basic resource structure, deployment models, identity management, and authorization. You’ll also read about automated deployments of infrastructure, using tools such as ARM templates, Azure Bicep, and Terraform.

			This part has the following chapters:

			
					Chapter 1, Azure Fundamentals

					Chapter 2, Basics of Infrastructure as Code
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			Azure Fundamentals

			Getting started with Microsoft Azure is not an easy task. It’s a dynamic, robust, and cross-disciplinary environment that requires lots of knowledge and attention to get things done as per best practices. We’ll start our journey with a detailed explanation of the most fundamental topics that are important from the Azure administrator’s point of view.

			In this chapter, we’re going to cover the following main topics:

			
					Azure Resource Manager, including main components in relation to Azure resources

					Entra ID for basic understanding of identity concepts in Azure

					Authorization using RBAC and ABAC with a focus on role definitions and assignments

					Basic toolset – the Azure CLI, Azure PowerShell, and Cloud Shell

			

			Technical requirements

			For the exercises from this chapter, you’ll need the following:

			
					The Azure CLI (https://learn.microsoft.com/en-us/cli/azure/install-azure-cli)

					Azure PowerShell (https://learn.microsoft.com/en-us/powershell/azure/install-az-ps?view=azps-9.4.0)

					Command line of any kind (either the one available in your operating system or your favorite one)

			

			The Code in Action video for this book can be viewed at: https://packt.link/GTX9F

			Exploring Azure Resource Manager

			We cannot start talking about Microsoft Azure without describing one of the most important available parts of its ecosystem, which is Azure Resource Manager (or its much simpler abbreviation, ARM). It’s a foundation of all services in Azure, which allows for provisioning new instances of resources and interacting with existing ones. It’s impossible to create a database, disk, or virtual machine without calling one of the available endpoints of this API.

			Important note

			Don’t confuse ARM being Azure’s management layer with the ARM processor architecture. For the sake of this book, if we at any point talk about both the API and the availability of ARM processors in Azure, we’ll make a clear distinction in that section.

			Let’s take a deeper dive into the topic to see what benefits ARM grants and what kinds of functionalities we can leverage for our needs.

			Architecture and terminology of ARM

			Although ARM is one of the most important elements where Azure is concerned, it’s not as difficult to understand as many people suppose. Let’s look at the following architecture diagram:

			
				
					[image: Figure 1.1 – High-level architecture diagram of Azure Resource Manager]
				

			

			Figure 1.1 – High-level architecture diagram of Azure Resource Manager

			To get a better understanding, we need to explain all the presented components a little bit:

			
					Client layer – A layer that is available for each client using Azure. It consists of various SDKs, the Azure CLI, Azure PowerShell, REST API, and, of course, the Azure portal. It’s basically an access layer for anybody who wants to interact with cloud resources.

					Authentication – Components responsible for authenticating and authorizing requests coming to ARM. It involves Entra ID and RBAC/ABAC authorization. We’ll cover that topic a little later in the chapter.

					Resource providers – APIs responsible for provisioning, configuring, and managing resources in Azure. It’s a collection of REST operations that can be called and are given the responsibility to interact with a connected resource type.

			

			For now, that’s all you need to know – of course, there’s still more to uncover, but we’ll get there later in the book. To complete the introduction, let’s briefly cover one more concept called Infrastructure as Code (IaC), which is connected to ARM.

			There are lots of different methods when it comes to deploying resources in Azure. You can do it manually in the Azure portal, use the CLI (both the Azure CLI and Azure PowerShell), or download the SDK and write a simple application in your favorite language to provision something in the cloud. This list is already quite impressive, but it’s not yet complete.

			The general idea of IaC is to use a text file(s) to automate and unify a way of creating and managing resources in the cloud. ARM natively supports two different tools:

			
					ARM templates (https://learn.microsoft.com/en-us/azure/azure-resource-manager/templates/overview)

					Azure Bicep (https://learn.microsoft.com/en-us/azure/azure-resource-manager/bicep/)

			

			Both tools are officially supported by Microsoft and enable you to even work with not-yet-released features (which include private preview services and functionalities, for example). Using an SDK to define your infrastructure and manage it that way could also be considered IaC, but in this book, we’ll simplify that definition. We’ll talk more about IaC in Chapter 2.

			Scopes

			The second topic that is important to understand when talking about ARM is scopes. Scopes are crucial because they’re related to resources, policies, and role assignments. In other words, they define multiple layers of your cloud infrastructure and can be used for separating applications and security segmentation.

			In Azure, there are five different scopes available:

			
					Tenant

					Management group

					Subscription

					Resource group

					Resource

			

			All these scopes have the following dependencies on each other:

			
					Tenants can be deployed separately without an Azure subscription assigned

					Tenants can have multiple subscriptions assigned

					Management groups are optional and may contain zero or multiple Azure subscriptions

					Subscriptions are the main layer of separation for other resources and can be assigned to both tenants and management groups

					Resource groups are required for the deployment of resources that are scoped to resource groups

					Resources require a higher scope to be deployed

			

			We can also visualize these dependencies with the following diagram:

			
				
					[image: Figure 1.2 – Dependencies between different ARM scopes]
				

			

			Figure 1.2 – Dependencies between different ARM scopes

			Let’s now talk a little bit about smaller details where scopes are concerned.

			Target scope

			Multiple resources can be scoped to a given parent scope. For instance, to deploy a subscription, you need a tenant. To deploy a resource group, you need a subscription. When talking about resources in general, you need to understand their scope before deployment.

			Important note

			In Azure, there are resources that can be deployed on multiple scopes, so there’s no exact target scope to select. These are called extension resources. An example would be role assignment – it can be deployed on the subscription, resource group, or resource level and works as an extension to the parent resource.

			Most of the time, you don’t need to worry about the target scope as it’ll be automatically selected, or you’ll be given hints about the correct decision.

			Extension resources

			Some resources in Azure can extend other resources. This means that they don’t provide a typical child-to-parent relation and instead can be used as a form of adding functionality to other resources.

			The simplest example of an extension resource is a resource lock. Once added to a resource level, it can prevent it from deletion or set it as read-only.

			Tenants and subscriptions

			A tenant can have zero, one, or multiple subscriptions assigned. You can move subscriptions between tenants. This works well if you want to limit access to a subscription to a limited number of people (it can be done via RBAC/ABAC, but there are scenarios in which separation must be much stricter). It can also be used to transfer ownership of a subscription to another company or client. The only thing to remember is that doing this doesn’t always transfer the financial details related to a subscription. In such cases, you may need to contact Azure Support.

			Resource groups

			While we’ll talk about tenants, subscriptions, management groups, and other concepts very often in this book, there’s one thing that is basically the bread and butter of Azure administration. That thing is a resource group.

			Resource groups are the main deployment scope for most Azure services, though, from the perspective of administration, they become even more important because they’re also a target of various policies defining allowed resource types and configurations. Resource groups can be treated as metadata storage for resources and are often referred to as resource containers.

			Important note

			When a resource group is deployed, one needs to select its location. While it may be unintuitive in the beginning, you’ll quickly get used to it. Selecting a proper location may be important from the compliance point of view when you need to ensure that all the infrastructure-related data is stored within compliant locations.

			As mentioned before, while lots of resources require a resource group to be deployed, being an Azure administrator requires a wider perspective, as lots of resources you’ll be interested in can be deployed on higher scopes. Still, most of the development of cloud infrastructure in Azure happens on the resource group level.

			Resource groups are free and provide logical separation of resources in Azure. This means that resources from one resource group can connect to another without additional configuration. If you want to limit connectivity and apply network policies, you’ll need to use dedicated resources such as virtual networks, network security groups, and firewalls.

			Tags

			Many resources in Azure can be tagged. A tag is a simple label consisting of a key and a value, which can be applied on the resource level for grouping, metadata, or compliance reasons. Normally, resources don’t inherit tags from their parents, though there are exceptions (including managed resource groups created for resources such as Azure Kubernetes Service or Azure Databricks) that automatically get tags applied to a parent resource.

			Remember that tags are stored as plain text. Don’t attempt to store any sensitive or secret value there.

			Quotas and limits

			In Azure, you cannot deploy resources without limits. This means that there are certain quotas, depending on the resource type, which will block deployment exceeding a limit. For example, you may initially have a quota of 10 vCores per virtual machine family, which is considered a soft limit. If you feel that you need more, you can manually increase it on your subscription level.

			Besides soft limits, there are also hard limits. While soft limits can be increased, a hard limit is something you normally cannot exceed. Individual agreements, consulted on a per-scenario basis, are possible after reaching out to Azure Support.

			With some basics of ARM covered, let’s now proceed to Entra ID – a service that is very closely related to ARM but serves a different purpose and can be used without having an Azure subscription.

			Microsoft Entra ID

			Microsoft Entra ID (previously referred to as Entra ID or AAD) is a cloud service that is responsible for managing cloud-based identities. In other words, it’s a directory of users, applications, and devices that are centralized and managed within defined boundaries (tenant). As mentioned earlier, it can be used with or without other Azure resources (such as subscriptions, resource groups, or cloud services).

			Important note

			Don’t confuse Microsoft Entra ID with Active Directory. Although they are quite similar in their functionalities and general purposes, Entra ID is not a direct replacement for its on-premises counterpart. It’s rather a service that addresses gaps in common on-premises environments by enabling an organization to provide hybrid identities for its principals.

			To get started, we’ll discuss a little bit of terminology regarding the service.

			Terminology

			As Entra ID is quite a huge cloud component, it’ll be difficult in the beginning to understand all the concepts. We’ll focus on the most important ones and try to introduce advanced features a little bit later.

			Here are the most popular concepts used when talking about Entra ID:

			
					Tenant – Simply put, a tenant is an Entra ID directory that contains users, applications, devices, and all the configuration related to the service.

					Identity – This is an object that can be anything that can be authenticated. Depending on the context, it could be a user, application, or external service.

					Entra ID roles – These are groups of permissions that allow a given object to perform a set of operations. Note that Entra ID roles are different than the roles that you’ll use in ARM.

					Entra ID licenses – There are multiple tiers of Entra ID that offer different sets of functionalities. Depending on the chosen tier, there’s either no charge or a charge per license.

			

			There are also things such as service principals, app registrations, and enterprise applications, which we’ll describe later in the chapter.

			Users and groups

			In Entra ID, the most basic principal types are users and groups. A user is a person who got their account created in an Entra ID tenant. A group is a collection of users who were put in the same container.

			User and their username

			When a user is created, they get their username and password that are assigned by the Entra ID tenant administrator. A username is an equivalent of an email address, though it doesn’t mean that the user can automatically use it in their email client (in fact, it depends on the organization’s setup – a username in an Entra ID tenant may not reflect an email address used by a user).

			To get things a little bit clearer, let’s imagine your company is named ITMasters and owns the itmasters.com domain. If there’s somebody in your company named John Doe, they most probably have an email address like john.doe@itmasters.com.

			This email address is used for both internal and external communication. Now, your boss has asked you to create an Entra ID tenant. Once the tenant is created, it automatically assigns the <yourcompany>.onmicrosoft.com domain to it. If you decide to create a user now, they’ll get the following username:

			
john.doe@itmasters.onmicrosoft.com
			As you can see, the same person will have the following setup:

			
					Email address: john.doe@itmasters.com

					Entra ID username: john.doe@itmasters.onmicrosoft.com

			

			Even though the Entra ID username looks like an email address, it’s not usable out of the box unless you introduce a change in the DNS zone, mapping this domain to your mail server. Fortunately, it’s possible to map a custom domain to an Entra ID tenant. We’ll describe that shortly.

			Creating a user

			The simplest way to create a user is to use either the Azure CLI or Azure PowerShell. Let’s see the syntax:

			
// Remember to run `az login` or `Connect-AzAccount` as the first step
// Azure CLI
az ad user create --display-name <display-name> \
  --password <password> \
  --user-principal-name <username>@<domain>
// Azure PowerShell
$PasswordProfile = New-Object -TypeName Microsoft.Open.AzureAD.Model.PasswordProfile
$PasswordProfile.Password = "<Password>"
New-AzureADUser -DisplayName "<display-name>" -PasswordProfile $PasswordProfile -UserPrincipalName "<username>@<domain>" -AccountEnabled $true
			Let’s clarify those commands a little bit. As you can see, both the Azure CLI and Azure PowerShell require the same parameters (there are many other optional parameters available, but we’re not going to cover them here):

			
					Display name

					Password

					Username + domain

			

			Display name and password are common parameters that are used to define the name of a user, which will be displayed (display name) with their password. There’s also a username and domain, which have the following requirement: the value of the domain parameter must reflect one of the validated domains.

			For example, if you created an Entra ID tenant and assigned a custom domain (itmasters.com), you’ll have two validated domains available:

			
					itmasters.onmicrosoft.com

					itmasters.com

			

			Now, when creating a user and defining their username, the following values would be accepted:

			
					john.doe@itmasters.onmicrosoft.com

					john.doe@itmasters.com

			

			Assigning john.doe@itheroes.com couldn’t work unless you validate that you are the owner of that domain and then assign it to your Entra ID tenant.

			Group types

			In Entra ID, a group can be one of the following two types:

			
					Security – Used for simplifying the management of roles and permissions

					Microsoft 365 – Used for extending the capabilities of a group with a shared mailbox, calendar, and files

			

			As Microsoft 365 groups are a concept that works mostly with Microsoft 365 tools, we won’t use them in this book. However, if your organization is working on integration with that platform, it will become helpful to you at some point.

			Membership types

			In Entra ID, you can select one of the available membership types. Each type defines a slightly different way of assigning members to a group:

			
					Assigned – You manually decide who is a member of a group and what their permissions are.

					Dynamic user – You can use the dynamic membership rule for the automated process of assigning and removing a user from a group. This feature is based on the user’s attributes and monitors them for possible changes.

					Dynamic device – This works in the same way as the dynamic user membership type, but in this case, it refers to devices.

			

			Important note

			The use of dynamic groups in Entra ID requires a paid license – Entra ID Premium P1 or Intune for Education.

			Most Entra ID groups you’ll work with will be groups with the membership type set to Assigned. Still, the use of dynamic assignments and removals may be helpful in cases where you’re looking for optimizations in the process of group management.

			Creating a group

			Creating a group in Entra ID is even simpler than creating a user, as the only thing you need is to provide a name for a group and its members. There is, however, one gotcha – neither the CLI nor PowerShell, by default, enable you to provide advanced configuration of a group. That means that you cannot create an Entra ID group with a dynamic membership type out of the box, and you need to either install an appropriate extension or leverage the Azure portal or Entra ID admin center.

			For the sake of our exercise, we’ll go for a simple example with a standard group using the assigned membership type:

			
// Remember to run `az login` or `Connect-AzAccount` as the first step
// Azure CLI
az ad group create --display-name <display-name> --mail-nickname <display-name>
// Azure PowerShell
New-AzureADGroup -DisplayName "<display-name>" -MailEnabled $false -SecurityEnabled $true -MailNickName "<display-name>"
			As you can see, there’s a small difference between running the same command using the Azure CLI and Azure PowerShell. In the Azure CLI, you need to provide both a display name and a mail alias for that group (though, as we’re not using Microsoft 365 groups, it won’t matter). Azure PowerShell requires providing two additional parameters:

			
					MailEnabled – indicating whether mail is enabled for that group

					SecurityEnabled – indicating whether this group is a security group

			

			Besides some differences in syntax, those two commands will create a group with the same configuration.

			Applications and service principals

			Users and groups are not the only concept when it comes to creating objects in Entra ID for managing access. Sometimes, you want to run a service or an application and give users or groups access to cloud resources. In those scenarios, Entra ID comes with a concept of applications and service principals, which work as an artificial user that can be assigned to an object outside the Entra ID directory.

			Let’s consider the following situation. Somebody deployed an application to Azure; it’s a basic web application that connects to a database for obtaining data. Normally, that application can access the database using a connection string. An alternative would be to give it personality, so we can treat it as any other object inside Entra ID.

			Another scenario would be an automation script that reads the metadata of Azure resources and builds a report indicating the current inventory of your cloud environment. As ARM integrates with Entra ID, that script must obtain a token that will be validated. To avoid passing our own username and password (which would be a serious security flaw), we could think about giving it an identity and receive a token based on that.

			All these challenges can be solved by using applications and service principals in Entra ID. We’ll describe them in detail.

			Service principals

			Any entity trying to access a resource secured by Entra ID needs to have some kind of representation. If we’re talking about users or groups, things are simple – they are represented by appropriate objects in the directory. If that entity is an abstract concept, such as an application, script, or virtual machine, things require more advanced configuration.

			In Entra ID, objects that are not users or groups will be represented by service principals. There are three different kinds available:

			
					Application – When you want to give access to Azure resources to an application or script, you can create an application object in Entra ID. Once that object is created, you may create a corresponding service principal object assigned to it. Service principal creation will also happen if the application is given consent to configured permissions (in scenarios where it can act on behalf of the user).

					Managed identity – This is a very specific kind of service principal as it’s closely connected to the development of applications and systems in Azure. The purpose of managed identity is to eliminate a need to programmatically obtain credentials for accessing Azure resources. It is assigned on a resource level and can be used from within the application’s code. We’ll talk more about it later in Chapter 11.

					Legacy – This is an old concept existing for backward compatibility. Before applications were added to Entra ID, service principals worked in a very similar way to the current app registration feature, which we’ll discuss in a moment. As this is a legacy feature, we’ll not use it throughout this book.

			

			Let’s now talk a little bit more about a layer above service principals, which is the application layer.

			Application

			When talking about applications in Entra ID, we need to make a distinction between two related concepts:

			
					Application registration

					Application object

			

			We already know that under the hood, each application consists of a service principal. However, a service principal is used to represent an application object on the authentication/authorization level. Before that happens, we need to delegate identity and access management to Entra ID. This is what application registration is for.

			When we create application registration, we configure the way it’s going to be used. We can decide whether it’s a single or multi-tenant application. If we plan to use it to interact with user authentication flows, we’ll configure how authentication will be performed and how users will be redirected.

			Once registration is completed, each application obtains a unique identifier (named ApplicationId or ClientId). This identifier will come in handy when connecting an application to other resources or creating role assignments.

			Creating an application

			To discuss applications in detail, let’s create one using the command line. Conceptually, this exercise isn’t much more difficult than creating a user or a group. However, we’ll split our demonstration between the Azure CLI and Azure PowerShell as they require slightly different approaches.

			In the Azure CLI, you can simply use the following command:

			
// Remember to run `az login` or `Connect-AzAccount` as the first step
az ad app create --display-name <display-name>
			This will create an application with the provided display name and default parameters. Note that we’re not passing additional configurations such as key type, optional claims, or delegated permissions (though it’s, of course, possible in more advanced scenarios).

			In Azure PowerShell, you’ll need to install an additional Entra ID module:

			
Install-Module AzureAD
			Then, we can create an application in the same way as in the Azure CLI:

			
// Remember to run `az login` or `Connect-AzAccount` as the first step
New-AzureADApplication -DisplayName "<display-name>"
			The output of running these commands depends on the environment (the CLI versus PowerShell), but the result will be the same. Assuming I named my application AzureAdministrator01, I should be able to find its details using one of the available commands (az ad app show or Get-AzureADApplication). Unfortunately, it’s not as straightforward as we’d like it to be. Let’s see how to obtain that information.

			Finding application details

			As mentioned previously, we can use one of the two available commands for fetching information about an application:

			
					az ad app show

					Get-AzureADApplication

			

			These two commands serve the same purpose but are used differently. The easiest way to get an application is to use its ApplicationId. ApplicationId is a unique identifier that is assigned to each application in Azure. If we know what value our application has, the whole thing will be a piece of cake. If we don’t, we need to approach it using available alternatives.

			Get-AzureADApplication has a parameter called -Filter. Inside such a filter, we can provide the field and value we’re looking for. For example, for the aforementioned AzureAdministrator01, we could use the following command:

			
Get-AzureADApplication -Filter "DisplayName eq 'AzureAdministrator01'"
			We’ll get a result with three columns – ObjectId, ApplicationId, and DisplayName. We’ll describe the difference between ObjectId and ApplicationId in a second.

			In the Azure CLI, we could use a similar command, but the problem is that it accepts only one parameter. That parameter is –id and can be either ObjectId, ApplicationId, or the URI of the application. Not very helpful, is it? Fortunately, we could use a workaround with the following command:

			
az ad app list --display-name "AzureAdministrator01"
			Alternatively, we could also leverage the –filter parameter like so:

			
az ad app list --filter "DisplayName eq 'AzureAdministrator01'"
			All these commands can be used in the same context (though, obviously, the returned object will be slightly different for the CLI and PowerShell).

			ObjectId versus ApplicationId

			There’s always a little confusion when people realize that an application in Entra ID has two separate identifiers. When it comes to passing the correct identifier, there’s a moment of hesitation – should I use ObjectId or ApplicationId? Fortunately, the answer is quite simple.

			We mentioned previously that when an application is registered in Entra ID, there’s a possibility to create a service principal so that the application can be authenticated and security policies can be applied to it. While the service principal itself is a separate being (at least conceptually), it’s attached to each application registration.

			You can create a service principal for an application using the Azure CLI:

			
az ad sp create --id "<application-id>"
			Once this command completes, it’ll create a new service principal object in Entra ID, which will be linked to your application. You can confirm that the service principal is created by running the following command:

			
az ad sp show --id "<application-id>"
			The result will be a JSON object, which will contain an appId field containing the value of the ApplicationId field of your application. So, there’s even more confusion – now we have three separate identifiers (appId being the same for both objects, and two separate objectId identifiers):

			
					Application:	appId – 87be43fc-f329-4f1b-a6ad-9f70499e4e1d
	objectId – f2b23bfe-53be-4ed4-8ba5-366b1f2fd06f



					Service principal:	appId – 87be43fc-f329-4f1b-a6ad-9f70499e4e1d
	objectId – eed243a8-356e-4d5c-96bf-c603895a9645



			

			Important note

			The values of the fields presented previously will be different for each application and service principal you create. Don’t expect that they’ll be the same as in the examples from this book.

			As you can see, the field that links both objects is appId. On the other hand, objectId is different for each of them. It’s important to remember how these fields are interpreted:

			
					appId is an identifier of an application

					objectId of an application is an identifier of that application within the Entra ID directory

					objectId from a service principal is an identifier of a service principal within the Entra ID directory

			

			This distinction will become very important, for instance, when assigning a role to an Azure resource for an application. As a service principal is used for all the features related to security, you will need to use its objectId to create the proper assignment. appId, on the other hand, will be used when referring to an application itself.

			Authenticating as a service principal

			When using the Azure CLI or Azure PowerShell, you can use the following commands to authenticate:

			
Az login // CLI
Connect-AzAccount // PowerShell
			They allow you to log in as a user and get access to resources within your Azure subscriptions.

			Important note

			The prior commands can be used even when there’s no subscription linked to an account. In such a scenario, you may need to use the --allow-no-subscriptions option in the Azure CLI to ignore the default mechanism of selecting a default subscription.

			A scenario when you log in as a user is not always something you want – in fact, you will face many situations when you want to avoid providing your own credentials (e.g., when running an automation script). We talked a little bit about creating application registration and service principals. Let’s see how to use them to authenticate.

			Each application in Entra ID can have credentials generated, which could be either a password or a certificate. You can list them using the Azure CLI, for instance, like so:

			
az ad app credential list --id "<application-id>"
			As you can see, for this command, we are using the value of the appId field we saw earlier. For now, as this is probably an application we just created, there are credentials generated. We’ll change that with the following command:

			
az ad app credential reset --id "<application-id>"
			As a result, you should receive output like mine:

			
{
  "appId": "87be43fc-f329-4f1b-a6ad-9f70499e4e1d",
  "password": "TaInm~…",
  "tenant": "c2d4fe14-…-5a65748fd6c9"
}
			Note the value of the password field – we’ll use it in a moment.

			Once we have generated credentials, let’s see whether we can authenticate as an application. Use one of the following commands:

			
// Azure CLI
az login --service-principal --username "87be43fc-f329-4f1b-a6ad-9f70499e4e1d" --password "TaInm~…" --tenant "c2d4fe14-…-5a65748fd6c9" --allow-no-subscriptions
// Azure PowerShell
$Credential = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentList "87be43fc-f329-4f1b-a6ad-9f70499e4e1d", "TaInm~…"
Connect-AzAccount -ServicePrincipal -TenantId "c2d4fe14-…-5a65748fd6c9" -Credential $Credential
			Here’s a short clarification – to authenticate as an application, we must use three parameters:
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OEBPS/Fonts/MinionPro-Bold.otf


OEBPS/Fonts/MyriadPro-Semibold.otf


OEBPS/image/B19805_QR_Free_PDF.jpg





OEBPS/image/Packt_Logo_New.png
<PACKD





OEBPS/toc.xhtml


		

		Contents



			

						Learn Azure Administration



						Contributors



						About the author



						About the reviewers



						Preface

					

								Who this book is for



								What this book covers



								To get the most out of this book



								Conventions used



								Get in touch



								Share Your Thoughts



								Download a free PDF copy of this book



					



				



						Part 1:Introduction to Azure for Azure Administrators



						Chapter 1: Azure Fundamentals

					

								Technical requirements



								Exploring Azure Resource Manager

							

										Architecture and terminology of ARM



										Scopes



										Resource groups



										Tags



										Quotas and limits



							



						



								Microsoft Entra ID

							

										Terminology



										Users and groups



										Applications and service principals



							



						



								Authorization using RBAC and ABAC

							

										RBAC



										ABAC



							



						



								Basic toolset – the Azure CLI, Azure PowerShell, 

and Cloud Shell

							

										Azure CLI



										Azure PowerShell



										Cloud Shell



							



						



								Summary



					



				



						Chapter 2: Basics of Infrastructure as Code

					

								Technical requirements



								What is IaC?



								Exploring ARM templates

							

										Template schema



										Creating a deployment



										Deployment modes



										Creating and deploying a simple template



										Listing deployments



							



						



								Migrating to Azure Bicep

							

										Bicep language



										ARM templates and Bicep compatibility



										Performing deployments



										Decompiling an ARM template to Bicep



							



						



								Using ACR as a repository of modules

							

										What is ACR?



										Creating an ACR instance



										Creating a module



										Publishing a Bicep module



										Using the published Bicep module



							



						



								Summary



					



				



						Part 2: Networking for Azure Administrator



						Chapter 3: Understanding Azure Virtual Networks

					

								Technical requirements



								Planning and deploying virtual networks

							

										Planning a network in Azure



										Deploying a virtual network



							



						



								Understanding NSGs

							

										How do NSGs work?



										Working with NSGs



										ASGs



							



						



								Working with virtual network peerings

							

										How does peering work?



										Setting up peerings



							



						



								Network routing and endpoints

							

										System routes



										Custom routes



										Service and private endpoints



							



						



								Summary



					



				



						Chapter 4: Exploring Azure Load Balancer

					

								Technical requirements



								Overview of Azure Load Balancer

							

										Load balancing in Azure



										Components of Azure Load Balancer



										Algorithm of Azure Load Balancer



							



						



								The differences between public and internal load balancers



								Delving into backend pools

							

										Adding a frontend IP configuration



										Adding a backend pool



							



						



								Understanding load balancer rules

							

										Creating a load balancer rule



										High availability ports



										Floating IP



							



						



								Comprehending health probes

							

										Creating a health probe



										Linking a health probe to a load-balancing rule



										Differences between probe protocols



										Additional guidelines for health probes



							



						



								Summary



					



				



						Part 3: Administration of Azure Virtual Machines



						Chapter 5: Provisioning Azure Virtual Machines

					

								Technical requirements



								Exploring the sizes and families of Azure VMs

							

										Families and their pricing



										Operating systems



							



						



								Delving into Azure VM storage

							

										Types of disks



										Redundancy of disks



							



						



								Deploying a VM

							

										Deploying a single VM



							



						



								Connecting to a VM

							

										Connecting using SSH



										Connecting using RDP



										Connecting with the DNS name



										Connecting using Azure Bastion



							



						



								The availability of Azure VMs

							

										Availability sets



										VMSS



							



						



								Summary



					



				



						Chapter 6: Configuring Virtual Machine Extensions

					

								Technical requirements



								Using virtual machine extensions

							

										Employing an extension in a Windows Azure Virtual Machine



										Using extension in Linux Azure Virtual Machines



										Installing extensions



							



						



								Implementing the Custom Script Extension

							

										Installing software with the Custom Script Extension



										Executing a script



							



						



								What is the Desired State Configuration?

							

										Azure Automation State Configuration



										Understanding DSC – general concepts



							



						



								Summary



					



				



						Chapter 7: Configuring Backups

					

								Technical requirements



								Protecting VM data

							

										Coping with accidental deletion



										Utilizing images and snapshots for securing data



							



						



								Understanding backup and restore for Azure VMs

							

										Setting up backup for Azure VMs



										Recovery of Azure VM



							



						



								Using Azure Backup Server

							

										Installation platforms



										Installation of Azure Backup Server



							



						



								Exploring Azure Site Recovery

							

										Replication



										RTO and RPO targets



										Network integration



										Configuring Azure Site Recovery



							



						



								Summary



					



				



						Chapter 8: Configuring and Managing Disks

					

								Technical requirements



								Expanding on OS and data disks

							

										Shared disks



										Encryption



							



						



								Exploring ephemeral OS disks

							

										Deploying a virtual machine with an ephemeral OS disk



							



						



								Adding, detaching, and expanding disks

							

										Adding a disk to a virtual machine



										Mounting a disk



										Detaching disks



										Expanding a disk



							



						



								Swapping OS disks



								Summary



					



				



						Part 4: Azure Storage for Administrators



						Chapter 9: Configuring Blob Storage

					

								Technical requirements



								Exploring storage accounts, containers, and blobs

							

										Storage accounts



										Containers and blobs



							



						



								Configuring access tiers in Blob Storage

							

										Hot and cold storage



										Configuring the access tier



										Configuring the access tier on a blob level



										Archive tier



							



						



								Configuring lifecycle and replication in Blob Storage

							

										Replication of a storage account



										Lifecycle of blobs in Blob Storage



							



						



								Uploading blobs to Blob Storage

							

										Using the Azure CLI to upload a file



										Using AzCopy to upload a file



							



						



								Summary



					



				



						Chapter 10: Azure Files and Azure File Sync

					

								Technical requirements



								Managing Azure Files (File Service)

							

										Available access protocols



										Creating a File Service instance



										Creating a File Service share



										Mounting a file share



							



						



								Working with file share snapshots

							

										Creating a file share snapshot



										Configuring soft delete



							



						



								Working with Azure File Sync

							

										Planning for Azure File Sync



							



						



								Summary



					



				



						Chapter 11: Azure Storage Security and Additional Tooling

					

								Technical requirements



								Configuring soft delete in Blob Storage

							

										Enabling soft delete for containers



										Enabling soft delete for blobs



										Use cases for soft delete and versioning in Blob Storage



							



						



								Using Azure AD for authorization

							

										Azure AD authorization benefits



										Data plane and data actions in role-based access control



										Examples of roles in Azure for Azure Storage



										Using Azure AD in Azure CLI



							



						



								Using managed identities

							

										Definition of managed identity



										Incorporating a managed identity into an application



							



						



								Considering various options for automation

							

										Automated cleanup of data



										SAS token handling



										Stored access policies



										Rotating access keys



							



						



								Using the Azure Import/Export service

							

										Azure Import/Export technical details



										Azure Import/Export requirements



										Preparing disks and configuring the job



							



						



								Summary



					



				



						Part 5: Governance and Monitoring



						Chapter 12: Using Azure Policy

					

								Technical requirements



								The basics of Azure Policy

							

										Azure Resource Manager and Azure Policy



							



						



								Deploying policies

							

										Deploying a policy using the Azure CLI



							



						



								Creating custom policies

							

										Understanding the syntax



										Building and deploying custom policy



							



						



								Simplifying the deployment of policies using initiatives

							

										The idea behind initiatives



										When to use initiatives



							



						



								Reviewing example policies

							

										Policy – secrets should not be active for longer than the specified number of days



										Policy – allowed virtual machine size SKUs



										Policy – assign a built-in user-assigned managed identity to Virtual Machine Scale Sets



							



						



								Summary



					



				



						Chapter 13: Azure Monitor and Alerts

					

								Technical requirements



								Chapter materials



								Getting started – an overview of Azure Monitor

							

										Monitoring scenarios



							



						



								Understanding logs in Azure Monitor

							

										Platform logs



							



						



								Understanding data types and events in Azure Monitor

							

										Using custom logs



							



						



								Querying activity logs

							

										Using the Azure CLI to query activity logs



										Using the Azure CLI to find correlated events



							



						



								Implementing custom alerts for Azure infrastructure

							

										Defining an alert



										Implementing an alert



							



						



								Summary



					



				



						Chapter 14: Azure Log Analytics

					

								Technical requirements



								Getting started – an overview of Azure Log Analytics

							

										Use cases for Azure Log Analytics



										Structure of Azure Log Analytics



							



						



								Using workspaces

							

										Using Azure Log Analytics Workspace



							



						



								Querying data

							

										The basic syntax of Kusto



										Common operators in Kusto



										Aggregate functions



							



						



								Visualizing results

							

										render function



							



						



								Summary



					



				



						Chapter 15: Exploring Network Watcher

					

								Technical requirements



								Getting started – an overview of Network Watcher

							

										Network Watcher toolset



							



						



								Verifying flows



								Diagnosing next hops



								Visualizing the network topology



								Summary



					



				



						Index

					

								Why subscribe?



					



				



						Other Books You May Enjoy

					

								Packt is searching for authors like you



								Share Your Thoughts



								Download a free PDF copy of this book



					



				



			



		

		

		Landmarks



			

						Cover



						Title-Page



						Frontmatter



						Start of Content



						Backmatter



						Table of Contents



						Index



			



		

	





OEBPS/Fonts/MinionPro-Regular.otf


OEBPS/image/B19805_01_02.jpg
Tenant

Tenant

Management Group

Management Group

%

Subsc

ription

Subscription Subscription

Resource Group

I

Resource

Resource






OEBPS/Fonts/CourierStd.otf


OEBPS/Fonts/MinionPro-BoldIt.otf


OEBPS/Fonts/CourierStd-Bold.otf


OEBPS/Fonts/MinionPro-It.otf


OEBPS/Fonts/MyriadPro-Light.otf


OEBPS/image/Cover.png
Learn
Azure Administration

Explore cloud administration concepts with networking,
computing, storage, and identity management

<> KAMIL MRZYGLOD





OEBPS/Fonts/MyriadPro-Regular.otf


OEBPS/image/B19805_01_01.jpg
Authentication

Resource Providers

A

.| Azure Resource

A

Manager
A

Client Layer
(SDKs, REST APIs, Azure portal, CLI, PowerShell)






OEBPS/Fonts/MyriadPro-SemiboldIt.otf


