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    I hate the way you require semicolons,

    I hate the way templates confuse my mind,

    I hate the way memory leaks quietly,

    But most of all, I love that you let me hack reality,

    With nothing but text, logic, and caffeine.

     – Andrey Gavrilin
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    Preface

    Modern C++ allows you to write high-performing applications in a high-level language without sacrificing readability and maintainability. There’s more to software architecture than just language, though. We’re going to show you how to design and build applications that are robust and scalable and that perform well.

    Complete with step-by-step explanations of essential concepts, practical examples, and self-assessment questions, you will begin by understanding the importance of architecture, looking at examples that help illustrate the key ideas.

    You’ll learn how to use established design patterns at the level of a single application, exploring how to make your applications robust, secure, performant, and maintainable. You’ll then learn how to design and build higher-level services that connect multiple applications using patterns such as service-oriented architecture, microservices, containers, and serverless technology.

    By the end of this book, you will understand how to build distributed services using modern C++ and associated tools to deliver solutions that your clients will recommend.

    Are you interested in becoming a software architect or looking to learn more about modern trends in architecture? If so, this book should help you!

    Who this book is for

    Developers working with modern C++ will be able to put their knowledge to work with this practical guide to software architecture. The book takes a hands-on approach to implementation and associated methodologies that will have you up and running and productive in no time.

    What this book covers

    Chapter 1, Importance of Software Architecture and Principles of Great Design, looks at why we design software in the first place.

    Chapter 2, Architectural Styles, covers the different approaches you can take in terms of architecture.

    Chapter 3, Functional and Nonfunctional Requirements, explores understanding the needs of clients.

    Chapter 4, Architectural and System Design Patterns, is all about creating effective software solutions.

    Chapter 5, Leveraging C++ Language Features, gets you speaking native C++.

    Chapter 6, Design Patterns and C++ Idioms, focuses on modern C++ idioms and useful code constructs.

    Chapter 7, Building and Packaging, is about getting code to production.

    Chapter 8, Package Management, is about Conan, a decentralized multi-platform package manager for C and C++.

    Chapter 9, The Future of C++ Code Reuse: Using Modules, explains what C++ modules are.

    Chapter 10, Writing Testable Code, teaches you how to find bugs before clients do.

    Chapter 11, Continuous Integration and Continuous Deployment, introduces the modern way of automating software releases.

    Chapter 12, Security in Code and Deployment, is where you will learn how to ensure that your systems are difficult to compromise.

    Chapter 13, Performance, looks at performance (of course!). C++ should be fast—can it be even faster?

    Chapter 14, Architecture of Distributed Systems, dives into various aspects of distributed systems.

    Chapter 15, Interservice Communication, refers to the mechanisms and techniques used by services for communication and data sharing.

    Chapter 16, Containers, gives you a unified interface to build, package, and run applications.

    Chapter 17, Observability, provides powerful insights into services and systems with logging, monitoring, and tracing tools.

    Chapter 18, Cloud-Native Design, goes beyond traditional infrastructure to explore cloud-native design.

    To get the most out of this book

    The code examples in this book are mostly written for GCC 14+. They should work with Clang 19+ or Microsoft Visual C++ 19.40+ as well, though certain features of C++20 and C++23 may be missing in older versions of the compilers.

    The examples were compiled and run on Linux (GCC, Clang/Ubuntu, Manjaro), macOS (Clang), and Windows (MSVC), but the chapters on Docker, Podman, and Kubernetes require Linux cross-compilation to build and run containers. Recommendations to prepare a development environment are in the GitHub repository at https://github.com/PacktPublishing/Software-Architecture-with-Cpp-2E/tree/main/devenv_readme.

    The examples in this edition are based on the Drogon framework, a high-speed web framework also used in game development and embedded programming. The first edition of this book used Microsoft’s C++ REST SDK, but that project is no longer recommended in new projects because it is in maintenance mode.

    According to TechEmpower’s benchmarks (https://www.techempower.com/benchmarks), high-speed alternatives to this framework include Lithium, userver, Cutelyst, ffead-cpp, and cinatra. If high speed is not the main criterion, it makes sense to consider cpp-httplib, Poco, Seastar, Oat+, Boost, Crow, Pistache, Qt, Restbed, Wt, TreeFrog, and Restinio. You might also explore CppMicroServices, Nui, webpp, or cppcms.

    Drogon provides a fully asynchronous programming mode and flexible routing. It supports cookies and built-in sessions, filter chains, middleware, plugins, file downloads and uploads, pipelining, Gzip and Brotli compression transmission, JSON requests and responses, aspect-oriented programming (AOP), and C++ coroutines. The main program, controllers, and views can be completely decoupled.

    Drogon also includes a built-in database read/write engine compatible with PostgreSQL, MySQL/MariaDB, SQLite, and Redis, as well as an object–relational mapping (ORM) layer. The drogon_ctl command reads database tables to generate corresponding models, and can optionally create projects, controllers, filters, views, models, and stress-testing scaffolding.

    Drogon’s server-side rendering is handled by C++ Server Pages (CSP), similar to JSP, ASP, PHP, Jinja, or Go templates. The framework is based on a non-blocking I/O network library—Trantor—and supports HTTPS (OpenSSL) and WebSocket communication (server and client).

    Drogon is cross-platform and compiles on Linux, macOS, FreeBSD, OpenBSD, HaikuOS, and Windows, supporting both x86-64 and ARM processor architectures.

    If you are using the digital version of this book, we advise you to type the code yourself or access the code via the GitHub repository (link available in the next section). Doing so will help you avoid any potential errors related to the copying and pasting of code.

    Download the example code files

    The code bundle for the book is hosted on GitHub at https://github.com/PacktPublishing/Software-Architecture-with-Cpp-2E. We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing. Check them out!

    Download the color images

    We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://packt.link/gbp/9781803243016.

    Conventions used

    There are a number of text conventions used throughout this book.

    CodeInText: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. For example: “The implicitly created temporary Array object will be shallow-copied.”

    A block of code is set as follows:

    Array<int> array{};
array = {1, 2, 3, 4, 5};
Array copy_array{array};


    Any command-line input or output is written as follows:

    Resource acquired
the door into summer
ABCDEFGHIJKLMNOPQRST
abcdefghijklmnopqrst
Resource released


    Bold: Indicates a new term, an important word, or words that you see on the screen. For instance, words in menus or dialog boxes appear in the text like this. For example: “Enterprise architecture deals with the whole company or even a group of companies.”

    
      Warnings or important notes appear like this. 

    

    
      Tips and tricks appear like this. 

    

    

    
      Quotes appear like this.

    

    Get in touch

    Feedback from our readers is always welcome.

    General feedback: If you have questions about any aspect of this book or have any general feedback, please email us at customercare@packt.com and mention the book’s title in the subject of your message.

    Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you reported this to us. Please visit http://www.packt.com/submit-errata, click Submit Errata, and fill in the form.

    Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

    If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit http://authors.packt.com/.

  

  
    

    Share your thoughts

    Once you’ve read Software Architecture with C++, we’d love to hear your thoughts! Please https://packt.link/r/1803243015 for this book and share your feedback.

    Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.
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    Part 1

    Concepts and Components of Software Architecture

    This part introduces you to the basics of software architecture, demonstrating effective approaches to its design and documentation.

    This part contains the following chapters:

    
      	Chapter 1, Importance of Software Architecture and Principles of Great Design

      	Chapter 2, Architectural Styles

      	Chapter 3, Functional and Nonfunctional Requirements

    

  


  
    1

    Importance of Software Architecture and Principles of Great Design

    The purpose of this introductory chapter is to show what role software architecture plays in software development. It will focus on the key aspects to keep in mind when designing the architecture of a C++ solution. We’ll discuss how to design efficient code with convenient and functional interfaces. We’ll also show how the domain-driven approach complements Agile principles and guides both code and architecture.

    In this chapter, we’ll cover the following topics:

    
      	Understanding software architecture

      	The importance of proper architecture

      	The fundamentals of good architecture

      	Developing architecture using Agile principles

      	The philosophy of C++

      	Following the SOLID and DRY principles

      	Coupling and cohesion

    

    Getting the most out of this book – get to know your free benefits

    Unlock exclusive free benefits that come with your purchase, thoughtfully crafted to supercharge your learning journey and help you learn without limits.

    Here’s a quick overview of what you get with this book:

    Next-gen reader

    
      
        
          	
            [image: ]
            Figure 1.1: Illustration of the next-gen Packt Reader’s features

          
          	
            Our web-based reader, designed to help you learn effectively, comes with the following features:

            [image: ] Multi-device progress sync: Learn from any device with seamless progress sync.

            [image: A black background with a black square  AI-generated content may be incorrect.] Highlighting and notetaking: Turn your reading into lasting knowledge.

            [image: ] Bookmarking: Revisit your most important learnings anytime.

            [image: ] Dark mode: Focus with minimal eye strain by switching to dark or sepia mode.

          
        

      
    

    Interactive AI assistant (beta)

    
      
        
          	
            [image: ]
            Figure 1.2: Illustration of Packt’s AI assistant

          
          	
            Our interactive AI assistant has been trained on the content of this book, to maximize your learning experience. It comes with the following features:

            [image: ] Summarize it: Summarize key sections or an entire chapter.

            [image: ] AI code explainers: In the next-gen Packt Reader, click the Explain button above each code block for AI-powered code explanations.

            Note: The AI assistant is part of next-gen Packt Reader and is still in beta. 

          
        

      
    

    DRM-free PDF or ePub version 

    
      
        
          	
            [image: ]
            Figure 1.3: Free PDF and ePub

          
          	
            Learn without limits with the following perks included with your purchase:

            [image: ] Learn from anywhere with a DRM-free PDF copy of this book.

            [image: ] Use your favorite e-reader to learn using a DRM-free ePub version of this book.

          
        

      
    

    
      
        
          	
            Unlock this book’s exclusive benefits now

            Scan this QR code or go to packtpub.com/unlock, then search for this book by name. Ensure it’s the correct edition.

          
          	
            [image: ]

            [image: A qr code on a white background  AI-generated content may be incorrect.]

          
        

        
          	
            Note: Keep your purchase invoice ready before you start.

          
        

      
    

    Technical requirements

    To play with the code from this chapter, you’ll need the following:

    
      	A Git client for checking out the book’s repository

      	A C++23-compliant compiler

      	The GitHub link for code snippets: https://github.com/PacktPublishing/Software-Architecture-with-Cpp-2E/tree/main/Chapter01

    

    Understanding software architecture

    Let’s begin by defining what software architecture is. When you create an application, library, or any software component, you need to think about how the elements you write will look and how they will interact with each other. This arrangement of elements and their interactions defines software architecture. In other words, you’re designing different elements and their relationships with their surroundings.

    Just like with urban architecture, it’s important to think about the bigger picture so as not to end up in a haphazard state. Thus, the architecture of a software system is a metaphor similar to the architecture of a building; it is a set of important decisions about the organization of a software system. On a small scale, every single building may look okay, but they may not fit together well. Similarly, while software architecture aims to create a well-structured system, software development might progress in unexpected ways.

    Keep in mind that whether you put thought into it or not, when writing software, you are creating an architecture. Therefore, avoid accidental architectures—those that arise without a clear strategy—as this can disrupt your IT systems.

    On the other hand, emerging architectures—those that emerge gradually from the multitude of design decisions—are inevitable as systems grow. Over time, they become explicitly identified and are implemented intentionally after proving themselves.

    So, what exactly should you be creating if you want to mindfully define the architecture of your solution? The Software Engineering Institute has this to say:

    
       The software architecture of a system is the set of structures needed to reason about the system, which comprise software elements, relations among them, and properties of both.

    

    In the following section, we will discuss different types of architectures and explore how software architecture fits within a broader context. A clear understanding of the architecture type helps in correctly identifying the elements involved and defining the scope of work instead of just hopping into writing code.

    Different ways to look at architecture

    There are several ways to look at architecture, each with a different scope:

    
      	Enterprise architecture deals with the whole company or even a group of companies. It takes a holistic approach and is concerned about the strategy of whole enterprises. When thinking about enterprise architecture, you should be looking at how all the systems in a company behave and cooperate with each other. It’s concerned with the alignment between business and IT.

      	Solution architecture is less abstract than its enterprise counterpart. It stands somewhere in the middle between enterprise and software architecture. Usually, solution architecture is concerned with one specific system and the way it interacts with its surroundings. A solution architect needs to come up with a way to fulfill a specific business need, usually by designing a whole software system or modifying existing ones.

      	Software architecture is even more concrete than solution architecture. It concentrates on a specific project, the technologies it uses, and how it interacts with other projects. A software architect is interested in the internals of the project’s components.

      	Infrastructure architecture is, as the name suggests, concerned with the infrastructure that the software will use. It defines the deployment environment and strategy, how the application will scale, failover handling, site reliability, and other infrastructure-oriented aspects.

    

    Solution architecture is based on both software and infrastructure architectures to satisfy the business requirements. Later in this chapter, we will talk about key principles of software architecture to prepare you for both small- and large-scale architecture design. Let’s now discuss another critical aspect of understanding software architecture.

    Communication and culture

    The focus of this book is software architecture. Why would we want to mention communication and culture in a book around software, then? If you think about it, all software is written by people for people. The human aspect is prevalent, and yet we often fail to admit it.

    As an architect, your role won’t be just about figuring out the best approach to solving a given problem. You’ll also have to communicate your proposed solution to your team members. Often, the choices you make will result from previous discussions.

    These are the reasons communication and team culture also play a role in software architecture.

    Conway’s Law states that the architecture of the software system reflects the organization that’s working on it. This means that building great products requires building great teams and understanding that social interaction impacts the success or failure of projects.

    Development culture can be compared to an ecosystem. It is a daily task and cannot be introduced by decree. The culture can become destructive if you don’t take care of it. Poor management can degrade even a well-established team culture within an organization.

    Thus, if you want to be a great architect, developing people skills may be as important as developing technical ones.

    Now that we have looked at both the technical and social aspects of software architecture, let’s answer one fundamental question: why is architecture important?

    The importance of proper architecture

    A better question would be: why is caring about your architecture important? As we mentioned earlier, regardless of whether you put conscious effort into building it or not, your software will end up with some kind of architecture. If, after several months or even years of development, you still want your software to retain its qualities, you need to take some steps earlier in the process. If you won’t think about your architecture, chances are it won’t ever present the required qualities.

    So, in order for your product to meet the business requirements (formal descriptions of business-related objectives and expectations) and attributes such as performance, maintainability, and scalability, you need to take care of its architecture, and it is best if you do it as early as you can in the process. Failing to do so could result in the issues discussed in the following two subsections.

    Technical debt

    Even after you have done the initial work and have a specific architecture in mind, you need to continuously monitor how the system evolves and whether it still aligns with its users’ needs, as those may also change during the development and lifetime of your software. 

    Technical debt (sometimes also called software decay, software erosion, or software rot) occurs when the implementation decisions don’t correspond to the intentional architecture. It is a metaphor describing the trade-offs between short-term gain and long-term stability of software development.

    Technical debt could result from a variety of factors, such as unclear project requirements, poorly written or hastily written code, hardcoded values, lack of documentation, outdated documentation, lack of testing, insufficient testing, lack of code reviews, deprecated libraries or frameworks, deferred upgrades, or accumulated bug debt.

    Accidental architecture

    Failing to track whether the development adheres to the chosen architecture or failing to intentionally plan how the architecture should look will often result in a so-called accidental architecture, and it can happen regardless of applying best practices in other areas, such as testing, or having any specific development culture.

    There are architectural anti-patterns and smells that suggest your architecture is accidental. Code resembling the big ball of mud or spaghetti code, an architectural anti-pattern that suggests a lack of structure, is the most obvious example. Having a god object, where one entity is responsible for everything at once, is another important sign of this. Altogether, if your software is getting tightly coupled with strong dependencies between software components—perhaps with circular dependencies, which occur when two or more components depend on each other—it’s an important signal to put more conscious effort into how the architecture looks.

    Let’s now describe what an architect must understand to deliver a viable solution.

    The fundamentals of good architecture

    It’s important to know how to recognize a good architecture from a bad one, but it’s not an easy task. Recognizing anti-patterns is an important aspect of it, but for an architecture to be good, primarily, it must support delivering what’s expected from the software, which involves meeting functional requirements, addressing attributes of the solution, or dealing with the constraints coming from various places. Many of these aspects can be easily derived from the architecture context.

    Architecture context

    The context is what an architect takes into account when designing a solid solution. It comprises requirements, assumptions, and constraints, which can come from the stakeholders, as well as the business and technical environments. It also influences the stakeholders and environments, for example, by allowing the company to enter a new market segment.

    Stakeholders

    Stakeholders are all the people who are somehow involved with the product. Those can be your customers, the users of your system, or the management. Communication is a key skill for every architect, and properly managing your stakeholders’ needs is key to delivering what they expect and in a way they want.

    Different things are important to different groups of stakeholders, so try to gather input from all those groups.

    Your customers will probably care about the cost of writing and running the software, the functionality it delivers, its lifetime, its time to market, and the quality of your solution.

    The users of your system can be divided into two groups: end users and administrators. The end users usually care about things such as usability, user experience, and the performance of the software. For administrators, more important aspects are user management, system configuration, security, backups, and recovery.

    Finally, things that could matter for stakeholders working in management are keeping the development costs low, achieving business goals, being on track with the development schedule, and maintaining product quality.

    Business and technical environments

    Architecture can be influenced by the business side of the company. Important related aspects are the time to market, the rollout schedule, the organizational structure, the utilization of the workforce, and investment in existing assets.

    By technical environment, we mean the technologies already used in a company or those that are, for any reason, required to be part of the solution. Other systems that we need to integrate with are also a vital part of the technical environment. The technical expertise of the available software engineers is of importance here, too: the technological decisions an architect makes can impact staffing the project, and the ratio of junior to senior developers can influence how a project should be governed. Good architecture should take all of that into account.

    Equipped with all this knowledge, let’s now discuss a somewhat controversial topic that you’ll most probably encounter as an architect in your daily work, as it relates to a very common development methodology.

    Developing architecture using Agile principles

    Agile principles are concepts that encourage adaptability and efficiency in software development. The Agile Manifesto lists 12 guiding principles. You can refer to the link provided in the Further reading section to read about the principles. Seemingly, architecture and Agile development methodologies are in an adversarial relationship, as there are many myths around Agile methodology; these are also mentioned in a resource linked at the end of the chapter. There are a few simple principles that you should follow in order to develop your product in an Agile way while still caring about its architecture.

    Agile, by nature, is iterative and incremental. This means preparing a big, upfront design is not an option in an Agile approach to architecture. Instead, a small but still reasonable upfront design should be proposed. It’s best if it comes with a log of decisions with the rationale for each of them. This way, if the product vision changes, the architecture can evolve with it. To support frequent release delivery, the upfront design should then be updated incrementally. Architecture developed this way is called evolutionary architecture.

    Thus, managing architecture doesn’t require extensive documentation. In fact, documentation should cover only what’s essential, as this way, it’s easier to keep it up to date. It should be simple and cover only the relevant views of the system.

    Also, the architect should not be considered as the single source of truth and the ultimate decision-maker. In Agile environments, it’s the teams that make decisions. Having said that, it’s crucial that the stakeholders are contributing to the decision-making process—after all, their points of view shape how the solution should look.

    Nevertheless, an architect should remain part of the development team, as they often bring strong technical expertise and years of experience to the table. They should also take part in making estimations, resolving conflicts over software architecture, and planning the architecture changes needed before each iteration.

    In order for your team to remain Agile, you should think of ways to work efficiently and only on what’s important. A good idea to embrace to achieve those goals is domain-driven design.

    Domain-driven design

    Domain-driven design (DDD) is a term introduced by Eric Evans in his book of the same title. In essence, it’s about improving communication between business and engineering by bringing the developers’ attention to the domain model that primarily consists of entities and their relationships. Aligning the implementation of the software with this model often leads to designs that are easier to understand and evolve together with the model changes.

    What has DDD got to do with Agile? Let’s recall a part of the Agile Manifesto (2001):

    
      Individuals and interactions over processes and tools

      Working software over comprehensive documentation

      Customer collaboration over contract negotiation

      Responding to change over following a plan

    

    So, how do DDD and Agile intersect? They have similar principles that create the basis for their integration:

    
      	Active stakeholder engagement: A ubiquitous language in DDD facilitates effective communication. Similarly, Agile focuses on collaboration.

      	Flexibility and adaptability: Agile embraces and implements changes, while DDD evolves the models to understand and represent domain specifics. Thus, both support dynamic environments.

      	Iterative development: Agile focuses on small incremental steps of software development, and DDD refines the models as they evolve. Thus, DDD aligns with the iterative nature of Agile as well as its tendency to avoid excessive documentation.

    

    DDD and Agile complement each other and can provide better alignment with business requirements.

    In order to make the proper design decisions, you must understand the domain first. To do so, you’ll need to talk to people a lot and encourage your developer teams to narrow the gap between them and businesspeople. The concepts in the code should be named after entities that are part of the ubiquitous language. It’s basically the common part of business experts’ jargon and technical experts’ jargon. Countless misunderstandings can be caused by each of these groups using terms that the other understands differently, leading to flaws in business logic implementations and often subtle bugs. Naming things with care and using terms agreed upon by both groups can improve the clarity of the project. Having a business analyst or other business domain experts as part of the team can help a lot here.

    If you’re modeling a bigger system, it might be hard to make all the terms mean the same to different teams. This is because each of those teams really operates in a different context. DDD proposes the use of bounded contexts to deal with this. If you’re modeling, say, an e-commerce system, you might want to think of the terms just in terms of a shopping context, but upon a closer look, you may discover that the inventory, delivery, and accounting teams actually all have their own models and terms.

    Each of those bounded contexts is a different subdomain of your e-commerce domain. Ideally, each subdomain can be mapped to its own bounded context managed by a dedicated team—a part of your system with its own vocabulary. Structuring teams around specific domains is consistent with Conway’s Law. It’s important to set clear boundaries for such contexts when splitting your solution into smaller modules. When the boundaries are crossed, the domain models and terms may not remain relevant or acquire new meanings. Just like its context, each module has clear responsibilities, its own database schema, and its own code base. To help communicate between the teams in larger systems, you might want to introduce a context map, such as the one shown in Figure 1.4, which will show how the terms from different contexts relate to each other:
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    Figure 1.4: Two bounded contexts with the matching terms mapped between them (adapted from one of Martin Fowler’s articles on DDD: https://martinfowler.com/bliki/BoundedContext.html)

    As you now understand some of the important project-management topics, we can switch to a few more technical ones.

    The philosophy of C++

    Let’s now move closer to the programming language we’ll be using throughout this book. C++ is a multi-paradigm language that has been around for a few decades now. It has changed a lot since its inception. When C++11 came out, Bjarne Stroustrup, the creator of the language, said that it felt like a completely new language. The release of C++20 marked another milestone in the evolution of this beast, bringing a similar revolution to how we write code. C++23 is also a great addition to the language that expands on C++20 and brings new features. One thing has stayed the same during all those years, however: the language’s philosophy. It can be summarized by the following key philosophies:

    
      	You don’t pay for what you don’t use

      	The language ensures backward compatibility across C++ standards

      	It supports portability, interoperability, and cross-platform development

      	What you do use is just as efficient as what you could reasonably write by hand

    

    Not paying for what you don’t use means that, for example, if you want to have your data member created on the stack, you can. Many languages allocate their objects on the heap, but it’s not necessary for C++. Allocating on the heap has some cost to it—your allocator will probably have to lock a mutex for this, which can be a big burden in some types of applications. The good part is that you can easily allocate variables without dynamically allocating memory each time.

    Backward compatibility in C++ is so important because there are systems that have been working for decades. If you take an old C++ project, it will most likely compile with a modern compiler, perhaps with some modifications.

    Moreover, C++ was originally designed to be portable across different operating systems and processor architectures. Beyond that, C++ can interoperate with other programming languages: directly with C and through language bindings with Python, JavaScript (Node.js), Rust, Swift, Go, Java (JNI), and C#. Сross-platform development with C++ for different platforms is based on conditional compilation by applying preprocessor directives and operations.

    Further, high-level abstractions are what differentiate C++ from lower-level languages such as C or assembly. They allow ideas and intent to be expressed directly in the source code, which works well with the language’s type safety. Consider the following code snippet using fundamental number types for storing units of measurement:

    struct Duration {
    int millis_;
};
void example() {
    auto d = Duration{};
    d.millis_ = 100;
    auto timeout = 1; // one second
    d.millis_ = timeout; // error: we meant 1000 milliseconds but assigned just 1
}


    A much better idea would be to utilize the type-safety features, such as user-defined literals offered by the language, to avoid such conversion errors:

    #include <chrono>
struct Duration {
    std::chrono::milliseconds millis_;
};
void example() {
    using namespace std::literals::chrono_literals;
    auto d = Duration{};
    // d.millis_ = 100; // compilation error, as 100 could mean anything
    d.millis_ = 100ms; // okay
    auto timeout = 1s; // or std::chrono::seconds(1);
    d.millis_ =
        timeout; // okay, converted automatically to milliseconds
}


    The preceding abstraction can save us from mistakes and doesn’t cost us anything while doing so. That’s why it’s called a zero-cost abstraction. Sometimes, C++ allows us to use abstractions that result in better code than if they were not used. One example of a language feature that could often result in such benefit is the concepts feature from C++20, covered in Chapter 5, Leveraging C++ Language Features.

    Another great set of abstractions is the Standard Template Library (STL) and Boost libraries, which consist of different data structures and algorithms. Which of the following code snippets do you think is easier to read and easier to prove to be bug-free? Which expresses the intent better?

    std::string_view, unlike const char*, is not a trivial type, but a class with a set of fields and methods. const char* is a null-terminated C string that requires either calculating the length of a string or storing the length separately from the string type.

    In addition, when using modern C++ abstractions such as std::string_view, you do not need to reimplement algorithms such as std::count but can simply import them from the STL:

    // Approach #1
int count_dots(const char *str, std::size_t len) {
    int count = 0;
    for (std::size_t i = 0; i < len; ++i) {
        if (str[i] == '.') count++;
    }
    return count;
}
// Approach #2
#include <algorithm>
#include <string_view>
int count_dots(std::string_view str) {
    return std::count(str.begin(), str.end(), '.');
}


    Okay, the second function has a different interface, but even if it were to stay the same, we could just create a std::string_view object from the pointer and the length. Since std::string_view is such a lightweight type, your compiler should optimize it away by simply storing it in a processor register instead of memory.

    Thus, using higher-level abstractions leads to simpler, more maintainable code. The C++ language has strived to provide zero-cost abstractions since its inception, so it’s advisable to build upon that instead of redesigning the wheel using lower levels of abstraction.

    To use these abstractions efficiently, it’s important to understand how copying affects performance in C++.

    Lightweight types or cheap-to-copy types, such as std::string_view in C++17, std::span in C++20, and std::function_ref in C++26, are designed to be passed by value. In contrast, heavier or expensive-to-copy types (in particular, std::string and std::vector) are preferred to be passed by reference because copying objects of expensive-to-copy types for passing by value can lead to a large memory footprint and a performance penalty. Therefore, passing constant references is an optimization that avoids copying while still preventing modification of the original object; however, for lightweight types, passing by value remains more efficient and literally cheap to copy.

    By default, in C++, function arguments are passed by value, which means that an object passed to the function is copied and destroyed on return, but the original object should never be modified. It is easy to overlook that copy constructors are implicitly called when copying class objects, which can lead to object slicing if a subclass object is copied into a super class object that has neither the subclass member variables nor functions, leading to hard-to-detect bugs. If your class does not need copy or move constructors, delete them explicitly.

    Building on the idea of writing simple and maintainable code, the next section introduces some rules and heuristics that are invaluable on the path to writing such code.

    Following the SOLID and DRY principles

    There are many principles to keep in mind when writing code. Regardless of whether you are writing C++ in a mostly object-oriented programming manner or not, you should keep in mind the SOLID and DRY principles.

    SOLID principles

    SOLID is a set of practices that can help you write cleaner and less bug-prone software. It’s an acronym made from the first letters of the five concepts behind it:

    
      	Single responsibility principle

      	Open–closed principle

      	Liskov substitution principle

      	Interface segregation

      	Dependency Inversion

    

    Single responsibility principle

    In short, the single responsibility principle (SRP) means each code unit should have exactly one responsibility. This means writing functions that do one thing only, creating types that are responsible for a single thing, and creating higher-level components that are focused on one aspect only.

    For instance, our class manages some type of resources, such as file handles, and parses strings to find numbers:

    class FileManagerAndParser {
public:
    int read(char* s, std::streamsize n) { return 0; }
    void write(const char* s, std::streamsize n) {}
    std::vector<int> parse(const std::string &s);
};


    When maintaining this class and inheriting from it, you will need to track the changes of both functionalities instead of doing it separately. Moreover, some derived classes may simply not need additional functionality. Therefore, it is better to split the class into two classes, each with one responsibility:

    class FileManager {
public:
    int read(char* s, std::streamsize n) { return 0; }
    void write(const char* s, std::streamsize n) {}
};
class Parser {
    std::vector<int> parse(const std::string &s);
};


    Often, if you see a function with and in its name, it’s violating the SRP and should be refactored. Another sign is when a function has comments indicating what each code block of the function does. Each such block would probably be better off as a distinct function.

    The most well-known anti-pattern violating the SRP is the use of god objects that know too much or do too much. Following the SRP means decomposing complex classes that do many things at once into simple, specialized ones. This principle is intended to simplify further modifications and maintenance by reducing complexity, but excessive decomposition can be harmful as it introduces more complexity or makes maintenance more difficult.

    
      A related topic is the principle of least knowledge, also known as the Law of Demeter. In its essence, it says that no object should know more than necessary about other objects, so it doesn’t depend on any of their internals, and an object should only communicate with its immediate neighbors. Applying it leads to more maintainable code with fewer interdependencies between components. These recommendations are easy to remember:

      
        	Each unit should only know about the units that are closely related to it

        	Each unit should only talk to its immediate friends

        	It shouldn’t talk to strangers 

      

      The principle was proposed by Ian Holland at Northeastern University in 1987. It was named after the Demeter project, which was itself inspired by Demeter, the Greek goddess of agriculture.

    

    Open–closed principle

    The open–closed principle (OCP) states that software entities (such as functions, classes, and modules) are supposed to be both open for extension and closed for modification. Open for extension means that new functionalities can be added without changing the existing code. Closed for modification means existing software entities shouldn’t be changed, as this can often cause bugs elsewhere in the system.

    A great example of this principle in C++ is the << operator in std::ostream closed for modification, but you can extend this class to support your custom class. All you need to do is overload the operator:

    std::ostream &operator<<(std::ostream &stream, const MyPair<int, int> &mp)
{
    stream << mp.firstMember() << ", ";
    stream << mp.secondMember();
    return stream;
}


    Note that our implementation of operator<< is a free (non-member) function. You should prefer those to member functions if possible, as it helps encapsulation. For more details on this, consult the article by Scott Meyers in the Further reading section at the end of this chapter. If you don’t want to provide public access to some field that you wish to print to ostream, you can make operator<< a friend function, as shown here:

    class MyPair {
    // ...
    friend std::ostream &operator<<(std::ostream &stream, const MyPair &mp);
};
std::ostream &operator<<(std::ostream &stream, const MyPair &mp) {
    stream << mp.first_ << ", ";
    stream << mp.second_ << ", ";
    stream << mp.secretThirdMember_;
    return stream;
}


    Friend classes, methods, and functions in C++ are useful when a class and its friends have a special relationship and when protected and private members of the class must be hidden from other classes. In such cases, strong coupling is intentional, for example, as in the case of the << operator, or for testing private class members.

    Note that this definition of OCP we discussed is slightly different from the more common one related to polymorphism. The latter is about creating base classes that can’t be modified themselves but are open for others to inherit from them.

    Speaking of polymorphism, let’s move on to the next principle, which uses it correctly.

    Liskov substitution principle

    In essence, the Liskov substitution principle (LSP) states that if a function uses a pointer or reference to a base class, the function must be able to use the pointer or reference to objects of derived classes without knowing it. This rule is sometimes broken because the techniques we apply in source code do not always work in real-world abstractions.

    A classic example is the relationship between squares and rectangles. Mathematically speaking, the former is a specialization of the latter, so there’s an is a relationship between them. This tempts us to create a Square class that inherits from the Rectangle class. So, we could end up with code such as the following:

    class Rectangle {
public:
    Rectangle(double width, double height) : width_(width), height_(height) {}
    virtual ~Rectangle() = default;
    virtual double area() { return width_ * height_; }
    virtual void setWidth(double width) { width_ = width; }
    virtual void setHeight(double height) { height_ = height; }
private:
    double width_;
    double height_;
};
class Square : public Rectangle {
public:
    Square(double side) : Rectangle(side, side) {}
    ~Square() override = default;
    double area() override { return Rectangle::area(); }
    void setWidth(double width) override {
        Rectangle::setWidth(width);
        Rectangle::setHeight(width);
    }
    void setHeight(double height) override { setWidth(height); }
};


    Casting the derived Square class to its base class, Rectangle, results in a conceptual error:

    Rectangle* s1 = new Rectangle(2, 3);
Rectangle* s2 = new Square(4);
s2->setWidth(5);
s2->setHeight(6);
std::cout << s1->area() << std::endl;  // 2*3=6 (expected)
std::cout << s2->area() << std::endl;  // 6*6=36, but 5*6=30


    How should we implement the members of the Square class? If we want to follow the LSP and save the users of such classes from unexpected behavior, we can’t: our square stops being a square if we set different values in setWidth and setHeight because the dimensions of a square are always equal. We can either stop having a square (not expressible using the preceding code) or modify the height as well, thus making the square look different than a rectangle. Therefore, the Square class has problematic setWidth and setHeight functions as a workaround. If the width changes, the height changes too, and vice versa, but we have the Rectangle base class and expect the sides to change independently.

    If your code violates the LSP, it’s likely that you’re using an incorrect abstraction. In our case, Square shouldn’t inherit from Rectangle after all. A better approach could be to make the two implement a Shape interface:

    class Shape {
public:
    virtual double area() = 0;
    virtual ~Shape() = default;
};
class Rectangle : public Shape {
public:
    Rectangle(double width, double height) : width_(width), height_(height) {}
    ~Rectangle() override = default;
    double area() override { return width_ * height_; }
    virtual void setWidth(double width) { width_ = width; }
    virtual void setHeight(double height) { height_ = height; }
private:
    double width_;
    double height_;
};
class Square : public Shape {
public:
    Square(double side) : side_(side) {}
    ~Square() override = default;
    double area() override { return side_ * side_; }
    void setSide(double side) { side_ = side; }
private:
    double side_;
};


    The conceptual error is resolved without loss of functionality since the Shape class is the base class of both classes:

    Shape* s1 = new Rectangle(2, 3);
Square* s = new Square(4);
s->setSide(5);
Shape* s2 = s;
std::cout << s1->area() << std::endl;  // 2*3=6 (expected)
std::cout << s2->area() << std::endl;  // 5*5=25 (expected)


    Since we are on the topic of interfaces, let’s move on to the next item, which is also related to them.

    Interface segregation principle

    The interface segregation principle is just about what its name suggests. It is formulated as follows:

    
       No client should be forced to depend on methods that it does not use.

      – Robert C. Martin, Agile Software Development: Principles, Patterns, and Practices, 2002

    

    That sounds pretty obvious, but it has some connotations that aren’t that obvious. Firstly, you should prefer to have multiple smaller interfaces rather than a single big one. Secondly, when you’re adding a derived class or extending the functionality of an existing one, you should think before you extend the interface that the class implements.

    Let’s show this with an example that violates this principle, starting with the following interface:

    class IFoodProcessor {
public:
    virtual ~IFoodProcessor() = default;
    virtual void blend() = 0;
};


    We could have a simple class that implements it:

    class Blender : public IFoodProcessor {
public:
    void blend() override;
};


    So far, so good. Now, say we want to model another, more advanced food processor, and we recklessly try to add more methods to our interface:

    class IFoodProcessor {
public:
    virtual ~IFoodProcessor() = default;
    virtual void blend() = 0;
    virtual void slice() = 0;
    virtual void dice() = 0;
};
class AnotherFoodProcessor : public IFoodProcessor {
public:
    void blend() override;
    void slice() override;
    void dice() override;
};


    Now, we have an issue with the Blender class as it doesn’t support this new interface—there’s no proper way to implement it. We could try to hack a workaround or throw std::logic_error, but a much better solution would be to just split the interface into two, each with a separate responsibility:

    class IBlender {
public:
    virtual ~IBlender() = default;
    virtual void blend() = 0;
};
class ICutter {
public:
    virtual ~ICutter() = default;
    virtual void slice() = 0;
    virtual void dice() = 0;
};


    Now, AnotherFoodProcessor can just implement both interfaces, and we don’t need to change the implementation of our existing food processor.

    We have one last SOLID principle left, so let’s learn about it now.

    Dependency inversion principle

    Dependency inversion is a principle useful for decoupling by inverting the dependency relationship. In essence, it means that high-level modules should not depend on lower-level ones. Instead, both should depend on the same abstraction because classes should not rely on the implementation details of their dependencies.

    C++ allows two ways to invert the dependencies between your classes. The first one is the regular polymorphic approach, and the second uses templates. Let’s see how to apply both of them in practice.

    Assume you’re modeling a notification system that is supposed to have SMS and email channels. A simple approach would be to write it like so:

    class SMSNotifier {
public:
    void sendSMS(const std::string &message) {
        std::cout << "SMS channel: " << message << std::endl;
    }
};
class EMailNotifier {
public:
    void sendEmail(const std::string &message) {
        std::cout << "Email channel: " << message << std::endl;
    }
};
class NotificationSystem {
public:
    void notify(const std::string &message) {
        sms_.sendSMS(message);
        email_.sendEmail(message);
    }
private:
    SMSNotifier sms_;
    EMailNotifier email_;
};


    Each notifier is constructed by the NotificationSystem class. This approach is not ideal, though, since now the higher-level concept, NotificationSystem, depends on lower-level ones—modules for individual notifiers. Let’s see how applying dependency inversion using polymorphism changes this. We can define our notifiers to depend on an interface as follows:

    class Notifier {
public:
    virtual ~Notifier() = default;
    virtual void notify(const std::string &message) = 0;
};
class SMSNotifier : public Notifier {
public:
    void notify(const std::string &message) override { sendSMS(message); }
private:
    void sendSMS(const std::string &message) {
        std::cout << "SMS channel: " << message << std::endl;
    }
};
class EMailNotifier : public Notifier {
public:
    void notify(const std::string &message) override { sendEmail(message); }
private:
    void sendEmail(const std::string &message) {
        std::cout << "Email channel: " << message << std::endl;
    }
};


    Now, the NotificationSystem class no longer has to know the implementations of the notifiers. Because of this, it has to accept them as constructor arguments:

    class NotificationSystem {
public:
    using Notifiers = std::vector<std::unique_ptr<Notifier>>;
    explicit NotificationSystem(Notifiers notifiers)
        : notifiers_{std::move(notifiers)} {}
    void notify(const std::string &message) {
        for (const auto &notifier : notifiers_) {
            notifier->notify(message);
        }
    }
private:
    Notifiers notifiers_;
};


    In this approach, NotificationSystem is decoupled from the concrete implementations and instead depends only on the polymorphic interface named Notifier. The lower-level concrete classes also depend on this interface. This can help you shorten your build time and allows for much easier unit testing; now, you can easily pass mocks as arguments in your test code.

    Using dependency inversion with virtual dispatch comes at a cost, however, as now we’re dealing with memory allocations, and the dynamic dispatch has overhead on its own. Sometimes, C++ compilers can detect that only one implementation is being used for a given interface and will remove the overhead by performing devirtualization (often, you need to mark the function as final for this to work). Here, however, two implementations are used, so the performance cost of dynamic dispatch (commonly implemented as jumping through virtual method tables, or vtables for short) must be paid.

    There is another way of inverting dependencies that doesn’t have those drawbacks. Let’s see how this can be done using a variadic template from C++11, a generic lambda from C++14, and variant, either from C++17 or a third-party library such as Abseil or Boost.

    If you’re not familiar with variant, it’s just a class that can hold any of the types passed as template parameters. Because we’re using a variadic template that can have any number of parameters, we can pass however many types we like. To call a function on the object stored in the variant, we can either extract it using std::get or use std::visit and a callable object—in our case, the generic lambda. It shows how duck-typing looks in practice.

    First are the notifier classes:

    class SMSNotifier {
public:
    void notify(const std::string &message) { sendSMS(message); }
private:
    void sendSMS(const std::string &message) {
        std::cout << "SMS channel: " << message << std::endl;
    }
};
class EMailNotifier {
public:
    void notify(const std::string &message) { sendEmail(message); }
private:
    void sendEmail(const std::string &message) {
        std::cout << "Email channel: " << message << std::endl;
    }
};


    Now, we don’t rely on an interface anymore, so no virtual dispatch will be done. The NotificationSystem class will still accept a vector of Notifiers:

    template <typename... T>
class NotificationSystem {
public:
    using Notifiers = std::vector<std::variant<T...>>;
    explicit NotificationSystem(Notifiers notifiers)
        : notifiers_{std::move(notifiers)} {}
    void notify(const std::string &message) {
        for (auto &notifier : notifiers_) {
            std::visit([&](auto &n) { n.notify(message); }, notifier);
        }
    }
private:
    Notifiers notifiers_;
};


    Since all our notifier classes implement the notify function, the code will compile and run. If your notifier classes had different methods, you could, for instance, create a function object that has overloads of operator() for different types.

    Because NotificationSystem is now a template, we have to either specify the list of types each time we create it or provide a type alias. You can use the final class like so:

    using MyNotificationSystem = NotificationSystem<SMSNotifier, EMailNotifier>;
auto sn = SMSNotifier{};
auto en = EMailNotifier{};
auto ns = MyNotificationSystem{{sn, en}};
ns.notify("Quinn, Wade, Arturo, Rembrandt");


    This approach is guaranteed not to allocate separate memory for each notifier or use a virtual table. However, in some cases, this approach results in less extensibility, since once the variant is declared, you cannot add another type to it.

    
      It’s noteworthy that we used dependency injection in our examples. It is a software engineering technique to implement the dependency inversion principle. It’s about injecting the dependencies from the outside through constructors or setters rather than creating them internally, which is beneficial to code testability (think about injecting mock objects, for example). There are frameworks for injecting dependencies across entire applications, such as [Boost].DI, Google Fruit, Hypodermic, Kangaru, and Wallaroo. 

    

    The DRY rule

    DRY is short for don’t repeat yourself. It means you should avoid code duplication and reuse it when possible. This means you should create a function or a function template if your code repeats similar operations a few times. Also, instead of creating several similar types, you should consider writing a template.

    Let’s look at an example where two functions implement the same functionality and see how we can eliminate the duplication using a template:

    // two functions implement the same functionality to return minimal int and double values
int minimum(const int& x, const int& y) { return x < y ? x : y; }
double minimum(const double& x, const double& y) { return x < y ? x : y; }
// one template function replaces them to remove duplicated functionality
template <typename T>
T minimum(const T& x, const T& y) {
    return x < y ? x : y;
}
// the calls do not differ before and after applying the rule
cout << minimum(3, 5) << endl;
cout << minimum(3.0, 5.0) << endl;


    It’s also important not to reinvent the wheel when it’s not necessary—that is, not to repeat others’ work. Nowadays, there are dozens of well-written and mature libraries that can help you write high-quality software faster. We’d like to specifically mention a few of them: Boost, Folly, Abseil, Qt, EASTL, and BDE.

    Sometimes duplicating code can have its benefits, however. One such scenario is developing microservices. Of course, it’s always a good idea to follow the DRY rule inside a single microservice, but violating the DRY rule for code used in multiple services can actually be worth it. Whether we’re talking about model entities or logic, it’s easier to maintain multiple services when code duplication is allowed.

    Imagine having multiple microservices reusing the same code for an entity. Suddenly, one of them needs to modify one field. All the other services now have to be modified as well. The same goes for dependencies of any common code. With dozens or more microservices that have to be modified because of changes unrelated to them, it’s often easier for maintenance to just duplicate the code.

    Since we’re talking about dependencies and maintenance, let’s proceed to the next section, which discusses a closely related topic.

    Coupling and cohesion

    Low cohesion and high coupling are usually associated with software that’s difficult to test, reuse, maintain, or even understand, so it lacks many of the quality attributes usually desired to have in software.
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    Figure 1.5: Coupling versus cohesion

    Those terms often go together because one trait often influences the other, regardless of whether the unit we talk about is a function, class, module, library, service, or even a whole system. To give an example, usually, monoliths are highly coupled and have low cohesion, while distributed services tend to be at the other end of the spectrum.

    Coupling

    Coupling is a measure of how strongly one software unit depends on other units. A unit with high coupling relies on many other units. The lower the coupling, the better.

    An example of tightly coupled classes is the first implementation of the NotificationSystem and notifier classes while discussing the dependency inversion topic. This principle reduces the degree of direct knowledge of modules about each other to reduce their coupling. Let’s see what would happen if we were to add yet another notifier type:

    class ChatNotifier {
public:
    void sendMessage(const std::string &message) {
        std::cout << "Chat channel: " << message << std::endl;
    }
};
class NotificationSystem {
public:
    void notify(const std::string &message) {
        sms_.sendSMS(message);
        email_.sendEmail(message);
        chat_.sendMessage(message);
    }
private:
    SMSNotifier sms_;
    EMailNotifier email_;
    ChatNotifier chat_;
};


    It looks like instead of just adding the ChatNotifier class, we had to modify the public interface of the NotificationSystem class. This means they’re tightly coupled, and that this implementation of the NotificationSystem class actually breaks the OCP. For comparison, let’s now see how the same modification would be applied to the implementation using dependency inversion:

    class ChatNotifier {
public:
    void notify(const std::string &message) { sendMessage(message);  }
private:
    void sendMessage(const std::string &message) {
        std::cout << "Chat channel: " << message << std::endl;
    }
};


    No changes to the NotificationSystem class were required, so now the classes are loosely coupled. All we needed to do was add the ChatNotifier class. Structuring our code this way allows for smaller rebuilds, faster development, and easier testing, all with less code that’s easier to maintain. To use our new class, we only need to modify the calling code:

    using MyNotificationSystem =
    NotificationSystem<SMSNotifier, EMailNotifier, ChatNotifier>;
auto sn = SMSNotifier{};
auto en = EMailNotifier{};
auto cn = ChatNotifier{};
auto ns = MyNotificationSystem{{sn, en, cn}};
ns.notify("Azabeth Burns");


    This shows coupling on a class level. On a larger scale, for instance, if you’re having a microservice architecture, a common pattern is to have multiple services use a shared database and communicate via this database. This causes high coupling between those services, as you cannot freely modify the database schema without affecting all the microservices that use it. A better option is to have a database per service, wherein the low coupling can be achieved by introducing techniques such as message queueing, where services communicate by sending messages to a queue instead of calling each other. The services wouldn’t then depend on each other directly, but just on the message format. However, having one database per service can be extremely expensive. The shared instance pattern is a compromise pattern that helps solve the issue. Here, services must request data from other services via the API or other techniques because services must access only their parts of the data to loosen coupling.
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    Figure 1.6: Microservices database design patterns

    Let’s now move on to cohesion.

    Cohesion

    Cohesion is a measure of how strongly software elements belong together. In a system, the functionality offered by components in a module should be strongly related to make it highly cohesive.

    Consider the following example. It may seem trivial, but posting real-life scenarios, often hundreds if not thousands of lines long, would be impractical:

    class CachingProcessor {
public:
    Result process(WorkItem work);
    Results processBatch(WorkBatch batch);
    void addListener(const Listener &listener);
    void removeListener(const Listener &listener);
private:
    void addToCache(const WorkItem &work, const Result &result);
    void findInCache(const WorkItem &work);
    void limitCacheSize(std::size_t size);
    void notifyListeners(const Result &result);
    // ...
};


    We can see that our processor does three types of work and, therefore, violates SRP: the actual work, the caching of the results, and managing listeners. A common way to increase cohesion in such scenarios is to extract a class or even multiple classes:

    class WorkResultsCache {
public:
    void addToCache(const WorkItem &work, const Result &result);
    void findInCache(const WorkItem &work);
    void limitCacheSize(std::size_t size);
private:
    // ...
};
class ResultNotifier {
public:
    void addListener(const Listener &listener);
    void removeListener(const Listener &listener);
    void notify(const Result &result);
private:
    // ...
};
class CachingProcessor {
public:
    explicit CachingProcessor(ResultNotifier &notifier);
    Result process(WorkItem work);
    Results processBatch(WorkBatch batch);
private:
    WorkResultsCache cache_;
    ResultNotifier notifier_;
    // ...
};


    Now, each part is done by a separate, highly cohesive entity. Reusing them is now possible without much hassle. Even making them a template class should require little work. Last but not least, testing such classes should be easier as well.

    Putting this on a component or system level is straightforward—each component, service, and system you design should be concise and focus on doing one thing and doing it right. This concludes our introductory chapter. Let’s now summarize what we’ve learned.

    Summary

    In this chapter, we discussed what software architecture is and why it’s worth caring about. We showed what happens when architecture is not updated along with the changing requirements and explored the fundamentals of good architecture. Then, we saw how to treat architecture in an Agile environment, before moving on to DDD. We also learned how C++ language features such as zero-cost abstractions, concepts, and the STL help express architectural decisions. Finally, we discussed the SOLID and DRY principles, and we defined the terms coupling and cohesion.

    You should now be able to point out many design flaws in code reviews and refactor your solutions for greater maintainability, as well as be less error-prone as a developer.

    In the next chapter, we will learn about the different architectural approaches or styles. We will also learn how and when we can use them to gain better results.

    Questions

    
      	Why care about software architecture?

      	Should the architect be the ultimate decision-maker in an Agile team?

      	How is the SRP related to cohesion?

      	In what phases of a project’s lifetime can it benefit from having an architect?

      	What’s the benefit of following the SRP?

    

    Further reading

    
      	Agile Manifesto, Manifesto for Agile Software Development: https://agilemanifesto.org/

      	Faizah Salami, Top 10 Agile Myths and Facts for Software Testers, Testsigma: https://testsigma.com/blog/agile-myths/

      	Eric Evans, Domain-Driven Design: Tackling Complexity in the Heart of Software, Addison-Wesley Professional: https://www.amazon.com/dp/0321125215

      	Scott Meyers, How Non-member Functions Improve Encapsulation: https://www.aristeia.com/Papers/CUJ_Feb_2000.pdf

      	Dan Radigan, Project Management Intro: Agile vs. waterfall Methodologies, Atlassian: https://www.atlassian.com/agile/project-management/project-management-intro

      	ISO/IEC, Technical Report on C++ Performance: https://www.open-std.org/jtc1/sc22/wg21/docs/TR18015.pdf

      	Chris Richardson, Pattern: Shared Database, microservices.io: https://microservices.io/patterns/data/shared-database.html

      	Chris Richardson, Pattern: Database per Service, microservices.io: https://microservices.io/patterns/data/database-per-service.html

      	Nexus Software Systems, SOLID Design Principles in C++: Enhancing Code Quality and Maintainability: https://nexwebsites.com/blog/solid-design-principles/

      	Catherine Mercer Bing, Many Cultures, One Team: Build Your Cultural Repertoire, Packt Publishing: https://www.packtpub.com/en-ES/product/many-cultures-one-team-9781634620055

      	Domain-Driven Design, Agile vs. Waterfall: Choosing the Right Methodology for Complex Projects: https://domaindrivendesign.org/agile-vs-waterfall-choosing-the-right-methodology-for-complex-projects/

      	Faraz Fallahi, awesome-cpp: A Curated List of Awesome C++ (or C) Frameworks, Libraries, Resources, and Shiny Things, GitHub: https://github.com/fffaraz/awesome-cpp
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    Architectural Styles

    This chapter introduces the different architectural approaches or styles. Each section will discuss a different approach to designing software, along with its pros and cons, as well as describe when and how to apply it to reap its benefits. We’ll begin this chapter by comparing stateful and stateless architectures. After that, we’ll cover monolith systems, service-oriented design, and microservices. Then, we’ll look at architectural styles from different angles by describing event-based architecture, event sourcing, layered systems, modular designs, and finally, hexagonal architecture.

    Once you have completed this chapter, you’ll be familiar with the following topics:

    
      	Deciding between stateful and stateless approaches

      	Understanding monoliths

      	Understanding services and microservices

      	Exploring event-based architecture

      	Exploring event sourcing pattern

      	Understanding layered architecture

      	Learning module-based architecture

      	Introducing hexagonal architecture

    

    Technical requirements

    You will need to know what a software service is. The code from this chapter can be found at the following GitHub page: https://github.com/PacktPublishing/Software-Architecture-with-Cpp-2E/tree/main/Chapter02.

    Deciding between stateful and stateless approaches

    Stateful and stateless are two opposite ways to implement APIs. Each has its pros and cons.

    As the name suggests, stateful software’s behavior depends on its internal state. Let’s take a web service, for instance, as shown in Figure 2.1. If it remembers its state, the consumer of the service can send less data in each request, because the service remembers the context of those requests. However, saving on the request size and bandwidth has a hidden cost on the web service’s side. If the user sends many requests at the same time, the service now has to synchronize its work. As multiple simultaneous requests can change the state, not having synchronization could lead to data races, which cause undefined or unpredictable behavior.
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    Figure 2.1: Stateful versus stateless APIs
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    If the service were stateless, however, then each request coming to it would need to contain all the data needed to process it successfully. This means that the requests would get bigger and use up more bandwidth, but on the other hand, it would allow for better performance and scaling of the service. If you’re familiar with functional programming, you would probably find stateless services intuitive. Processing each request can be understood as a call to a pure function that returns the same output given the same input. In fact, many of the advantages that stateless programming provides stem from its functional programming roots. Mutable state is the enemy of concurrent code. Functional programming relies on immutable values, even if this means making copies instead of modifying existing objects. Thanks to this, each thread can work independently, and no data races are possible. We’ll discuss functional programming in more detail in Chapter 5, Leveraging C++ Language Features.

    Since there are no race conditions, no locks are required to protect a shared state from being accessed by multiple threads simultaneously. This can be an enormous boost in terms of performance because there is no overhead involved in maintaining and accessing session data. No locks also means that you will no longer need to deal with deadlocks, which occur when two threads sharing the same resource prevent each other from accessing the resource and stop functioning. Having pure functions means that your code will be easier to debug, too, since you don’t have any side effects, which are changes in the state of the program or environment that are not reflected in the function output. Not having side effects, in turn, is also helpful for compilers, as optimizing code without side effects is a much easier task and can be performed more aggressively. This doesn’t necessarily mean you should always go stateless, because the choice depends on many factors, including project requirements. If you need to support sessions and track user state, a stateful approach may be more appropriate. If performance and scalability are more important, a stateless approach would be better.

    Take classes, for example. If you’re modeling, say, a Consultant class, it makes sense that the class would contain fields such as the consultant’s name, contact data, hourly rate, current and past projects, and whatnot. It is natural for it to be stateful. Now, imagine that you need to calculate the pay they receive for their work. Should you create a PaymentCalculator class? Should you add a member or a free function to calculate this?

    If you go with the class approach, should you pass a Consultant instance as a constructor parameter or a method argument? Should the class have properties such as allowances?

    Adding a member function to calculate the pay would break the single responsibility principle (SRP), as now the class would have two responsibilities: calculating the pay and storing the consultant’s data (state). This means introducing a free function or a separate class for this purpose should be preferred to having such hybrid classes.

    Another way of defining the SRP is as follows:

    
      Gather together the things that change for the same reasons. Separate those things that change for different reasons.

      – Robert C. Martin, “The Single Responsibility Principle,” The Clean Coder Blog, 2014

    

    That is, if we change the logic of an operation, we should change it in one place. In other words, the SRP not only requires splitting while it can be split, but also not to overdo it—not splitting related things. Do not unnecessarily complicate things.

    Should there be a state in such a class in the first place? Let’s discuss the different approaches to our PaymentCalculator class.

    One approach would be to expose the properties required for calculation purposes:

    class PaymentCalculator final {
public:
    double calculate() const { return hours_ * netHourlyRate_ * taxPercentage_; }
    void setHours(double hours) { hours_ = hours; }
    void setHourlyRate(double rate) { netHourlyRate_ = rate; }
    void setTaxPercentage(double tax) { taxPercentage_ = tax; }
private:
    double hours_{};
    double netHourlyRate_{};
    double taxPercentage_{};
};


    This approach has two cons. The first is that it’s not thread-safe; a single instance of such a PaymentCalculator class cannot be used in multiple threads without locks. The second is that once our calculations become more complicated, the class will probably start duplicating more fields from our Consultant class.

    To eliminate the duplication, we could rework our class to store a Consultant instance, like this:

    class PaymentCalculator final {
public:
    double calculate() const { return {}; };
    void setConsultant(const Consultant &c) { consultant_ = c; };
    void setTaxPercentage(double tax) { taxPercentage_ = tax; };
private:
    std::reference_wrapper<const Consultant> consultant_;
    double taxPercentage_{};
};


    This approach still has the disadvantage of not being thread-safe. Can we do any better? It turns out that we can make the class thread-safe by making it stateless:

    class PaymentCalculator {
public:
    static double calculate(const Consultant &c, double taxPercentage) { return {}; };
};


    If there is no state to manage, it doesn’t really matter if you decide to create free functions (perhaps in a distinct namespace) or group them as static functions of a class, as we did in the preceding snippet. In terms of classes, it’s useful to distinguish between value (entity) types and operation types, as mixing them can lead to SRP violations.

    Stateless and stateful services

    The same principles that we discussed for classes can be mapped to higher-level concepts, for instance, microservices.

    What does a stateful service look like? Let’s take File Transfer Protocol (FTP) as an example. If it’s not anonymous, it requires the user to pass a username and password to create a session. The server stores this data to identify the user as still connected, so it’s constantly storing the state. Each time the user changes the working directory, the state gets updated. Each change done by the user is reflected as a change of state, even when they disconnect. Having a stateful service means that depending on the state, different results can be returned for two identically looking GET requests. If the server loses the state, your requests can even stop processing correctly.

    Stateful services can also have issues with incomplete sessions or unfinished transactions and added complexity. How long should you keep the sessions open? How can you verify whether the client has crashed or disconnected? When should you roll back any changes made? While you can come up with answers to those questions, it’s usually easier to rely on the consumers of your service communicating with it in a dynamic, intelligent way. Since they’ll be maintaining some kind of state on their own, having a service that also maintains the state is not only unnecessary but often wasteful.

    Stateless services take the opposite approach. Each request must contain all the data required in order for it to be successfully processed, so two identical idempotent requests (such as GET) will cause identical replies. This is assuming the data stored on the server doesn’t change, but data is not necessarily the same thing as state. All that matters is that each request is self-contained.

    Statelessness is fundamental in modern internet services. The HyperText Transfer Protocol (HTTP) is stateless, and many service APIs, for example, X’s, are stateless as well. Representational State Transfer (REST), which X’s API relies on, is designed to be functionally stateless. The whole concept behind REST is that all the state required for processing the request must be transferred within it. If this is not the case, then you can’t say you have a RESTful service. There are, however, some exceptions to the rule, driven by practical needs.

    If you’re building an online store, you probably want to store information pertaining to your customers, such as their order history and shipping addresses. The client on the customer’s side probably stores an authentication cookie or token, while the server will probably store some user data in a database.

    In session-based authentication, a cookie is stored on the client side but points to a session that’s managed on the server. This means both sides need to be involved. But in token-based authentication, the server creates a token that contains everything it needs to identify the user and sends it to the client. From then on, the client includes this token with each request. The server just verifies the token’s validity without having to keep track of any session data in between, which makes things simpler.

    Keeping sessions on the server side can be a limiting approach for services for several reasons: they add a lot of complexity that could be avoided, they make bugs harder to replicate, and, most importantly, they don’t scale. If you wanted to distribute the load to another server, chances are you’d have trouble replicating the sessions with the load and synchronizing them between servers. Session-based authentication is best suited when you need real-time session control or centralized management, or when scalability is not a primary concern. 

    Unlike the cookie approach, the token approach has no session state on the server side, which only creates and verifies tokens identifying the users, allowing for more scalable solutions. Figure 2.2 shows the difference between server-side session-based authentication and token-based authentication:
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    Figure 2.2: Server-side session-based authentication versus token-based authentication

    This means that if you wish to have a stateful architecture, you need to have a good reason. Take the FTP protocol, for instance. It has to replicate the changes on both the client side and the server side. The user only authenticates to a single, specific server in order to perform single-state data transfers. Compare this with services such as Dropbox, where the data is often shared between users and the file access is abstracted away through an API, to understand why a stateless model would suit this case better.

    Understanding monoliths

    The simplest architectural style in which you can develop your application is a monolithic one. This is why many projects start by using this style. A monolithic application is just one big block, meaning that functionally distinguishable parts of the application, such as dealing with I/O, data processing, and the user interface, are all interwoven instead of being in separate architectural components. Monolithic applications have the following advantages:

    
      	It can be easier to deploy a monolithic application than a multi-component one as there is just one thing that needs to be deployed

      	They can also be easier to test, as end-to-end testing just requires that you launch a single component

      	Integration between different parts of the system is usually easier

      	Solutions can be scaled by just adding more instances behind a load balancer

    

    With all those advantages, why wouldn’t you use this architectural style? It turns out that there are also many drawbacks:

    
      	It may take a lot longer to start a monolithic application than it would to start smaller, more integrated services. Note that startup time depends on the technologies used and the complexity of the system. Also, regardless of what you change in the application, you might not like that it forces you to rerun all the tests and redeploy the whole application at once. (We explore testing in more detail in Chapter 10, Writing Testable Code.) Now, imagine that one of your developers introduces a resource leak in the application. If the leaky code is executed over and over, that will not just bring down one part of the application, but the entire application.

      	What’s more, the longer you develop a monolithic application, the more problems you’ll have in maintaining it. It’s a challenge to keep the internals of such an application loosely coupled, as it’s so easy to just add yet another dependency between its modules. As such an application grows, it becomes harder and harder to understand it, so the development process will most probably slow down over time because of the added complexity. It can also be hard to maintain design-driven development’s bounded contexts when developing monoliths. But many companies, such as Instagram, manage to tame such applications. Instagram has a several-million-line monolithic Python application with strict rules for development culture.

      	The scalability offered sounds nice in theory, but what if your application has modules with different resource requirements? How about needing to scale just one module from your application? The lack of modularity, an inherent property of monolithic systems, is the source of many flaws associated with this architecture.

      	If you’re a fan of using bleeding-edge technologies in your project, the monolithic style won’t be what you’re looking for. Since you now need to migrate your whole application at once, updating libraries or frameworks can become complex.

    

    The preceding explanation suggests that a monolithic architecture is only good for simple and small applications, but that’s not quite true. There are situations where it could certainly be a good idea to use it. If you care about performance, having a monolith can sometimes help you to squeeze more from your app in terms of latency or throughput when compared to microservices. 

    Inter-process communication will always incur some overhead, which monolithic applications don’t need to pay. If you’re interested in measurements, see the thesis titled Performance Characteristics between Monolithic and Microservice-Based Systems by Robin Flygare and Anthon Holmqvist.

    Understanding services and microservices

    Because of the drawbacks of monolithic architectures, other approaches have emerged. A common idea is to split your solution into multiple services that communicate with each other. You can then split the development between different teams, each taking care of a separate service. The boundaries of each team’s work are clear, unlike in the monolithic architecture style.

    Service-oriented architecture

    A service-oriented architecture, or SOA for short, means that the business functions are modularized and presented as separate services for the consumer applications to use. Each service should have a self-describing interface and hide any implementation details, such as the internal architecture, technologies, or programming language used. This allows multiple teams to develop the services however they like, meaning that under the hood, each team can use what suits their needs best. If you have two teams of developers, one proficient in C# and one in C++, they can develop two services that can easily communicate with one another.

    Advocates of SOA came up with a manifesto prioritizing the following:

    
      	Business value over technical strategy

      	Strategic goals over project-specific benefits

      	Intrinsic interoperability over custom integration

      	Shared services over purpose-specific implementations

      	Flexibility over optimization

      	Evolutionary refinement over pursuit of initial perfection

    

    Even though this manifesto doesn’t bind you to a specific tech stack, implementation, or type of service, the two most common types of services are Simple Object Access Protocol (SOAP) and REST. Aside from these, recently, a third one has been growing in popularity: gRPC Remote Procedure Calls (gRPC).

    You need to consider the complexity of the implementation and the difficulty of testing the system before you choose SOA for your project. In addition, using this architecture may result in increased network load and delays in some services.

    Microservices

    As the name suggests, microservices is an architectural and organizational pattern where an application is split into a collection of loosely coupled services that communicate using network communication protocols. The microservices pattern is similar to the Unix philosophy, stating that a program should only have one purpose. According to the Unix philosophy, advanced problems are solved by composing such programs into Unix pipelines. Similarly, microservice-based systems are composed of many microservices and supporting services.

    To achieve the desired quality attributes, microservices rely on established patterns, such as isolating faulty components to ensure fault tolerance; but in order to have an efficient architecture, you must decide on your approach to elements such as API gateways, service registries, load balancing, fault tolerance, monitoring, configuration management, and, of course, the technology stack to use.

    Figure 2.3 presents schematic representations of monolithic, service-oriented, and microservices architectures to help differentiate between them:
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    Figure 2.3: Comparison of monolithic, service-oriented, and microservices architectures

    Let’s start with an overview of the characteristics of this architectural style.

    Characteristics of microservices

    Since the microservices style is fairly recent, there is no single definition for it. Martin Fowler outlined several essential characteristics of microservices in his article titled Microservices, which we will describe here:

    
      	Each service should be an independently replaceable and upgradeable component. This is connected to easier deployment and loose coupling between the services, as opposed to components being libraries in a monolithic application. In the latter case, when you replace one library, you often have to redeploy the whole application.

      	Each service should be developed by a cross-functional team, focused on a specific business capability. Consider Conway’s Law:

    

    
       Any organization that designs a system (defined broadly) will produce a design whose structure is a copy of the organization’s communication structure.

      – Melvyn Conway, How Do Committees Invent?, 1968

    

    If you don’t have cross-functional teams, you end up with software silos. The lack of communication that comes with them will mean you will have to constantly jump through hurdles to successfully deliver.

    
      	Each service should be a product that is owned by the development team throughout its lifetime. This is in contrast to the project mentality, where you develop software and just pass it on for someone to maintain.

      	Services should have smart endpoints and use dumb pipes, not the other way around. This stands in contrast to traditional services, which often rely on the logic of an enterprise service bus (ESB), which often manages the routing of messages and transforms them according to business rules. In microservices, you achieve cohesiveness by storing the logic in the service and avoid coupling with messaging components. Using message queues, such as ZeroMQ, can help with this goal.

      	Services should be governed in a decentralized way. Monoliths are usually written using one specific technology stack. When they’re being split into microservices, each one can choose whatever suits its specific needs best. Governing and assuring that each microservice runs 24/7 is done by a team responsible for this specific service instead of a central department. Companies such as Amazon and Netflix follow this approach and observe that making developers responsible for the flawless execution of their services in production helps to ensure high quality.

      	Services should manage their data in a decentralized way. Instead of having one database for all of them, each microservice can choose a database that best matches its needs. Having decentralized data can lead to some challenges with handling updates, but it allows for better scaling. This is why microservices often coordinate in a transaction-free manner and offer eventual consistency, where temporary inconsistencies are allowed as long as all nodes in the distributed system reach the same state over time. In distributed systems, data may reside on different servers, often in different data centers. Therefore, this data may not be instantly synchronized across all nodes in the system.

      	The infrastructure used by services should be managed automatically. To deal with dozens of microservices in an efficient manner, you need to have continuous integration and continuous delivery in place, as otherwise, deploying your services will be hell. Automated runs of all your tests will save you lots of time and trouble. Implementing continuous deployment on top of that will shorten the feedback loop and allow your customers to use your new features faster, too.

      	Microservices should be prepared for the failure of other services that they depend on. In a distributed deployment environment with so many moving parts, it’s normal for some of them to break from time to time. Your services should be able to handle such failures gracefully. Patterns such as Circuit Breaker and Bulkhead (described later in the book) can help to achieve this. To make your architecture resilient, it’s also critical to be able to bring failing services back up efficiently or even to know ahead of time that they’re going to crash. Real-time monitoring of latency, throughput, and resource usage is essential for this. Get to know chaos engineering tools, such as Chaos Mesh, Chaos Monkey, Gremlin, Harness Chaos Engineering, and LitmusChaos, as they are invaluable for creating a resilient architecture.

      	Architectures based on microservices should be ready to constantly evolve. You should design microservices and the cooperation between them in a manner that allows for easy replacement of a single microservice, or sometimes even groups of them. 

    

    It’s tricky to design the services properly, especially since some of the complexity that was once in the code of one bigger module can now be present as complex communication schemes between services. This means the experience and skill set of the architect plays a more important role than with traditional services or a monolithic approach.

    On top of that, here are some other characteristics shared by many (but not all) microservices:

    
      	Using separate processes that usually communicate over network protocols

      	Using technology-agnostic protocols (such as HTTP, AMQP, gRPC, or MQTT)

      	Keeping services small, granular, and independent with a low overhead from inter-process communication

    

    Now, you should have a good understanding of what the characteristics of microservice-based systems are, so let’s see how this approach compares with other architectural styles.

    Benefits and disadvantages of microservices

    The small size of services in a microservices architecture means that they’re faster to develop, deploy, and understand. As the services are built independently of each other, the time necessary to compile their new versions can be drastically reduced. Thanks to this, it is easier to employ rapid prototyping and development when dealing with this architectural style. This, in turn, makes it possible to reduce the lead time, meaning that business requirements can be introduced and evaluated much more quickly.

    Some other benefits of a microservice-based approach are the following:

    
      	Modularity, which is inherent to this architectural style

      	Better testability

      	Flexibility when replacing system parts (such as single services, databases, message brokers, or cloud providers)

      	Integration with legacy systems: It is not necessary to migrate an entire application, just the parts that currently require development

      	Enabling distributed development: Independent development teams can work on multiple microservices in parallel

      	Scalability: A microservice may be scaled independently of the others

    

    On the other hand, here are some disadvantages of microservices:

    
      	They require a mature DevOps approach and reliance on CI/CD automation

      	They are harder to debug and require better monitoring and distributed tracing

      	Additional overhead of inter-process communication (in terms of auxiliary services) may outweigh the benefits for smaller applications

    

    Let’s now explore one of the main reasons this architecture is widely favored—scalability.

    Scaling microservices

    Microservices scale differently from monolithic applications. In monoliths, the entire functionality is handled by a single process, and scaling is usually achieved by horizontal or vertical scaling. Horizontal scaling (duplication) means replicating the application across different machines to increase the capacity of a system, while vertical scaling means increasing resources such as processors, memory, disks, and so on for the same purpose. Scaling monoliths doesn’t require considering which of the functionalities are heavily used and which do not require additional resources.

    The scale cube model is effective for understanding microservices design principles. This model, as shown in Figure 2.4, covers three orthogonal ways to increase application performance: horizontal duplication (mirroring), functional decomposition (microservices), and data partitioning (sharding).
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    Figure 2.4: The scale cube

    Horizontal duplication involves cloning services and distributing traffic between them to handle spikes in traffic. So, the system responds to requests within some expected timeframe.

    Functional decomposition is the division of monolithic applications into smaller, focused, loosely coupled, highly cohesive, independently deployable, and more manageable microservices. With microservices, only the services facing heavy load can be replicated without affecting the entire application.

    Data partitioning is commonly used to scale databases to improve their availability and performance, as each instance is responsible for a data subset. Partitioning splits data within a database into subsets, while sharding distributes data across various databases or servers. Don’t confuse sharding with replication, where database instances are not parts of a shared store but are copies of each other.

    Transitioning to microservices

    Most companies have some kind of existing monolithic code that they don’t want to immediately rewrite using microservices, but still want to transition to this kind of architecture. In such cases, it’s possible to adapt microservices incrementally, by adding more and more services that interact with the monolith. You can create new functionalities as microservices or just cut out some parts of the monolith and create microservices out of them.

    More details on migrating to microservices are available in Chapter 14, Architecture of Distributed Systems.

    Exploring event-based architecture

    Event-based systems revolve around processing events, which are defined as changes in the state of a system. There are components that generate events, the channels through which the events propagate, and the listeners who react to them, potentially triggering new events too. It’s a style that promotes asynchrony and loose coupling, which increases performance, scalability, and ease of deployment.

    With those advantages, there are also some challenges. One of them is the complexity of creating a system of this type. All the queues must be made fault-tolerant so that no events are lost in the middle of being processed. Processing transactions in a distributed way is also a challenge on its own. Using the correlation ID, a unique identifier attached to requests or messages, to track events between processes, along with monitoring techniques, can save you hours of debugging and scratching your head.

    Examples of event-based systems include stream processors and data integrations, as well as systems aiming for low latency or high scalability.

    Let’s now discuss common topologies used in such systems. The two main topologies of event-driven architectures are broker-based and mediator-based. Those topologies differ in how the events flow through the system.

    The mediator topology is best used when processing an event that requires multiple tasks or steps that can be performed independently. All events produced initially land in the mediator’s event queue. The mediator knows what needs to be done in order to handle the event, but instead of performing the logic itself, it dispatches the event to appropriate event processors through each processor’s event channel.

    If this reminds you of how business processes flow, then you’ve got good intuition. You can implement this topology in business process management (BPM) or business process execution language (BPEL). However, you can also implement it using technologies such as Apache Camel or Mule ESB.
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    Figure 2.5: The mediator topology

    A broker, on the other hand, is a lightweight component that contains all the queues and doesn’t orchestrate the processing of an event. It can require that the recipients subscribe to specific kinds of events and then simply forwards all the ones that they are interested in. Many message queues rely on brokers, for example, ZeroMQ, which is written in C++ and aims for zero waste and low latency.
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    Figure 2.6: The broker topology

    Now that you know the two common topologies used in event-based systems, let’s learn about a powerful architectural pattern using events at its core.

    Exploring the event sourcing pattern

    You can think of events as notifications that contain additional data for the notified services to process. There is, however, another way to think of them: a change of state. Think how easy it would be to debug issues with your application logic if you were able to know the state in which it was when the bug occurred and what change was requested of it. That’s one benefit of event sourcing. In essence, it captures all the changes that happen to the system by recording all the events in the sequence in which they happened.

    Often, you’ll find that the service no longer needs to persist its state in a database, as storing the events somewhere else in the system is enough. Even if it does, it can be done asynchronously. Another benefit that you derive from event sourcing is a complete audit log. Figure 2.7 presents a schematic diagram of the architectural style:
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    Figure 2.7: Event sourcing architecture

    Event sourcing requires a lot of effort to model events because each event must contain all the information required to restore the full state of the system at a given point in time. Therefore, the events are immutable once they are stored; otherwise, the history and state may become corrupted or distorted. It’s reminiscent of a version control system such as Git.

    Periodic snapshots reduce the time it takes to replay all the events in case of a failure. Since replaying all the events to restore the current state can take a long time, snapshots allow the system to be restored from a saved point in time and replay events that occurred after that point in time. Snapshots can also help accommodate changes to the structure of events over time.

    There is some delay between adding an event to the event store, publishing the event, and processing the event by consumers when further events may be arriving. Therefore, the system state is not updated immediately, but eventually becomes consistent.

    This design pattern can be used in cases where coupling a message broker and database should be avoided, or where distributed transactions involving multiple resources are not supported, but the atomic change in the database and publishing to the message broker have to be consistent and synchronized to prevent errors.

    Thanks to the reduced need for data synchronization, event-sourced systems, in combination with command query responsibility segregation (CQRS), which will be described in Chapter 4, Architectural and System Design Patterns, often offer low latency, which means they can respond to queries without much delay. This makes them a good fit for high-frequency trading (HFT) systems and activity trackers, among others. Unlike event-sourced systems, create, read, update, delete (CRUD) systems typically have a layered architecture, are synchronous, and block data operations during updates, which is much easier to implement.

    There is no need to apply complex design patterns such as event sourcing to simple applications. This design pattern is suitable when it is necessary to reduce or completely eliminate conflicts of data update operations; record events that have occurred and replay them to restore a certain state of the system; roll back changes and save history; or capture the intent, purpose, or reason for creating/changing data. It is not for integrating data across a system.

    Understanding layered architecture

    If your architecture starts to look like spaghetti, or you want to prevent this, having your components structured in layers may help. Remember model–view–controller? Or maybe similar patterns, such as model–view–viewmodel or entity–control–boundary? These are all typical examples of a layered architecture (also called N-tier architecture if the layers are physically separated from each other). You can structure code in layers, create layers of microservices, or apply this pattern to other areas where you think it could bring its benefits. Layering provides abstraction and the separation of concerns, which simplifies development, testing, and dependency injection. This is the main reason why it’s being introduced. Moreover, it can also help reduce complexity while improving the modularity, reusability, and maintainability of your solution.

    A layered architecture is often pretty easy to implement since most developers already know the notion of layers—they simply need to develop several layers and stack them, as in the following diagram. The requests and responses move from level to level, passing through the layer directly to get to the next layer, where the components have only the business logic of that level:
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    Figure 2.8: An example of a three-tiered architecture using a textual interface in the presentation layer (image by Bartledan, public domain via Wikimedia Commons: https://commons.wikimedia.org/wiki/File:Overview_of_a_three-tier_application_vectorVersion.svg)

    The challenge with creating an efficient layered architecture lies in specifying stable, well-defined interfaces between the layers. Often, you can have several layers on top of one. For instance, if you have a layer for domain logic, it can be a base for a presentation layer and a layer for providing APIs to other services. Most often, CRUD applications are based on this architecture.

    Layered architecture isn’t limited to a single application; the same design principle can also be extended to the system level—for example, in microservices. One way to do so is through the backends for frontends pattern.

    Backends for frontends

    It’s not uncommon to see many frontends that rely on the same backend. Let’s say you have a mobile application and a web application, both using the same backend. It may be a good design choice at first. However, once the requirements and usage scenarios of those two applications diverge, your backend will require more and more changes, serving just one of the frontends. This can lead to the backend having to support competing requirements, such as two separate ways to update the data store or different scenarios for providing data. Simultaneously, the frontends start to require more bandwidth to communicate with the backend properly, which also leads to more battery usage in mobile apps. At this point, you should consider introducing a separate backend for each frontend that handles only the interface-specific requirements.

    This way, you can think of a user-facing application as being a single entity with two layers: the frontend and the backend. The backend can depend on another layer, consisting of downstream services. Refer to the following diagram:

    [image: ]
    Figure 2.9: The Backends for frontends pattern

    The drawback of using backends for frontends (BFF) is that some code must be duplicated to support different frontend clients. As long as this speeds up development and is not a burden in the long term, it’s OK. But it also means that you should be on the lookout for possibilities to aggregate duplicated logic in a downstream service or reusable library. Sometimes, introducing a service just to aggregate similar calls can help solve duplication issues. Often, if you have many frontends, some can still share a backend and not cause it to have competing requirements. If you’re creating mobile applications for iOS and Android, for instance, you could think of reusing the same backend for those and having separate ones for web and/or desktop applications.

    Learning module-based architecture

    In this section, by modules, we mean software components that can be loaded and unloaded at runtime, thereby enhancing a system’s flexibility. This is different from C++20 modules, which are designed to resolve macro conflicts and double inclusion, improve compilation speed, and enhance encapsulation. For C++20’s modules, refer to Chapter 9, The Future of C++ Code Reuse: Using Modules.

    If you’ve ever needed to run a component with as little downtime as possible, but for any reason couldn’t apply the usual fault-tolerance patterns, such as redundant copies of your service, making this component module-based can save the day. Or you may just be attracted by a vision of a modular system with versioning of all the modules, with an easy lookup of all the available services. 

    Other advantages could be decoupling, testability, and team collaboration. These benefits are the reason why OSGi modules were created in Java, inspired the SDK macchina.io EDGE, and were ported to C++ in a few frameworks: Apache Celix and C++ Micro Services. Examples of architectures using modules include IDEs such as Eclipse, software-defined networking (SDN) projects such as OpenDaylight, and home automation software such as openHAB.
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    Figure 2.10: OSGi architecture

    However, the cost of runtime flexibility is that most frameworks cannot be used with OSGi. Also, initialization of OSGi bundles is not trivial due to the dynamic startup order, and different versions of the services may not be detected by the framework. Moreover, the class loader needs to be aware of the resources that the framework needs at runtime beforehand. So, it is understandable why most projects choose other approaches.

    OSGi also allows for automatic dependency management between modules, controlling their initialization and unloading, as well as controlling their discovery. Since it’s service-oriented, you can think of using OSGi services as something akin to having tiny services in one “container.” This is why one of the C++ implementations is named C++ Micro Services. To see them in action, refer to their Getting Started guide linked at the end of the chapter.

    One interesting concept adopted by the C++ Micro Services framework, which stands out for its module-based architecture, is a new way to deal with singletons. The GetInstance() static function will, instead of just passing a static instance object, return a service reference obtained from the bundled context. At its core, this library dynamically registers services loaded from shared or static libraries called bundles. So effectively, singleton objects are emulated by non-singleton classes and get replaced by services that you can configure. It can also save you from the static deinitialization fiasco, where multiple singletons that depend on each other have to unload in a specific order.

    The problem can also be resolved with Alexandrescu’s Phoenix Singleton design pattern. It addresses the dead reference problem (where an object is accessed after it’s been destroyed), by recreating destroyed objects at the same address by using the placement new operator.

    Introducing hexagonal architecture

    Hexagonal architecture is also called ports and adapters. Ports define the interfaces through which adapters interact with the application core, and any adapter can be replaced without affecting business logic. This makes it easy to change external technologies without affecting the core logic and even delay technological decisions.

    This type of architecture helps in understanding how and why interfaces are utilized when designing an application. The main idea of hexagonal architecture is to structure an application in such a way that it can be developed and tested in isolation without relying on external tools and technologies, which separates the core logic of the application from the services it uses. This architecture adds the concept of ports and adapters to the layered architecture.

    
      Allow an application to equally be driven by users, programs, automated test or batch scripts, and to be developed and tested in isolation from its eventual run-time devices and databases.

      – Alistair Cockburn, Hexagonal Architecture, 2005

    

    Figure 2.11 illustrates why this architectural style is referred to as hexagonal architecture. Here, external services tell the application what to do through driving (primary) ports, and the application uses driven (secondary) ports to do its job.

    Driving (primary) adapters convert external inputs into formats understandable by the application’s core logic, and driven (secondary) adapters convert internal outputs into formats understandable by external services. So, the adapters connect the application to the outside world.
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    Figure 2.11: Hexagonal architecture

    The principle of dependency inversion (commonly implemented using the dependency injection pattern) and the adapter pattern make driving and driven adapters independent of business logic. Figure 2.12 shows how the principle is applied in the hexagonal architecture.
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    Figure 2.12: Dependency inversion principle and the adapter pattern in hexagonal architecture

    However, hexagonal architecture has its drawbacks. It’s unclear whether only primary adapters validate inputs or business logic is also involved. Ideally, these entities should be independent. Moreover, complex database requests may cause business logic to leak to adapters and transactions may require complex rollbacks.

    This architecture is commonly used in banking applications to separate the logic of processing transactions, checking balances, and calculating fees from user interfaces and databases.

    Summary

    In this chapter, we’ve discussed the various architectural styles that you can encounter and apply to your software. We’ve discussed stateful and stateless services and monolithic architecture. We went through SOA, moved on to microservices, and discussed ways to scale applications, specifically using the scale cube model. Then, we discussed various other approaches to architecture, including an event-driven one and a runtime module-based one, and showed where layering can be spotted and why it could be useful. You now also understand how to implement event sourcing and recognize when to use BFF and hexagonal architecture. Moreover, you now know how architectural styles can help you achieve several quality attributes and what challenges they can bring.

    In the next chapter, you’ll learn how to know which of those attributes are important in a given system.

    Questions

    
      	What are the traits of a RESTful service?

      	What toolkit can you use to aid you in creating a resilient distributed architecture?

      	Should you use centralized storage for your microservices? Why/why not?

      	When should you write a stateful service instead of a stateless one?

      	How does a broker differ from a mediator?

      	What is the difference between an N-tier and an N-layer architecture?

      	How should you approach replacing a monolith with a microservice-based architecture?

    

    Further reading

    
      	Robin Flygare and Anthon Holmqvist, Performance Characteristics between Monolithic and Microservice-based Systems (Dissertation): http://urn.kb.se/resolve?urn=urn:nbn:se:bth-14888

      	SOA Manifesto: https://soa-manifesto.org/default.html

      	Martin Fowler, Microservices—A Definition of This New Architectural Term: https://martinfowler.com/articles/microservices.html#MicroservicesAndSoa

      	Lewis Coosner, Microservices and the Scale Cube, Incus Data Blog: https://incusdata.com/blog/microservices-and-the-scale-cube

      	C++ Micro Services, Getting Started (C++ Micro Services Documentation): http://docs.cppmicroservices.org/en/stable/doc/src/getting_started.html

      	Gaurav Gandhi, Cookie vs Token Authentication, Naukri Code 360: https://www.naukri.com/code360/library/cookie-vs-token-authentication

      	Teniola Fatunmbi, A Comparison of Cookies and Tokens for Secure Authentication, Okta: https://developer.okta.com/blog/2022/02/08/cookies-vs-tokens

      	Robert Engelen, A Framework for Service-Oriented Computing with C and C++ Web Service Components, ACM Transactions on Internet Technology, Volume 8, Issue 3: https://doi.org/10.1145/1361186.1361188

      	Rahul Awati and James Denman, Sharding, TechTarget: https://www.techtarget.com/searchoracle/definition/sharding

      	PlanetScale, Sharding vs. Partitioning: What’s the Difference?: https://planetscale.com/blog/sharding-vs-partitioning-whats-the-difference

      	Artem Polishchuk, Scale Cube: A Guide to Scalability in System Architecture, Bool.dev: https://bool.dev/blog/detail/scale-cube-a-guide-to-scalability-in-system-architecture

      	Chris Richardson, The Scale Cube, microservices.io: https://microservices.io/articles/scalecube.html

      	Robert C. Martin, The Single Responsibility Principle, The Clean Code Blog: https://blog.cleancoder.com/uncle-bob/2014/05/08/SingleReponsibilityPrinciple.html
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    Functional and Non-Functional Requirements

    As an architect, it is important for you to recognize which requirements are significant for the architecture and why. This chapter will teach you about the functional and non-functional requirements (NFRs) of a solution. Functional requirements are those that tell you what your solution should do—its features, functions, and behaviors. On the other hand, non-functional ones are those that tell you how well the system performs its functions.

    In this chapter, we’ll cover the following topics:

    
      	Understanding the types of requirements

      	Recognizing architecturally significant requirements (ASRs)

      	Gathering requirements from various sources

      	Documenting requirements

      	Documenting architecture

      	Choosing the right views to document

      	Generating automated documentation

    

    By the end of this chapter, you will have learned how to recognize and categorize both types of requirements and how to create documentation that describes them in a clear manner.

    Technical requirements

    To replicate our steps to generate documentation from sources, you must have CMake, Doxygen, Sphinx, sphinx_mdinclude, and Breathe installed. We’re using the Read the Docs Sphinx theme, so please install it as well. Feel free to use the latest versions of the tools mentioned.

    You can find the related code at https://github.com/PacktPublishing/Software-Architecture-with-Cpp-2E/tree/main/Chapter03.

    Understanding the types of requirements

    While creating a software system, you should gather requirements as early as possible and constantly ask yourself whether what you’re making is what your customers need. Many times, they won’t even know what requirement fulfills their needs best. It’s the role of a successful architect to discover the requirements of the product and to make sure they are being met. There are three distinct types of requirements that you need to consider: functional requirements, quality attributes, and constraints. Let’s have a look at each of these.

    Functional requirements

    These requirements are the ones that define what your system should do, or what functionality it should offer. They may also specify what the system must not do.

    
      Remember that functionality does not always influence architecture, so you’ll have to keep an eye on which of those requirements will actually dictate what your solution will look like. 

    

    Often, if a functional requirement has some qualities that must be met, it can become architecturally significant. Consider an app for merchants and visitors of an event with music, various arts, and shops, happening in your city. A few examples of functional requirements for it could be the following:

    
      	As a shopkeeper, I want to filter orders that contain a specific product

      	As a shopkeeper, I want to manage the store’s newsletter so that customers can subscribe to it and receive the latest updates

    

    The first of those requirements tells us we’ll have to have a component for tracking orders and products with search capabilities.

    The second example is even more straightforward; now we know we need to have a service for subscribing and sending notifications. This is definitely an architecturally significant functional requirement.

    By the way, the requirements are actually given as user stories. User stories are requirements given in the following format, known as the Connextra template: As a <role>, I can/want to <capability>, so that <benefit>. A user story in Agile software development is a tool to capture software features from the user’s perspective. This is a common way to phrase requirements and can help stakeholders and developers find common ground and communicate better.

    Depending on how exactly the UI should appear and what scale our app should be, we could just add a simple page to our app, or it could require more performant and scalable features such as Lucene or Elasticsearch for filtering orders. This means that we could be looking at an ASR—one that directly drives and justifies an architectural design—involving both functional requirements, such as filtering orders, and NFRs, such as performance and scalability. Let’s now look at some NFRs describing operation capabilities and constraints that can also be ASRs.

    Non-functional requirements

    Instead of focusing on what functionality your system should have, NFRs focus on how well and under which conditions the system should perform said functionality. This group consists of two main subgroups: quality attributes and constraints.

    Quality attributes

    Quality attributes are the traits of your solution, such as performance, maintainability, and user-friendliness. There are dozens, if not hundreds, of different qualities your software can have. Try to focus just on the important ones instead of listing all that come to your mind when choosing which ones your software should have.

    Examples of quality attribute requirements include the following:

    
      	The system will respond in under 500 ms for 99.9% of all requests under usual load (don’t forget to specify what the usual load is or will be)

      	The website will not store customer credit card data used in the payment process (an example of confidentiality)

      	When updating the system, if updating any component fails, the system will be rolled back to a state prior to the update (survivability)

      	The system will be accessible from Windows, macOS, and Android (portability; try to understand whether it’s needed to support platforms such as desktop, mobile, and/or web)

    

    While catching functional requirements in a product backlog (a prioritized list of tasks) is pretty straightforward, we cannot say the same regarding quality attribute requirements. Fortunately, there are a few ways you could approach this:

    
      	Some of them can be expressed in the definition of done or acceptance criteria for your tasks, stories, and releases

      	Others can be expressed directly as user stories, as shown previously

      	You can also check them as part of design and code reviews and create automated tests where applicable

    

    Attribute-driven design (ADD) is a useful methodology focused on quality attributes and ways to achieve them to create adaptable, maintainable, and scalable systems. This method includes steps to create documentation and analyze the created architecture. The advantage of this method is detailed step-by-step instructions on the tasks that need to be performed in the design iteration, which lowers the entry threshold for an architect. To know more about ADD, refer to the related article linked in the Further reading section.

    Constraints

    Constraints are the non-negotiable decisions that you must follow while delivering the project. Those can be design decisions, technological ones, or even political (regarding people or organizational matters). Two other common constraints are time and budget. Examples of constraints could be as follows:

    
      	The team will never grow beyond four developers, one QA engineer, and one sysadmin

      	Since our company leverages Oracle DB in all its current products, the new product must use it too, so that we can make the most of our expertise

    

    Constraints, along with the environment your application will run in, can significantly impact your architecture. For example, embedded apps need to be designed in a different way from those running in the cloud, and apps being developed by less-experienced developers should probably use a simple and safe framework instead of using one with a steep learning curve or developing their own.

    NFRs are always going to influence your architecture. It’s essential not to over-specify them, as having false positives will be a constant burden during product development. It’s equally important not to under-specify them, as this can later come out in missed sales opportunities or failing to comply with regulatory bodies’ requirements.

    In the next section, you will learn how to strike a balance between those two extremes and to focus on just those requirements that really matter in your specific case.

    Recognizing architecturally significant requirements (ASRs)

    When designing a software system, it’s common to deal with dozens or hundreds of requirements. In order to make sense of them and come up with a good design, you need to know which of them are important and could be implemented regardless of your design decisions, and which could even be dismissed. You should learn how to recognize the most important ones so you can focus on them first and deliver the most value in the shortest possible time.

    ASRs are those that have a significant impact on your system’s architecture. They can be both functional and non-functional. How can you identify which ones are actually significant? If the absence of a specific requirement were to allow you to create a different architecture, you are looking at an ASR. Late discovery of such requirements will often cost you both time and money, as you’ll need to redesign some part of your system, if not the whole solution. You can only hope it won’t cost you other resources and your reputation, too.

    There are different methodologies for prioritizing requirements. For instance, you could prioritize requirements using two metrics: the business value and the impact on architecture. Those that will be high on both scales are most important and should be dealt with as a matter of priority. If you come up with too many such requirements, you should revisit your prioritization scheme. If it doesn’t help, it might be that the system just isn’t achievable.

    Another methodology to prioritize requirements is the iron triangle with three major constraints: budget, time, and scope (features). These constraints can directly shape your architecture by forcing technical trade-offs. For example, budget constraints may limit your choice of technology, a fast-paced timeline may require simpler solutions, and expanding scope may call for a flexible architecture. Moreover, changing one constraint inevitably affects the others. Balancing these project constraints can help you determine the project’s quality. The features and functionalities in the scope impact the budget. The budget influences the pace of development. The time frame has an effect on the depth and complexity of the features in the scope. (Here, it must be noted that complex systems often require consideration of more factors that the three that the triangle captures.) 

    This method has been used since at least the 1950s and has evolved into other variations such as the Project Diamond and the Project Management Body of Knowledge (PMBOK). To learn more about PMBOK, you can read the book titled Becoming a PMP® Certified Professional by Ashley Hunt.
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    Figure 3.1: The project management triangle (image by Mapto, public domain via Wikimedia Commons: https://commons.wikimedia.org/wiki/File:Project-triangle-en.svg)

    It is noteworthy that the two methodologies complement each other. The former helps guide technical and design decisions, while the latter offers a broader view for balancing overall project constraints related to time, scope, and budget. Using both perspectives together can help ensure that the architecture and the project remain aligned.

    
      It’s a common mistake to start by applying concrete technologies to your architecture from the very beginning of your architectural work. We strongly suggest that you first gather all the requirements, focus on the ones significant for the architecture, and only then decide what technologies and technology stacks to build your project on. 

    

    Since it’s that important to recognize ASRs, let’s talk about a few patterns that can help you with this.

    Indicators of architectural significance

    If you have a requirement to integrate with any external system, this is most likely going to influence your architecture. Let’s go through some common indicators that a requirement is an ASR:

    
      	Needing to create a software component to handle it: Examples include sending emails, pushing notifications, exchanging data with the company’s enterprise resource planning (ERP) server, or using a specific data storage.

      	Having a significant impact on the system: Core functionality often defines what your system should look like. Cross-cutting concerns, such as authorization, auditability, or having transactional behavior, are other good examples.

      	Being hard to achieve: Having low latency is a great example; unless you think of it early in development, it can be a long battle to achieve it, especially if you suddenly realize you can’t really afford to have garbage collections when you’re on your hot path.

      	Forcing trade-offs when satisfying certain architectures: Perhaps your design decision will even need to compromise some requirements in favor of other, more important ones if the cost is too high. It’s a good practice to log such decisions somewhere and to notice that you’re dealing with ASRs here. If any requirement constrains you or limits the product in any way, it’s very likely significant for the architecture. If you want to come up with the best architecture given many trade-offs, then be sure to read about the architecture trade-off analysis method (ATAM). A relevant resource is linked at the end of the chapter.

    

    Hindrances in recognizing ASRs and how to deal with them

    Contrary to intuition, many ASRs are difficult to spot at first glance. This is caused by two factors: they can be hard to define, and even if they’re described, this can be done vaguely.

    Your customers might not yet be clear about what they need, but you should still be proactive in asking questions to steer clear of any assumptions. For example, if your system is to send notifications, you must know whether those are in real time or whether a daily email will suffice, as the former could require you to create a publisher–subscriber architecture.

    However, in most cases, you’ll need to make some assumptions since not everything is known upfront. If you discover a requirement that challenges your assumptions, it might be an ASR. If you assume you can maintain your service between 3 a.m. and 4 a.m. and you realize your customers from a different time zone will still need to use it, it will challenge your assumption and likely change the product’s architecture.

    What’s more, people often tend to treat quality attributes vaguely during the earlier phases of projects, especially less-experienced or less-technical individuals. On the other hand, that’s the best moment to address such ASRs, as the cost of implementing them in the system is the lowest.

    It’s worth noting, however, that many people, when specifying requirements, like to use vague phrases without thorough thinking. If you were designing a service such as Uber, an example could be When receiving a driver search request, the system must reply with an available drivers message fast, or the system must be available 24/7.

    Upon asking questions, it often turns out that 99.9% monthly availability is perfectly fine, and fast is actually a few seconds. Such phrases always require clarification, and it’s often valuable to know the rationale behind them. Perhaps it is just someone’s subjective opinion, not backed by any data or business needs. Also, note that in the request and response case, the quality attribute is hidden inside another requirement, making it even harder to catch.

    Finally, requirements being architecturally significant for one system aren’t necessarily of the same importance to another, even if those systems serve similar purposes. Some will become more important over time, once the system grows and starts to communicate with more and more other systems. Others may become important once the needs for the product change. This is why there’s no silver bullet in telling which of your requirements will be ASRs and which won’t.

    Equipped with all this knowledge, you know how to distinguish the important requirements from the rest. Let’s discuss a few techniques for gathering these requirements.

    Gathering requirements

    Regardless of a project’s size, well-defined requirements are critically important because they define the purpose of any project. If these requirements are not clearly defined and agreed upon, they can lead to severe consequences at all stages of development, for example, the functionality does not meet user expectations, or the project encounters technical difficulties not foreseen at the initial stages. Therefore, it is necessary to pay attention to the process of gathering and analyzing requirements.

    Knowing the context

    When mining requirements, you should consider the broader context. You must identify what potential problems may have a negative impact on your product in the future. Those risks often come from the outside. Let’s revisit our Uber-like service scenario. An example risk for your service could be a potential change in legislation: you should be aware that some countries may try to change the law to remove you from their market. Uber’s way to mitigate those risks is to have local partners cope with regional limitations.

    Future risks aside, you must also be aware of current issues, such as the lack of subject matter experts in the company or heavy competition on the market. Here’s what you can do:

    
      	Be aware of and note any assumptions being made. It’s best to have a dedicated document for tracking those.

      	Ask questions to clarify or eliminate your assumptions, if possible.

      	You need to consider project dependencies, including external and internal, as they influence the development schedule. Other useful areas are the business rules that shape the day-to-day behavior of the company, as your product will likely need to adhere to and possibly enhance those.

      	Moreover, if there’s enough data relating to the users or the business, you should try to mine it to get insights and find patterns that can help with making decisions regarding the future product and its architecture. If you already have some users but are unable to mine data, it’s useful to communicate with the domain specialists and also observe how the users behave.

    

    You could anonymize readers by removing personally identifiable information and then record user activities when they perform their daily tasks using the currently deployed systems. This way, you could not only automate parts of their work but also change their workflow to a more efficient one based on concrete conclusions rather than abstract assumptions. However, asking for user consent is necessary if software telemetry is collected. Remember that users don’t like changing their habits, so it’s better to introduce changes gradually where possible.

    Knowing existing documentation

    Existing documents can be a great source of information, even though they can also have their issues. You should reserve some time to at least get familiar with all the existing documents related to your work. Chances are that there are some requirements hidden in them. On the other hand, keep in mind that the documentation is never perfect; it is highly likely that it will lack some significant information. You should also be prepared for it to be outdated. 

    There is never one source of truth when it comes to architecture, so aside from reading documents, you should have lots of discussions with the people involved. Nonetheless, reading documents can be a great way of preparing yourself for such discussions.

    Knowing your stakeholders

    To be a successful architect, you must learn to communicate with businesspeople as requirements come, directly or indirectly, from them. Whether they’re from your company or a customer, you should get to know the context of their business. For instance, you must know the following:

    
      	What drives the business?

      	What goals does the company have?

      	What specific objectives will your product help to achieve?

    

    Once you are aware of this, it will be much easier to establish a common ground with many people coming from management or executives, as well as gathering more specific requirements regarding your software. If the company cares about the privacy of its users, for instance, it can have a requirement to store as little data about its users as possible and to encrypt it using a key stored only on a user’s device. Often, if such requirements come from the company culture, it will be too obvious for some employees to even articulate them. Knowing the context of the business can help you to ask proper questions and help the company in return.

    Having said that, remember that your stakeholders can, and will, have needs that aren’t necessarily directly reflected in the company’s objectives. They can have their own ideas for functionality to provide or metrics that the software should achieve. Perhaps a manager promised his employees a chance to learn a new technology or work with a specific one. If this project is important for their career, they can become a strong ally and even convince others of your decisions.

    Another important group of stakeholders is the people responsible for deploying your software. They can come with their own subgroup of needs, called transition requirements. Examples of those include user and database migration, infrastructure transition, or data conversion, so don’t forget to reach out to them to gather these as well.

    Gathering requirements from stakeholders

    At this point, you should have a list of stakeholders with their roles and contact information. Now, it’s time to make use of it. Be sure to make time to talk with each stakeholder about what they need from the system and how they envision it. You can hold interviews such as 1:1 meetings or group ones. When talking with your stakeholders, help them to make informed decisions—show the potential outcomes of their answers on the end product.

    It’s common for stakeholders to say that all of their requirements are equally important. Try to persuade them to prioritize their requirements according to the value they bring to their business. Certainly, there will be some mission-critical requirements, but most probably, the project won’t fail if a bunch of others won’t be delivered, not to mention any nice-to-haves that will land on your requirements wish list.

    Aside from interviews, you can also organize workshops for them, which could work like brainstorming sessions. In such workshops, once the common ground is established and everybody knows why they’re taking part in such a venture, you can start asking everyone for as many usage scenarios as they can think of. Once these have been established, you can proceed with consolidating similar ones, after which you should prioritize, and, finally, refine all the stories. Workshops are not just about functional requirements; each usage scenario can have a quality attribute assigned as well. After refining, all the quality attributes should be measurable, testable, and usable for evaluating the quality of interest of the system. The final thing to note is this: you don’t need to bring all stakeholders into such events, as they can sometimes take more than a day, depending on the size of the system.

    Documenting requirements

    Once you’re done with the steps described previously, it’s time to refine all the requirements you’ve gathered, but putting them in a single document is often impractical because they typically consist of many artifacts: architecture and workflow diagrams, wireframes, spreadsheets, checklists, and other forms of specialized documentation.

    Requirements are produced and consumed by all stakeholders, and a broad set of them will need to read your document. This means that you should write it for the target audience so that it brings value for people of various technical skills, from customers, salespeople, and marketers, through designers and project managers, to software architects, developers, and testers.

    Sometimes it makes sense to prepare two versions of the document, one for the people closest to the business side of the project and another, a more technical one, for the development team. However, usually, it’s enough to just have one document written to be understandable by everyone, with sections (sometimes single paragraphs) or whole chapters meant to cover the more technical details.

    Let’s now take a tour of what sections could go into your requirements document.

    Documenting the context

    A requirements document should act as one of the entry points for people getting on board with your project: it should outline the purpose of your product, what business goals it is trying to accomplish, what key functionality it will deliver, who will use it, and how it can be used. Before design and development, the product team members should read it to have a clear idea of what they’ll work on.

    You can describe a few typical user personas, such as John the CTO or Ann the driver, to give the readers a better chance to think about the users of the system as real people and know what to expect from them.

    All those things described in the Knowing the context section should also be summarized as part of this section, or sometimes even given separate sections in the document. The context should provide all the information required by most non-project stakeholders. It should be concise and precise.

    The same goes for any open questions you may want to research and decide on later. For each decision you make, it’s best to note the following:

    
      	What the decision was

      	Who made it and when

      	What rationale stands behind it

    

    Now that you know how to document the context of your project, let’s learn how to properly describe its scope, too.

    Documenting the scope

    This section should define what’s in the scope of the project, as well as what is beyond the scope. You should provide a rationale for why the scope is defined in a particular way, especially when writing about things that won’t make the cut.

    This section should also cover the high-level functional requirements and NFRs, but details should go into the subsequent sections of the document. If you’re familiar with Agile practices, just describe epics and bigger user stories here.

    If you or your stakeholders have any assumptions regarding the scope, you should mention those here. If the scope is subject to change due to any issues or risks, you should also write some words about it, and similarly for any trade-offs you had to make.

    Documenting functional requirements

    Each requirement should be precise and testable. Consider this example: The system will have a ranking system for the drivers. How would you create tests against it? It’s better to create a section for the ranking system and specify the precise requirements for it there.

    Consider this other example: If there’s a free driver close to the rider, they should be notified of the incoming ride request. What if there’s more than one driver available? What maximum distance can we still describe as being close? This requirement is both imprecise and lacking parts of the business logic. We can only hope that the case where there are no free drivers is covered by another requirement.

    In 2009, Rolls-Royce developed its Easy Approach to Requirements Syntax (EARS) to help cope with this. In EARS, there are five basic types of requirements, which should be written in a different way and serve different purposes. They can be later combined to create more complex requirements. Those basic ones are as follows:

    
      	Ubiquitous requirement: The <system> shall <response>. For example, The application shall be developed in C++.

      	Event-driven: When <trigger> <optional precondition>, the <system> shall <response>. For example, When an order arrives, the gateway shall produce a new order event.

      	Unwanted behavior: If <trigger>, then the <system> shall <response>. For example, If the processing of the request takes longer than 1 second, the tool shall display a progress bar.

      	State-driven: While <state>, the <system> shall <response>. For example, While a ride is taking place, the app shall display a map to help the driver navigate to the destination.

      	Optional feature: Where <feature>, the <system> shall <response>. For example, Where A/C is present, the app shall let the user set the temperature through the mobile application.

    

    An example of a more complex requirement would be: When using a dual-server setup, if the backup server doesn’t hear from the primary one for 5 seconds, it should try to register itself as a new primary server.

    You don’t need to use EARS, but it can help if you struggle with ambiguous, vague, overly complex, untestable, omissive, or otherwise badly worded requirements. Whatever way or wording you choose, be sure to use a concise model that is based on common syntax and uses predefined keywords.

    It’s also good practice to assign an identifier for each requirement you list, so you’ll have an easy way to refer to them. For instance, the identifier REQMI can be used in place of manage inventory. This identifier can be used throughout the documentation instead of repeating the full requirement every time.

    When it comes to more detailed requirements formats, it should have the following fields:

    
      	ID or Index: This is used to easily identify a specific requirement.

      	Title: You can use the EARS template here.

      	Detailed description: You can put whatever information you find relevant here, for example, user stories.

      	Owner: Who does this requirement serve? This can be the product owner, the sales team, legal, IT, and so on.

      	Priority: This is pretty self-explanatory.

      	Deliver by: If this requirement is needed for any key date, you can note it here.

    

    Now that we know how to document functional requirements, let’s discuss how you should approach documenting the non-functional ones.

    Documenting NFRs

    Each quality attribute, such as performance or scalability, should have its own section in your document, with specific, testable requirements listed. Most of the quality attributes are measurable, so having specific metrics can do a world of good to resolve future questions. You can also have a separate section about the constraints that your project has.

    With regard to wording, you can use the same EARS template to document your NFRs. Alternatively, you can also specify them as user stories using the personas that you defined in the context of this chapter.

    Managing the version history of your documentation

    You can take one of the two following approaches: either create a version log inside the document or use an external versioning tool. Both have their pros and cons, but we recommend going with the latter approach. Just like you use a version control system for your code, you can use it for your documentation. We’re not saying you must use a Markdown document stored in a Git repo, but that’s a perfectly valid approach as long as you’re also generating a businesspeople-readable version of it, be it a web page or a PDF file. Alternatively, you can just use online tools, such as Redmine wikis or Confluence pages, which allow you to put a meaningful comment describing what’s been changed on each edit you publish and to view the differences between versions. If you decided to take a revision log approach, it’s usually a table that includes the following fields:

    
      	Revision: A number identifying which iteration of the document the changes were introduced in. You can also add tags for special revisions, such as the first draft, if you so wish.

      	Updated by: Who made the change.

      	Reviewed by: Who reviewed the change.

      	Change description: A commit message for this revision. It states what changes have taken place.

    

    Documentation should have owners because documents become stale and require more effort to maintain without owners.

    Documenting requirements in Agile projects

    Many proponents of Agile would claim that documenting all the requirements is simply a waste of time, as they will probably change anyway. However, a good approach is to treat them similarly to items in your backlog: the ones that will be developed in the upcoming sprints should be defined in more detail than the ones that you wish to implement later. Just like you won’t split your epics into stories and stories into tasks before it’s necessary, you can get away with having just roughly described, less granular requirements until you’re certain that you need them implemented.

    
      Note who or what was the source of a given requirement so that you’ll know who can provide you with the necessary input for refining it in the future. 

    

    Let’s take a trade fair, for example. Say in the next sprint, we’ll be building the shop page for a visitor to view, and in the sprint after that one, we’ll be adding a subscription mechanism. Our requirements could look like the following:

    
      
        
          	
            ID

          
          	
            Priority

          
          	
            Description

          
          	
            Stakeholders

          
        

        
          	
            DF-42

          
          	
            P1

          
          	
            The shop’s page must show the shop’s inventory,

            with a photo and price for each item.

          
          	
            Josh, Rick

          
        

        
          	
            DF-43

          
          	
            P2

          
          	
            The shop’s page must feature a map with the shop’s location.

          
          	
            Josh, Candice

          
        

        
          	
            DF-44

          
          	
            P2

          
          	
            Customers must be able to subscribe to shops.

          
          	
            Steven

          
        

      
    

    As you can see, the first two items relate to the feature we’ll be doing next, so they are described in more detail. Who knows, maybe before the next sprint, the requirement about subscriptions will be dropped, so it doesn’t make sense to think about every detail of it.

    There are cases, on the other hand, that would still require you to have a complete list of requirements. If you need to deal with external regulators or internal teams such as auditing, legal, or compliance, chances are they’ll still require a well-written physical document from you. Sometimes, just handing them a document containing work items extracted from your backlog is OK. It’s best to communicate with such stakeholders just like with any other ones: gather their expectations to know the minimum viable documentation that satisfies their needs.

    What’s important about documenting requirements is to have an understanding between you and the parties proposing specific requirements. How can this be achieved? Once you have a draft ready to go, you should show your documentation to them and gather feedback. This way, you’ll know what was ambiguous, unclear, or missing. Even if it takes a few iterations, it will help you have a common ground with your stakeholders, so you’ll gain more confidence that you’re building the right thing.

    Other sections

    It’s a good idea to have a Links and resources section in which you point to stuff such as the issue tracker boards, artifacts, CI, the source repo, and whatever else you’ll find handy. Architectural, marketing, and other kinds of documents can also be listed here.

    If needed, you can also include a glossary.

    Now, you know how to document your requirements and related information. Let’s say a few words about documenting the designed system.

    Documenting architecture

    Just as you should document your requirements, you should also document the emerging architecture. It’s certainly not just for the sake of having documentation: it should help each person involved in the project to be more productive by making them better understand what’s required from them and from the final product. Not all diagrams you’ll make will be useful for everyone, but you should create them from the perspective of their future readers.

    There’s a multitude of frameworks to document your vision, and many of them serve specific fields, project types, or architectural scopes. If you’re interested in documenting enterprise architecture, for instance, you could be interested in TOGAF. This is an acronym for The Open Group Architecture Framework. It relies on four domains, as follows:

    
      	Business architecture (strategy, organization, key processes, and governance)

      	Data architecture (logical and physical data management)

      	Application architecture (blueprints for individual systems)

      	Technical architecture (hardware, software, and network infrastructure)

    

    Such grouping is useful if you document your software in the scope of the whole company or even broader ones. Other similar-scale frameworks include the NATO Architecture Framework (NAF; https://eapad.dk/resource/nato-architecture-framework-naf-v-4/), its American equivalent, the Department of Defense Architecture Framework (DoDAF; https://dodcio.defense.gov/Library/DoD-Architecture-Framework/), ArchiMate (https://www.archimatetool.com/), TOGAF (https://www.opengroup.org/togaf), Business Process Model and Notation (BPMN; https://www.bpmn.org/), and Systems Modeling Language (SysML; https://sysml.org/).

    If you’re not documenting enterprise architectures, and especially if you’re just starting on your architectural self-development path, you’ll probably be more interested in other frameworks, such as the 4+1 and C4 models.

    Understanding the 4+1 model

    The 4+1 view model was introduced by Philippe Kruchten in 1995 in his paper titled Architectural Blueprints—The “4+1” View Model of Software Architecture. The author claimed it is intended for “describing the architecture of software-intensive systems, based on the use of multiple, concurrent views.” Its name comes from the views it consists of.

    This model is widely known since it has been on the market for so long and does its job. It’s well suited for bigger projects, and while it can be used for small- and medium-sized ones as well, it can also turn out too complex for their needs (especially if they’re written in an Agile way). If that’s your case, you should try out the C4 model described in the next section.

    A downside to the 4+1 model is that it does not enforce a formal notation or standard, and uses a fixed set of views, while a pragmatic approach to document architecture would be to choose views based on the specifics of your project (more on that later).

    A nice upside, on the other hand, is how the views link together, especially when it comes to scenarios. At the same time, each stakeholder can easily get the parts of the model relevant to them. This brings us to how the model appears:

    [image: ]
    Figure 3.2: An overview of the 4+1 model

    Actors in the preceding diagram are the ones most interested in their corresponding views. All the views can be represented using different kinds of Unified Modeling Language (UML) diagrams. Let’s now discuss different components of the diagram:

    
      	The logical view shows how functionality is provided to users. It shows the system’s components (objects) and how they interact with each other. Most commonly, it consists of class, object, and composite structure diagrams. If you have thousands of classes or just want to better show the interactions between them, you should also have communication or sequence diagrams, both being parts of our next view:

    

    [image: ]
    Figure 3.3: Class diagram illustrating the types we plan to have, along with their relations

    
      	The process view revolves around the system’s runtime behavior. It shows processes, the communication between them, and interactions with external systems. It’s usually represented by sequence, communication, activity, state, interaction overview, and timing diagrams. This view addresses many NFRs, including concurrency, performance, availability, and scalability:

    

    [image: ]
    Figure 3.4: Activity diagram showing workflows and processes

    
      	The development view is for decomposing into subsystems and revolves around software organization. Reuse, tooling constraints, layering, modularization, packaging, and execution environments—this view can represent them by showing a building block decomposition of the system. It does so by using components and packages, among others:

    

    [image: ]
    Figure 3.5: Package diagram providing a high-level view of the system and illustrating dependencies or relationships between specific packages

    
      	The physical view is used to map software to hardware using deployment diagrams. Targeted at system engineers, it can cover a subset of NFRs concerned with the hardware, for example, communication:

    

    [image: ]
    Figure 3.6: Deployment diagram demonstrating the hardware on which each software component will run, along with network-related information

    
      	The scenarios are gluing all the other views together. Represented by use case diagrams, these can be useful for all stakeholders. This view shows whether the system does what it should and that it is consistent. When all the other views are finished, the scenario view can be redundant. However, they wouldn’t be possible without usage scenarios. This view shows the system from a high level, while the other views go into the details:

    

    [image: ]
    Figure 3.7: Use case diagram showing how specific actors interact with the system and how the interactions relate to each other

    Each of those views is interconnected with the others, and often they must coexist to show the full picture. Let’s think about expressing concurrency. It can’t be done using only the logical view. As it’s more expressive to map concurrency to tasks and processes, we need the process view. The processes, in turn, will be mapped to physical, often distributed, nodes, which brings the physical view into the picture. This means we’ll need to effectively document such concerns in three views, each of which will be relevant for a specific group of stakeholders. Other connections between the views include the following:

    
      	Both logical and process views are used in analysis and design to conceptualize the product
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