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        Preface

        
        Linux began as a hobby project of the Finnish programmer Linus Torvalds, and today it dominates many segments of the IT market. Surprisingly, only IT professionals are aware of the triumph of Linux: billions of people use Android smartphones, cloud infrastructure servers, Wi-Fi routers, and Internet of Things (IoT) devices without knowing that almost all of these devices run Linux.

        
        The reason Linux leads a shadowy existence is its failure in the desktop PC segment: the masses are annoyed by Windows on a daily basis, while a minority have devices that run macOS. But what about Linux? Linux runs (almost) exclusively on the notebook computers of technology students, scientists, or administrators.

        There are several reasons for this: Linux does not offer one desktop system, but many. This fragmentation has meant that no system really works perfectly. GNOME is most likely to succeed in satisfying the needs of “common” users.

        But there are also problems on the hardware side. Even though Linux runs smoothly on many devices, new notebook computers in particular often cause trouble: sometimes Bluetooth doesn’t work properly, sometimes the installation of the graphics driver causes problems, and so on.

        Now of course I don't want to scare you off here in the preface! On the contrary, in this book I will show you how efficiently you can use Linux. Linux offers a versatility and flexibility that other operating systems struggle to match. It’s also an extremely secure system.

        
        What makes Linux so successful in all segments except the desktop PC? The free and open availability of the source code of Linux and most of the programs running on Linux makes it possible to adapt Linux to new challenges faster and more straightforwardly than other operating systems—no matter whether for IoT, artificial intelligence, software for self-driving cars, or simulation models for climate research.

        
            What This Book Can Do—and What It Can't

            This book introduces you to Linux from the ground up. The range of topics extends from the installation of Linux on a notebook computer through desktop use to server and cloud deployment.

            It is especially important to me that you learn not only to use Linux, but also to understand it: detailed basic chapters explain how to use Linux in the terminal, how to optimally configure Linux, and why Linux works the way it does. After reading these chapters, you will know not only Linux itself, but also the philosophy of Unix/Linux—in a sense, the Linux way to do it.

            Despite its nearly 1,200 pages, this book cannot describe every problem that may arise when running Linux. Especially with hardware incompatibilities, I usually can't help, simply because I don't have the possibility to try out various Linux distributions on every conceivable hardware setup. To enable you to research individual questions yourself, the book contains many links to further sources.

            
            The more you learn about the Linux world, the more Linux becomes your operating system. I hope you enjoy experimenting with and using Linux!

            Michael Kofler

        
        
            How This Book Is Organized

            This book is divided into eight parts:

            
                	
                    Part I explains what Linux actually is and provides the basic knowledge you need for an optimal and secure installation. Here you can find concrete installation instructions for quite a few distributions: Debian, Fedora, Linux Mint, Manjaro, openSUSE, Pop!_OS, and Ubuntu.

                

                	
                    Part II covers Linux on the desktop PC. Here you will learn about different desktop systems. My focus is clearly on the beginner-friendly GNOME.

                

                	
                    In Part III, you will get to know the terminal. Over several chapters, you will learn which commands to use to search the file system, and how to use the bash command interpreter.

                

                	
                    Part IV focuses on various text editors, specifically Vi and Emacs.

                

                	
                    Part V is dedicated to system configuration. Even if there are problems with your hardware or if you have very special requirements, you will learn here how to administrate the file system, configure the graphics system, install and update software packages, configure the system startup, and set up or recompile the kernel and its modules.

                

                	
                    Part VI shows how you can use Linux as a server. A new chapter describes the installation of Red Hat Enterprise Linux (RHEL) and its clones, as well as Debian and Ubuntu Server. I will describe sensible RAID/Logical Volume Manager (LVM) setups as well as the optimal cloud configuration. The other chapters explain the configuration of important server programs, including Secure Shell (SSH), Apache, MySQL/MariaDB, Postfix and Dovecot, and Samba.

                

                	
                    Part VII deals with various aspects of security. Here you will learn how to perform backups and protect your servers using firewalls, SELinux or AppArmor.

                

                	
                    Part VIII is about different types of virtualization: Here you will get to know the VirtualBox desktop virtualization system as well as the server virtualization system, KVM. Finally, you'll learn that you can now run Linux directly on Windows using the Windows Subsystem for Linux (WSL).

                

            

        
        
            Formal Aspects

            
            In this book, the parts of a command that actually have to be entered are highlighted in bold.

            So, in the following example, you only need to type “ls *.tex” to display the list of all *.tex files in the current directory:

            user$ ls *.tex
article.tex         
... 


            
            If individual commands do not fit in one line, they are distributed across two or more lines by means of the \ character, a character permitted on Linux to perform multiline command input. Of course, you can also type the command on a single line without using \.

            
            Some commands can be executed only by the root system admin. In this case, the command prompt is displayed as root#:

            root# systemctl restart apache2 


            
            The easiest way to run commands with root privileges on many distributions is to use sudo. On Ubuntu, this is in fact the only possible way:

            user$ sudo systemctl restart apache2
Password: ******** 


            
            In computer science, it’s common to calculate with powers of two. One megabyte is therefore not one million bytes, but 220 bytes—that is, exactly 1,048,576 bytes. To emphasize this fact, the International Electrotechnical Commission (IEC) recommends the use of the units KiB, MiB, GiB, and TiB (see https://en.wikipedia.org/wiki/Byte).

            
            The countless Linux distributions can be grouped into families according to their origin. Much of the information in this book therefore applies to multiple distributions:

            
                	
                    Arch Linux: Also applies to Manjaro

                

                	
                    Debian: Mostly also valid for Raspberry Pi OS, partly also for Ubuntu

                

                	
                    RHEL: Also applies to all clones (such as AlmaLinux, Oracle Linux, and Rocky Linux)

                

                	
                    Ubuntu: Largely also applies to Kubuntu, Linux Mint, Pop!_OS, and so on
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Installation



                    
                        1    What Is Linux?
To answer the question in this chapter’s title, I will first explain some important terms that are used repeatedly throughout the book, such as operating system, Unix, distribution, kernel, and so on. A brief overview of the features of Linux and the available programs then will help clarify how wide the range of options for using Linux is.
I want to start with a brief excursion into the history of Linux. Of central importance here is, of course, the GNU General Public License (GPL for short), which specifies the conditions under which Linux may be distributed. Only the GPL makes Linux a free system, whereby free means more than simply free of charge.

        1.1    Introduction

        Linux is a Unix-like operating system. The most important difference compared to historical Unix systems is that Linux may be freely copied including the complete source code.

        
        An operating system is a bundle of programs that realize the basic functions of a computer. This includes managing the keyboard, screen, and mouse as well as the system resources (CPU time, memory, SSDs, etc.). You need an operating system to be able to start an application program and to save your own data in a file. Popular operating systems include Windows, Linux, macOS, Android, and iOS.

        
        Long before Windows, Linux, and smartphones, there was Unix. From a technical point of view, this operating system was ahead of its time: real multitasking, separation of processes, access rights for files, and so on. However, Unix initially offered only a very minimalist user interface, had high hardware requirements, and ran on expensive workstations only.

        Today, Linux has replaced Unix. Large parts of the internet are operated by Linux servers. Linux runs as Android on smartphones, in routers and on network-attached storage (NAS) hard drives, and in supercomputers: in fact, the 500 fastest computers in the world today all run Linux (https://top500.org/statistics/list).

        
        Strictly speaking, the term Linux only refers to the kernel, the innermost part (i.e., the core) of an operating system with very basic functions, such as memory management, process management, and control of the hardware. The information in this book refers to Linux kernel 6.n.

    


                    
                        
        1.2    Hardware Support

        Linux supports almost all common PC hardware and also runs on other hardware platforms, such as smartphones or embedded devices. Nevertheless you need to pay attention when buying a new computer. There are some hardware components that often cause problems when interacting with Linux:

        
            	
                Graphics cards
Almost all graphics cards on the market or graphics cores integrated into the CPU work on Linux. For many Linux users without special demands on the graphics system, Intel or AMD CPUs with built-in graphics cores are the ideal solution. Graphics cards from NVIDIA, on the other hand, often require additional drivers so that the card can be used perfectly. The installation of these drivers can cause problems.

            

            	
                Wi-Fi and network adapters
Wi-Fi and LAN controllers rarely cause problems. Only very new models are sometimes not yet supported by Linux.

            

            	
                Energy-saving functions
New notebooks in particular often have significantly shorter battery runtimes when they run on Linux rather than on Windows. This issue results from the fact that the interaction of various energy-saving functions requires optimal drivers, which are often not available for Linux at all or only one or two years after market launch.

            

        

        So prior to buying a new computer or hardware extension, you should make sure that all components are supported by Linux. Also, an internet search for “linux <hardwarename>” can be useful.

        
            A Little Older Is Better

            As a rule, I give brand-new notebooks a wide berth when buying them, no matter how tempting the specifications may be. They all too often cause driver problems and create extra work during installation and configuration. You can save money and avoid getting angry during the configuration process if you opt for a previous year's model!

        

    


                    
                        
        1.3    Distributions

        We still haven’t provided a comprehensive answer to the introductory question: What is Linux? Many users are not interested in the kernel. For them, the term Linux, as it is colloquially used, includes not only the kernel but also a huge bundle of included programs: countless commands, a desktop system (e.g., KDE or GNOME), LibreOffice, Firefox, GIMP, and numerous programming languages and server programs (web server, mail server, etc.).

        A Linux distribution is the unit that consists of the actual operating system (kernel) and many additional programs. A distribution allows for a quick and convenient installation of Linux. Most distributions can be downloaded free of charge from the internet.

        Distributions mainly differ from each other in the following aspects:

        
            	
                Scope and up-to-dateness
The number, selection, and up-to-dateness of the included programs and libraries vary greatly. Some distributions, such as Debian, for example, are deliberately based on somewhat older, stable versions.

            

            	
                Installation and configuration tools
The provided programs for installation, configuration, and maintenance of the system help to set the configuration files. This can save a lot of time.

            

            	
                Configuration of the desktop (KDE and GNOME)
Some distributions enable the user to choose from among KDE, GNOME, and other desktop systems. The detailed configuration and visual design also vary depending on the distribution.

            

            	
                Hardware support
Linux gets along with most PC hardware components. Nevertheless, there are differences in detail among the distributions, especially when it comes to integrating non-open-source drivers (such as for NVIDIA graphics cards) into the system.

            

            	
                Updates
You can only run a Linux distribution safely as long as you can get updates. After that, you should switch to a new version of the distribution. For this reason, it is important to know for how long updates will be available for a distribution. In this context, the basic rule usually is: the more expensive the commercial support, the longer the update period. Let’s look at some examples (as of summer 2023):

                
                    	
                        Debian: Three years (five years with limitations)

                    

                    	
                        Fedora: 13 months

                    

                    	
                        openSUSE: Approximately 18 to 24 months

                    

                    	
                        Red Hat Enterprise Linux (RHEL): 10 years (up to 13 years with limitations)

                    

                    	
                        RHEL clones: Up to 10 years

                    

                    	
                        SUSE Enterprise Server: 10 years (up to 13 years with limitations)

                    

                    	
                        Ubuntu LTS: Three to five years (with Pro upgrade, 10 years)

                    

                    	
                        Ubuntu (other versions): Nine months

                    

                

            

            	
                Rolling release
All distributions listed previously explicitly distinguish between versions. Thus, Ubuntu 23.10 contains different versions of GNOME, LibreOffice, and GIMP than Ubuntu 24.04, for example.
However, there are also distributions that use the rolling release model, such as Arch Linux or openSUSE Tumbleweed. This model makes sure that you will always get the latest version of each installed software component with updates. This sounds pretty useful, but it can cause stability problems, which is why rolling release distributions are not common in the server area. They appeal more to advanced Linux users who develop software or administrate systems and who have no problem adjusting the odd configuration file after an update if something no longer works.

            

            	
                Live system
Many distributions allow for operating Linux directly from a USB stick. This enables you to easily perform a trial and error run. In addition, such live systems offer a good opportunity to repair a defective Linux system or to reinstall the respective distribution.

            

            	
                Target platform (CPU architecture)
Many distributions are only available for Intel- and AMD-compatible processors. But there are also distributions for other processor platforms (ARM, SPARC, etc.).

            

            	
                Support
If you purchase a commercial distribution, you will receive help with installation and operation.

            

            	
                License
Most distributions are available free of charge. However, some distributions have restrictions in this respect. For example, Red Hat and SUSE enterprise distributions only allow registered customers to access the update system. You pay not for the software itself, but for the services offered.

            

        

        
        The Linux Standard Base (LSB) project defines rules to create a common denominator between distributions. Most distributions are LSB compliant (see https://wiki.linuxfoundation.org/lsb/start).

        
            1.3.1    Common Linux Distributions

            The following overview of the most important distributions available is designed to give you some initial guidance. I present them in alphabetical order. I do not claim this to be a complete listing.

            
            AlmaLinux is a RHEL clone—that is, a distribution compatible with RHEL. Together with Rocky Linux, AlmaLinux has succeeded CentOS Linux.

            
            Android is a platform developed by Google for mobile devices and tablets. Android has thus helped Linux achieve the world dominance that Linux developers have joked about in the past. However, Android is not suitable for a PC installation and is therefore not a “real” distribution.

            
            Arch Linux is a rolling release distribution optimized for technical users. Due to the relatively complex installation, which has to be carried out in text mode, beginners usually avoid Arch Linux. Nevertheless, the wiki at https://wiki.archlinux.org is one of the best sources for Linux configuration details on the web.

            Arch Linux derivatives such as Manjaro and EndeavourOS with graphical installation and configuration programs have recently pushed Arch Linux into the top 10 list at https://distrowatch.com.

            
            CentOS was a free variant of RHEL and had a huge install base. However, Red Hat announced the end of CentOS in its current version in December 2020.

            
            CentOS Stream is supposed to be the successor to CentOS. However, this variant differs from the original CentOS in two important details. First, the maintenance period is much shorter: only four to five years instead of the previous 10 years.

            Second, most package updates (except security updates, which are subject to a nondisclosure agreement) are first released for CentOS before being deployed for RHEL. At first glance, this seems to be an advantage. As a matter of fact, however, there is no longer full compatibility with RHEL. This detail also turns CentOS users into beta testers for updates. CentOS Stream is unsuitable for long-term production use.

            
            Chrome OS is developed by Google, just like Android. It is optimized for notebooks and its use requires an active internet connection. The user interface is based on the Google Chrome web browser. Chrome OS does not currently play a big role in Europe, but it does in the education market in the US, where inexpensive Chromebooks (notebooks running the Chrome OS) are often used in schools.

            
            Debian is the oldest entirely free distribution. It is compiled by dedicated Linux developers, and its adherence to the rules of the game of “free” software is a high priority. The strict interpretation of this philosophy has led to delays several times in the past.

            Debian is intended for advanced Linux users and has a large market share in server installations. Compared to other distributions, Debian is strongly optimized for maximum stability and therefore often does not contain the latest program versions. However, Debian is available for nine hardware platforms. Many other distributions are derived from Debian, such as Raspberry Pi OS and Ubuntu.

            
            Fedora is the free development branch of Red Hat Linux, and it’s supported and managed by Red Hat. For Red Hat, Fedora is a kind of playground where new features can be tried out without putting the stability of the enterprise versions at risk. Programs that work well on Fedora will later be integrated into the enterprise versions. Among technically interested Linux fans, Fedora is popular because this distribution often plays a pioneering role: new Linux features are often found in Fedora first and only later in other distributions. New Fedora versions are released once every six months. Updates are discontinued one month after the release of the version after the next one; the 13-month lifespan is very short.

            
            Based on Debian, Kali Linux includes a huge collection of hacking and pen-testing tools. This distribution is considered the toolbox for hackers and security experts.

            
            openSUSE is a free Linux distribution based on the enterprise versions of SUSE, but specifically intended for home users and developers. Note that in this book I often simply refer to SUSE when I actually mean both the commercial offerings of SUSE and the community offering, openSUSE. In many details, the distributions behave in the same way.

            
            Oracle provides a variant of RHEL called Oracle Linux. This is a permissible approach due to the open-source licenses. Technically speaking, there are only a few differences from RHEL, but the Oracle variant is cheaper and even available for free without support.

            
            Raspberry Pi OS is the standard distribution for the popular Raspberry Pi minicomputer. Raspberry Pi OS is based on Debian but has been specifically adapted and extended for the Raspberry Pi.

            
            Acquired by IBM in 2018, Red Hat is the best-known and most successful Linux company in the world. Red Hat distributions dominate the American market in particular. The package management function, which is based on the Red Hat package format (RPM), has been adopted by many other distributions.

            Red Hat is predominantly focused on enterprise customers. The enterprise (RHEL) versions are comparatively expensive. They are characterized by high stability and a ten-year update period. For Linux enthusiasts and developers looking for a Red Hat–like system at zero cost, AlmaLinux, CentOS Stream, Fedora, Oracle Linux, and Rocky Linux are available.

            
            After the end of CentOS Linux in its previous design, new RHEL clones have been fighting to succeed it. Rocky Linux is one of the most important contenders, along with AlmaLinux, and has recently gained a lot of popularity as well as support from well-known companies.

            
            After various acquisitions, SUSE has become the most important German Linux company. Its main product, SUSE Enterprise, is primarily anchored in the European market. Since 2021, SUSE has been publicly listed. In August 2023, however, financial investor EQT announced its intention to delist the company again.

            
            Ubuntu is currently the most popular distribution for home users. Ubuntu uses Debian as a base, but it’s better optimized for desktop users (its motto: Linux for human beings). The free distribution is published every six months. For ordinary versions, updates are provided over nine months. For the biennial versions with long-term support (LTS), updates are available for three to five years.

            For commercial customers, Canonical offers various support packages, including Ubuntu Pro. This paid upgrade extends the update period of LTS versions to ten years. Canonical has thus become one of the world's most important Linux companies, especially in the server and cloud sector.

            
            There are a lot of official and unofficial variants of Ubuntu. The most well-established and widely used ones are Ubuntu Server, Kubuntu, Xubuntu, Ubuntu MATE, and Linux Mint. The US company System76 maintains Pop!_OS, an Ubuntu variant that is especially optimized for notebooks and supports NVIDIA graphics cards particularly well. KDE Neon is another interesting option: this distribution combines Ubuntu LTS with always-up-to-date KDE packages and is therefore popular with KDE fans.

            
            Besides the “big” distributions listed here, there are numerous compilations of miniature systems available on the internet. These are primarily designed for special tasks, such as maintenance work (emergency systems) or to be able to use a Linux system without actually installing it (live systems). Popular representatives of this Linux genre include Parted Magic, Slax, and TinyCore.

            A pretty good overview of all currently available Linux distributions, commercial or otherwise, can be found at https://distrowatch.com.

            
            Making a recommendation for a specific distribution is difficult. For Linux beginners, it is usually advantageous to choose a widely used distribution such as Debian, Fedora, openSUSE, or Ubuntu. Another good choice is Linux Mint. A lot of information about these distributions is available on the internet as well as in book and magazine stores. When problems arise, it is comparatively easy to find help.

            Commercial Linux users or server admins need to decide if they are willing to spend money for professional support. In this case, there is little to be said against the market leaders: Red Hat, Ubuntu, and SUSE. Otherwise, AlmaLinux, Debian, Oracle Linux, Rocky Linux, and Ubuntu are good free alternatives.

        
    


                    
                        
        1.4    Open-Source Licenses (GPL and Company)

        The basic idea of the open-source model is that the source code of programs is freely available and may be extended or changed by anyone. However, there is also an obligation associated with it: anyone who uses open-source code to develop their own products must also freely redistribute all code again.

        Incidentally, the open-source idea in no way prohibits the sale of open-source products. At first glance, this seems to be a contradiction. But in fact, the freedom of open source refers more to the code than to the finished product. In addition, the free availability of the code also regulates the pricing of open-source products: only those who offer additional services (manuals, support, etc.) alongside the compilation of an open-source program will survive. As soon as the price is not in reasonable proportion to the services, other companies will be found that do it cheaper.

        
        The goal of open-source developers is to create software for which the source code is freely available and will remain so. To prevent misuse, many open-source programs are protected by the GPL. The GPL is backed by the Free Software Foundation (FSF), an organization founded by Richard Stallman to make high-quality software freely available. Incidentally, Richard Stallman is also the author of the Emacs editor, which is described in Chapter 13.

        The core statement of the GPL is that while anyone may modify the code and even sell the resulting programs, at the same time the user/buyer has the right to the complete code and may also modify it and redistribute it free of charge. Every GNU program must be distributed together with the full GPL text. The GPL thus precludes anyone from further developing and selling a GPL program without making the changes publicly available. Every further development is therefore a benefit for all users. The full text of the GPL can be found at https://gnu.org/licenses/gpl.html.

        The concept of the GPL is quite simple to understand, but in detail questions arise again and again. Many of them are answered at https://gnu.org/licenses/gpl-faq.html. If you think you understand all of it, you should check out the GPL quiz at https://gnu.org/cgi-bin/license-quiz.cgi.

        
        In addition to the GPL, there is also a Lesser GPL (LGPL) variant available. The essential difference from the GPL is that a protected library may also be used in commercial products whose code is not freely available. Without the LGPL, GPL libraries could only be used again for GPL programs, which in many cases would be an undesirable restriction for commercial programmers.

        
        By all means, not all parts of a Linux distribution are subject to the same copyright terms! Although the kernel and many tools are subject to the GPL, other legal conditions apply to some components and programs:

        
            	
                MIT and BSD licenses
The MIT and BSD licenses allow for commercial use of the code without an obligation to publicly distribute changes. The licenses are thus much more liberal than the GPL and more comparable to the LGPL.

            

            	
                Dual licenses
Dual licenses apply to some programs. For example, you can use the MySQL database server free of charge for open-source projects, on your own web server, or for in-house use under the GPL. If, on the other hand, you want to develop a commercial product based on MySQL and sell it together with MySQL without making your source code available, then the commercial license will come into play. In this case, the distribution of MySQL is subject to a fee.

            

            	
                Commercial licenses
Some programs are subject to a commercial license but may still be used free of charge. The source code then remains a company secret. Two examples are Microsoft Teams and Skype.

            

        

        Some distributions mark products for which use or redistribution might cause licensing problems. In Debian, such programs are included in the nonfree package source.

        The thicket of countless, more or less “free” licenses is difficult to navigate. There is a wide area between the sometimes fundamentalist interpretation of free in the sense of the GPL and the codified provisions of some companies that want to call their software product free (because this is fashionable at the moment), but in reality want to retain unrestricted control over the code. A good introduction to the topic can be found at https://opensource.org.

        
            1.4.1    Licensing Conflicts between Open- and Closed-Source Software

            
            If you develop programs and want to sell them together with Linux or in combination with open-source programs or libraries, you need to delve deeper into the sometimes confusing issue of different software licenses. Many open-source licenses only permit redistribution if you also make your source code freely available under an open-source license. The more open-source components with different licenses your program is based on, the more complicated the distribution becomes.

            However, there are exceptions that facilitate the commercial use of open-source components. For example, consider Apache and PHP: you may freely distribute these programs in combination with a closed-source program.

            
            Some proprietary drivers for hardware components (e.g., for NVIDIA graphics cards) consist of a small kernel module (open source) and various external programs or libraries whose source code is not available (closed source). The only purpose of the kernel module is to establish a connection between the kernel and the closed-source driver.

            These drivers are a good thing from the point of view of many Linux users: they are available free of charge and make it possible to use various hardware components for which there are either no drivers at all or at least no complete open-source drivers for Linux.

            The question, however, is whether or to what extent the closed-source drivers violate this license due to their close integration with the kernel, which is subject to the GPL. Many open-source developers are reluctant to tolerate the drivers. A direct distribution with GPL products is not permitted, which is why users must usually download and install the drivers themselves.

        
    


                    
                
                        
        1.5    The History of Linux

        
        Because Linux is a Unix-like operating system, I should actually start with the history of Unix at this point, but there is no space for that here. Instead, this history lesson begins with the founding of the GNU Project by Richard Stallman. GNU stands for GNU is not Unix. In this project, open-source tools have been developed since 1982. These include the GNU C compiler, the Emacs text editor, and various GNU utilities such as find and grep, among others.

        
        It was not until seven years after the start of the GNU Project that the time was ripe for the first version of the General Public License. This license ensures that free code remains free.

        
        The very first parts of the Linux kernel (version 0.01) were developed by Linus Torvalds. He released his code on the internet in September 1991. Programmers around the world quickly became interested in the idea and wrote extensions. When the kernel of Linux allowed the execution of the GNU C compiler, the full range of GNU tools was also available. Other components included the Minix file system, network software from BSD-Unix, MIT's X Window System and its XFree86 port, and others.

        Thus, Linux is not the work of only Linus Torvalds. Instead, Linux is backed by a lot of dedicated people who produce free software in their leisure time, as part of their studies, or in return for payment from companies such as Google, IBM, or HP.

        
        Computer science geeks at universities were able to download, compile, and install Linux and its components themselves. However, Linux only became widely used with Linux distributions, which packaged Linux and the software developed around it on floppy disks or CD-ROMs and provided them with an installation program. Four of the distributions created at that time still exist today: Debian, Red Hat, Slackware, and SUSE.

        
        In 1996, Tux the penguin became the Linux logo.

        
        With the rapid triumph of the internet, the spread of Linux also increased, especially on servers. Steve Ballmer's legendary statement became a kind of accolade for Linux: Microsoft is worried about free software. A year later, Red Hat went spectacularly public.

        The common denominator of Amazon (founded in 1994), Google (1998), Wikipedia (2001), Facebook (2006), and Dropbox (2007) is that all of these companies or organizations rely on Linux for their server operations. The internet, as it has been developing since the 2000s, and the cloud infrastructure that has grown out of it are inconceivable without Linux.

        
        With the Android platform, Google first brought Linux to cell phones (2009), then to tablets and TVs.

        
        In 2012, the Raspberry Pi minicomputer captured the hearts of electronics hobbyists. For only around $40, you can conduct your own hardware experiments with the Raspberry Pi, enter the world of home automation, and operate a media center or a home server. The Raspberry Pi makes embedded Linux a mass phenomenon.

        
        In 2018, IBM acquired Red Hat for a handsome $34 billion. At the same time, under the leadership of Satya Nadella, Microsoft turned more and more to the open-source idea and Linux. The Windows Subsystem for Linux allows Linux to run directly on Windows. With its purchase of GitHub, which also happened in 2018, Microsoft now dominates the most important repository for open-source projects.

        
        In May 2021, SUSE became a publicly traded company. The company's initial valuation of just under €6 billion is quite substantial. However, long-term success is not forthcoming, and thus a withdrawal from the stock exchange was announced in summer 2023.

    


                    
                        2    Installation Basics
This chapter provides an overview of how to install a Linux system on a notebook computer or a PC with an Intel-compatible processor. The chapter does not refer to a specific distribution, but describes essential installation steps (e.g., partitioning the hard disk) in a general manner and provides the necessary basic knowledge. Specific details on the installation of some selected distributions will follow in the next chapter.
The installation has become easier and easier in recent years. In an ideal scenario—that is, if you use standard hardware and there is enough storage space available for Linux—30 minutes should be enough to set up a working Linux system. The installation becomes more difficult if space is to be created for a parallel Linux distribution in an already existing Windows installation. However, problems can also arise when unusual or completely new hardware must be supported.

        2.1    Requirements

        To install Linux, several requirements must be met:

        
            	
                You need a PC or notebook computer with an Intel-compatible processor. This includes all common 64-bit processors from Intel or AMD. There are also Linux distributions available for systems with other processor architectures (such as ARM), but these are not the subject of this chapter.

            

            	
                You need enough space on your SSD or hard disk to set up Linux partitions. The question as to how much is “enough” depends on the distribution and, of course, on how many programs you install and what personal data you want to store (photos, videos, etc.), if you want to use the computer to develop software, and so on. My recommendation is that you need at least 30 GiB just to try out Linux.

            

            	
                You need hardware components that are recognized and supported by Linux. Currently, this is the case for much of the standard hardware. New wireless network adapters or graphics cards are most likely to cause problems (see Chapter 1, Section 1.2).

            

        

        
            Distributions for Legacy PCs and Virtual Machine Installations

            As I mentioned in the previous chapter, there are minimal distributions that have much lower hardware requirements. However, in this chapter I assume that you are installing a common distribution like Debian, Fedora, Linux Mint, openSUSE, or Ubuntu. Their hardware requirements are similar to those for Microsoft Windows.

            If you use virtualization programs such as VirtualBox, VMware, or UTM, then you can install and run Linux inside Windows or macOS in a virtual environment. This simplifies the installation process considerably, but also reduces the functionality (limited hardware access, slower graphics display, etc.).

        

    


                    
                        
        2.2    BIOS and EFI

        
        For decades, the BIOS (basic input/output system) was responsible for initializing PCs and notebook computers. This is a program that is executed immediately after the computer has been switched on. BIOS is responsible for detecting the hardware components, configuring the hardware, and starting the operating system. The term BIOS has been in use for these functions for almost 50 years!

        
        The traditional BIOS carries a lot of legacy issues with it. That's why Intel started developing the EFI (Extensible Firmware Interface) successor to BIOS in 1998. Later, AMD, Apple, Microsoft, and others participated in further development, after which the software got the new abbreviation UEFI (Unified Extensible Firmware Interface). The abbreviations EFI and UEFI have been used synonymously ever since, including in this book: when talking about EFI on modern motherboards, we always mean UEFI.

        The biggest advantage compared to BIOS is that EFI allows you to choose which of several installed operating systems you want to start when you boot the computer. This has greatly simplified the parallel operation of Windows and Linux. In the BIOS past, the Grand Unified Bootloader (GRUB) program had to make this selection.

        EFI has been used on almost all new notebook computers and PCs since 2012. By the way, in everyday speech, BIOS is still often referred to (e.g., BIOS version, BIOS update, BIOS menu), even if the computer actually uses EFI or UEFI.

        In this book, I assume in most chapters that you use a computer with (U)EFI. The reason I even go into the differentiation between BIOS and EFI here has to do with virtual machines: Although virtualization systems also support EFI, a BIOS implementation is often used by default. This is because a parallel installation is unnecessary in virtual machines. In this respect, EFI offers hardly any advantages worth mentioning in this use case. So, the simpler and smaller BIOS is good enough for virtual machines.

        
            2.2.1    EFI System Partition

            For the parallel installation of multiple operating systems and their selection during the boot process to work, EFI requires a special partition (a reserved area) on the computer's SSD or hard disk. There, each operating system can install its startup program in its own directory (in technical jargon: its own boot loader). This partition is called the EFI system partition (ESP).

            The EFI partition must contain a VFAT file system, which is a Windows 95–compatible file system. In addition, the partition must be specially marked.

            When installing Linux, you must make sure that an EFI partition already specified by Windows is included in the /boot/efi directory. If no EFI partition exists yet, it must be created.

            The installation programs of most Linux distributions take care of this step automatically—unless you decide to partition manually, in which case manual work and a little caution are required. Under no circumstances should an existing EFI partition be formatted: otherwise, none of the previously installed operating systems can be started!

            
            In the past, the partition was usually quite small (between 100 and 200 MiB). However, modern boot systems take up more space. In addition, ESP is also used for firmware updates. In the case of a parallel installation of Windows and Linux or of multiple Linux distributions, ESP quickly becomes too small.

            For new installations of Windows 10/11, 512 MiB is now common. If you install Linux on an empty solid state drive (SSD) and the installation program gives you the option to freely choose the ESP size, you should use this guideline. It is almost impossible to increase the size at a later date. However, technically savvy users can set up a second EFI partition in an emergency (see https://superuser.com/a/1231026).

        
        
            2.2.2    UEFI Secure Boot

            UEFI Secure Boot is an extension of the EFI functions initiated by Microsoft. If Secure Boot is active, only an operating system that is signed with the key stored on the mainboard can be started. This prevents viruses or other malware from interfering with the boot process. In the past, this system has been proven to have its flaws, but it has been retained.

            
            From a Linux point of view, however, this function causes problems: with Secure Boot active, Linux can only be installed and started if its boot program (more precisely: its boot loader) is signed with a key that exists on the mainboard. On most mainboards, there is only one key—namely, the one from Microsoft! Although Microsoft also provides the key to Linux distributors for a small fee, supporting Secure Boot has proven to be relatively difficult. There are currently two ways for Linux users to use Linux on computers with UEFI Secure Boot:

            
                	
                    Using a Linux distribution that is compatible with (U)EFI Secure Boot
This is the case for the most popular Linux distributions, but not for the more exotic systems, which are not so widely used.
Distributions with UEFI Secure Boot support use a boot loader signed with the Microsoft key, usually the Shim program. This program starts the usual GRUB Linux boot loader in a second step.

                

                	
                    Disabling UEFI Secure Boot before installation
Fortunately, the EFI specification provides for this option. However, what this deactivation actually looks like is different on every computer or mainboard. If you can't find the option right away, you’ll have to research on the internet how to change the setting on your computer.
Note, however, that disabling Secure Boot causes problems with Windows 11. The security concept of Windows 11 has been tightened compared to that of Windows 10. Running Windows 11 without Secure Boot is technically possible, but it has limitations and is not recommended.

                

            

            
                No Secure Boot without Signed Drivers

                Secure Boot requires that the Linux kernel and all its modules are signed. However, this is only possible if all drivers run open-source code. This requirement is not met if you use proprietary drivers from NVIDIA or other manufacturers. In this case, you must disable Secure Boot in any case!

            

            
            You can read more details about EFI and the secure boot procedure on the following web pages:

            
                	
                    https://en.wikipedia.org/wiki/UEFI

                

                	
                    https://wiki.archlinux.org/title/Unified_Extensible_Firmware_Interface

                

                	
                    https://help.ubuntu.com/community/UEFI

                

                	
                    https://rodsbooks.com/efi-bootloaders/index.html

                

            

        
    


                    
                        
        2.3    Installation Variants

        There are various ways to install Linux. This section provides an initial overview of installation media (DVD, USB flash drive, network), installers (live system, text mode installer), and installation locations (internal/external media, parallel installation). From the next section on, this chapter then focuses on what most Linux beginners consider to be the “normal case”: installing from a USB stick onto the SSD of their own notebook computer.

        
            2.3.1    Installation Medium

            
            All Linux distributions offer ISO images for download on the internet. These images were originally intended to be used to burn a DVD and boot the computer with it. When installing Linux on a virtual machine, you can skip this step and simply use the ISO image as a virtual DVD drive.

            
            Because DVD drives have become a rarity on real computers, a USB flash drive has become the accepted installation medium. All ISO images with Linux installers are compatible with this method, so they can also be used on a USB flash drive as boot media.

            But to write an ISO image to a USB flash drive, you need a special program. I recommend Etcher (see Figure 2.1) for this purpose, which you can download for Windows, macOS, and of course Linux from the following website: https://www.balena.io/etcher.

            
                [image: Etcher, Used to Transfer ISO Image to USB Flash Drive]

                Figure 2.1    
            Etcher, Used to Transfer ISO Image to USB Flash Drive

            
            Alternatively, some distributions offer their own programs for writing to USB flash drives. Fedora, for example, uses Fedora Media Writer. Linux professionals can also use the dd command instead of Etcher.

        
        
            2.3.2    Network Installation

            In a network installation, the installation files are read not from a USB flash drive, but from the network. There are two variants, which differ in how the installation starts:

            
                	
                    Starting the installation using a USB flash drive
In this scenario, the installation is started from a USB flash drive. The installer helps to establish the network connection and then loads all other data from the internet or from the local network. This installation method is particularly popular with Debian using a netinst image.

                

                	
                    Starting the installation through the network
This “real” network installation requires that your computer can load the boot data from the local network. Most common motherboards are capable of this if BIOS or EFI is set up correctly. This type of installation is useful when Linux is installed on many computers, such as in a school.
To do this, there must be a server on the local network that offers the Linux installer in the form of boot data. However, setting up the installation server is not trivial. Only selected distributions support this installation method, including Red Hat and SUSE. If you want to install Debian on multiple computers automatically, visit the following page: https://fai-project.org.

                

            

            
            If you want to install Linux on a computer located in a remote data center, then different rules apply. The normal case is that the hosting or cloud company will take care of the installation for you. You just need to select the desired distribution and set a few parameters (e.g., for LVM and RAID configuration). A few minutes later, you can log in via SSH with a randomly generated password and start administrating the server. (SSH stands for Secure Shell. In simple terms, SSH is a tool for remote administration in text mode.)

            Alternatively, some providers also allow you to carry out the installation manually. In this case, the installer will be launched by the hosting or cloud provider so that you can operate it in a web browser or virtual network computing (VNC) client.

        
        
            2.3.3    Installation Program

            The installation medium—regardless of whether it is read via DVD, USB flash drive, or the network—contains a complete Linux system. If the start of this system succeeds, this is already a good sign that the computer is Linux-compatible.

            
            In the past, the installation media contained only a minimalist text-mode installer that is launched immediately, in addition to a basic Linux system. Some distributions (e.g., Arch Linux or Ubuntu Server) are still based on a text mode installation.

            
            Installation programs that run in graphics mode and can be operated using the mouse or a trackpad are more convenient. Such installation programs are the norm today. All distribution installations presented in Chapter 3 work in this manner.

            
            Some distributions (such as Fedora and Ubuntu) have switched to placing a so-called “live system” on the installation medium—that is, a complete Linux system including desktop and basic configuration and application programs. The installer is just one program among many others.

            This approach has two advantages: First, you can try out Linux much more thoroughly before installing it and check whether the graphics system and the connection to the local network work satisfactorily. Second, professionals can also perform repair work on an existing installation or recover data from a damaged computer in the live system.

        
        
            2.3.4    Installation Location

            
            Linux is typically installed on the internal SSD or hard disk of a notebook or desktop computer. A tempting alternative at first glance is to install Linux on an external USB drive. Unfortunately, with this installation variant, there are often problems booting the Linux system afterward. For this reason, this installation method is not recommended.

            
            The installation is especially easy on a new computer without an operating system or if you do not have to take existing data into account. Then you can simply specify in the installation program that you want to use the entire SSD for Linux.

            However, usually Windows is already installed and supposed to continue to be used. In that case, you have to make room for Linux on Windows before you start the Linux installer.

            
            To try out different distributions or to test a new version of your distribution in parallel with the existing version, you can install multiple distributions side by side on your hard disk or SSD. For this purpose, each distribution needs at least its own system partition, so the most important requirement is that there is space on your hard disk for more partitions.

        
    


                    
                
                        
        2.4    Overview of the Installation Process

        This section summarizes the steps of an ordinary Linux installation. Ordinary here means that Microsoft Windows is already installed on the machine. More details on these points will follow in the other sections ahead:

        
            	
                Downsize Windows partition
Normally, Windows fills most of the SSD in a single, very large partition. To make room for Linux, the size of this partition must be reduced. This step must be done in Windows. To do this, run Create and Format Hard Disk Partitions from the Start menu. To learn what a partition is and how much space you should free up, see Section 2.5.
In the past, some Linux installers helped downsize Windows partitions. But even then, that rarely worked. If the Windows file system is encrypted with BitLocker, downsizing via Linux is completely impossible. For this reason, I strongly recommend that you perform this step directly in Windows.

            

            	
                Prepare USB flash drive
Also in Windows, you need to download the ISO image of your desired distribution and transfer it to a USB flash drive using Etcher or a comparable program. It is not enough to simply copy the ISO file to the USB drive as a file! The ISO file must be transferred in blocks. This will delete all the previous contents of the USB flash drive. (I have been using my own USB drive, only 8 GiB in size, for Linux installations for years.)

            

            	
                Start Linux installation
Now restart the computer with the USB flash drive plugged in. The installation system should start automatically. If Windows continues to boot instead of the Linux installation media, you must explicitly specify the boot media during computer startup. The required key combinations depend on the BIOS/EFI of your computer. On my test computers, for example, (F8) or (F12) does the trick.

                Some EFI versions place the USB drive twice in the selection list, once prefixed with UEFI. The two variants provide the option to use the USB drive in the old BIOS or the new UEFI mode. For a Linux installation, you definitely need the UEFI variant!

                If booting from the USB drive doesn’t succeed, your BIOS/EFI is configured to not allow booting from external media. To change the BIOS/EFI settings, you must press a key immediately after switching on the computer, often (Del) or (Enter) or (F1). If these keys remain ineffective, you will have to research the correct key combination for your computer on the internet.

                The installation program looks a little different for each distribution. For the most important distributions, concrete tips on how to use the installation program will follow in the next chapter. The first questions mostly concern the language of the user interface and the configuration of the keyboard and mouse.

            

            	
                Create Linux partitions
An essential step of any installation is the creation of Linux partitions on the SSD. Tips for optimal sizing of Linux partitions will follow in Section 2.7.
Some distributions also allow you to specify whether the Linux file system should be encrypted and whether you want to use additional features such as LVM as part of the partitioning process (see Section 2.6).

            

            	
                Select installation scope
Some distributions allow you to select which parts of the Linux distribution you want to install. In other distributions, this step is omitted (e.g., with Ubuntu). Instead, a basic system is simply installed. You can then add further programs later as required during operation.
In general, less is more during this phase of the installation! In the beginning, limit yourself to the programs you absolutely need and add more software only when you need it. This way you keep your system lean and minimize the effort of regular updates.

            

            	
                Configuration
Depending on the installation program, various configuration queries will follow now, such as which name and password the user account should use or under which host name the Linux system should appear in the network.

            

            	
                Boot loader
In the final step, the installation program sets up the so-called boot loader. This program (mostly GRUB) is later responsible for starting Linux. For EFI machines, the boot loader is installed in a directory of the ESP.

            

        

        All in all, the initial installation of Linux will probably take about an hour. However, with a little practice and a fast computer, it can be done in 15 minutes. Afterward, you can start using Linux or manually perform further configuration steps and optimally adapt Linux to your special requirements.

    


                    
                        
        2.5    Partitioning Basics

        Before you downsize the Windows partition or decide in the installation program on the optimal size of the new partitions for Linux, you should know what a partition is and how it is used.

        
        Partitions are sections on the SSD or hard disk. Partitions with Windows file systems get their own letters (C:, D:, etc.) and seem to behave like independent hard disks.

        Usually, there are already a few partitions on the data medium of a Windows notebook: the already mentioned ESP, plus possibly other small partitions with the boot system, drivers, and a recovery system, as well as a large partition that fills almost the entire SSD. This partition contains a file system with Windows and your personal data.

        
        You will need additional partitions as soon as you want to install several operating systems on your computer at the same time. There are two reasons for this: On the one hand, different operating systems often use different file systems—that is, different methods of storing files within the partition. On the other hand, separate partitions avoid duplications and conflicts in directory and file names.

        Linux usually provides for several partitions itself—for example, one partition for the operating system, another for your own data, and a third as a so-called swap partition. This is the counterpart to the Windows swap file.

        For a Linux installation, it doesn’t matter how much space is left on your SSD or hard disk on Windows. You cannot use this space—inside a Windows partition—for Linux. You need space outside the existing Windows partition(s) for the Linux installation to create new Linux partitions there.

        
        To change the partitioning of the hard disk, each operating system provides its own tools:

        
            	
                On Windows, there is the Disk Management program for this purpose. To run the program, search for “Create and format hard disk partitions” in the Start menu. To downsize the Windows partition, select it and execute the Shrink Volume context menu command.

            

            	
                Distribution-specific partitioning aids are available during the Linux installation (see also Chapter 3).

            

            	
                If you need to make changes to the partitioning after installing Linux, it is best to use the parted command or its graphical user interface, gparted.

            

        

        
            Increased Flexibility with LVM

            Changing the partitioning at a later date requires a great deal of effort. In many cases, the contents of a partition are lost when its size is changed. Moving partitions is also not provided for. For this reason, it is recommended to plan the partitioning well from the beginning.

            Linux professionals can work around many limitations by using the LVM system (see Section 2.6). This is an intermediate layer between partitions and file systems.

        

        
        There are two methods for managing partitioning information on an SSD or hard disk:

        
            	
                GPT
The modern GUID partition tables (GPT) have been used in internal SSDs and hard disks in all computers since 2012.

            

            	
                MBR
Storing partition data in the master boot record (MBR) is outdated and has many limitations. Unfortunately, MBR is still used today, mainly in virtual machines with disks smaller than 2 TiB and with external disks (e.g., USB flash drives and SD cards).

            

        

        
            2.5.1    MBR Basics

            
            MBR is intended for disks up to a maximum of 2 TiB. There are three types of partitions: primary, extended, and logical. A maximum of four primary partitions can exist on the hard disk. It is also possible to define an extended partition instead of one of these four primary partitions. Inside the extended partition, you can then create multiple logical partitions.

            The point of extended and logical partitions is to get around the historically imposed limit of only four primary partitions. Note that some partitioning tools do not differentiate between different partition types in the user interface and take care of how the partitions are created internally.

            An extended partition serves only as a container for logical partitions. Only primary and logical partitions are suitable for the actual storage of data.

        
        
            2.5.2    GPT Basics

            
            With GPT, each partition is identified by a globally unique identifier (GUID). All partitions are equal; that is, there is no distinction between primary, extended, and logical partitions. Each partition can be up to 8 zettabytes (ZiB) in size: that's 273 bytes, or about a billion TiB!

            Note that the partition numbers do not have to match the actual order of the partitions. Suppose you create three partitions of 200 GiB each, then shrink the second partition to 50 GiB. This creates a gap between partitions 2 and 3 in which you can set up the fourth partition.

            Comprehensive information about the structure of the GPT partition table and compatibility with various operating system versions can be found on the following Wikipedia page: https://en.wikipedia.org/wiki/GUID_Partition_Table.

        
        
            2.5.3    Partition Names

            
            On Windows, partitions that the operating system can use are designated with drive letters. A: and B: are reserved for floppy disks for historical reasons. The other letters denote the partitions with Windows file systems.

            
            On Linux, internal access to hard disks or their partitions takes place via so-called device files (see Table 2.1). Hard disks and SATA SSDs are given the designation /dev/sda, /dev/sdb, /dev/sdc, and so on, in sequence. For SSDs for the NVMe interface, however, the device names start with /dev/nvme.

            To address a single partition and not the entire hard disk, the partition number is added to the device name. With GPT partitioning, all partitions are simply numbered in sequence. In MBR partitioning, on the other hand, the numbers from 1 to 4 are reserved for primary and extended partitions. Logical partitions always start with the number 5.

            
                
                    
                        	
                            Device Name

                        
                        	
                            Meaning

                        
                    

                
                
                    
                        	
                            /dev/sda

                        
                        	
                            First SSD/hard disk

                        
                    

                    
                        	
                            /dev/sdb

                        
                        	
                            Second SSD/hard disk

                        
                    

                    
                        	
                            /dev/sda1

                        
                        	
                            First partition of SSD/hard disk /dev/sda

                        
                    

                    
                        	
                            /dev/sda2

                        
                        	
                            Second partition

                        
                    

                    
                        	
                            /dev/sda5

                        
                        	
                            First logical partition (MBR only)

                        
                    

                    
                        	
                            /dev/sda8

                        
                        	
                            Fourth logical partition (MBR only)

                        
                    

                    
                        	
                            /dev/nvme0n1

                        
                        	
                            First NVMe SSD

                        
                    

                    
                        	
                            /dev/nvme0n1p1

                        
                        	
                            First partition

                        
                    

                    
                        	
                            /dev/nvme0n1p2

                        
                        	
                            Second partition

                        
                    

                
            

            Table 2.1    
            Some Sample Device Names of Partitions

        
        
            2.5.4    File Systems

            Partitioning only reserves space on the SSD or hard disk. Before you can store files in a partition, you must create a so-called file system. It contains administrative information in addition to the actual data. Creating a file system in a partition is also called formatting. Windows and Linux use different file system types:

            
                	
                    NTFS is commonly used on Windows. On small USB flash drives and SD cards, the rather old VFAT system is often used instead, and on larger SD cards, the exFAT file system is often used.

                

                	
                    On Linux, ext4 is the most popular file system type. Alternatives are xfs (ideal for huge file systems) and btrfs.

                

            

        
    


                    
                        
        2.6    LVM and Encryption

        This section introduces the basics of LVM and encryption. As a matter of fact, LVM is a fairly advanced topic that is out of place at this point in the book. However, especially for notebook computers, the encryption of data media is desirable—and most Linux distributions only offer that in combination with LVM. In addition, the decision for or against encryption—unlike on Windows or macOS—cannot be revised later. Therefore, I recommend that you at least skim this section so that you can better appreciate the scope of these options.

        
            2.6.1    Logical Volume Manager

            The Logical Volume Manager (LVM) puts a logical layer between partitions and file systems. What sounds very abstract at first has quite tangible advantages in practice:

            
                	
                    In the section managed by LVM, you can create, resize, and shrink virtual partitions (strictly speaking: logical volumes) at runtime. You can increase the existing LVM storage pool at any time by installing another hard disk or SSD.

                

                	
                    You can also combine sections of multiple disks into a single, huge storage pool thanks to LVM.

                

                	
                    You can create snapshots. This is useful for carrying out backups during operation.

                

                	
                    Despite these features, the speed difference compared to directly addressing a hard disk partition is hardly measurable. So you don't pay with performance for the flexibility you gain.

                

            

            
            Several similar terms and abbreviations make it difficult to get started in the LVM world. There are three levels between the hard disk and the file system: physical volumes, volume groups, and logical volumes: 

            
                	
                    Physical volume
A physical volume is usually a partition of the hard disk or SSD managed by the LVM. For the partition to be used as a physical volume, it must be specially marked.

                

                	
                    Volume group
One or more physical volumes can be combined into a group. In this way, it is possible to virtually concatenate partitions of different hard disks—that is, to use them uniformly. The volume group represents a kind of storage pool that combines all available physical storage media.
In a new installation of Linux, the pool consists of only one physical volume; in this respect, it is not a real group at all. The concept remains valid, however, because the pool can be expanded later with additional physical volumes if necessary.

                

                	
                    Logical volume
A logical volume is a part of the volume group. For the user, a logical volume acts like a virtual partition. The file system is created in the logical volume. If a logical volume later turns out to be too small, it is relatively easy to enlarge it retroactively (provided there is still free space in the storage pool—i.e., in the volume group).

                

            

            The installation program takes care of designating a partition as a physical volume, creating a volume group from it, and setting up logical volumes in it—usually one each for the root file system and for swap space, and possibly another for /home.

            The extent to which you are confronted with the three terms just defined depends heavily on the installation program.

        
        
            2.6.2    Encryption

            Many distributions provide an option to encrypt the file system during installation. A password must then be specified at system startup before the file system can be accessed. Provided that you use a sufficiently long and complex password that cannot be guessed easily, encryption effectively protects your data: even if your notebook computer falls into the wrong hands, no one will be able to read your files.

            What does encryption have to do with LVM? Most encryption systems are based on the fact that the file system is addressed not directly, but via an intermediate layer that is responsible for the encryption. Technically speaking, the procedure is very similar to that of LVM.

            Many installation programs therefore offer encryption functions only in combination with LVM. Behind the scenes, not a single file system, but the entire LVM layer is encrypted.

        
        
            2.6.3    Limitations

            The use of LVM and encryption doesn’t only have advantages. It's also associated with restrictions:

            
                	
                    LVM administration is relatively complicated. During installation, the installer will assist you in setting up LVM or encryption. However, if you then want to change the configuration while the system is running, you will have to rely on relatively bulky commands in most distributions. For detailed information on how to use these commands, see Chapter 18.

                

                	
                    If you use encryption, the password must be entered manually every time you start the computer. Basically, this approach is unsuitable for servers that are not located on site.

                

                	
                    For a subsequent reinstallation of Linux, such as when you change over to another distribution, it’s very difficult and in many cases impossible (this is especially true for Ubuntu and all derivatives) to take over an existing encrypted data partition. Most of the time, you’re forced to make a complete backup first and then restore it in the newly installed Linux system.

                

            

        
        
            2.6.4    Recommendation

            If you’re starting out with Linux and performing your very first installation, I would advise you not to use LVM and encryption because of the complexity involved. As a rule, it’s better to gain some experience with Linux first (quite possibly in virtual machines).

            If you’re sure that you want to use Linux on your notebook computer permanently, and as soon as questions like “Which distribution?” or “Which layout of the SSD?” are finally decided, there is really no way around encryption (and thus also LVM). This is the only way to prevent not only your device but also all your data from changing hands if your notebook computer is lost or stolen. Complete encryption should be a matter of course for notebook computers that are used for business purposes.

        
    


                    
                
                        
        2.7    Creating Linux Partitions

        One of the most important steps during Linux installation is the creation of new Linux partitions. All common installation programs contain easy-to-use partitioning tools for this purpose. Figure 2.2 shows the partition editor of Linux Mint, executed on a test computer on which Ubuntu has already been installed before.

        At this point, we are dealing with fundamental issues: How many partitions should you set up for Linux? In what size? What are the implications for speed, for subsequent maintenance, and for a possible reinstallation of a different or updated Linux distribution?

        
            [image: Linux Mint Partition Editor]

            Figure 2.2    
            Linux Mint Partition Editor

        
        
            Powers of Two versus Powers of Ten

            In this book, in most other Linux documentation, and for most Linux tools, bytes are counted in powers of two:

            1 KiB = 210 bytes = 1024 bytes
1 MiB = 220 bytes = 10242 bytes = 1,048,576 bytes
1 GiB = 230 bytes = 10243 bytes = 1,073,741,824 bytes
1 TiB = 240 bytes = 10244 bytes = 1,099,511,627,776 bytes

            Many SSD manufacturers and also some file managers calculate decimally—that is, with powers of 10: 1 TB = 1 TB = 1012 bytes = 1,000,000,000,000 bytes. Thus, an SSD that is 1 TB according to the manufacturer only holds about 931 GiB according to the conventions in this book.

        

        
            2.7.1    Number and Size of Linux Partitions

            Time and again people ask me how an SSD with n GiB should best be divided into partitions. Unfortunately, there is no universal answer to this question. However, this section should at least give you some rules of thumb for the right number and size of partitions.

            
            The system partition is the only partition you absolutely need. It accommodates the Linux system with all its programs. This partition is always used on Linux via the / directory. This location denotes the root—that is, the beginning of the directory tree. For this reason, the system partition is often referred to as the root partition.

            A reasonable size for installing and running a common distribution for desktop use is 30 to 40 GiB. Then, of course, there's the space required for your own data—unless you store your files in a separate home partition.

            
            In the past, it was necessary to create a separate partition named /boot for technical reasons. This partition houses the files that are needed during the first phase of the computer startup: in particular, the vmlinuz* kernel file and the initrd* initial RAM disk file.

            Since EFI and the GRUB 2 boot loader have become established, the boot files can be read directly from the system partition even in complex LVM and RAID setups. A separate boot partition is then actually superfluous. However, some distributions (RHEL) still suggest setting up this partition. You can follow this suggestion; even if the partition is not required, it doesn’t cause any damage. If you decide to have your own boot partition, it should be around 1 GiB in size.

            
            A home partition separates the storage locations for the system files and your own files. This has a significant advantage: you can easily install a new distribution into the system partition later without compromising the separate data partition containing your own data.

            For the home partition, /home is used as the mount directory. It isn’t possible to give a recommendation for the size of this partition because it depends too much on what tasks you want to do with your Linux system. If you are sure that you do not want to install any more operating systems on your computer, you can make the home partition so large that it fills the entire remaining space on the SSD.

            
            The division of the hard disk into partitions can be pushed even further. For example, if you want to use the Linux computer within a larger network as a special server for network or database tasks, you can provide separate partitions for the resulting data and select a file system that is optimal for the type of data access. However, this type of optimization is only useful for Linux experts.

            Provided that there is still unpartitioned space on your hard disk, it’s no problem to add more partitions to a running system and, if necessary, to move data from an existing partition to a new one. So if you are unsure, simply wait a little longer before partitioning and leave part of the hard disk without partitions.

            
            The swap partition is the counterpart of the Windows swap file: if there isn’t enough RAM available to Linux, it stores some of the RAM content that isn’t currently required in that partition. Unlike the other partitions, the swap partition doesn’t get a name (no mount point). The use of a separate partition instead of an ordinary file as on Windows has mainly speed advantages.

            Having 2 GiB of space for the swap partition is sufficient in almost all cases. More and more installations are completely abandoning the swap partition. In this case, Fedora just compresses unused data blocks in the RAM in order to use the main memory particularly efficiently. (In the past, the advice was to make the swap partition at least as large as the main memory so that a notebook computer could be put into hibernation mode. However, hibernation is no longer supported by most distributions. There is only the standby mode, in which the notebook continues to use some energy.)

            
                Swap File on Ubuntu

                Ubuntu no longer sets up a swap partition by default for desktop installations. Instead, the installer provides for a swap file, similar to Windows or macOS. Although this is slightly slower, it offers more flexibility if the swap file is to be reduced or enlarged later. It also saves a partition that is difficult to change later.

            

            
            On EFI systems, there must be at least one ESP. This partition is set up by default when the first operating system is installed, whether it is Windows or Linux. If additional operating systems are installed later, all operating systems share the common EFI partition, and each places files there to start the operating system. The ESP must contain a VFAT file system and is accessed via the /boot/efi directory on Linux. The ESP should be at least 512 MiB in size.

            
            With any Linux installation, you need a system partition. Setting up additional partitions is optional, strongly dependent on the intended use of Linux, and also a matter of taste. My personal recommendations for a first-time Linux installation is summarized in Table 2.2.

            
                
                    
                        	
                            Directory

                        
                        	
                            File System Type

                        
                        	
                            Usage

                        
                    

                
                
                    
                        	
                            /boot/efi

                        
                        	
                            VFAT

                        
                        	
                            ESP (at least 500 MiB)

                        
                    

                    
                        	
                        	
                            –

                        
                        	
                            Swap partition (2 GiB)

                        
                    

                    
                        	
                            /

                        
                        	
                            ext4

                        
                        	
                            System partition (30 to 50 GiB)

                        
                    

                    
                        	
                            /home

                        
                        	
                            ext4 or xfs

                        
                        	
                            Own data (size as needed)

                        
                    

                
            

            Table 2.2    
            Recommended Partitions for Desktop Use

        
        
            2.7.2    Which File System?

            Linux supports a lot of different file systems, including ext4, btrfs, and xfs. These file systems are presented in detail in Chapter 18.

            
            The most popular file system type for Linux is ext4. This file system is well developed and has been robust and efficient for many years.

            
            The xfs file system is the default for RHEL. It is especially well suited for servers with multiple-TiB-sized file systems.

            
            The btrfs option provides more features than any other Linux file system. At the same time, however, its many features complicate the administration. Notwithstanding, Fedora and SUSE use btrfs as the default file system for the system partition. Red Hat, on the other hand, is of the exact opposite opinion: the company has designated the file system as deprecated in 2017. Therefore, btrfs is not supported in RHEL.

            I strongly advise desktop users not to use btrfs! Doing so requires a lot of administration know-how, especially in the SUSE default setup, and easily leads to unexpected problems. At best, the btrfs advantages outweigh the disadvantages for server installations that are managed by experienced administrators. The simplicity and stability of ext4 and xfs are more important arguments for me than all the extra features of btrfs combined.

            
            No real file system is set up in the swap partition. However, the partition must be formatted by mkswap before it’s used for the first time. All Linux distributions take care of this automatically.

            
            Table 2.2 summarizes which file systems you are best off using for which partitions. If there is an additional boot partition, an ext4 file system is suitable for this.

        
    


                    
                
                        
        2.8    Setting the Scope of the Installation

        Some distributions allow you to select which components, programs, or packages are installed during installation (see Figure 2.3). Software packages are often selected as preconfigured groups. Other distributions simply install a basic system without any choice. If necessary, you can install all other programs during operation.

        
            [image: Setting Debian Installation Scope]

            Figure 2.3    
            Setting Debian Installation Scope

        
        
        Some distributions allow you to choose between desktop systems like GNOME, KDE, Cinnamon, MATE, or Xfce. These are different user interfaces for Linux. Each desktop system has specific advantages and disadvantages. GNOME is easy to use, but KDE provides more settings for technically experienced users. If you are a Linux newbie and unsure, you should choose GNOME! This desktop system is currently the most widespread.

        Some other distributions lack a selection option in the installation program, but you can decide on a certain desktop variant or a spin (Fedora) when downloading the ISO image.

    


                    
                
                        
        2.9    Basic Configuration

        This section provides some background information on the common steps of the basic configuration. The order, details, and scope of the basic configuration vary greatly depending on the distribution. Some distributions keep the configuration to a minimum during installation. Further hardware configuration is then only carried out in the running basic system. In general, the following applies: almost all settings can also be made later. Simply postpone the configuration of components currently not needed until later!

        
        On Linux, the root user is usually responsible for system administration. This user has unrestricted rights, but of course this also means that the potential for damage is unrestricted. It is therefore essential that access to root be secured with a strong password.

        In Ubuntu and some other distributions, the root user account is completely disabled. Password protection for root is not necessary there. Administrative tasks are performed by designated users on Ubuntu and require the user password to be entered again.

        In Debian, it’s permissible to skip setting the root password. The root login is then locked, and the first created account is responsible for administration, as with Ubuntu.

        In openSUSE, root and the default user are given the same password. If you don't want that to happen, you need to disable the easy-to-miss option in the installer.

        
        It is unusual on Linux to work as root—except, of course, when performing admin tasks. When you write an email, compile a program, or browse the internet, you should log in as an ordinary user. During installation, you have the option to set up one or more such users, including their passwords. Later, you can add more users, change the passwords of existing users, and so on.

        A user name (account name) is composed of lowercase letters. Spaces are not allowed, and special language characters should be avoided.

        The password should be at least eight characters long. Use a secure password! However, do not use special language characters (e.g., äöüß) or other letters that are not defined in the ASCII character set. Such characters could result in you being unable to log in if the keyboard is configured incorrectly or not configured at all.

        
        The network configuration will be done automatically if the installation program detects a DHCP server in the local network. This task is performed by a router. In this case, the network configuration is reduced to specifying the desired computer name and, if necessary, the Wi-Fi password.

        
        The hostname is simply used to define the computer name. Do not use localhost as the hostname! This name has a special meaning.

        You can choose the domain name freely at home. For company installations, it is predefined and often corresponds to the workgroup name used on Windows.

        
        Some distributions protect network or internet access with a firewall by default. This firewall allows connections initiated by you, but blocks requests coming from the outside, thus significantly increasing security. If you intend to offer network services on your computer yourself (e.g., an SSH or web server), you should define exceptions for these services.

        
        The boot loader determines how Linux will be booted in the future. The GRUB program is responsible for this in almost all distributions. It is installed automatically; only a few distributions offer configuration options at this point. If you do need to specify a location for the boot manager, it’s usually /dev/sda or /dev/nvme0n, which is the first hard disk or SSD.

        
        When rebooting after installation, the freshly installed Linux system is automatically booted. After that, you will begin your first exploratory journey through the Linux world. If you want to boot Windows instead of Linux, you need to press a special key combination during reboot to open the EFI boot menu.

    


                    
                        
        2.10    System Changes, Extensions, and Updates

        Once your Linux system is running stably, you will mostly want to configure, extend, or update it according to your own ideas.

        Detailed information on these topics is spread throughout the book. This section is therefore primarily intended for reference, to save you the search work as much as possible.

        
            2.10.1    Software Installation and Package Management

            Depending on the distribution, there are various commands and programs that you can use to install, update, or remove additional software packages during operation. In most GNOME-based distributions, the software program is responsible for this. The underlying procedures and commands that you can use to install software in the terminal are described in Chapter 16.

        
        
            2.10.2    Updates

            
            All common distributions notify you of updates regularly and automatically. With a few mouse clicks, you can update all affected programs. Unlike Windows, the update system is responsible for all components. So there are not different update mechanisms for different programs.

            Through the update system, serious bugs are fixed and security updates are performed. The first update after reinstalling a distribution often takes a very long time, sometimes longer than the actual installation! This is because it installs all updates that have been released since the distribution was completed. All further updates, which are performed on a regular basis, then only affect a few packages and are performed correspondingly faster. Such updates are quite frequent: They usually appear weekly, sometimes even several times a week.

            
            The “ordinary” update system fixes bugs and security flaws, but usually does not install fundamentally new program versions. (The only exception is for web browsers.) So you will wait in vain for an update from LibreOffice 7.n to version 8.n, even if the latest LibreOffice version has already been released. Instead, you are mostly forced to update the entire distribution to the next version—hence the term distribution update.

            There are two different procedures for distribution updates: either you start the installation from a disk and then specify that you want to update an existing distribution, or you perform the update at runtime and then only need to reboot. The second method is more elegant because it can be performed without installation media. The new packages are simply downloaded from the internet. It also minimizes the time during which the distribution is not running or during which a server is offline.

            Table 2.3 summarizes which distributions support which procedures. Note that with RHEL, you automatically receive all updates within a major release over a period of many years. Your RHEL version thus increases, for example, from 8.0 to perhaps 8.9. However, an update to the next major version, such as from 8.9 to 9.0, is not provided for. This would require a new installation.

            
                
                    
                        	
                            Distribution

                        
                        	
                            Update during Installation

                        
                        	
                            Update during Operation

                        
                    

                
                
                    
                        	
                            RHEL

                        
                        	
                        	
                            •

                        
                    

                    
                        	
                            Debian

                        
                        	
                        	
                            •

                        
                    

                    
                        	
                            Fedora

                        
                        	
                            •

                        
                        	
                            •

                        
                    

                    
                        	
                            openSUSE

                        
                        	
                            •

                        
                        	
                            •

                        
                    

                    
                        	
                            Ubuntu

                        
                        	
                            Only up to version 22.10

                        
                        	
                            •

                        
                    

                
            

            Table 2.3    
            Methods for Distribution Updates

            
            What sounds great in theory unfortunately often works poorly in practice. After the distribution update, sometimes programs do not work as before, and searching for the errors can be time-consuming. I myself have lost faith in distribution updates after countless problems.

            Personally, I tend not to go along with every distribution update unless the work on this book forces me to. Instead, I perform a complete reinstallation when necessary—often after three or four years—leaving only the /home data partition unchanged.

            
            Rolling releases are intended to eliminate the need for distribution updates altogether. In distributions that follow the rolling release model, all packages are constantly updated to the latest available version—as is already done with web browsers.

            This concept also sounds better than it actually works: many innovations inevitably lead to incompatibilities or migration problems. Automatic updates may occur at an inopportune time, and the user is suddenly confronted with programs that no longer function as before—or not at all.

            For these reasons, rolling release distributions have not yet been able to establish themselves or are aimed exclusively at technically experienced Linux professionals:

            
                	
                    Debian comes pretty close to the rolling release model if you enable the testing or unstable package sources.

                

                	
                    SUSE offers Tumbleweed, a rolling release version of openSUSE that has been working quite smoothly since 2014.

                

                	
                    The Neon KDE distribution partially follows the rolling release model. Although the substructure, an Ubuntu LTS version, remains unchanged during updates, the KDE packages are constantly updated to the latest version.

                

                	
                    Arch Linux and related distributions such as Manjaro also rely on the rolling release model. I switched my main machine to Arch Linux in 2022 and have been very happy with it so far. But of course, I'm a prime example of the target audience for rolling release distributions.

                

            

        
        
            2.10.3    Configuration

            Although there have been repeated efforts in the past to unify the configuration of Linux, in fact the individual distributions unfortunately still differ considerably. For this reason, you should use the respective supplied tools for further configuration if possible.

            Admittedly, solving some configuration problems requires more than a few mouse clicks. That's why in this book I go into detail about the basics and background of various software and hardware components, independently of specific distributions (see Table 2.4).

            
                
                    
                        	
                            Topic

                        
                        	
                            Chapter

                        
                        	
                            Topic

                        
                        	
                            Chapter

                        
                    

                
                
                    
                        	
                            GNOME

                        
                        	
                            Chapter 4

                        
                        	
                            System startup

                        
                        	
                            Chapter 19

                        
                    

                    
                        	
                            KDE

                        
                        	
                            Chapter 5

                        
                        	
                            Kernels and modules

                        
                        	
                            Chapter 21

                        
                    

                    
                        	
                            Basic configuration

                        
                        	
                            Chapter 14

                        
                        	
                            Network configuration

                        
                        	
                            Chapter 15

                        
                    

                    
                        	
                            Package management

                        
                        	
                            Chapter 16

                        
                        	
                            Server configuration

                        
                        	
                            Chapter 22 onwards

                        
                    

                    
                        	
                            Graphics system (X and Wayland)

                        
                        	
                            Chapter 17

                        
                        	
                        	
                    

                
            

            Table 2.4    
            Linux Configuration

        
    


                    
                
                        3    Installation Instructions
The previous chapter covered the basics of a Linux installation in detail, and now this chapter describes concrete examples. You’ll get to know some selected Linux distributions in more detail and learn which special features need to be considered when installing them. At the same time, this chapter provides tips for the first steps after the installation.
The following distributions are described:

        	
            Debian

        

        	
            Fedora

        

        	
            Linux Mint

        

        	
            Manjaro

        

        	
            openSUSE

        

        	
            Pop!_OS

        

        	
            Ubuntu

        

    

        Server Distributions

        Instructions for server installations will follow in Chapter 22, where I describe the installation of AlmaLinux, Debian Server, Oracle Linux, RHEL, Rocky Linux, and Ubuntu Server and go into the details of a server-specific installation, such as RAID and LVM configurations.

    
For Linux beginners, I recommend Ubuntu. This is probably the widest distribution among home users, and in case of problems you can consult numerous forums and wikis.
A good alternative is Linux Mint. This distribution is considered even more beginner-friendly than Ubuntu. Mint has the additional advantage that it doesn’t use the Ubuntu-specific Snap packages.
Fedora also rarely causes problems in desktop use, but it’s explicitly intended for advanced Linux users. Red Hat views Fedora as an experimental platform. In this respect, Fedora is ideally suited for getting to know the latest developments from the Linux world. The biggest disadvantage of Fedora is its short update period. After one year at the latest, you must perform a distribution update or a new installation.
I used to mention openSUSE at this point, but the currently available version 15.5 is based on SUSE Enterprise 15 and contains some very old software components. The most attractive openSUSE version in my view is the rolling release variant, Tumbleweed.
An important criterion for the choice of a distribution is its maintenance period: if you want to use Linux without any problems for a number of years, you should choose an LTS version of Ubuntu (20.04, 22.04, etc.) or a RHEL clone (e.g., AlmaLinux). These distributions each offer an update guarantee for at least five years.
This is perfect if you want to install Linux on the computers of your friends and relatives! With some restrictions, the update guarantee also applies to some Ubuntu-derived distributions like Linux Mint or Pop!_OS LTS.

        3.1    Debian

        
        No distribution represents “pure” Linux as much as Debian—and that’s for several reasons:

        
            	
                Debian is developed exclusively by a free community of developers. Behind Debian there is neither a company nor commercial interests, but, according to Wikipedia, more than 1,000 developers, most of them working for Debian on a voluntary basis. As a logical consequence, both Debian itself and access to its updates are completely free.

            

            	
                One of Debian's central goals is that the distribution remains truly “free” in the sense of the open-source idea. The integration of binary drivers or commercial software without freely available source code is taboo. The only exception is firmware files for hardware devices, which have been included by default since version 12, although there is no open-source code for them.

            

            	
                With Debian, stability takes precedence over very recent versions. That is why an ordinary Debian installation always lags a little behind the current state of development for many important components (kernel, GNOME, server services, etc.). If you need more recent versions, you can install them from the testing or unstable package sources.

            

            	
                Debian supports many more hardware platforms than any other distribution. This is another reason why the development of a new Debian version often takes longer than planned.

            

            	
                The Debian Project is governed by a democratic organization whose leadership members are elected on a regular basis. The rules of the game are formulated in a “social contract” (see https://www.debian.org/social_contract.1.0.en.html). This social contract contains the Debian Free Software Guidelines (DFSG). The guidelines formulate the requirements a software project must meet in order to become part of the official Debian packages.

            

        

        Debian's importance extends far beyond what can be measured in market share: Debian is an important and indispensable foundation for numerous other distributions, first and foremost for Ubuntu. Many Debian tools, starting with package management, have found their way into other distributions.

        
        Debian cannot be clearly classified as a desktop or server distribution; thanks to its universal orientation, Debian is suitable for both purposes. I will go into more detail about some of the special features of server installation in Chapter 22, Section 22.4.

        
        Debian uses a code name for each version, and each name matches that of a character from the Toy Story movie (see Table 3.1). In this book, references to Debian are to Debian 12 unless I explicitly give a different version number.

        
            
                
                    	
                        Code Name

                    
                    	
                        Version

                    
                    	
                        Completion

                    
                

            
            
                
                    	
                        Buster

                    
                    	
                        Debian 10

                    
                    	
                        July 2019

                    
                

                
                    	
                        Bullseye

                    
                    	
                        Debian 11

                    
                    	
                        August 2021

                    
                

                
                    	
                        Bookworm

                    
                    	
                        Debian 12

                    
                    	
                        June 2023

                    
                

                
                    	
                        Trixie

                    
                    	
                        Debian 13

                    
                    	
                        Expected 2025

                    
                

            
        

        Table 3.1    
            Debian Versions

        
        Compared to other distributions, Debian doesn't have countless distribution variants. There is only one Debian, which consists of a pool of about 64,000 packages. The exact number varies depending on the CPU architecture.

        The basic system can be installed either from a DVD image or from a network installation image (netinst image, around 350 MiB). This image contains only the installation program. All packages are downloaded from the internet or from a local server during installation.

        The hardware support is impressive. While other distributions usually support only two or three CPU platforms, Debian Buster supports 10: besides standard PCs (amd64 and i386), these are ARM (armel, armhf, and arm64), MIPS (mips, mipsel, and mips64el), PowerPC (ppc64el), and S390. For some platforms, there are not only installation images, but also live images.

        
        Comprehensive information about Debian can be found on the official website:

        
            	
                https://www.debian.org

            

            	
                https://www.debian.org/releases/bookworm/amd64

            

            	
                https://www.debian.org/releases/bookworm/amd64/release-notes

            

        

        
            3.1.1    Installing Debian

            With Debian, you can use two fundamentally different installation variants: On the one hand, you can write a live image to a USB flash drive and run the very user-friendly installation program included on it. On the other hand, you can use the traditional installation media, which includes the tried and tested installation program. It supports more configuration variants but is much more cumbersome to use and unsuitable for beginners.

            
            Up to and including Debian 11, the “common” images lacked firmware files, which are not available as open-source code. For a modern notebook, this can result in your computer not even being able to establish a network connection. Fortunately, there were modified images with the firmware files for such cases.

            With version 12, Debian has fortunately opted for a more pragmatic approach and now generally includes the firmware files. This eliminates the confusing differentiation between images that contained only open-source software and images that were simply required for many computers.

        
        
            3.1.2    Live-Image Installation

            Debian provides live images for various desktop systems to choose from (GNOME, KDE, Xfce, etc.). These variants are important because, unlike the conventional installer, they do not allow you to influence the scope of the installation. Thus, the desktop system that runs in the live system is always installed (see https://cdimage.debian.org/debian-cd/current-live/amd64/iso-hybrid).

            As usual, start the installation by restarting your computer and plugging in the USB flash drive onto which you previously transferred the image. After a few seconds, you will enter the desktop of the live system, where you can first select the keyboard layout and then run Activities • Install Debian. When starting the installer, you will be asked for a password. It is live. After the start of the installation program, you can select a different language.

            Things get exciting in the fourth step, where you decide on the partitioning of your hard disk or SSD (see Figure 3.1). In many cases, the Install alongside option is the right one: if you use this option, the installation program shrinks an existing partition and sets up the partitions required for Debian in the space that’s now free.
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                Figure 3.1    
            Installation Program Provides Several Partitioning Variants to Choose Among

            
            
            If necessary, you can opt for Manual partitioning. This will give you the option in the next step to set up the desired partitions in the free area of the hard disk or SSD itself, select the file system type you want, and specify the directory (/ for the root partition, /boot/efi for the EFI partition, etc.).

            
            In the next step, you enter your name and the desired password for your Debian account. Deviating from the usual Debian customs, this user is given sudo rights; that is, it is allowed to perform administration tasks later on.

            
            Before the actual start of the installation, the program displays a summary of all settings that have been made (see Figure 3.2).

            
                Calamares Installer

                The Calamares installer on the live images is not a Debian in-house development, but comes from a cross-distribution project (see https://calamares.io/about).

                The installer can be adapted relatively easily to the requirements of the respective distribution. It is also used by various Ubuntu derivatives, by Linux Mint, by Manjaro, and by KDE Neon.
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                Figure 3.2    
            Summary before Starting Actual Installation

            
        
        
            3.1.3    Standard Installation

            Advanced Linux users who want to control the details of partitioning or the scope of installation more precisely are better off using the conventional installation method. You can download suitable images from the following website: https://debian.org/CD.

            A menu is displayed at the beginning of the installation. By default, the installation program starts in graphics mode. If hardware problems occur, press Install to start the installation in text mode or run Advanced Options • Expert Install. Then you can have a very precise influence on the individual installation steps and, in particular, on the loading of kernel modules.

            
            In the first steps, you will then set the language and keyboard layout. In the dialogs that follow, you need to enter the password for root and create a new user.

            
                Automatic sudo Configuration if root Password Is Empty

                You can leave the root password blank and just click Next. In this case, the root login remains locked. However, the first user will then be given admin rights, as with Ubuntu, and can switch to root mode via sudo.

            

            
            The installation program provides the following options for partitioning the hard disk, among others:

            
                	
                    Guided—Use the Largest Continuous Free Space
This option only displays if there is free space on the SSD that is not used by partitions. The installation program then sets up the partitions required for Debian in this area.

                

                	
                    Guided—Use Entire Disk
The installer deletes all partitions and then uses the entire hard disk or SSD for the Debian installation. Another dialog will appear later asking whether you want to store all data in one partition, whether you want a separate home partition (this is recommended), or whether separate partitions should also be created for the /usr, /var, and /tmp directories. The latter is rarely useful.

                

                	
                    Guided—Use Entire Disk and Set Up LVM
As the previous option, but with an LVM system that provides greater flexibility for later changes.

                

                	
                    Guided—Use Entire Disk and Set Up Encrypted LVM
As the previous option, but the LVM system is encrypted. The key must be specified for each boot process; that is, this variant is only conditionally suitable for server installations.

                

                	
                    Manual
This item enables you to perform the partitioning process yourself. However, you can also choose one of the other variants and change the installer's suggestions according to your own ideas.

                

            

            Regardless of which variant you choose, you must explicitly confirm the partitioning plan again, so there is no risk that the installation program will make the partitioning hastily and irrevocably.

            When you perform the partitioning manually, the installation program displays a list of all available partitions (see Figure 3.3). Select existing partitions by double-clicking or pressing (Enter). Create new partitions by clicking the Free Space item at the bottom of the list. You can also shrink existing Windows and Linux partitions to make more room for new Linux partitions.

            Unfortunately, the nested dialogs for editing the partitions are confusing and make little use of the capabilities of a graphical user interface. Many texts in the dialogs are to be interpreted as menu commands and when you click them, they lead to further dialogs. For example, clicking the Use As: Do Not Use partition line opens a dropdown list where you specify the desired file system type.
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                Figure 3.3    
            Partitioning Hard Disk/SSD

            
            With Done setting up the partition, you can save the settings of the last edited partition. After that you can edit another partition or finish the partitioning process by clicking the Finish Partitioning and write changes to disk entry below the partition list. The installation program displays a summary of the planned changes to the hard disk partitioning and finally executes them after another confirmation.

            If the SSD or hard disk was previously unused, the installer will set up a partition table on its own. On EFI machines, Debian opts for the GPT format. In virtual machines without EFI, Debian stores the partition table in the master boot record (MBR). The installation program doesn’t offer any choices in this regard.

            
            In the dialogs that follow, the installation program asks if there are additional installation media (DVDs or additional USB flash drives; there usually are not) or if it should use a mirror server. From this server it can then download packages that are not included in the installation image. The mirror server also serves as a source for updates. Answer Yes and select a geographically close server in the subsequent step.

            After installing some packages, you will be asked if you want your package selection to be reported to a central server so that the Debian developers can determine the most popular packages.

            In the next dialog, you first perform a software selection: the Debian Desktop Environment package groups for various desktop systems as well as Web Server, SSH Server, and Standard System Utilities are available for selection (shown in Figure 2.3 in Chapter 2).

            You can even select multiple desktop systems at the same time in this dialog. Then, every time you log in, you can choose which desktop system you want to use. At the same time, however, choosing multiple desktop systems results in an unnecessarily bloated system with a lot of redundant software, such as multiple audio players, imaging programs, and so on. For this reason, multiple selection is not recommended at this point.

        
        
            3.1.4    Getting Started

            
            Depending on how you performed the installation, different rules apply to the way you can subsequently perform admin tasks:

            
                	
                    With sudo
If you installed from the live system or did not specify a root password during a standard installation, sudo was automatically set up. To execute admin commands, you need to switch into the admin mode in a terminal by using sudo -s and specifying your password (see also Chapter 10, Section 10.3).

                

                	
                    Without sudo
Otherwise, if you performed a traditional installation and did specify a root password, the user created during the installation is not a member of the sudo group. To perform admin tasks, you need to run su -l in a terminal window and specify the root password.

                

            

            
            The live system installer does not install an SSH server, and the traditional installer does so only if you have enabled the appropriate option and have not overlooked it. However, if necessary, you can quickly install the SSH server:

            root# apt update
root# apt full-upgrade
root# apt install openssh-server -y 


            
                Please Insert the Medium with the Name "Debian GNU/Linux"!

                If you installed to a virtual machine, the default installer left a line in /etc/apt/sources.list that points to the virtual DVD as the installation media. Now, every time you want to install a package (apt install), apt wants you to reinsert the installation media. This doesn’t make much sense as you want to download the latest version of the package from the internet.

                Here is a solution to this: run sudo gnome-text-editor /etc/apt/sources. list and remove the line that starts with deb cdrom.

            

            
            Several official package sources exist for Debian. By default, main and non-free firmware are active. For the vast majority of packages, this is sufficient.

            However, if you also want to install packages whose source code is not freely available or which are based on nonfree libraries, you must add contrib non-free to the end of each line in the /etc/apt/sources.list file. The file should look like the following example. In the following listing, a deb line has been spread over two lines using \ to save space:

            # in /etc/apt/sources.list
deb http://deb.debian.org/debian bookworm   main non-free-firmware contrib non-free 

deb http://security.debian.org/debian-security/ bookworm-security  main non-free-firmware contrib non-free 

deb http://deb.debian.org/debian bookworm-updates  main non-free-firmware contrib non-free 


            I have refrained from printing the deb-src lines here, which only concern the source code packages and are usually not needed.

            
            Debian can already play MP3 files and the most common audio and video formats after a basic installation. Unofficial packages with additional codecs, multimedia libraries, and programs can be found in Debian-independent package sources—for example, at https://deb-multimedia.org.

            
            The binary drivers for NVIDIA graphics cards are also available as non-free packages. Prior to the installation, you must add the contrib and non-free package sources mentioned earlier to /etc/apt/sources.list:

            root# apt install nvidia-driver 


            For more tips on installing NVIDIA drivers, see Chapter 17, Section 17.3, and the following web page: https://wiki.debian.org/NvidiaGraphicsDrivers.

        
    


                    
                
                        
        3.2    Fedora

        Fedora is a variant of RHEL. Fedora development is supported by Red Hat in terms of personnel and funding. Unlike RHEL, both Fedora itself and all updates are available free of charge. For Red Hat, Fedora is a kind of testing platform to develop and test new features. For many Linux freaks, on the other hand, Fedora is the most modern Linux distribution available. New Linux concepts and ideas are often first found in Fedora before other distributions follow suit. Usually, Fedora is also the Linux distribution that lets you try out the latest GNOME version first.

        Despite the development team's willingness to experiment, Fedora has proven to be a relatively stable distribution in recent years. This is obviously where the expertise of the Red Hat developers comes into play. In terms of usability, Fedora has made great progress in recent years: while Fedora used to have the reputation of being “by freaks, for freaks,” the distribution is now almost as easy to use as Ubuntu.

        The biggest disadvantage of Fedora is its short lifespan: Fedora updates are maintained for the cycle of two releases plus one month. For example, the update period for Fedora 38 ends one month after Fedora 40 is completed. Because the release cycle is normally six months, this corresponds to an update period of only 13 months.

        
        Fedora is basically available in the three stable variants, Workstation, Server, and IoT. Two more variants are in development:

        
            	
                CoreOS (https://getfedora.org/en/coreos) is optimized for use in container environments.

            

            	
                Silverblue (https://silverblue.fedoraproject.org) doesn’t use the traditional package system; it uses rpm-ostree instead. This new package system allows atomic updates as well as undo functions for updates and package installations. It is still open for debate whether Silverblue is the future of Linux or a dead end.

            

        

        
        I'll focus on the workstation variant here, which normally uses GNOME as the desktop. If you prefer another desktop system, you can switch to Fedora Spins. These are Fedora variants with a predefined package selection for alternative desktop systems like KDE, Xfce, LXQt, MATE, Cinnamon, LXDE, or i3 (see https://spins.fedoraproject.org).

        
        Furthermore, there are Fedora variants for other CPU architectures (ARM, Power, and s390x) as well as images prepared for various virtualization and cloud systems (see https://alt.fedoraproject.org).

        In the near future, there should be a variant of Fedora for Apple computers with the M1, M2, and so on CPUs.

        
        For more information about Fedora, you should visit the following websites:

        
            	
                https://fedoraproject.org

            

            	
                https://fedoraforum.org

            

            	
                https://docs.fedoraproject.org

            

            	
                https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux

            

        

        
            3.2.1    Installing Fedora

            
            At https://getfedora.org, you first choose Fedora Workstation and then download Fedora Media Writer for Windows, macOS, or Linux. This small program then downloads Fedora and transfers the image to a USB flash drive. Alternatively, you also can find direct download links for the live ISO image at https://getfedora.org, which you can then write to a USB flash drive yourself or use as installation media for a virtual machine.

            When booting from the installation media, it is scanned for errors by default. You can avoid this time-consuming test by selecting Start Fedora Workstation using the cursor keys.

            If you install Fedora on a computer with a new NVIDIA graphics card, the installation may get stuck when the graphics mode is activated. Usually, the installation succeeds if you select Troubleshooting • Start Fedora in Basic Graphics Mode from the boot menu. You can install the NVIDIA drivers manually at a later time.

            In the live system, you can try out Fedora or start the installation program. After setting the language, this combines all configuration settings in a single dialog (see Figure 3.4). Usually, you only need to change a single item—namely, Installation Destination.
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                Figure 3.4    
            Overview of Installation Settings

            
            
            Clicking the Installation Destination icon takes you to a partition editor, which unfortunately is not a masterpiece in terms of intuitive operation. To put it more drastically: I have worked with many partition editors over the last 30 years. The one provided by Fedora/RHEL is the one whose operation is the most illogical.

            The first dialog lists the local hard disks and SSDs found (see Figure 3.5). You must make sure that those hard disks on which partitions are to be created or used are marked with a checkmark. (If there is only one disk, then it is already selected, and you only need to click Done. The checkmark is decisive. Whether or not the disk has also just been selected with the mouse and is displayed with a blue background, on the other hand, is irrelevant.)
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                Figure 3.5    
            Selecting Partitioning Method

            
            Some options enable you to control how you want to proceed:

            
                	
                    If you select Automatic, the installation program will take care of suitable partitioning. This works well when you want to make full use of a disk that is still empty—for example, when installing in a virtual machine.

                

                	
                    Custom opens an editor in the next step where you can set up the partitions manually and change (or even shrink) existing partitions.

                

                	
                    The Advanced Custom (Blivet-GUI) option also takes you to a partition editor designed for advanced users. I personally find this editor easier to use than the default editor, but possibly that is because I am actually an advanced Linux user. :-)

                

                	
                    The Free Up Space by Removing or Shrinking Existing Partitions option is only available in combination with the Automatic option. It allows you to delete or shrink some partitions in advance.

                

                	
                    The Encrypt My Data option causes the LVM system to be encrypted.

                

            

            
            Provided that you have chosen automatic configuration and the hard disk has been empty so far, clicking Done actually finishes the configuration and takes you back to the main dialog. Fedora performs the partitioning on its own, but it doesn't find it worth the trouble to tell you the results of its work. Accordingly, this is my task: The installer sets up a 200 to 600 MiB EFI partition, a 1 GiB boot partition, and a third partition that fills the rest of the disk. A file system formatted using btrfs ends up in it. For background information on btrfs and its Fedora-specific configuration, see Chapter 18, Section 18.11.

            
            There is no way to influence the automatic configuration or to modify it afterward. If you want to perform the partitioning yourself, you must select the Custom option. Done then leads to another dialog (see Figure 3.6).
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                Figure 3.6    
            Manual Partitioning in Default Editor

            
            The bar on the left lists all partitions or file systems that exist on the disks and those that are to be newly created. The partitions are grouped as follows:

            
                	
                    The first group, which is initially empty, describes the new Fedora system.

                

                	
                    The other groups assign the existing partitions to the already installed operating systems. It may well happen that a partition is displayed in several groups, such as a swap partition that is used by several Linux distributions in parallel.

                

            

            Figure 3.6 shows an installation on a test machine in parallel with some already existing distributions. A new root partition of 60 GiB and with a btrfs file system is supposed to be set up for Fedora. The existing EFI partition, /dev/sda4, is to continue to be used under the /boot/efi directory. In addition, a new swap partition of 2 GiB is to be created. The remaining existing partitions are not to be addressed under Fedora for the time being.

            To create space, you can delete or shrink existing partitions. To set up new partitions, click the plus button (+) and specify only two parameters for the time being: under Mount Point, enter the mount directory or the name “swap,” as well as the required size in MiB or GiB.

            Only in the second step do you select the file system type. Under Device Type, you need to specify whether the file system is to be set up in an ordinary partition or in a logical volume.

            When you have set up all the partitions as you wish, you can finish the process by clicking the Done button in the upper-left-hand corner. The installation program then displays a summary of the pending actions. Confirming this data will take you back to the main dialog.

            
                The Hard Disk Will Not Be Changed Until You Have Confirmed

                Although the handling of the installation program takes some getting used to, there is at least one advantage: changes you make in the editor are not executed immediately. Rather, the installer waits until you are done with your configuration. Only after a confirmation prompt, which also displays a summary of all outstanding actions, will these be executed.

            

            
            The Advanced Custom (Blivet-GUI) and Done options take you to an alternative partition editor that I find more intuitive to use. It displays the hard disks, SSDs, and LVM systems found on the computer in the left-hand sidebar (see Figure 3.7).
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                Figure 3.7    
            Manual Partitioning in Blivet GUI

            
            For the currently selected element, the main area of the editor then displays the list of partitions or logical volumes (LVs). Using buttons and context menu commands, you can then change, set up new, or delete partitions and LVs.

            
            The installation program selects a time zone that matches the language setting. If you do not agree with this, you can use Time & Date to select another time zone and set the parameters of the NTP server. As soon as you finish the main dialog with Start Installation, the actual installation begins.

            
            You must now wait for the actual installation to finish. You only have the option of setting up a user after the first restart. This user will automatically get admin rights and will thus be able to switch to root mode via sudo (see Chapter 10, Section 10.3). As with macOS and Ubuntu, the root user does not receive a password by default and remains locked.

        
        
            3.2.2    Getting Started

            
            After the first login, you should perform an update—either using the Software Update program option or by entering “dnf update” in the terminal. If you choose the first option, the updates will be downloaded first. For their actual installation, the computer will then be restarted.

            The first update often takes a similar amount of time as the installation. In this respect, dnf update is preferable because then the update is executed during operation. Although some updates (e.g., of the kernel) will only take effect with a reboot in this case, at least you can do other work in parallel.

            
            By default, an SSH server gets installed, but it does not start automatically. The following command provides an uncomplicated solution to this:

            root# systemctl enable --now sshd 


            
            If you work as root, security prompts constantly appear when you run mv and rm to ask if you really want to perform the operation. These security prompts will stop when you remove the alias statements from /root/.bashrc.

            
            In the official Fedora packages, some packages are missing for licensing and patent reasons: drivers for NVIDIA graphics cards, various audio and video codecs, and so on. Fortunately, these packages are available in alternative package sources, the most popular of which is RPM Fusion (see https://rpmfusion.org).

            Setting up those package sources is quite simple: the Package Sources menu item of the software program opens a dialog in which you can activate some predefined repositories with one click (see Figure 3.8).
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                Figure 3.8    
            Enabling Alternative Package Sources

            
            
            To install various multimedia codecs that are missing in Fedora, you first need to enable the RPM Fusion package sources and then run the following command:

            user$ sudo dnf install gstreamer*-plugins-bad* gstreamer*-plugins-ugly* 


            
            If you depend on the binary graphics drivers from NVIDIA, there are various installation options. As a matter of fact, it should be sufficient to activate the NVIDIA package source in Software and then search for and install the relevant packages in the software as well (shown in Figure 17.3 in Chapter 17). This sometimes worked in my tests, but not always. If necessary, the following command can be executed in the terminal after activating the NVIDIA package source:

            user$ sudo dnf update -y
user$ sudo dnf install xorg-x11-drv-nvidia akmod-nvidia 


            During the installation, /etc/X11/xorg.conf is automatically modified so that the new driver is automatically used after a reboot of the computer. Two alternative ways to install NVIDIA drivers are described in the following web pages:

            
                	
                    https://negativo17.org/nvidia-driver

                

                	
                    https://if-not-true-then-false.com/2015/fedora-nvidia-guide

                

            

            Don't be fooled by the year 2015 in the second link! This is when the article was first published. Since then, it has been updated countless times for the current Fedora version.

        
    


                    
                
                        
        3.3    Linux Mint

        Linux Mint (https://linuxmint.com) is a very popular variant for Ubuntu Linux. Linux Mint is based on the same package sources as Ubuntu, generally using only LTS versions of Ubuntu. The Linux Mint version 21.2 tested here is based on Ubuntu 22.04. Instead of the original GNOME desktop, however, Mint uses the MATE or Cinnamon desktop system, depending on the variant.

        Linux Mint differs from Ubuntu in other aspects as well:

        
            	
                Mint uses its own file manager, its own system settings modules, and various smaller add-on programs, and thus it also differentiates itself functionally from Ubuntu. The goal of all in-house developments is simpler operation.

            

            	
                In addition to the Ubuntu package sources, Mint uses its own package sources. Not only do these serve to provide packages not provided for in Ubuntu, but they also allow Mint to replace individual Ubuntu packages with newer versions.

                Basically, this is a good thing. However, Mint's own package source may prove to be a disadvantage if you set up other package sources (personal package archives [PPAs], package sources for Docker, etc.) to install external add-on packages. Incompatibilities occur time and again in the process. Especially for software developers, it can therefore be advantageous to stay with the original (i.e., Ubuntu).

            

            	
                Mint avoids the Snap package format favored by Canonical. For the Firefox web browser, which is now only available as a Snap package on Ubuntu, Mint itself maintains a traditional DEB package.

            

            	
                The user interface of Mint can be designed much more extensively than that of Ubuntu. Besides icons, miniprograms (called desklets) can also be placed on the desktop.

            

        

        Unlike Ubuntu, Lubuntu, and so on, Linux Mint is not one of the “official” Ubuntu derivatives.

        
        Linux Mint is available in various flavors, which differ in the desktop system used. (You can choose the proprietary Cinnamon development or MATE or Xfce). In this section, I will only discuss the most popular variant: Linux Mint with the Cinnamon desktop.

        
        ISO media for Linux Mint is available for download at https://www.linuxmint.com/download.php. As with the Debian live system (see Section 3.1), the installation program is based on Calamares and is extremely easy to use.

        
        Like Ubuntu, Linux Mint uses the /boot/efi/EFI/ubuntu directory for installing the boot loader files. This causes one distribution to overwrite the boot files of the other distribution when Ubuntu and Linux Mint are installed in parallel.

        
        The Cinnamon desktop is basically based on GNOME 3 and its libraries. Instead of gnome-shell, Mint runs its own window manager Muffin, and instead of the Nautilus file manager, it runs its fork, Nemo. Visually, Cinnamon looks more like GNOME 2 than GNOME 3, and that is quite intentional. Figure 3.9 shows the Cinnamon desktop of Linux Mint with the characteristic start menu and the welcome wizard, which helps with the installation of programs, proprietary drivers, and multimedia codecs, among other things.

        
        Package management works like in Ubuntu (see Chapter 16, Section 16.6). However, the /etc/apt/sources.list.d/official-package-repositories.list file contains another Mint-specific package source in addition to the Ubuntu LTS package source. At the command level, you can use apt to update the entire system as well as install individual packages.

        In contrast to Ubuntu, the Snap package system is not available by default, whereas flatpaks are active (see also Chapter 16, Section 16.11).
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            Figure 3.9    
            Cinnamon Desktop in Linux Mint

        
        The mintupdate program takes care of installing updates, and you must confirm each update beforehand. Automation of updates is possible, but the program recommends enabling the Mint-specific system snapshots feature upfront: the associated timeshift program creates regular backups of the operating system via rsync. This function makes it possible to restore a partially destroyed system (e.g., after a package installation) to an older state. However, the snapshot function does not include personal data, so it is not intended for backups.

        
        Besides mintupdate and timeshift, there are a number of other Mint-specific programs. The easiest way to find their names is to type “mint” in a terminal window and press (Tab). The following list names the most important representatives:

        
            	
                mintbackup
This is a simple backup tool.

            

            	
                mintdrivers
This supports you with the installation of hardware drivers similar to Ubuntu.

            

            	
                mintinstall
This helps to install programs. This Mint-specific variant of GNOME’s Software takes into account both the Ubuntu and Mint package sources as well as flatpaks.

            

            	
                mintstick
This helps to write an ISO file to a USB flash drive.

            

        

    


                    
                
                        
        3.4    Manjaro Linux

        
        Before I can explain the benefits of Manjaro, I must briefly discuss its basic distribution. Arch Linux, which has been available for 20 years, sees itself as a modern rolling release distribution for advanced Linux users. The installation is done in text mode, and a lot of manual work is involved in the configuration. Even Linux professionals still learn a lot in the process. Arch Linux uses its own package management system apart from the established RPM and DEB paths (see Chapter 16, Section 16.7).

        Even though I personally find Arch Linux very attractive and have been using it on my most important notebook computer for over two years, the distribution is unsuitable for Linux beginners and is therefore out of place in this chapter. The right time to switch to Arch Linux from another Linux distribution comes after reading Part V of this book. If you have already acquired Linux know-how with other distributions and would like to make friends with Arch Linux, there are many installation guides on the internet (see, for example, https://wiki.archlinux.org/title/installation_guide).

        
        There are some distributions derived from Arch Linux. The best known is Manjaro Linux, hereafter Manjaro for short. The two main differences compared to Arch Linux are the addition of an easy-to-use installer that is launched from a live system and the integration of a convenient package management and software update program. Nevertheless, most of the advantages of Arch Linux remain. You can download the distribution from https://manjaro.org.

        The biggest disadvantage of Manjaro is its own package sources. While they protect Manjaro users from mischief caused by updates made too early to Arch packages, they also make manual intervention more difficult. If you need specific additional packages or if problems with the package management occur, you have an advantage with the original (i.e., Arch Linux). The great documentation for Arch Linux doesn’t help because it doesn’t deal with Manjaro-specific peculiarities.

        
        Neither Manjaro nor the underlying Arch Linux support UEFI Secure Boot. You may need to disable this security feature before starting the installation. Manjaro uses GRUB as a boot loader.

        
        The installation is performed from within a live system. Depending on which desktop system you want to use, there are several live images for GNOME, KDE, and Xfce to choose from on Manjaro's download page. I tested the GNOME variant for this chapter.

        The Manjaro development team already shows its attention to detail in the boot menu of the installation system, where you can set the language, keyboard layout, and time zone (see Figure 3.10). With most other distributions, the first installation dialogs are always displayed in English until the language setting is done. You also have the option to run the installation system with proprietary drivers, which is especially helpful on computers with modern graphics cards.
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            Figure 3.10    
            Language and Time Zone Settings in Boot Menu

        
        In the desktop of the live system, you then start the graphical installation program. Language and keyboard layout are taken from the boot settings, but you have to select the time zone again. You can perform the partitioning either automatically or manually (see Figure 3.11). Unfortunately, because the Manjaro developers love dark colors, the dialogs are quite difficult to read.
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            Figure 3.11    
            Automatic Partitioning of Data Medium

        
        With automatic partitioning, you have the choice of setting up your system without swap space, with a swap partition, or with a swap file, and you choose whether or not you want to encrypt the system partition.

        
        Manjaro is the only one of the distributions presented in this chapter that activates zsh by default instead of the otherwise widely used bash. Along the way, various shell extensions are also set up; the terminal leaves a somewhat playful impression (as suggested by Figure 8.1 in Chapter 8). The configuration largely corresponds to my personal shell preferences. If you prefer to stick with traditional bash, you can simply run chsh -s /bin/bash in the terminal and then log in again.

        
        Like Arch Linux, Manjaro uses the pacman command for package management (see also Chapter 16, Section 16.7). Alternatively, however, the Pamac graphical software management tool is installed (see Figure 3.12) to help you install and update packages. The website at https://software.manjaro.org/applications contains a collection of popular programs that can be installed with the click of a button via Pamac.
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            Figure 3.12    
            Pamac Package Manager

        
        Manjaro uses the same package format as Arch Linux but its own package sources. Arch Linux security updates are applied immediately, other packages often a bit later. The logic as to which packages from Arch Linux are adopted into Manjaro and when is outlined at https://manjaro.org/features/fresh-and-stable.

    


                    
                
                        
        3.5    openSUSE

        openSUSE Leap (hereafter mostly shortened to openSUSE) is a widely used Linux distribution, especially in German-speaking countries. A key differentiator of the various SUSE distributions compared to their competition is the all-encompassing configuration and administration tool YaST (for Yet another Setup Tool).

        openSUSE is also considered one of the best KDE distributions (see Figure 3.13). openSUSE thus stands in contrast to most other distributions that primarily focus on GNOME. (Note, however, that the enterprise variants of SUSE are also based on GNOME.)

        
            [image: KDE Desktop of openSUSE with YaST Configuration Program]

            Figure 3.13    
            KDE Desktop of openSUSE with YaST Configuration Program

        
        
        SUSE (then spelled SuSE) was originally a German company, and the abbreviation SUSE originally was derived from Gesellschaft für Software und Systementwicklung (Society for Software and System Development). In 2003, Novell acquired SUSE. After that, SUSE changed hands several times before becoming a publicly traded company in 2021.

        
        openSUSE Leap is a free variant of the commercial SUSE distributions. The development is heavily driven by SUSE staff, but there are public beta releases, mailing lists, a bug database, and an active community that participates in and supports development.

        SUSE Linux Enterprise Server (SLES) in the same version number serves as the substructure for openSUSE. The kernel, the graphics system, and other basic components are thus relatively conservatively specified. The openSUSE development team is focused on providing openSUSE with up-to-date versions of programming languages and desktop components (see https://www.opensuse.org and https://doc.opensuse.org).

        
        In August 2023, when I wrote this chapter, openSUSE 15.5 was the latest version. However, since it is also based on SUSE Linux Enterprise 15 from 2018, some core components are hopelessly outdated. For example, it ships with Python version 3.6, although version 3.11 would be current at that time; bash is version 4.4 (currently 5.1); GNOME is version 41 (currently 44); and so on. In this respect, openSUSE 15.n appears to be only of limited value at the moment. The rolling release variant Tumbleweed, which I will discuss ahead, is more exciting.

        
        For the next version of Enterprise Linux, SUSE is working on a complete rebuild. SLES 15 is to be replaced by the Adaptable Linux Platform (ALP). ALP is based on MicroOS, a new type of immutable distribution in which updates take the shape of atomic transactions, not package updates as in the past. However, SUSE ALP is only the core operating system. The applications installed in it should run similarly to containers (think of Docker or Podman).

        It is still completely open what this means for the future of openSUSE. First, openSUSE 15.6 is scheduled to be released in 2024 as the last version in the current cycle. To create a new openSUSE version based on ALP, openSUSE is looking for community support. However, because ALP is designed as a pure server platform without desktop packages, this could prove difficult.

        
        One very interesting alternative to openSUSE Leap is Tumbleweed. This is an openSUSE variant designed as a rolling release: once installed, this distribution constantly receives more current software versions as part of the update system so that (at least in theory) a new installation or a distribution update will never be necessary again.

        The Tumbleweed project is based on Factory, the development branch of openSUSE. The Tumbleweed developers do make an effort to release new software versions only when the programs run reasonably stably. Nevertheless, when using Tumbleweed, problems are of course to be expected occasionally, as a new software version may still contain bugs or cause incompatibilities with other components.

        My experience with Tumbleweed has been quite positive. Tumbleweed contains much more recent software versions (in August 2023: kernel 6.4, bash 5.1, Python 3.11, etc.) than openSUSE Leap.

        Note that Tumbleweed does not provide updates to existing packages, but simply new versions of the packages. For this reason, you should use zypper dup instead of zypper up to update the distribution. For more Tumbleweed tips, visit https://en.opensuse.org/Portal:Tumbleweed.

        
            3.5.1    Installing openSUSE

            The following installation instructions are for openSUSE Leap 15.5. Basically, however, the instructions also apply to Tumbleweed, whose installation is quite similar. At https://get.opensuse.org/desktop, you can find download links for both openSUSE variants and various hardware platforms. You also have a choice between the image with the default installer (the offline image, approximately 4 GiB) and live variants for selected desktop systems. I always use the offline image, which provides more options to influence the installation process.

            
            In the first dialog of the installation program, you set the language and keyboard layout. On the page that follows, you can add additional package sources and finally specify which function you want your computer to perform. The choices include Desktop with KDE Plasma, Desktop with GNOME, and Server. I have decided to use the KDE desktop here.

            
            The installation program then makes a suggestion for partitioning the hard disk (see Figure 3.14). By default, the program sets up an EFI partition, a swap partition, and a large system partition with the btrfs file system. Within the btrfs file system, openSUSE creates countless subvolumes.

            If you agree with the proposal, just click Next. Otherwise, there are three other options:

            
                	
                    Guided Setup first opens a dialog where you can enable LVM and disk encryption. In the subsequent dialog, you need to specify whether you want a separate home partition and which file system type you want to use for the root and home file systems.

                    The installation program suggests the btrfs file system for the root partition, with the Enable Snapshots option by default. In combination with the Snapper library, you can then undo admin tasks later. In itself, this is a fine thing. However, the snapshots require a lot of space on the hard disk/SSD and add a lot of complexity that even gives Linux professionals a hard time. You can read the details in Chapter 18, Section 18.11.

                    The Propose Separate Swap Volume option decides whether a separate partition or logical volume should be provided for the swap space. If you disable this option, a swap file will be set up instead.

                

                	
                    Expert Partitioner • Start with Current Proposal takes over the current partitioning proposal. You can then resize the partitions, add more partitions, and so on.

                    
                        [image: Partitioning Suggestion from Installation Program]

                        Figure 3.14    
            Partitioning Suggestion from Installation Program

                    
                

                	
                    Expert Partitioner • Start with Existing Partitions leads to the same editor, but now shows only the partitions that already exist on the disks. You can now set up RAID and LVM, create partitions or logical volumes, and so on, to your heart's content (see Figure 3.15).

                    
                        [image: Installer’s Great Partition Editor]

                        Figure 3.15    
            Installer’s Great Partition Editor

                    
                

            

            In all three variants, Back takes you back to the main dialog where you can choose another option if necessary.

            
                Praise and Criticism

                In the SUSE/openSUSE installation program, even complex setups for organizing the file system can be set up quickly and easily. This installation point is organized in a way more user-friendly manner than all other distributions I know. That’s great!

                However, I don't think it's a good idea to default to btrfs with countless subvolumes as the file system type. If you are not (yet) a Linux expert, I strongly advise you to do a Guided Setup and set the ext4 file system type for the root partition!

            

            
            After partitioning, you want to set the time zone and set up a new user. Rather unusual is the fact that the user password is also valid for root by default. Only if you disable the related option can you specify your own root password in the dialog that follows. The SUSE developers justify their approach with the fact that more than 75% of all users use the same password for root as for the first user account anyway. That may be, but from a safety point of view, it is still not ideal!

            
            The installation program then displays a summary of all settings (see Figure 3.16).
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                Figure 3.16    
            Summary of Installation Settings

            
            If you agree, just click Install and off you go. However, you should take the trouble to read the installation suggestion at your leisure beforehand! It is often useful or necessary to change details. To make a change, simply click the appropriate item in the summary.

            
            Once you agree with all the settings, click the Install button. The installation takes a few minutes. After that, the computer will be restarted.

        
        
            3.5.2    Getting Started

            
            During the installation, you have no option to set the hostname. openSUSE uses a random string like linux-q2uf instead. As a workaround, in the YaST configuration program, open the System • Network Settings module. In the Hostname/DNS dialog sheet, you now specify the desired hostname. In order for all KDE and GNOME programs to track this change, you must log out and log in again.

            
            In openSUSE, a firewall is installed and also active by default. This blocks almost all outgoing network traffic. Among other things, this makes it impossible to access Windows or Samba network shares. The configuration is done by the unfortunately largely useless YaST module at Security • Firewall. For this reason, it’s better to use the firewall-cmd command to set the firewall (see Chapter 29, Section 29.4).

            
            Although openSUSE comes with various audio and video players out of the box, multimedia support is relatively poor as many audio and video formats cannot be played.

            The solution to this problem is the Packman package source. To enable it, start the YaST Software Repositories module, run Add • Community Repositories there, and enable the Packman package source. When doing so, you must confirm the Packman package source key as trusted.

            After that, start the YaST Software Management module, select the Packman package source via View • Repositories, and then click the Switch System Packages to the Versions in This Repository link.

            
            If your computer contains an NVIDIA graphics card, the nouveau driver is used by default. The driver works well with many models, but it cannot make optimal use of the graphics card's energy-saving features.

            In previous openSUSE versions, installation of the proprietary NVIDIA driver was very easy: to do this, you can use YaST to activate the NVIDIA package source. Next, start the YaST Online Update module and then execute the menu command Extras • Install All Matching Recommended Packages. YaST then determines which GPU your NVIDIA graphics card contains and installs the appropriate driver package. (There are several different packages, and it’s not very easy to guess which package goes with which graphics card.)

            However, during my tests, the activation of the NVIDIA package source failed. An internet search revealed that instead of https://download. nvidia.com/opensuse/leap/15.5, the address http://download.nvidia.com/opensuse/leap/15.5 must be used (i.e., HTTP instead of HTTPS). To set up the package source, you can use Add • Specify URL. For more tips on using the NVIDIA drivers on openSUSE, visit https://en.opensuse.org/SDB:NVIDIA_drivers.

        
    


                    
                
                        
        3.6    Pop!_OS

        The Pop!_OS Linux distribution is derived from Ubuntu and is developed by an American company called System76. This company sells notebook computers with Pop!_OS installed by default. Pop!_OS can be downloaded free of charge from the following website and then, of course, installed on any computer: https://pop.system76.com.

        Pop!_OS differs from the Ubuntu base in a surprising number of details:

        
            	
                Cosmic DE
Currently (i.e., in Pop!_OS 22.04), Cosmic DE is a heavily modified GNOME desktop with its own icons, theme, shortcuts, and various preinstalled extensions. In future Pop!_OS versions, Cosmic DE should become (more) independent from GNOME.

            

            	
                Boot process
Note that systemd-boot is used instead of GRUB (see Chapter 19, Section 19.5).

            

            	
                Package sources
There is a separate DEB package source with numerous own or modified packages compared to Ubuntu, as well as Flatpak instead of Snap.

            

            	
                Versions
After a while of doing semiannual releases, Pop!_OS is now on a two-year cycle. The current Pop!_OS version 22.04 is based on Ubuntu 22.04 LTS. The next version will probably not be available until spring 2024.

            

        

        
        According to its own definition, Pop!_OS is especially optimized for software developers. In the past, the excellent NVIDIA support was also a unique selling point. Meanwhile, setting up a computer with NVIDIA graphics is no longer witchcraft, even with most other distributions.

        As a matter of fact, at the beginning I was skeptical about whether Pop!_OS could establish itself in the huge market of Linux distributions in the long run. After all, the relatively small System76 company has to maintain a wealth of its own software and provide the distribution with bug fixes and software updates. In the past, many distributors have failed at this point. However, you need to give System76 credit for the fact that Pop!_OS maintenance has been working well since 2017 now.

        
        But that's not all: System76 is dissatisfied with central parts of the GNOME desktop and has decided to develop its own desktop environment under the name Cosmic DE. However, it is unclear when this new, GNOME-independent version of Cosmic DE will actually ship. Most recently, System76 has regularly reported on various Cosmic DE components on its company blog, but there has been no test version or even a release plan available (see https://blog.system76.com).

        
        Due to the possible integration of proprietary NVIDIA drivers, Pop!_OS does not support UEFI Secure Boot (even if these drivers are not used at all). You may need to disable this security feature before starting the installation.

        
            3.6.1    Installing Pop!_OS

            Pop!_OS is available on the System76 website in two variants. These differ in whether the NVIDIA driver is integrated in the image or not. Note that currently, due to licensing issues, no other major Linux distributor provides the proprietary drivers directly; rather, the drivers must be downloaded during or after installation. Pop!_OS has an advantage here in that the NVIDIA drivers are available right from the start—and this is independent of the network connection, which might still cause problems during the installation. Possibly System76, as a notebook manufacturer with good NVIDIA contacts, has a better negotiating position here.

            Pop!_OS is installed from a live system, just like Fedora or Ubuntu. System76 has developed its own installation program and decorated it with its own original pictures (see Figure 3.17).

            Whether you'll be happy with the installer depends on the framework:

            
                	
                    The installation process is extremely simple when Pop!_OS is allowed to use the entire SSD and does not have to take into account any other operating systems that may be present.

                

                	
                    In all other cases, and especially in the case of a parallel installation to Windows or to another Linux distribution, you must perform the partitioning manually. This gives Linux professionals great flexibility, such as when integrating existing LVM setups including encryption. However, Linux beginners will be hopelessly overwhelmed at this point.
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                Figure 3.17    
            Pop!_OS Installation Options

            
            
            In the first case, after selecting the Clean Install option and clicking the desired SSD, you are almost done: you only need to provide a name and password for your account. This password is also used by default to encrypt the file system. If you want, you can set a different password here or dispense with encryption altogether. There are no other questions or options.

            In my tests, after rebooting, I had to enter the encryption password on a completely black screen that actually gave the impression that Pop!_OS had crashed. Only after the password was entered blindly did the actual boot process begin, and a few seconds later the desktop appeared.

            The solution was a complete update and another reboot. After that, the display of the password dialog during the boot process worked properly.

            
            In the second case (i.e., with the Custom installation variant), a dialog with all partitions of the disk appears in the next step. However, the installation program doesn’t give you the option to change the partitioning. Rather, Modify Partitions launches the GParted program (see Chapter 18, Section 18.6). You can then set up partitions using this program.

            Pop!_OS requires at least two partitions: the EFI system partition (/boot/efi), which must be at least 1 GiB in size and contain a fat32 file system, and a system partition or corresponding logical volume.

            If you also want to use LVM or encrypt a partition, you must do this work yourself in the terminal. You will learn the commands required for this in Chapter 18.

            You may also have to take care of encryption yourself and run cryptsetup in a terminal. However, the process assumes that you are already very familiar with Linux (see Chapter 18, Section 18.19).

            Once you’ve set up all the partitions or logical volumes you want, you need to return to the installation program. It shows all newly created partitions or logical volumes. You can then specify how you want to use the partitions—for example, for the root file system.

            The Pop!_OS installation program recognizes the newly created partitions or logical volumes. A few mouse clicks then lead you to configuration dialogs in which you can set how the configured partitions or logical volumes are to be used (see Figure 3.18).
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                Figure 3.18    
            Root Partition /dev/vda2 for ext4 File System to Be Set Up

            
        
        
            3.6.2    Getting Started

            After logging in, the Cosmos desktop shows up as a GNOME system with a large number of modifications and configuration options (see Figure 3.19).
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                Figure 3.19    
            Pop Shop for Software Installation (Left); Comprehensive Configuration Options for Desktop (Middle); Menu for Optional Tiling Functions (Right)

            
            
            The features Pop!_OS has built into the system menu of the GNOME desktop are noteworthy. On the one hand, you can choose among three different performance levels of the CPU here, and on the other hand, you can switch between Intel and NVIDIA graphics. Behind the scenes, Pop!_OS modifies the boot files for the GPU conversion. Accordingly, the changed GPU setting only takes effect after a reboot, which is a bit tedious in practice. The desired CPU profile or GPU can alternatively be set using the system76-power command:

            user$ sudo system76-power graphics nvidia   
(requires a reboot)
user$ sudo system76-power graphics intel    
(requires a reboot)
user$ sudo system76-power profile battery
user$ sudo system76-power profile balanced
user$ sudo system76-power profile performance 


            By the way, you can enjoy system76-power and its GNOME extension even without Pop!_OS. To do this, set up the System76 package source on Ubuntu and install the system76 package:

            user$ sudo sudo apt-add-repository ppa:system76-dev/stable
user$ sudo sudo apt install gnome-shell-extension-system76-power system76-power
user$ sudo gnome-shell-extension-prefs 


        
    


                    
                
                        
        3.7    Ubuntu

        Ubuntu is currently the most popular distribution and the most widely used in the private sector. The motto of Ubuntu is Linux for human beings—so in a sense, it’s the “human Linux.” The Zulu word ubuntu also means humanity toward others or mindful cooperation or I am what I am because of who we all are. So Ubuntu is not supposed to be just a lot of software technology, but an entire philosophy.

        
        The company behind Ubuntu is Canonical Ltd., which is owned by the South African millionaire Mark Shuttleworth—former owner of Thawte Consulting. Compared to Red Hat, however, Canonical has far fewer employees. In the past, Canonical literally danced on all cylinders and tried to produce Ubuntu versions for smartphones, tablets, TVs, and the cloud in addition to the classic Ubuntu for PCs.

        This has been over since 2017. Canonical has since focused on cloud and server customers; that's where Canonical is successful, and that's where money can be made. The development of a standalone Linux desktop (Unity) was discontinued in favor of the GNOME desktop. In general, the budget for optimizations and in-house developments in the desktop area has obviously been severely limited since then.

        
        There are new Ubuntu releases every six months, with the version number reflecting the date of completion. So Ubuntu 23.04 refers to the Ubuntu version completed in April 2023. Also, each Ubuntu version has a strange codename; for version 21.04, for example, it is Hirsute Hippo. These code names are perfect for search queries! A search for “hippo nvidia” will return much more specific results than a search for “ubuntu nvidia” or even “linux nvidia”.

        There is only a nine-month update service for the semiannual Ubuntu versions. Thus, these versions are actually only recommended to Linux professionals who are not bothered by regular distribution updates.

        
            [image: Ubuntu’s Slightly Modified GNOME Desktop]

            Figure 3.20    
            Ubuntu’s Slightly Modified GNOME Desktop

        
        
        The long-term support (LTS) versions, whose desktop packages and server packages are maintained for five years, occupy a special position among the many Ubuntu versions. When I finished this book, 22.04 was the last available LTS version. The next LTS version, Ubuntu 24.04, will not be available until April 2024.

        
        There are numerous distributions derived from Ubuntu. Table 3.2 summarizes the most important official—that is, supported by Canonical—ones, as well as some unofficial variants.

        All official variants use the same package sources and can therefore be extended as you like. You can also install Xubuntu first and add the GNOME packages from Ubuntu later. The main difference between the different Ubuntu variants is which package selection is included on the disk and installed for the first time. The unofficial Ubuntu variants also provide additional package sources with additional packages. They contain programs that are missing from the official package sources or are included there in a different (mostly older) version.

        
            
                
                    	
                        Variant

                    
                    	
                        Description

                    
                

            
            
                
                    	
                        Kubuntu

                    
                    	
                        Ubuntu with KDE

                    
                

                
                    	
                        Ubuntu MATE

                    
                    	
                        Ubuntu with the MATE desktop

                    
                

                
                    	
                        Xubuntu

                    
                    	
                        Ubuntu with Xfce

                    
                

                
                    	
                        Lubuntu

                    
                    	
                        Ubuntu with LXDE

                    
                

                
                    	
                        Ubuntu Server

                    
                    	
                        Ubuntu for server use (see Chapter 22, Section 22.3)

                    
                

                
                    	
                        Ubuntu Studio

                    
                    	
                        Ubuntu for multimedia users

                    
                

                
                    	
                        Ubuntu Budgie

                    
                    	
                        Ubuntu with Budgie desktop

                    
                

                
                    	
                        Linux Mint

                    
                    	
                        Popular Ubuntu variant without Unity (unofficial)

                    
                

                
                    	
                        Pop!_OS

                    
                    	
                        Ubuntu variant by System76 with especially good support for notebook computers with NVIDIA graphics (unofficial)

                    
                

                
                    	
                        Elementary OS

                    
                    	
                        Ubuntu variant with macOS-like desktop (unofficial)

                    
                

                
                    	
                        Zorin OS

                    
                    	
                        Desktop variant, which is specifically aimed at Windows migrants (unofficial)

                    
                

            
        

        Table 3.2    
            Ubuntu Variants

        
            3.7.1    Installing Ubuntu

            
            At https://www.ubuntu.com/download, you can download free Ubuntu installation media. The ISO images must then be transferred to a USB flash drive.

            
                Alternative Ubuntu Downloads

                At http://cdimage.ubuntu.com, you will find various alternative installation media. This includes the daily images of the next Ubuntu version and variants currently under development.

            

            
            To perform a standard Ubuntu installation, you want to reboot the computer with the Ubuntu DVD or an appropriate USB flash drive. If you install on a computer with an NVIDIA GPU, you should select the Safe Graphics variant in the boot menu; otherwise, the graphics system may fail to start.

            
            The installer described in this section has only been in use since version 23.04. In my tests, the installer worked wonderfully in virtual machines, but failed in installations on real hardware or more complex setups. By the time this book is published, there will already be the next Ubuntu version available, in which the worst teething troubles of the installer are presumably fixed.

            In the live system, you can now both try out and install Ubuntu. After starting the installation program, you need to select the relevant language in the first step. In the next dialog with the basic settings (see Figure 3.21), the Minimal Installation option reduces the installation scope somewhat. After the installation, the complete basic system is available, but application programs like Thunderbird, LibreOffice, and an audio player are missing. These programs can be installed later if needed.

            
                [image: Basic Settings in Ubuntu Installer]

                Figure 3.21    
            Basic Settings in Ubuntu Installer

            
            The Install Third-Party Software... option controls whether various drivers that are not available as open-source software should be installed. Among other things, this affects the proprietary NVIDIA graphics drivers. If the installation program detects an NVIDIA GPU, the drivers are installed and are then already available at the first start.

            Support for Additional Media Formats adds audio and video codecs to the installation. These codecs are necessary for the playback of video files to work.

            
            Depending on which other operating systems the installer detects on the SSD, the program then offers several installation variants to choose from (see Figure 3.22).
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                Figure 3.22    
            Setting Installation Type

            
            The installer always shows only the options that are relevant for the computer at hand.

            
                	
                    Install Ubuntu alongside Them
In this variant, the installer uses free areas on the SSD and installs Ubuntu there. After installation, you can select which operating system to boot from the EFI boot menu each time you reboot.

                

                	
                    Erase Disk and Install Ubuntu
This will erase the entire hard drive or SSD and then repartition it.

                

                	
                    Manual Partitioning
This option allows you to perform the partitioning yourself.

                

            

            For most options (with the exception of Manual Partitioning), the installer creates a new system partition that fills the entire free space of the disk. You cannot influence the partitioning.

            
            If you want to set the size of the partitions yourself, want your own /home partition, and so on, then you need to select Manual Partitioning.

            To create a new partition, first select the Free Space entry and then click the plus button (+). In the dialog that appears, you must specify the type of partition, the size, and the file system (see Figure 3.23).

            
                [image: Manual Partitioning]

                Figure 3.23    
            Manual Partitioning

            
            If there is already a suitable partition on your hard disk where you want to install Ubuntu, select this partition, change the mount point (the mount directory), and, if necessary, activate the checkbox to reformat the partition.

            You don’t have to worry about the EFI system partition. As soon as you manually set up the first partition, the program automatically adds an ESP sized at 1 GiB.

            After a final query, finish the partitioning by clicking the Install Now button. After that, you will not be able to stop the installation or change the partitioning.

            
            You can now make various remaining settings parallel to the installation. First, specify the time zone you’re in. The installation program assumes that your computer's clock is set to the local time.

            
            In the next step, specify the username and password for the first Ubuntu user. You can set up additional users later during operation if necessary. In contrast to other Linux installers, you do not need to specify a root password here: admin work can be done on Ubuntu by an ordinary user via sudo.

            
            In the last dialog, you can choose between a light and a dark appearance for the desktop. If necessary, you can revise this setting later during operation.

        
        
            3.7.2    Getting Started

            
            To bring all installed Ubuntu packages up to date, run the following command in a terminal window:

            user$ sudo apt update
user$ sudo apt full-upgrade 


            
            If you did not enable Support for Additional Media Formats during installation, then installing the ubuntu-restricted-extras package will make your Ubuntu system multimedia ready. Among other things, this installs codecs for all possible audio and video formats, including MP3:

            user$ sudo apt install ubuntu-restricted-extras 


            
            Ubuntu provides proprietary hardware drivers for NVIDIA graphics cards as well as for some Wi-Fi adapters. To install them, open the Applications & Update program from the Start menu. The drivers suitable for your system are listed in the Additional Drivers dialog (shown in Figure 17.2 in Chapter 17). To activate, you must restart the computer.

            Alternatively, the installation of such drivers can also be done in text mode, which is very convenient, especially when the graphics system doesn’t work due to a lack of drivers. In this case, you first need to determine the list of available drivers using ubuntu-drivers  devices and then install the recommended driver via apt:

            root# ubuntu-drivers devices
vendor   : NVIDIA Corporation
model    : GP107GLM [Quadro P1000 Mobile]
...
driver   : nvidia-driver-470 - distro non-free
driver   : nvidia-driver-525 - distro non-free recommended
driver   : nvidia-driver-535 - distro non-free
driver   : xserver-xorg-video-nouveau - distro free builtin
root# apt install nvidia-driver-525 


            
            In the course of the usual updates for Ubuntu LTS, you only get bug fixes for the kernel. However, the base version of the kernel remains unchanged by default throughout the lifetime of Ubuntu LTS. Things are a little different when you perform a fresh LTS installation: Canonical updates the installation media (Ubuntu 22.04.1, 22.04.2, etc.) about twice a year, sometimes using more recent kernel versions. This increases the compatibility of Ubuntu LTS with new hardware.

            But how do you get newer kernel versions on an old Ubuntu LTS installation? For this, you must explicitly install hardware enablement (HWE) packages. The following command applies to Ubuntu 22.04 LTS; for Ubuntu 24.04, you must adjust the version number accordingly:

            root# sudo apt install --install-recommends linux-generic-hwe-22.04 


            Note, however, that this will put you into a rolling release mode for the kernel! When the next Ubuntu LTS update version is released (22.04.3, 22.04.4, etc.), you will again receive the then-current kernel as part of the usual updates!
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                        4    GNOME
On Windows or macOS, there is only one desktop environment, whose appearance and behavior only changes noticeably during version changes. On Linux, on the other hand, there are quite a few desktop systems to choose from:

        	
            GNOME is the most popular desktop system. It’s used by default in all enterprise distributions as well as many other distributions (e.g., Debian or Fedora). Some distributions use GNOME as a basis, but modify it to a greater or lesser extent. This is true for Ubuntu and Pop!_OS, for example. (The Cosmic Desktop of Pop!_OS currently consists of GNOME and a few extensions. In the future, however, Cosmic wants to break away from GNOME.)

        

        	
            In addition, there are a number of distributions or distribution variants that are based on GNOME offshoots, such as Cinnamon or MATE. Even within the GNOME project, there is a variant called GNOME Classic Mode, which is visually and functionally oriented toward the ancient GNOME version 2.

        

        	
            KDE is a desktop system for tech-savvy users. It offers significantly more configuration options than GNOME, which unfortunately comes with many confusing dialogs.

        

        	
            Pantheon is the desktop system of the Elementary OS distribution. The goal of Pantheon developers is to recreate the simplicity and elegance of macOS on Linux.

        

        	
            Xfce and LXDE are desktop systems specially optimized for computers with less powerful hardware. LXDE has recently been widely used on Raspberry Pis under the name PIXEL Desktop.

        

    
In this chapter, I will focus on GNOME, although I will also briefly discuss the Cinnamon and MATE variants. The next chapter is dedicated to KDE. Finally, some information about LXDE and its PIXEL Desktop variant can be found in Chapter 5.
GNOME used to have version numbers like 3.34, 3.36, or 3.38. Since 2021, a new numbering scheme has been in effect with integer version numbers that change every six months. This chapter describes GNOME version 44, released in spring 2023. Version 45 was released in the fall of 2023, version 46 is expected in the spring of 2024, and so on.

        4.1    Personal Assessment

        Which is the best desktop for Linux? The question does not arise with macOS or Windows as there is only one desktop predefined by the operating system. But with many Linux distributions, you have a choice among KDE, GNOME, Xfce, and others.

        Personally, I work 90% of the time in GNOME. This desktop enjoys the widest distribution and the most development work goes into it. No Linux desktop is perfect, but GNOME is more stable than its alternatives. Basic functions such as launching programs, arranging windows, managing files, and changing settings are easier to use than in most other desktop systems.

        
        A central guiding principle in the further development of GNOME in recent years has been to focus on a few features and to make them as simple as possible to use. While other desktop environments give their users a plethora of options to choose from to control the look and function of the desktop, GNOME's motto is: Less is more!

        
        The development of GNOME is strongly promoted and shaped by Red Hat. Many design decisions reflect enterprise market requirements. Of course, this can be criticized. On the other hand, it’s pleasing that some companies are still investing money in the further development of the Linux desktop. (Linux for the desktop is hard to make money from, but server applications are not.)

        
        My preference for GNOME in no way means that I am completely satisfied with the program package. On the contrary: to me, it is incomprehensible why there is no minimize button in the window bar by default, why the dock is hidden by default even on large screens, why the dock is forcibly placed at the bottom of the screen, why there are no sensible ways to arrange multiple windows on the monitor, and so on. I have the feeling that GNOME is optimized exclusively for tiny notebook screens. However, my notebook is almost always connected to a large monitor, where GNOME completely fails in the default configuration. (Case in point: First you click the Activities button with the mouse in the upper-left-hand corner. Then the dock is displayed at the very bottom. To select an app, you then need to move the mouse pointer to the other end of the screen. This is absurd!)

        Nevertheless, the reason I have become a GNOME supporter is its configurability through external tools and extensions. The GNOME Tweak program enables you to change some basic options hidden in the normal settings program. Also, by installing extensions, you can optimize GNOME in many ways specific to your preferences. Corresponding tips and instructions can be found in this chapter.

    


                    
                
                        
        4.2    Getting Started

        
        Of course, GNOME runs in the graphics system! Currently, however, there are two implementation variants for the graphics system: the traditional X server (Xorg) and the newer Wayland system. I describe their differences in detail in Chapter 17.

        GNOME is currently the only desktop system that is fully compatible with Wayland. With GNOME, most distributions therefore use Wayland by default, provided that suitable graphics drivers are available. The last major obstacle to the widespread use of Wayland is NVIDIA graphics cards, whose proprietary drivers are still not fully compatible with Wayland.

        Ideally, it shouldn’t matter which graphics system is active behind the scenes of GNOME. However, there are actually small differences, such as in the stepless scaling of the display on high-resolution monitors or in programs that want to read (“split”) the screen content.

        Many distributions therefore allow you to choose between the systems during login. In Fedora, the gear menu in the lower-right-hand corner of the login screen takes you to GNOME on Xorg (as shown in Figure 17.5 in Chapter 17).

        
        Immediately after your first login to the GNOME desktop, a welcome wizard appears. There you can set the language as well as the keyboard layout, and you can connect GNOME to an online account, such as Google or NextCloud. However, you can do this step just as well later in the system settings.

        
            4.2.1    Panel

            The only permanently visible control element of the desktop is the panel, which is displayed immovably at the top of the screen (see Figure 4.1). It contains the Activities button, an icon for the currently active program, the time, and various status icons and menus on the right-hand side. The actual workspace is completely empty—if you disregard any open windows, that is.

            
            Displaying icons on the desktop is not intended. If you want that, you need to install an extension. On Ubuntu, this happens by default.

            
            The icons on the far right of the panel take you to the system menu, where you can configure the network connections, adjust the volume, turn off the computer, log off, or switch to another user account.

            
                [image: GNOME Desktop]

                Figure 4.1    
            GNOME Desktop

            
            
            Some GNOME programs make their most important menu commands accessible via the so-called application menu. You can access this menu by clicking the name of the currently active program in the panel.

            In the past, this menu has caused a lot of confusion. It was unclear which commands were hidden in the application menu and which were hidden in the actual menus of the program. The application menu may therefore disappear in future GNOME versions. Already now, many programs display only four entries: New Window, Application Details (which leads to the description of the program in the package management program), Settings, and Exit.

            
            The icons displayed on the right of the panel indicating the network status, volume, and so on are predefined by GNOME. In addition, you can download and activate extensions from the https://extensions.gnome.org website (see Section 4.7). Some extensions integrate additional icons into the panel.

        
        
            4.2.2    Activities

            Clicking the dynamic workspace indicator (the button at the left side of the panel), moving the mouse cursor to the upper-left corner of the screen, or pressing the (Windows) key or (Alt)+(F1) keys opens the activities view (see Figure 4.2). This view displays a horizontal overview of all workspaces at the top. In the main area of the screen, all windows of the active workspace are displayed in a kind of synopsis view. A dock appears at the bottom of the screen with icons of frequently used programs and all running programs. In this view, you can change the active window and desktop, move windows to different desktops, reposition icons of frequently used programs in the dock, and so on.
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                Figure 4.2    
            Activities View

            
            
            A search field is active in the activities view. As soon as you enter a search term via the keyboard, GNOME replaces the synopsis view of all windows with the search results, taking into account programs, system settings modules, directories, contacts as well as the most recently used files. You can select the relevant object either using the mouse or the cursor keys.

            The search function is an incredibly useful feature. For example, if you want to quickly open GIMP, just type (Windows) gi (Enter). As soon as you get used to it and have memorized the first letters of the most important programs, starting the program this way will be extremely fast and efficient.

            Note that (Windows) <name> (Enter) activates programs that are already running and does not start a new instance. This is usually expedient, but not always: for example, if you don’t want to activate an already running terminal window but want to open a new terminal window, you need to press (Ctrl)+(Enter) or click the Terminal icon in the dock while pressing (Ctrl).

        
        
            4.2.3    Dock (Dash)

            In GNOME, there is no permanently visible taskbar or window bar. This role is played by the horizontal icon bar at the bottom of the activities view. The GNOME developers refer to the bar as dash, but I stick with the more common term dock in this book.

            By default, the dock contains some programs that the GNOME programmers or the developers of your distribution assume you will need frequently. In addition, icons of all currently running programs are displayed in the dock if they are not included in it anyway. Currently running programs are highlighted.

            To remove an icon from the first area of the dock, you want to run the Remove from Favorites command from the context menu. To add a program to the dock, you can drag and drop the program in question from the Applications view to the dock. Alternatively, if a program is already running, you can execute the Add to Favorites command from the context menu.

            
                Left, Right, or Down? Visible All the Time or Only in the Activities View?

                On Windows and macOS, it is common that the dock is always visible and can be placed on the left, right, or bottom edge of the screen. Unfortunately, the GNOME developers don't give you that much freedom. The dock is only visible in the activities view and only at the bottom of the screen. (Previous GNOME versions preferred the left margin, which seems more sensible to me—but none of the versions have provided the flexibility to configure where it appears.)

                Fortunately, the rigid GNOME defaults can be circumvented by installing extensions (see Section 4.7). Dash to Dock is particularly popular in this regard. On Ubuntu and Manjaro Linux, this or a similar extension is installed by default.

            

        
        
            4.2.4    Running Programs

            
            To launch a program you don't know the name of, activate the activity view and click the Show Applications icon at the far right of the dock (or at the bottom in the case of a vertical dock). This way, or by pressing (Windows) twice, you reach an icon overview, which shows icons of all installed programs over several pages.

            At first glance, the order of the programs in the program view seems as arbitrary as it is chaotic. As a matter of fact, it is the date and time of installation that are taken into account here. For this reason, recently installed programs appear at the bottom of the last page.

            Just like on a tablet or smartphone, you can arrange the icons yourself using the mouse or a trackpad and group them together. To move an icon from one page to the next, you must first drag it all the way to the left or right edge of the screen. If you make a little effort, the program view will be really clear at the end (see Figure 4.3).
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                Figure 4.3    
            Program View after Extensive Cleanup

            
            Alternatively, you can enter the name of the relevant program via your keyboard in the activities view. This is much faster and allows you to enter applications that haven’t even been installed yet. GNOME will then display the Software program icon, which will help you install the respective application. This mechanism works only for desktop applications, not for other packages.

            
            Due to an idiosyncratic design decision, GNOME lacks the Minimize and Maximize window buttons. To minimize a window, right-click the window bar and execute Hide; to maximize it, move it to the top of the screen or double-click the window bar. If you long for “normal” window buttons, it’s best to perform the corresponding configuration by using the GNOME Tweak Tool. This program is described in Section 4.6.

            As in Windows, you can place a window in the left or right half of the screen by moving it to the left or right edge of the window. If you then reduce or enlarge one of the two windows, the size of the other window will be adjusted accordingly.

            Unfortunately, there are no comparable functions for quartering the window alignment (quarter tiling) or arranging it in other ways. Such functions would be useful for all users who work on large monitors. Windows 11 proves what can be possible in this respect. Fortunately, there are shell extensions for GNOME available to perform this task (Section 4.7).

            
            Workspaces allow you to distribute the windows of running programs to several virtual desktops and to switch between them. This makes work easier and improves the overview when you open multiple windows at the same time. In the activities view, you can move windows to a second desktop. As soon as there are two active workspaces, GNOME provides a third, initially empty workspace. No matter how many workspaces you use, there is always one more.

            For windows that are permanently needed, it is possible to mark them so that they are visible not only in one but in all workspaces. To do this, open the window menu using the right mouse button or (Alt)+(Spacebar) and activate the Always in visible workspace option.

            To switch between the workspaces, you can use the Activity view or the keyboard shortcuts (Ctrl)+(Alt)+(í) or +(î).

        
        
            4.2.5    Special Features of Keyboard, Mouse, and Touchpad

            
            Using GNOME with the keyboard takes some getting used to. (Alt)+(Tab) switches not between windows as it does in Windows, but between programs. This concept is also common on macOS.

            If a program consists of multiple windows or runs several instances at the same time (such as terminal windows), then you must select the desired window quite awkwardly using the cursor keys. There are two new keyboard shortcuts for this purpose: (Alt)+(Esc) switches between all windows, and (Alt)+(^) switches between the windows of the currently active program. Thus, we now have three keyboard shortcuts to do what used to work beautifully with one shortcut.

            
            Fortunately, you can easily change all shortcuts in the system preferences in the Keyboard module if you don't agree with GNOME's default settings. The Keyboard module is the ultimate reference for all GNOME shortcuts; Table 4.1 summarizes only the very most important shortcuts.

            
                
                    
                        	
                            Shortcut

                        
                        	
                            Meaning

                        
                    

                
                
                    
                        	
                            (Windows)

                        
                        	
                            Switches between the standard view and the desktop overview (synopsis view). You can also get to this view by moving the mouse to the top-left-hand corner of the window. Then you can use the keyboard to enter search texts.

                        
                    

                    
                        	
                            (Windows),(Windows)

                        
                        	
                            Opens the program view.

                        
                    

                    
                        	
                            (Alt)+(F2)

                        
                        	
                            Starts the program whose name you specify.

                        
                    

                    
                        	
                            (Alt)+(Tab)

                        
                        	
                            Switches between programs (not windows!).

                        
                    

                    
                        	
                            (Alt)+(Esc)

                        
                        	
                            Switches between all windows (like (Alt)+(Tab) used to do).

                        
                    

                    
                        	
                            (Alt)+(^)

                        
                        	
                            Switches between the windows within the currently active program.

                        
                    

                    
                        	
                            (Ctrl)+(Alt)+(Tab)

                        
                        	
                            Moves the input focus into the panel in the default view, allowing panel elements to be operated. In the desktop overview, (Ctrl)+(Alt)+(Tab) switches between different desktop elements: the panel, the dock (dash), the windows, the workspaces, and so on.

                        
                    

                    
                        	
                            (Ctrl)+(Alt)+(í)/(î)

                        
                        	
                            Switches between the workspaces.

                        
                    

                    
                        	
                            (Shift)+(Ctrl)+(Alt)+ (í)/(î)

                        
                        	
                            Moves the current window to the next workspace.

                        
                    

                
            

            Table 4.1    
            Important GNOME Shortcuts

            As a desktop user, you work in graphics mode. But Linux also knows of so-called text consoles, between which you can switch by using special keyboard shortcuts ((Ctrl)+(Alt)+(F1), +(F2), etc.). However, this is only useful in exceptional cases—for instance, when the graphics system doesn’t work properly after the notebook computer has been activated from sleep mode. Tips on using text consoles and a reference for the associated keyboard shortcuts follow in Chapter 6.

            
            If you also press a button together with a mouse or touchpad click, then some practical additional functions are revealed:

            
                	
                    Click+(Ctrl) in the dock
Opens another window of the already running program (useful for the terminal or the web browser, for example).

                

                	
                    Click+(Ctrl) in the program view
Starts the program, but leaves the program view open.

                

                	
                    Click+(Windows) in the window
Moves the entire window.

                

                	
                    Mouse wheel+(Windows)
Switches between the workspaces.

                

            

            
            GNOME does not support as many touchpad gestures as macOS, but at least it’s making progress in this regard as well:

            
                	
                    Three fingers up
Activates first the activities view and then the programs view

                

                	
                    Three fingers down
Returns to the normal desktop

                

                	
                    Three fingers to the left/right
Switches to the next workspace

                

            

        
        
            4.2.6    Using the Clipboard Efficiently

            In almost all Linux programs with a graphical user interface, the same shortcuts apply when you use the clipboard as on Windows; thus, you can copy selected text using (Ctrl)+(C) or cut it using (Ctrl)+(X), and then paste it using (Ctrl)+(V). (In terminal windows, you must press (Shift)+ (Ctrl)+(C) or (Shift)+(Ctrl)+(V) to copy and paste instead. Caution: (Ctrl)+ (C) cancels the currently running command in the terminal.)

            
            Besides the traditional handling of the clipboard, in almost all Linux programs you can also copy text excerpts using the mouse and paste them at another place or in another program. To select text excerpts, simply move the mouse over the text while holding down the left mouse button. The text marked in this way is automatically copied to a buffer that acts like a second, implicit clipboard.

            As soon as you press the middle mouse button or the mouse wheel, the text is inserted where the active input cursor is positioned. Selecting and copying is therefore done using the mouse only without the keyboard. Provided you have a mouse with a mouse wheel or a touchpad with three buttons, you will soon wonder why this doesn't work just as easily on Windows or macOS.

        
    


                    
                
                        
        4.3    File Manager

        The Files program is the GNOME file manager (see Figure 4.4). Not only does it grant access to files and directories, but it also allows you to access external media and network directories. This section describes the operation of the file manager but does not go into detail about the specifics of file management on Linux. In Chapter 9, you'll learn what links are, how hidden files are marked, how access rights work on Linux, and many other details.
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            Figure 4.4    
            GNOME File Manager

        
        
            Nautilus versus Files

            In previous versions, the file manager was called Nautilus. Its new name is Files. This name change may be meant to be user-friendly, but since it isn’t easy to form meaningful sentences with the new name ("Use Files to manage your files ..."), I will stick with the old name, Nautilus, or write file manager in this book. The name Nautilus has also been retained internally—for example, for the program file and for the package name.

        

        
            4.3.1    Operation

            
            The easiest way to start the file manager is to click its icon in the dock of the activities view. By default, the file manager displays the contents of the selected directory in the icon view. Each file is represented by an icon that, in the case of images and some other file types, provides a preview of the contents at the same time. By default, the preview function works only for local files up to 10 MiB. To make the preview work in network directories as well as for larger files, you need to change the corresponding options in the Preview dialog in the settings. You can access the settings dialog via the application menu in the panel.

            Using (Ctrl)+(1) and (Ctrl)+(2) you can switch between the icon view and the details view. Within the icon view, you can use (Ctrl)+(+) and (Ctrl)+(-) to set the icon size.

            The file manager saves the images in the .cache/thumbnails directory so that the preview does not have to be generated again and again. Many other GNOME programs also use this directory.

            
            By default, GNOME sorts all objects alphabetically, intermixing files and directories. If you prefer GNOME to show all directories first and then all files, enable the Sort Folders before Files option in the program settings.

            
                Expandable Subdirectories

                Nautilus can display the folders in expandable mode in the list view. This allows for easier navigation through the directory tree. This function can be activated in the Display dialog of the program settings.

            

            
            The left edge of the window usually contains a sidebar that allows you to quickly switch to important directories. The upper area contains some predefined directories like Images or Downloads. This is followed by a section for external disks and network directories defined in /etc/fstab. In the lower area, you can drag and drop often needed directories and define bookmarks this way. Alternatively, (Ctrl)+(D) inserts the current directory as a bookmark in the sidebar. (F9) switches the sidebar off or on again.

            
            In the toolbar, the path to the currently active directory is represented by buttons. This allows you to quickly switch to parent directories.

            Alternatively, the file manager displays the complete path at this point via (Ctrl)+(L), which especially facilitates the quick entry of another directory.

            
            By pressing (Ctrl)+(T), you can open a new dialog sheet. Dialog sheets are particularly useful when you want to copy or move files from one directory to another. During drag-and-drop operations, you can change the active dialog sheet.

            
            For most file types, double-clicking opens the file. The file manager will automatically launch a suitable program. If the file type is not known to the file manager, right-click the file and execute Open with …. This will take you to a dialog that shows most of the programs installed on the computer for selection.

            For some files, several programs are suitable for editing. For example, you can choose to open image files using an image viewer, GIMP, or Firefox. One of these programs is considered the default program and is started by double-clicking it. If you want to change the default program, right-click the file, select Open With …, select the program you want to use, and set the option Always use for this file type. After that, the setting will apply to all files with the same extension—for example, all *.png files.

            
            Previously selected files can be copied via (Ctrl)+(C) or cut using (Ctrl)+(X). You can then paste the respective files to the new location using (Ctrl)+(V). Only now will the cut files be removed from their original location.

            It’s much easier to drag and drop files from one file manager window to another. In the process, the files are usually moved, not copied! An exception to this rule is drag-and-drop operations between different data storage media—for example, from a USB flash drive or from a network directory to the local file system. In such cases, a plus symbol is displayed in the mouse pointer.

            If you want to copy a file instead of moving it, press the (Ctrl) key during the drag-and-drop operation. If you want to specify the move mode yourself, press the (Alt) key. After releasing the mouse, you will have the possibility to copy, move, or create a shortcut (link) to the file.

            
            The Find button allows you to enter a search term in the address field. The file manager then returns a list of all files that contain the search term in the file name. Following the search, you can limit the search results to a specific document type or directory.

            
            On Linux, all files and directories whose names begin with a dot are considered hidden. This means that they are not normally displayed in the file manager or in file selection dialogs. Hidden files often contain configuration settings or other data that should not be changed directly. A direct editing of hidden files and directories is only useful in exceptional cases (e.g., if you want to back up your email directories in .thunderbird). To make such files and directories visible in the file manager, you need to run Show Hidden Files or press (Ctrl)+(H) (h for hidden).

            
            To ensure that not every user can read or change all files and directories, Linux stores the owner and access rights for every file and directory. The underlying concept is described in detail in Chapter 9, Section 9.7. To change the owner or access rights, right-click the file and run Properties • Access Rights.

            
                Admin Access to the File System

                By default, you can only modify your own files in Nautilus. However, to perform admin tasks, you can switch to a special root mode. To do this, press (Ctrl)+(L) and type admin: in the address bar. You will then be prompted to enter your password. Provided your account has sudo privileges (see Chapter 10, Section 10.3), the file manager will switch to a root mode after successful authentication. This gives you unrestricted access to the entire file system. You should therefore work with appropriate care!

            

            
            To rename multiple files, select the files and then run the Rename command from the context menu (see Figure 4.5). You can use the Add button to insert various name patterns—for example, to number multiple files.
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                Figure 4.5    
            Renaming Multiple Files

            
            
            You can press (Del) to delete previously selected files and directories. The affected files will initially end up in the trash (in the .local/share/Trash directory). You can see the contents of the trash can by clicking the trash can icon in the sidebar of the file manager. Not until you empty the trash can will the files be permanently deleted.

            
            Almost all functions of the file manager can also be accessed via keyboard shortcuts. Fortunately, there is no need to memorize the abbreviations. Instead, you can run the Keyboard Shortcuts menu command: the file manager then displays a well-organized overview of all keyboard shortcuts.

        
        
            4.3.2    Removable Media

            When a USB flash drive or an external drive is plugged in, a new file manager window with the contents of the data media appears automatically. Remember that you must explicitly log off from external hard drives or USB flash drives before disconnecting the cable from the computer! To do this, you need to click the Eject button in the file manager sidebar.

            
            To set up a file system on a USB flash drive or an external hard disk, you’ll want to start the Drives program. This program also enables you to set up new partitions or to check the state of hard disks (see Figure 18.2 in Chapter 18).

        
        
            4.3.3    Access to Network Directories

            
            At the very bottom of the sidebar, the Other Locations item leads to a view that, after a few seconds, displays icons for removable media as well as for all devices detected on the network. The Windows Network icon is not useful here; double-clicking it shows active SMB1 network directories. However, this protocol is outdated, so the result is mostly Folder Is Empty.

            You can establish a connection to a network device by double-clicking. If the network directory is password-protected, you must specify the login name and password. In the process, you will be allowed to store this data permanently in a GNOME password database. To avoid having to take the relatively laborious route to a network directory again and again, you can set up a bookmark using (Ctrl)+(D).

            
            If the file manager can use a network directory without a password, it will automatically choose this variant. However, this approach is not always ideal: depending on how the Windows or Samba server is configured, the file manager will only show an empty directory afterward. There is now no way to log in by name via the user interface. To solve this problem, press (Ctrl)+(L) and insert your login name into the path. The correct syntax is smb://loginname@servername/directoryname.

            If the file manager doesn’t find any Windows servers, the most likely cause of the error is a too restrictive firewall between your computer and the Windows computer. On Fedora, RHEL, and SUSE, you must explicitly allow the Samba service by using firewall-cmd (see Chapter 29, Section 29.4). In many cases, only the name resolution does not work. To solve this problem, press (Ctrl)+(L) and type “smb://servername”.

            A number of other tips on using network directories on Linux follow in Chapter 27, Section 27.7. Note that access to Windows network directories works well in current GNOME versions but is abysmal in older versions.

            
            Similar to the smb://server/directory notation, you can also establish connections to other server services; for example, sftp://server is particularly useful for accessing files on other Linux computers, provided an SSH server is active there. Table 4.2 summarizes the most important addresses and protocols. In the table, you will also find three special addresses: admin:, computer:, and trash:.

            
                
                    
                        	
                            Address

                        
                        	
                            Result

                        
                    

                
                
                    
                        	
                            admin:

                        
                        	
                            Root access to file system (requires root login/sudo)

                        
                    

                    
                        	
                            computer:

                        
                        	
                            List of all media

                        
                    

                    
                        	
                            afp://user@host/path

                        
                        	
                            Access to AFP server (Apple)

                        
                    

                    
                        	
                            dav://user@host/path

                        
                        	
                            Access to WebDAV server

                        
                    

                    
                        	
                            davs://user@host/path

                        
                        	
                            Access to WebDAV server (encrypted; i.e., HTTPS)

                        
                    

                    
                        	
                            ftp://hostname

                        
                        	
                            Access to FTP server

                        
                    

                    
                        	
                            network:

                        
                        	
                            Use as a general network browser

                        
                    

                    
                        	
                            sftp://hostname

                        
                        	
                            Access to SFTP server (SSH protocol)

                        
                    

                    
                        	
                            smb:

                        
                        	
                            Use as Windows network browser

                        
                    

                    
                        	
                            smb://hostname

                        
                        	
                            Access to Windows network directories

                        
                    

                    
                        	
                            trash:

                        
                        	
                            Trash can (deleted files)

                        
                    

                
            

            Table 4.2    
            Special Addresses

            Cloud storage from online services (such as Google) can also be displayed like directories in the sidebar. These services are configured in the Online Accounts module of the system settings. Note, however, that files stored in cloud directories cannot be edited directly by all programs. Double-clicking the file will then only result in an error message stating that the file could not be opened. To solve this problem, first copy the file to a local directory, then edit the file there.

            
            Behind the scenes, the GNOME Virtual File System (GVFS) is responsible for accessing network directories. It includes external directories as subdirectories of /run/user/<id>/gvfs in the directory tree. The file selection dialogs of GNOME programs show external network directories in the sidebar (press (F9) if necessary).

        
        
            4.3.4    Sharing Network Directories

            GNOME provides an amazing number of options to share your own data in the local network. Unfortunately, none of the variants works really well. If you read this section expecting that simply switching one or two buttons will lead to success, you will be disappointed. The fact that GNOME still fails so miserably in this regard more than 20 years after the project's start is regrettable and a sign that Linux's desktop application is still in its infancy.

            
            Both Windows and the Linux program Samba use the Server Message Block (SMB) protocol to share directories on the network. To share your own directory in the file manager on GNOME, you need to run Sharing Options from its context menu.

            This menu command or the corresponding dialog sheet in the properties dialog is only available on Debian, SUSE, and Ubuntu, provided that the nautilus-share package with the plugin of the same name has been installed. You are out of luck with Fedora and RHEL; there, the nautilus-share package cannot be installed, presumably because it is incompatible with the SELinux configuration of these distributions.

            If you set up the first of these shares on Debian or Ubuntu, the Samba program will first be installed after a confirmation prompt. On SUSE, you have to take care of this and a suitable firewall configuration yourself.

            Shares without a password can be set up easily using nautilus-share (see Figure 4.6). If, on the other hand, you want to secure the directory with a password, you must then execute smbpasswd -a your-login-name in a terminal window and enter the relevant password there (but for security reasons, you must never use your regular login password!).
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                Figure 4.6    
            Network Sharing without Password on Ubuntu

            
            See Chapter 27 for a lot of background information on manually sharing network directories. Since nautilus-share often creates more problems than it solves in practice, there is usually no way around the manual configuration of Samba anyway.

            
            The Sharing module in the system settings provides an overview of various other sharing variants (see Figure 4.7). However, the number of options displayed there strongly depends on the additional software that is installed. The following list applies to Fedora 38:

            
                	
                    File Sharing
File sharing via WebDAV; requires gnome-user-share package

                

                	
                    Screen Sharing
Screen sharing via virtual network computing (VNC)

                

                	
                    Media Sharing
Digital Living Network Alliance (DLNA) access to photos, videos, and audio files; rygel package

                

                	
                    Remote Login
SSH login; openssh-server package
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                        Figure 4.7    
            Sharing Variants in System Settings of GNOME

                    
                

            

            Some distributions require changes to the firewall configuration to use these sharing features. This concerns, for example, Fedora, Red Hat, and SUSE.

            
            Provided that gnome-user-share is installed, the File Sharing item opens a simple dialog in which you can share the public directory within your home directory using the WebDAV method on the local network—with or without a password. Unfortunately, this works extremely unreliably. I have tried this feature again and again over the past years—and it has always failed.

            
            If the rygel media server is installed, you will find the Media Sharing entry in the Sharing module. This option enables you to share your images, music, and videos directories according to Digital Living Network Alliance (DLNA) guidelines with just a few clicks. Various manufacturers of multimedia devices belong to the DLNA, which means that you can also display or play the shared files on such devices. In addition, some audio and video players are also able to discover the directories shared in this way. In a conventional file manager, however, the directories will not display.

            
                Tips from the Field

                To quickly copy individual files back and forth between my Linux computers, I usually use SSH. Each of my Linux machines runs an SSH server. Under this condition, you can easily type the address “sftp://name@host” in Nautilus using (Ctrl)+(L). This will establish an SSH connection to the specified computer and display its home directory in Nautilus. For my purposes, this is often sufficient.

                But this variant is probably too complicated for Linux beginners; moreover, it requires sharing the personal password to exchange data between different users.

                An easy alternative can be to set up a directory on a NAS device for data exchange that can be read and written by everyone. Naturally, such a directory is unsuitable for security-relevant data. However, the process is well-suited for quickly sharing, say, your latest birthday photos without having to fiddle with a USB flash drive or taking an often-slow detour via the cloud.

            

        
        
            4.3.5    Plugins

            The file manager can be extended by plugins. However, many distributions do not have plugins installed by default. In your distribution's package management program, you need to search for “nautilus”, install the packages you want, and then log back into GNOME. I present only a few selected packages here, where the package names apply to Debian and Ubuntu:

            
                	
                    nautilus-image-converter
This plugin allows you to rotate or resize images via the context menu.

                

                	
                    seahorse-nautilus
This plugin helps you encrypt the selected files via the context menu.

                

                	
                    nautilus-dropbox
This Dropbox plugin helps you synchronize the Dropbox directory with your Dropbox account.

                

            

        
        
            4.3.6    Additional Programs

            
            If you want to know in which of your directories the largest amounts of data are located, the Analyze Disk Usage program is a valuable aid (program name baobab). The program shows in a descriptive graphic which directories and subdirectories contain what amounts of data (see Figure 4.8).

            
                [image: Displaying Space Requirements of Directories]

                Figure 4.8    
            Displaying Space Requirements of Directories

            
            
            You can unpack ZIP files and other archives in the file manager by double-clicking them. This creates new directories with the same names as the archive files.

            Conversely, to create an archive, select the relevant files and then run the Compress command from the context menu. In the dialog that follows, you can then choose from several common archive formats (*.zip, *.tar.xz, etc.).

            If you want to extract only single files from an archive or add more files to the archive, you can use the Archive Manager GNOME program for this purpose (program name file-roller). Although obsolete, this program can be easily installed in most distributions.

        
    


                    
                
                        
        4.4    System Configuration

        GNOME is not “only” a desktop environment. In fact, GNOME programs and especially the system settings (see Figure 4.9) help with many simple administration tasks, such as setting up a Wi-Fi connection or configuring printers. This section introduces such preference modules and GNOME programs and cross-references chapters with further information and details.

        Unfortunately, the modules seem to be ordered arbitrarily. So far, at least, I haven’t been able to see any logic in the order of the modules, especially as the order keeps changing from version to version. You can use the Find button at the top left of the window to help locate a module!

        
            [image: Overview of All System Settings Modules in GNOME]

            Figure 4.9    
            Overview of All System Settings Modules in GNOME

        
        
            4.4.1    Mouse, Touchpad, and Keyboard

            
            In the Keyboard module, you can set up multiple keyboard layouts. An icon then will automatically appear in the panel that allows you to change the currently active layout. In addition, the module allows you to list the numerous GNOME keyboard shortcuts and change them if necessary.

            If you want to modify the functionality of the (CapsLock) key, swap (Alt) and (Ctrl), or have other special requests, you need to run the gnome-tweak-tool program. (Some distributions require you to install the package of the same name first.) In its Keyboard and Mouse module, the Additional Layout Options button takes you to a dialog with countless control options (see Figure 4.10).

            
                [image: GNOME Tweak Tool to Modify Behavior of Special Keys]

                Figure 4.10    
            GNOME Tweak Tool to Modify Behavior of Special Keys

            
            Note that the Disabled option displayed at the beginning of each group is misleading in this context. It does not mean that the key in question is disabled, but that there are no settings for the option. To actually disable the (CapsLock) key, you must select the Caps Lock Is Disabled option.

            
            In the Mouse and Touchpad module of the GNOME preferences, you can swap the functions of the left and right mouse buttons, adjust the speed of the mouse or trackpad, and enable so-called natural scrolling. This enables you to move the window contents on the trackpad, rather than the scroll bar as you used to do.

            As a rule, it’s desirable to deactivate the touchpad of a notebook computer as soon as a mouse is available. Unfortunately, the GNOME settings do not provide a corresponding option for this, but you can achieve this goal by using the following command in the terminal:

            user$ gsettings set org.gnome.desktop.peripherals.touchpad \
         send-events disabled-on-external-mouse 


            The command changes a hidden setting in the GNOME configuration database. You can restore the normal state, where the touchpad is always active, if necessary:

            user$ gsettings set org.gnome.desktop.peripherals.touchpad \
         send-events enabled 


        
        
            4.4.2    Network Configuration

            If your computer is connected to a router via an Ethernet cable, Linux will automatically establish the network connection itself. But the wireless network configuration is also very simple in most cases: You need to select the relevant wireless network in the system menu and enter the password once. Linux remembers the password and automatically establishes the network connection in the future as soon as your device is within the range of the Wi-Fi router. If you need to change a Wi-Fi password or have special (VPN) configuration requests, you will find corresponding setting options in the Network module of the system settings.

            
            Behind the scenes, the NetworkManager is responsible for the network configuration. This program is used by almost all Linux desktop distributions. I will introduce you to NetworkManager in more detail in Chapter 15. There you will also find comprehensive explanations of various technical terms and a detailed discussion of internal Linux network details.

        
        
            4.4.3    Online Accounts

            In the Online Accounts module, you can specify the login parameters of various online services, including Google, NextCloud, and Microsoft. These accounts can then be used in other applications, especially in the Contacts, Calendar, and Evolution GNOME programs.

            
            If you save files in the cloud, Nautilus will show a new bookmark in the sidebar after configuring a corresponding online service. This bookmark leads to the cloud directory of the respective provider and makes it possible to copy files easily from or to the local file system.

            Note, however, that integration into GNOME doesn’t mean that an automatic synchronization with a specific directory takes place! Such functions are only provided by dedicated cloud clients. Suitable Linux programs are available for ownCloud, NextCloud, and Dropbox, among others.

        
        
            4.4.4    Printers

            Ideally, the printer configuration is done automatically: GNOME tries to detect USB, network, and Wi-Fi printers automatically and then performs the configuration on its own. A few seconds after the printer is connected or found on the network, the device is ready to print. It doesn't get any more convenient than this!
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