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    Foreword

    I have had the good fortune of being invited to visit many companies around the world to share what I’ve learned about how APIs are designed, built, and maintained. I recall standing in front of a whiteboard at a client workshop a few years ago, marker in hand, while a group of engineers tried to sketch how their systems fit together. They started with a few familiar boxes. Customer data here, payments there. All neatly described and carefully laid out. However, within minutes, the board was crowded with arrows connecting boxes, crisscrossing in every direction. Someone in the back piped up and said, “It looks like a roadmap, not an IT diagram.” That actually made us all pause for a moment. It wasn’t just software we were working on; it was infrastructure. And every line was a road or a bridge carrying something of value from one place to another.

    Early on, this book reminds the reader that “APIs are the roads, bridges, sidewalks, traffic lights, signs, and so on of the internet.” It’s a line that captures the spirit of the book and the state of the world of APIs today. Over the last decade, APIs have solidified their position as the shared infrastructure of the digital world, connecting people, systems, and now, increasingly, AI-driven machines that learn from the patterns we create.

    Authors Andrzej Jarzyna and Samir Amzani have put together an excellent guide to this connected world: one that understands both the technical and human sides of the work. They show that API design is, first and foremost, a discipline of communication, an act of translation between business intent and technical implementation. A quick glance at the Table of Contents shows that the book moves naturally from foundations and life cycles to contracts, hypermedia, and change management. And, along the way, Jarzyna and Amzani make a simple but crucial point: APIs thrive when they are able to safely change over time.

    I especially appreciate their treatment of hypermedia and affordance-centric design that is found here. For years, these ideas were considered idealistic. Now, with the rise of AI, they’re becoming indispensable again. As autonomous agents begin consuming APIs at scale, discoverability and adaptability are no longer optional. As the authors rightly point out, “The APIs you design today need to work for both human developers debugging at 2 a.m. and AI agents that might consume your endpoints in ways you never imagined.”

    This book belongs to the lineage of work that treats API design as both craft and conversation. It’s pragmatic, grounded, and refreshingly aware that good design is not just about stability but about clarity, empathy, and shared understanding. And for me, as I continue to travel the world helping teams find their own way through the ever-growing terrain of the internet, I’m happy to have another fine reference that I can recommend. One more guidebook for those learning to build better roads and stronger bridges.

    Mike Amundsen, Author of Design and Build Great APIs and RESTful Web API Patterns and Practices Cookbook
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    Preface

    APIs are everywhere, yet many of us have learned to design them through trial and error, often more error than we’d care to admit. RESTful API Design Patterns and Best Practices was born from our collective “aha moments” and, frankly, our mistakes while working with teams across different organizations. We noticed that most API design resources fall into two camps: highly technical guides that assume you’re building in a vacuum, or business-focused books that gloss over the nitty-gritty details. The reality? Great API design happens at the intersection of both worlds.

    Between the two of us, we’ve run API initiatives at companies like Adidas, Backmarket, ING, and PZU; watched countless teams struggle with the same challenges; and celebrated when they finally clicked with the right approach. What became clear is that there’s a sweet spot between technical excellence and business value, and that’s exactly where this book aims. Plus, with AI systems getting chattier and more dependent on well-crafted APIs, the bar for good API design just got higher.

    Think of this book as your guided tour through three distinct territories. Part 1: The Apprentice’s Study is where we get comfortable with the fundamentals—why APIs exist, how to think about them as products, and how to apply domain thinking that actually makes sense. Part 2: The Wizard’s Grimoire is where we roll up our sleeves and dive deep into REST design, comparing different approaches and building solid foundations. Part 3: The Archmage’s Circle is where we get practical with OpenAPI, JSON Schema, hypermedia, and keeping your APIs healthy as they evolve.

    While you could jump around the book like a choose-your-own-adventure novel, we’ve structured it with some method to our madness. The Domain-Driven Design chapters in Part 1 build on each other, and the technical chapters in Part 3 are definitely better as a progression. Trust us on this one; we’ve seen what happens when teams skip the foundation work.

    To keep things practical, we follow a “Magic Items store” through Chapters 9–12. This isn’t just academic theory; these patterns come from real projects, real deadlines, and real conversations with development teams who needed solutions yesterday.

    Here’s the thing: we’re at a fascinating moment where traditional API design meets AI-driven interactions. The APIs you design today need to work for both human developers debugging at 2 a.m. and AI agents that might consume your endpoints in ways you never imagined. This book gives you the tools to build for both audiences without losing your sanity.

    Whether you’re designing your first API or you’re the person everyone turns to when things get complicated, we hope this book becomes the resource you wish you’d had when you started, practical, comprehensive, and maybe even a little fun.

    Andrzej Jarzyna & Samir Amzani

    Who this book is for

    This book is for professionals involved in the digital product lifecycle who want to deepen their understanding of API design and build future-proof APIs with a product-centric approach. API developers, solution architects and engineers, technical product owners, and software architects looking to extend their skills in creating efficient, scalable, and maintainable APIs will find this book particularly useful. Basic knowledge of APIs and the HTTP protocol is recommended to fully benefit from the design principles and practices covered.

    What this book covers

    Chapter 1, The “Why” of API Development,  Before venturing into the realm of API design and development, it’s crucial to address the fundamental question: “Why?” Is it the purpose to unveil functionalities to other applications, broadening your business offerings, or is it the backbone of your enterprise? Crafting APIs also necessitates a clear understanding of the intended target audience. 

    Chapter 2, API as a Product: Designing APIs with a Product Mindset, This chapter discusses how to approach API design with a product mindset, focusing on the value the API provides to its consumers. It focuses on treating APIs as products rather than mere technical components.

    Chapter 3, Understanding Application and API Lifecycles, This chapter explains how a holistic look on the whole API lifecycle influences your API Design. It explains how your API Lifecycle and your Application Lifecycle are interwoven and provides a comprehensive overview of the stages that an application and its APIs go through, from inception to deprecation.

    Chapter 4, Applying Domain-Driven Design to APIs, This chapter guides readers on how to incorporate domain-driven design principles into API development. It provides strategies for aligning API design with business domains, ensuring that APIs accurately reflect and serve business needs. 

    Chapter 5, Comparing and Choosing the Right API Style, This chapter explores RESTful APIs, their popularity, and unique features. We compare REST with other API styles like GraphQL, SOAP, gRPC, and asynchronous APIs, highlighting their strengths and weaknesses. The choice of API style significantly impacts your application’s lifecycle, influencing its design, implementation, testing, and maintenance.

    Chapter 6, REST Design Constraints and Maturity Models, This chapter dives into the depths of API Design specifics. It delves into the core principles that guide RESTful API design as originally introduced by Roy Fielding. It explores the main REST design constraints that shape effective APIs. 

    Chapter 7, Constructing an API Design Domain Model, This chapter provides a comprehensive guide on building a domain model for API design. It emphasizes the importance of a well-structured domain model in creating effective and efficient APIs. It teaches how to understand your API business domain, how to identify key entities in it and define proper relationships between them.

    Chapter 8, Designing and Managing Effective API Contracts, This chapter delves into the significance of a well-crafted API design document and its role as a contract in API design. It sheds light on the creation of clear, all-encompassing design documents that act as agreements between API providers and consumers. The objective is to streamline future API usage and cultivate open communication among all stakeholders from the outset. 

    Chapter 9, Understanding the OpenAPI Specification, This chapter delves into the utilization of OpenAPI Specification (OAS) in the design of REST APIs. It underscores the dual role of the OpenAPI specification as a design blueprint and a binding contract for your API, guaranteeing uniformity and clarity. 

    Chapter 10, OpenAPI as a Contract: Best Practices and Implementation, This chapter explores practical implementation patterns, from contract validation to tool integration. You’ll learn how to design intuitive APIs with consistent resources, error handling, and asynchronous operations while discovering how contract-first approaches transform team collaboration.

    Chapter 11, Using JSON Schema to Define Your Object Models, This chapter delves into the utilization of JSON Schema in the design of REST APIs. It builds upon the domain model created in the previous chapters and introduces the reader to how to formally describe those models. It covers the creation, validation, and documentation of complex JSON structures, ensuring consistency and reliability in your API design.

    Chapter 12, Don’t Hate Your Hypermedia: Creating APIs For Humans and AIs, This chapter explores the concept of hypermedia and its role in API design. It provides insights into how hypermedia can enhance API functionality, improve user experience, and make APIs more adaptable and scalable. It also explains how to design REST APIs beyond CRUD operations.

    Chapter 13, API Change Management: Strategies for Versioning and Evolution, This chapter delves into strategies for API change management, focusing on versioning and evolution while balancing stability and innovation. It emphasizes the critical importance of preserving backward compatibility and maintaining a seamless experience for existing consumers.

    To get the most out of this book

    This book is a valuable resource for professionals involved in the digital product lifecycle who wish to enhance their understanding of API design. It provides insights into designing robust and future-proof APIs with a product-centric approach. Before starting this book, readers should have a basic understanding of APIs and the HTTP protocol. This foundational knowledge will help them grasp the concepts of API design and best practices presented in the book.

    Download the example code files

    The code bundle for the book is hosted on GitHub at https://github.com/PacktPublishing/RESTful-Design-Patterns-and-Best-Practices. We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing. Check them out!

    Conventions used

    There are a number of text conventions used throughout this book.

    CodeInText: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. For example: “ Let’s say we define an endpoint such as /items/{itemId} in our OAS document with its operations, parameters, and responses:”

    A block of code is set as follows:

    /items/{itemId}:
  get:
    parameters:
      - name: itemId
        in: path
        required: true
        schema:
          type: string
          pattern: “^[a-zA-Z0-9-]+$”
    responses:
      ‘200’:
        content:
          application/json:
            schema:
              $ref: ‘#/components/schemas/MagicItem’
      ‘404’:
        $ref: ‘#/components/responses/NotFound’


    Bold: Indicates a new term, an important word, or words that you see on the screen. For instance, words in menus or dialog boxes appear in the text like this. For example: “OpenAPI Specification (OAS) is a standardized, language-agnostic way to describe RESTful APIs. Think of OAS documents as clear contracts that spell out exactly what your API can do, just like we talked about in earlier chapters”

    
      Warnings or important notes appear like this.
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      Tips and tricks appear like this. 
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    Get in touch

    Feedback from our readers is always welcome.

    General feedback: If you have questions about any aspect of this book or have any general feedback, please email us at customercare@packt.com and mention the book’s title in the subject of your message.

    Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you reported this to us. Please visit http://www.packt.com/submit-errata, click Submit Errata, and fill in the form.

    Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

    If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit http://authors.packt.com/.

    

    Share your thoughts

    Once you’ve read RESTful API Design Patterns and Best Practices, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

    Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.
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    Part 1

    The Apprentice’s Study – Preparing for the Craft

    In this foundational part of the book, you’ll begin your journey as an API apprentice, learning the essential principles and mindset needed to craft exceptional APIs. Just as every wizard must first understand the fundamental forces of magic before wielding powerful spells, every API designer must grasp the core motivations, business drivers, and strategic thinking that underpin successful API development.

    You’ll discover why APIs have become critical business assets and learn to approach them with a product mindset rather than a purely technical perspective. We’ll explore the complete lifecycle of APIs, from conception to retirement, and introduce you to Domain-Driven Design principles that will shape how you think about API boundaries and organization.

    By the end of this part, you’ll have developed the strategic foundation and conceptual framework necessary to make informed decisions throughout your API design journey. This preparation phase ensures that when you do start designing, you’ll be equipped with the right mindset, tools, and understanding to create APIs that truly serve their intended purpose.

    This part of the book includes the following chapters:

    
      	Chapter 1, The “Why” of API Development

      	Chapter 2, API as a Product: Designing APIs with a Product Mindset

      	Chapter 3, Understanding Application and API Lifecycles

      	Chapter 4, Applying Domain Driven Design to APIs

    

  

  
  


  
    1

    The “Why” of API Development

    APIs are indispensable for any digital business nowadays. They are the roads, bridges, sidewalks, traffic lights, signs, etc. of the internet. This may seem a bold statement, but if you think about it, virtually any digital interaction you have in your everyday life will involve use of APIs. Your map application will fetch data about the route and traffic conditions from dozens of APIs, paying using your phone in a store will involve a few APIs connecting the bank with the credit card company and with the mobile phone application. The examples as endless.

    In this book, we will be diving deep into how to design REST APIs – the most common and robust style of APIs. Our approach is to look at APIs not as isolated systems, but instead, from a broader perspective. We will be going through the whole lifecycle process of an API focusing also on how they affect other systems in a bigger ecosystem.

    By the end of the book, you will be able to design your API and the processes around it from properly arguing why it should be built, through hands-on design using industry leading tools, to finally putting it into production and eventually planning for sunsetting.

    Before venturing into the realm of API design and development, it’s crucial to address the fundamental question: “Why?” Is it the purpose to unveil functionalities to other applications and broaden your business offerings, or is it the backbone of your enterprise? Crafting APIs also necessitates a clear understanding of the intended target audience. Pinpointing the precise consumer group is pivotal, as it shapes the API’s architecture and informs critical decisions regarding management strategies and security protocols.

    In this chapter, we’re going to cover the following main topics:

    
      	The “Why” of API development: Exploring the core motivations

      	Identifying your API’s audience: Tailoring your approach

      	APIs as business catalysts: Driving value and innovation

    

    We will start creating our own project, starting from good motivation.
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    The “Why” of API development: Exploring the core motivations

    Before venturing into the realms of API design, we should understand the reasons why. We are at this stage having some sort of business or technical requirements we have to fulfill. Instead of diving straight into API design or development, let’s first understand the ecosystem into which we are going to contribute with our new piece of software. It’s a system of communicating vessels and seemingly trivial updates can affect multiple of its elements. As the first exercise, let’s explore the fundamental reasons that necessitate the creation of APIs.

    The essence of APIs

    APIs are often built to provide data to our applications without the need to tightly couple the presentation layer with data layer. However, APIs are not just for building applications. They enable data integration across multiple platforms. APIs are commonly used to provide access to various datasets. This way you gain access to the data without any middle agent. APIs can be connected directly to databases, spreadsheets or other business applications. Basically, to any machine-readable data for processing locally.

    The reason APIs gained so much traction in the early days of Web 2.0 revolution was that they assure your product, or service is seamless from start to finish. APIs are the connectors that enable most of the communications between the web applications, or apps, that we use today. They work by communicating with, and exchanging data between, other systems. Nowadays you can easily integrate with most of the available SaaS products on the market through their APIs and mash-up data or services from different sources to create a new product.

    This is also how APIs enhance businesses. By streamlining operations and offering third-party integration or enabling data analysis APIs drive business growth, create new ways to create genuinely useful products through third-party app integration, expanding offerings, and fostering collaborations. Take the data of your sport activities, your connected scale and an online database of meal recipes and you can build an app helping people to create meal plans in accordance with your energy expenditure and sport goals.

    Other advantages of APIs include the ability to move away from monolithic software and toward smaller, easier-to-maintain components. This also allows teams that are responsible for different parts of the application to be split in a more functional manner. Maintaining a huge code base which needs to be updated often is cumbersome and can lead to a lot of potential risks when deploying a new version.

    These are only a handful of examples of how APIs enhance both business capabilities not only by opening new possible revenue streams, but also technological ones by making democratizing access to data and functionalities of our applications. They are the catalyst for a more distributed, connected digital economy.

    In the next section, we will explore how different types of audiences will define our API design and business approach.

    Audience-centric API design

    When building an API we have to define its audience. We can roughly classify APIs depending on if their consumers are internal or external to our organization. We can determine whether the consumers are internal to our team/department/company, shared with a curated list of partners or publicly available to anyone who signs up, self-service way, to our API platform.

    Creating APIs for internal audience helps to reuse our interfaces and data with more systems, gives visibility to those interfaces and allows us to build a more decentralized and decoupled environment.

    Motivations for external APIs mostly focus on the business possibilities they bring. When exposed to third parties, they not only give us a possibility to directly monetize the use of the data we store, but also open our organization to potential integration with other platforms exposing us to more revenue streams.

    We can also identify the motivations from a more technical perspective. What kind of device will be consuming our APIs? Is it going to be a computer, a mobile phone or maybe an IoT device? Identifying to which of these groups, maybe several, our audience belongs has a huge impact on our API design constraints. This will hugely impact our security and keys provisioning strategy and also things like API management and documentation. 

    After identifying our core audience, we have one, immensely powerful, possibility. We can work closely with some of our future consumers during the design process to quickly prototype and verify our designs. This way we will know very early on their exact needs and whether our assumptions were correct. This greatly improves the innovation cycle and allows us to fix any design mistakes early on. We will have a deeper dive into this topic in the next subsection.

    Technological drivers for building APIs

    If we are about to build an API within a larger organization, it’s almost certain that there will already be other elements running within your ecosystem. Your new API may be an extension to one of them or a completely new entity. Either way, if we look at software from the perspective of data, then we realize, applications are data processors applying functions over stored data and fetching and transforming new data. Continuing to look from the same perspective, APIs are interfaces to that data. They allow for interoperability between systems and their elements. It’s like a transition from a cubicle-based office to an open space, where information and culture can flow more freely.

    Depending on the level of digital transformation at your organization, APIs will allow to greatly improve efficiency by automating previously manual processes. Consider the following real-life scenario at a health research center. The team was generating vast amounts of data from various sources, and researchers frequently had to request specific datasets from their IT department. As you can imagine this was a very arduous, manual process with long lead times affecting their productivity and costs. An API platform for accessing the data in a standardized and self-service fashion allowed them to get an almost instant data availability with improved security (with adequate security policies) and an ability to create real-time data presentations.

    The preceding example is also a fantastic showcase of how APIs improve your system’s scalability. The case was quite extreme, going from a manual approach to an API-based one. However, because of API’s intrinsic qualities like statelessness and loose coupling, they are easily scalable by nature. Statelessness assures that each request from the API consumers will contain all the information needed to process it. Your system won’t have to store any session information, and it will allow to easily scale your API horizontally, by adding more machines as no context of previous interactions is needed. Loose coupling, on the other hand, means that you can scale or change any element of your API independently. So, for example, put a more powerful machine on the server side without touching your API gateways or change your authorization method to a more suitable one for external users without affecting your API back-end at all.

    APIs also promote the reuse of functionality across multiple applications, reducing redundancy and improving maintainability. You don’t need to build your backend for each application type your consumers will operate, but leverage APIs to provide data to all the different client applications assuring the same data on every device.

    Last, but not the least, APIs work really well for any modularized and distributed systems. They are a paradigm shift in the way communication between system components occur: from a centralized to decentralized system and eventually distributed and organically evolving one. Technically APIs are agnostic to whether your system is a monolith or a microservice based one. However, if you want to transition from a traditional monolith to microservices or a modularized system, you will probably need to start with building APIs for your core data interactions.

    APIs: The Business Game Changers

    As we all know very well, technological motivations are rarely the main drivers for building APIs. APIs, however, bring a plethora of great benefits for the business. For one, they enable businesses to innovate by exposing data and functionality that can be used to create new products and services. A great example of this is Twilio. By exposing their various communication services via APIs, they spurred a plethora of other companies to be able to leverage their internal systems and create real value to their consumers. For instance, Airbnb used Twilio’s API to streamline the communication between guests and rental hosts. By automating SMS messaging, Airbnb made it easier for hosts to connect with guests, providing a better experience for both parties. This also opened new revenue streams to Twilio by monetizing their APIs and is their main revenue driver.

    APIs can also facilitate partnerships by providing a means for partners to integrate their services. For example, Adidas integrates, using APIs, with online resellers like Amazon or Zalando to create new revenue streams and gain access to big online selling platforms, thus expanding their market by leveraging the outreach of these big platforms. Adidas was also able to improve customer engagement through integrating via APIs with augmented reality into their mobile app. This way, their customers, without needing to go to a physical store to try shoes, can check at home whether they like the style of adidas product and then order online.

    When a business primarily operates through APIs, we refer to this as participating in the API Economy. We will dive deeper into the topic of API Economy in the last section of this chapter: APIs as business catalysts: Driving value and innovation.

    The balancing act: Creating new vs. extending existing APIs

    We have our business and engineers on board with building an API. However, building an API from scratch is not always the best course of action. Maybe we already have a seemingly similar API in our ecosystem? If so, let’s ask ourselves a number of questions:

    
      	What style or paradigm does the API use? Is it the same as what we were planning to build?

      	What technology stack does it use? Do we still have human resources for supporting and maintaining it long term?

      	Is the existing API in the same domain as the one we want to build? Maybe they are operating over similar resources, however in a completely different domain. For example, an order will be a very different thing when talking about e-commerce part of your business and can be different in the domain of manufacturing or logistics.

      	Are your new business requirements an extension of what your current API already supplies? Are you able to already deliver some subset of the required functionality with it?

      	Would extending your current API break existing clients? This is a tricky question, as with special precautions we can avoid this risk. However, there are situations which will definitely not be backwards compatible, such as a need for a new authorization pattern or implementing previously non existing limits on requests structure.

    

    Remember, these decisions should be made in the context of your specific situation and needs. It’s also important to consider the potential impact on your users and to ensure that any changes are clearly communicated and well-documented. Always consider the trade-offs between building new, extending, and reusing. It’s not just about the immediate need but also about long-term maintenance and scalability.

    Adhering to standards in API development

    One of the most important aspects to consider while building or extending an existing API is what kind of standards we are following. We can distinguish two classes of standards for API design: global and singular.

    Singular standards

    Singular standards describe exactly what an API should be and do not leave much for interpretations. Standards, like SCIM for Identity and Access Management, strictly define how an API adhering to it should look like. It specifies all the required endpoints, data models for your resources, response structure, etc.

    
      
        [image: ]
      

      Read more

      Find more information of SCIM here: https://simplecloud.info/

    

    While building such APIs you do not have much in terms of design. It is important to adhere to the standard as closely as possible, even if that would mean deviating from your organization’s design policies. This way we ensure interoperability between other systems understanding such standard, minimize the learning curve for developers and reduce the design complexity. These standards also tend to have places where you can extend them to adapt to your specific needs. However, all that is defined should stay unchanged. Mind though, that we are talking about the design part. Things like access control, security, etc., should still follow the usual policies.

    Global standards

    The global standards are the ones which give you a basic structure and guidelines on how to adapt to them but leave you a great deal of flexibility. They work great as policies applied at scale to all your APIs. Some examples of those are HAL for the structure of your Hypermedia API JSON documents or Problem Details for HTTP APIs which defines the structure of error files while adhering to the hypermedia constraint of REST APIs.
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      Read more

      Find more information, visit the following links:

      HAL: https://stateless.group/hal_specification.html Problem Details: https://www.rfc-editor.org/rfc/rfc9457

    

    So, when to follow a certain standard or, maybe even, multiple standards? Let’s see next.

    Selecting the relevant standard

    Singular standards are great if you are trying to tackle a well-known problem and want to open your business to partners or other developers who would expect a certain structure for your API. These kinds of standards greatly help to really speed-up the design process and jump straight into prototyping and development. Any additional features can be added later in an iterative process.

    Global standards are great if you want to have uniform experience throughout your APIs. Similarly, although to a lesser extent, they also ease the design process by adding a creative constraint to the process and limiting the number of options you have to take. In the case of widely adopted standards, like Problem Details, this will also potentially improve the time to integrate and give you access to some third-party tooling.

    However, standards are not always the best way to go. Global standards which tend to be overly constrictive and trying to define too many aspects of your API end up limiting your creative freedom rather than easing the design and development process, so try to avoid them. On the other hand, singular API standards which are very vague do not really speed your API design process that much nor simplify the integration process as the variability of APIs adhering to them may be very wide.

    Knowing when to hold back: When not to build an API

    This book is about how to design an API, I know. However, a crucial step in this process is to know when not to design one. We have covered some of those motivations in the previous steps. In case we would be duplicating functionality of an existing API it is usually a better idea to extend an already existing API with the new business cases we need, unless the technical requirements are strict enough to restrict this option.

    Some of the other important reasons not to design an API are:

    
      	High cost: If the cost of creating and maintaining an API is not adding sufficiently to user experience or to the revenue, it would be wise to reassess the motivations.

      	High increase of overall system complexity: This one is tricky as you usually realize about it way too late. A good indicator of this is when your system requires multiple internal calls and references to other APIs creating many dependencies or, worse, recursions. This is a common issue with services running on microservice or serverless architecture where overall system consistency cannot be assured in any given moment.
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       Read more

      Find more information about Eventual consistency here: https://www.wikiwand.com/en/Eventual_consistency

    

    
      	Trendiness: Just because APIs are trendy doesn’t mean they’re the right solution for every problem. Building an API just to follow a trend can lead to unnecessary complexity. This also applies to specific technologies or styles. Only because some technology, like GraphQL, is currently hot doesn’t mean that it is a good decision to create an API using it.

      	Overengineering: If your software is simple and isn’t intended to interact with other systems, building an API might be overkill.

      	Regulatory Compliance: In certain industries, there may be regulations that restrict what data can be exposed through APIs. It’s important to ensure that any API complies with all relevant regulations. For example, exposing any health-related data is very sensitive and will require a deep analysis what can and what cannot be shared.

      	Monetization: While it’s not inherently bad to monetize an API, doing so without providing sufficient value to the user can lead to a poor user experience and potential backlash. When you are monetizing data you have via an API, be sure its quality is high enough and remember that this will not only add the required effort on documentation and such, but also will require more complex API management solution.

    

    Creating a new API is usually a good idea. However, as we could learn in this section, there are legitimate reasons not to do so. Going through a short list like the one above and verifying our reasoning and constraints behind this new API may save us some headaches in the future.

    Tackling API Sprawl

    The last issue we will discuss in this section is so-called API Sprawl. It is a phenomenon usually seen in large organizations, where a large number of APIs are being created with little to no governance over them and without following best practices regarding API management and design. If an organization have problems doing any of the following:

    
      	Specifying what APIs do they have in their ecosystem

      	Knowing how many APIs they have

      	Can’t tell where the APIs are deployed and how to access them

      	Don’t have live monitoring data about all of their APIs

      	Can’t say why their APIs are failing

    

    Then it is most likely struggling with API Sprawl.

    So, API Sprawl is not really the result of too many APIs. It is a deficiency in the API governance program. In case your organization is struggling to some extent with an API Sprawl and really needs that new API, it may also be the harbinger of change which will show how to start a good governance program to tackle the problems you have. If governance and management are done well, having too many APIs is a much better problem to have than having too few.

    
      
        [image: ]
      

      Read more

      More information about API Sprawl here: https://nordicapis.com/api-futures-api-sprawl-to-be-a-pressing-concern-in-2024/

    

    To reiterate - in a rare occasion when your organization may be struggling with the quality of its APIs the questions, the problem does not really come from the number of APIs existing in the ecosystem, it is rather the lack of quality control, observability, and policies management. The first step to fix it is to realize the scale of the issue. With that, our new API may be a beacon of hope and the first API introducing new API Governance standards. Tackling the API Governance challenge is based on communication patterns within an organization. The next section explores in detail how to approach API design centered on your audience and how to leverage good communication patterns to do so.

    Identifying your API’s audience: Tailoring your approach

    In the preceding section, we have briefly talked about the difference between internal and external audience. Now let’s dive deeper into the topic of identifying your API’s target audience and how it affects API design and our motivations.

    As already mentioned, internal and external APIs have many business and technological advantages. We will be able to reuse the data interfaces, give data more visibility, add more revenue streams or monetize our platform. How does the approach to API design differ for internal and external APIs though?

    Communication and affordance-centric API design

    The requirements with which we usually start to build our new API usually tell us what kind of business requirements we are going to fulfil and how we should do that. However, rarely it is a product of close interaction with the future consumer. One great possibility which internal APIs tend to have out of the box is that we already know who is going to be our consumer. We can work with them from the very beginning to come up with the best design for their needs. This will help creating an affordance-centric API. This means an API whose operations correspond as close as possible with your consumer’s needs. This is the most important aspect for REST APIs design and what allows to minimize potential issues like chattiness (what is it), caching, etc. You will be able to create you API data models based on user requirements and thus avoid sending unnecessary or insufficient data or expose database or implementation models. Close communication with future consumers is also crucial to discover limitations on non-design specific aspects, such as performance, security, complexity. Consider also what systems or applications your audience will be integrating your API with. This can influence the design of your API. If possible, you should do a similar exercise with the external or partner consumers. Work as early as possible with those who are interested in using your APIs and design accordingly. You can also create personas of different types of consumers and create a design process driven by the requirements for each persona.

    Consider also what kind of systems your consumers are going to integrate your API with. For example, in epidemiology researchers commonly do data analysis on information presented in .csv file format, so it could make sense to make your API to provide this type of content. Certain systems expect data to be provided in some specific format. For example, date format is different in US and Europe, similarly decimal number. Units can be provided in metric or in imperial systems. There are many considerations like this, and they are really important for the success of your API. By all means, try to satisfy the needs of your consumers by providing expected data.

    
      Best practice

      Always work with your future consumer. If you already know who that is, reach out and learn their requirements and understand how and what for they want to use your API. If you don’t have this possibility, create personas to represent different classes of your consumers and work towards designing your API for their needs. Remember, that your consumers, as well as those personas, may and will evolve with time as both of you better understand the subject matter. Iterative process and effective communication are crucial to good API design. 
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    Beyond design

    There are also important differences between internal and external APIs which reach outside of pure API design. These include:

    
      	Security: Internal APIs may reside within a strictly controlled DMZ zone without any external access. This greatly limits the potential for a breach. Internal APIs can use simpler internal authorization mechanisms in general. However, you still need one in order to be able to manage your access control levels, track the usage of different APIs and their operations and gain observability on any potential issues happening to it.

      	Access control: External APIs require a fine grain control of who has access to which operations on your API. This is especially important in conjunction with proper rate limiting strategies, where you will limit usage of your API for different type of users

      	Documentation: External APIs, as a product exposed to external consumers, require great documentation to minimize the confusions on how to integrate and get the necessary value out from it. This works great in conjunction with an easy-to-use keys provisioning mechanism. Together, these allow for the quickest time to first call to your API and a painless integration process. The best practice is to create you API documentation the same way for internal as external APIs. Think about your API as a product, and your consumers, no matter whether they are internal or external, deserve great experience using it. The easier and more self-sufficient your consumers will be, the easier maintenance of your API will be, and consumers will be able to take advantage of it to the fullest
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      Best practices

      Prepare documentation, feedback channels, design policies, access control, monitoring for internal APIs the same way as you would for external APIs. This way you will assure higher, equal standards for all APIs, better developer experience and onboarding process, and also make the process of externalizing your APIs much easier, as it won’t require a complete redesign of the API management strategy.

    

    As we could observe, audience-centric approach to designing and building your API is crucial for its success. It will reinforce both the business value of your API as well as the technical efficiency. Engaging in communication with consumers from the earliest stages of the API lifecycle will also answer doubts about the security mechanisms you can or should implement or how to organize your documentation for the best value added. In the next section, we are going to explore how APIs are driving your business value and enable innovation.

    APIs as business catalysts: Driving value and innovation

    In this chapter, we delve into the business motivations behind the creation of APIs, arguably the most significant driver of all. The industry truly began to innovate when businesses realized the potential of APIs to enhance revenue and expand market reach. While the technologies enabling APIs to have existed for a long time, it was not until their large-scale implementation that we began to see their true potential. So, what constitutes a compelling business motivation? We touched upon some in the first section of this chapter: The “Why” of API development: Exploring the core motivations. Let’s explore in greater detail.

    If your objective is to externalize your capabilities and foster an economy around your services and data, APIs offer the creative freedom to construct unique solutions tailored to specific user needs, all through straightforward API connections. They facilitate the development of new applications that might otherwise be too complex or time-consuming. APIs streamline the integration between intricate systems, irrespective of the programming language and frameworks employed. This eradicates data silos, ensuring easy access to information. Consequently, the potential consumer market for your API broadens, as the entry barrier is relatively low.

    How APIs are creating innovation

    In this section, we will go through several examples from different industries about how APIs helped create innovation and improved products.

    We are currently experiencing a huge rise in popularity and capabilities of AI systems. AI is being added everywhere to most services we are dealing with. This AI boom was possible because of the advancements of large language models, but also because of APIs. AI systems can efficiently get new data and access external functionality or interfaces exactly because of the APIs they have access to. We can safely say that there would be no modern AI systems in the form we can see them if there were no web APIs. What’s more, AI can leverage certain qualities of API design more efficiently than it was possible ever before. Hypermedia APIs, which are self-discoverable and documentable through the use of hyperlinks within their data models, are an amazing feature for systems, which can explore them without the need for tedious implementation of those hypermedia controls.

    In the automotive industry, APIs are used to embed efficiency data, driving statistics, maps information, and more. These kind of data is especially crucial to the rise of electric mobility. Charging stations, depending on the country, may not be a very common sight in some places and the ability to plan your route so that you can be sure not to run out of juice is key. To build a solution for route planning car manufacturers had to integrate a number of APIs. You need maps data with charging stations, distances, inclinations, speed limits to plan the path. Weather data to be able to adjust it for temperature, wind, humidity. Your car may also learn your driving style and adjust these predictions based on it. All of that comes from various services, both car manufacturers, as well as third party.

    In retail, adidas is a good example of leveraging the API Economy to its benefits. They managed to switch from multiple wholesale and retail channels to a more focused, multiplatform solution by integrating with some of the big online marketplaces and their APIs. They are also using a plethora of internal APIs to track the logistics of apparel manufacture process and shipment. Their apparel design tools use APIs to fetch data about materials and their qualities, colors, pieces, etc., so that designers can easily get information on what is feasible and will create a good product. This is only a snapshot of part of adidas API economy, but already shows how their adoption allowed them to successfully go through digital transformation and be much more agile about how the data is being shared within the organization and with their partners.

    In recent years banking, an industry traditionally resistant to changes, has been undergoing a big revolution. With the adoption of the European PSD2 legislative we are experiencing the birth of Open Banking which, in turn, revolutionizes fintech businesses. With banks customers now having the right to access their data in a programmatic way, fintech companies are able to leverage them to provide people with a plethora of new services. By only having access to your banking data with spendings and earnings they can do things like planning your budgets or suggesting investment strategies. Mash these data with some external sources and you can create even more helpful applications to help you save some money or invest in them well.

    How good API design impacts API Economy

    But how can a good API design impact API Economy? After all, this book is about API design and not really about how business can benefit from them. Let’s quickly go through some examples of how good API design helps to grow business:

    
      	Usability: Good API design makes APIs easy to understand and use. This encourages more developers to use the API, leading to more integrations and a larger user base.

      	Efficiency: Well-designed APIs can improve efficiency by making it easier for developers to integrate with other systems. This can lead to faster product delivery and innovation.

      	Security: Good API design also includes robust security measures, which are crucial for protecting sensitive data and maintaining user trust.

      	Scalability: APIs designed with scalability in mind can handle a large number of requests, allowing businesses to grow without worrying about API performance.

      	Interoperability: A well-designed API can work seamlessly with other systems, regardless of the programming language or platform. This interoperability can lead to more integrations and collaborations.

    

    As we can see, API design is absolutely crucial for the success of your API. We know very well how important user experience is in consumer applications. In the case of APIs, the consumers are developers, software architects, and other technical people. The user experience in this case is called Developer Experience and describes the ease to integrate with your API, maintain this integration for a long time, and the ability to enhance and monitor it. API Design, not unlike classical product design, or game design in case of video games, is what enables positive feedback loop for the consumers of APIs. A well-designed API, providing good value interfaces and which is easy to work with, will assure a long lifetime for your business. Now, let’s reiterate what we have learned in this chapter.

    Summary

    In this chapter, we’ve delved into the fundamental motivations behind building APIs. One of the key takeaways is that APIs are crafted as products for specific consumer groups. The most effective products emerge from solid communication between API providers - those who build and maintain them - and API consumers. Even when creating an entirely novel API, it’s beneficial to engage with potential users to understand their needs and interaction methods.

    We’ve discussed how internal APIs can boost operational efficiency and security, while external APIs can generate revenue and enhance the quality of the API. Both types of APIs play a significant role in the API economy, helping businesses to leverage their unique business logic and data for new uses, deliver value to API consumers, enhance their competitive edge, and speed up time-to-market. Close communication during the API design process is key, whether your API is for external or internal use. While the business motivations may differ depending on whether an API is internal or external, the goals of quality, ease of use, maintainability, and observability are common to all APIs.

    We also explored scenarios where it might be more beneficial to update an existing API rather than building a new one. Essentially, if you’re considering building a new API when a similar one already exists, it’s worth evaluating the difference in cost, both in terms of money and technology, between building and maintaining a new solution versus the current one. Consider the impact on your current clients, whether it will disrupt their integrations, and if your new solution meets their needs. Lastly, consider whether your organization is experiencing API Sprawl. Perhaps your new API could be a step towards addressing the lack of proper governance around your APIs.

    We looked at a number of case studies showing that building APIs is key to growing your organization digitally, opening up more revenue streams, and improving internal efficiency. The importance of good API design is now more important than ever with the rise of large language model AI systems which can take advantage of it to an even greater extent.

    In the next chapter, we’ll discuss the API as a Product approach. We’ll show how this represents a paradigm shift in how organizations think about APIs and the value they deliver. We’ll break down the building blocks that make this approach work in practice and explore strategies for API monetization, packaging, and the role of the API portal in enabling adoption. We’ll also continue developing our small API project and plan its strategy.
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    API as a Product: Designing APIs with a Product Mindset

    This chapter discusses how to approach APIs with a product mindset, focusing on the value the API provides to its consumers. It focuses on treating APIs as products rather than mere technical components. It emphasizes the importance of designing APIs with business goals and developer experience in mind and creating delightful experiences for API consumers. It covers best practices for designing effective API monetization, API packaging, and an API portal. It provides insights into how these principles can lead to more robust, efficient, and user-friendly APIs.

    By the end of the chapter, you’ll know the building blocks of an API as a product strategy and understand its mindset and the related benefits. You’ll be able to design an effective API monetization and package your API. Finally, you’ll learn the role of the API portal and the API product owner.

    In this chapter, we are going to cover the following main topics:

    
      	API as a product as a shifting paradigm

      	The building blocks of API as a product

      	API monetization strategies

      	API packaging

      	API portal

    

    Shifting paradigm – APIs as products

    Historically, many organizations own hundreds or thousands of point-to-point integration interfaces. Adidas, for instance, owns thousands of point-to-point interfaces supporting their internal operations and integration with third parties. Maintaining such a large landscape of legacy APIs has a tremendous cost. For example, Adidas saw an opportunity to shift how they treat these point-to-point interfaces. They decided to change how they treat APIs to achieve operational excellence, speed up how they integrate with their partners, create new revenue streams, and open doors for innovation.

    We’ve also experienced an explosion of software consumption models. Users have swiftly moved beyond browser-based web apps and are now using products across multiple devices and environments.

    Etsy, for example, recognized the growing trend of users accessing their services across various platforms. To ensure a seamless experience, they needed to adapt their API accordingly.

    
      [image: ]
       All of the code that was built for the website then had to be rebuilt in our API to be used by iOS and Android App.

      [image: ]
      – Stephanie Schirmer, Etsy

    

    Beyond traditional API consumption models, we have also witnessed the rise of autonomous clients, especially with AI agents. This new trend pushes product engineering teams to re-design their APIs and consider APIs as first-class citizens instead of just a technical component.

    So, API as a product is the intention of treating APIs like software products. It’s a mindset shift that influences how you see APIs:

    
      	From traditional technical assets to business assets

      	From project-based solutions to product-based

      	From being managed by project managers to being managed by API product managers

      	From afterthought documentation to prototype-based documentation

      	From complex integration to simple self-service integration

      	From generating zero value to generating unique value for customers

      	From slowing your innovation to unlocking new features

      	From slowing your team’s collaboration to scaling your product organization

    

    The shift towards treating APIs as products emphasizes the need for a consumer-centric approach, which is crucial for their success. This leads us to the next section, where we delve into the building blocks of API as a product, exploring key requirements and practical strategies to ensure APIs meet user needs and deliver value. Let’s dive into the main requirements and see how they shape your API as a product.

    The building blocks of API as a product

    In practice, treating an API as a product involves several key requirements to ensure it meets the needs of its users and delivers the right value. Let’s look at the main requirements.

    Customer centricity

    Consumer centricity refers to a business approach that prioritizes the needs and use cases of your customers. This principle involves talking to your customers, understanding and anticipating their requirements, and designing the APIs together. For example, Stripe has a strong consumer-centric culture as they gather the voices of the customers by using diverse ways and tactics to gain empathy from their users and understand their needs. As a tactic, Stripe performs structured user experience research to answer questions such as What challenges do developers face when using our APIs?. They record the developers trying to integrate using Stripe API to find areas of friction and identify unforeseen pains.

    In addition to talking to your customers, you have the intention of designing your APIs as packaged products, solving problems not just for one but many customers, and ultimately to an API audience.

    Understanding your API audience will enable you to tailor API’s design, documentation, support, and marketing efforts to meet the needs and expectations of each user persona, which might be categorized into the following segments:

    
      	Developers: They have different levels of expertise, from beginner to advanced; they need clear and easy-to-use documentation, example code, software development kits (SDKs), and frictionless developer experience. To target this segment, you need to focus on developer experience, quick onboarding, and robust API support.

      	Product managers: They have a good understanding of technical and business aspects, and they need straightforward capabilities, insights, use cases, and what your API has to offer. To target this segment, you need to demonstrate how you can solve their business problems and enhance their products.

      	Business owners: They are skilled at designing business strategies and making decisions, they need a clear value proposition, return on investment (ROI), case studies, and easy to understand pricing model. To target this segment, you need to show business benefits, potential cost savings, and revenue generation.

      	DevOps and security engineers: They are skilled at managing infrastructure, and platforms and securing them. They need reliable, scalable, secure, and compliant API features. To target them you need to focus on API performance, uptime, and API security.

      	Support engineers: They are responsible for community management and API support. They need great documentation, troubleshooting guides, and a supportive community. To target them you need to provide help, explanatory API errors, and detailed troubleshooting guides.

    

    A typical challenge when talking to customers is knowing exactly what they need and deciding whether to solve their problems or not. For instance, you might be known for providing a geo-coding API product, and some customers potentially will ask for map features. The challenge is to balance what you need to solve, what you are good at, and what the customer needs.

    To bridge the concepts of customer centricity and design focus in APIs, it’s important to emphasize the importance of aligning design principles with user needs. The focus on consumer centricity underscores the necessity of understanding and addressing diverse user requirements, laying the foundation for effective API design. By prioritizing reusability and consistency in API design, we can ensure that APIs are not only easy to consume but also meet the varied expectations of different user personas. Let’s explore how reusability and consistency in design enhance the overall API experience.

    Focus on design

    APIs as products are easy to consume because they are reusable and consistent. Let’s take a look at each of these principles in detail.

    Reusability

    API reusability is a design principle where APIs are developed to be used across different applications or services without requiring signification modification. Think of reusability like LEGO bricks. These building blocks are standardized and fit together seamlessly, allowing you to build a variety of structures. For example, Twilio’s API is highly modular, allowing developers to add communication features to web applications, mobile devices, and IoT devices using different languages. This reusability makes it the go-to API for diverse communication needs.
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    Figure 2.1: Lego (image from Unsplash)

    In addition to reusability, API products should be consistent. Like Lego bricks, which follow standard dimensions and connection points, this makes them compatible with other LEGO bricks.

    Consistency

    Consistency in APIs leads to predictability in how they are consumed, makes them easy to use, and reduces developers’ friction. This principle improves your developer’s experience in many ways, it reduces your developer’s learning curve and reduces time to integrate and failures.

    Here are some examples that highlight the impact of missing consistency, leading to challenges for developers:

    
      	Inconsistent naming conventions: Inconsistent API endpoint names and parameters. For instance, some endpoints or payload fields use snake_case while others use camelCase. This practice makes developers unhappy as you increase the likelihood of making errors in their API integrations.

      	Frequent data format change: For example, an API has different fields or nested structures in different versions without adequate documentation of the versioning strategy. These unannounced changes break existing clients that depend on stable data format, leading to frustration and increased maintenance costs.

      	Unpredictable rate limits and throttling: API rate limits or throttling rules are inconsistent or not communicated, for example, you might hide a rate limit for security reasons, or instantly change a rate limit without notice. Integrations that rely on your API will suddenly stop working, thus developers will not trust you anymore as they can’t build reliable applications.

    

    While effective design ensures APIs are reusable and consistent, having a dedicated API product owner is essential to maintain this focus and drive the API strategy forward. The API product owner ensures that the principles of reusability and consistency are upheld, aligning API development with business goals and customer needs. Let’s now delve into the responsibilities and impact of an API product owner.

    API product owner

    Many organizations adopt API-as-a-product strategies without designating dedicated API product owners, jeopardizing the success and sustainability of their API initiatives. To understand the crucial role and impact of an API product owner, we will explore their key responsibilities and the risks of not having this role in place. Following this, we’ll discuss how organizations can build and develop API product owner capabilities.

    The role of an API product owner

    An API product owner is a pivotal figure responsible for steering the API-as-a-product strategy. They ensure that APIs are developed, maintained, and evolved with a product-centric approach rather than a traditional, ad hoc methodology. Their responsibilities include the following:

    
      	Advocacy and sponsorship: API product owners champion the value proposition of APIs, securing necessary business sponsorship and funding. They communicate the strategic importance of APIs to stakeholders, ensuring alignment and support across the organization.

      	Customer insight and iteration: By understanding and decrypting API customer insights, API product owners drive the continuous iteration and improvement of APIs. They support the business in leveraging API potential to maximize revenue and meet evolving customer needs.

      	Defining API roadmap: From the customer insights API product owners can define and prioritize API features, manage API product backlog, and ensure alignment and engineering teams’ commitment to delivering value to customers.

      	Lifecycle management: API product owners act as the primary customers of the API lifecycle, advocating for its effective implementation. They ensure that the lifecycle processes produce valuable APIs, manage API product bundles, and utilize API management solutions to gain insights on usage, security, and access.

    

    In summary, the API product owner is crucial for bridging the gap between technical development and business strategy. They ensure APIs are not only technically sound but also aligned with market needs and organizational goals. By advocating for API value, driving customer-focused improvements, managing a clear and strategic roadmap, and overseeing lifecycle management, API product owners play an essential role in the success and sustainability of API initiatives. Their involvement helps prevent the risks associated with traditional, ad hoc development approaches and ensures APIs deliver maximum value to both the business and its customers.

    Risks of not having an API product owner

    Without an API product owner, organizations face several challenges, such as the following:

    
      	Traditional development approaches: Without API product owners, your APIs will be built using traditional ways of working, meaning we postpone them or treat them as trivial documentation that potentially will end in an outdated state. Traditional development approaches often involve creating APIs on an ad hoc basis without a long-term strategy, leading to inconsistency and technical debt. These methods treat APIs as one-time projects with minimal documentation and customer engagement, resulting in outdated and difficult-to-use APIs. Additionally, there is little proactive planning or lifecycle management, causing APIs to fall behind in meeting evolving user needs.

      	Siloed APIs: APIs can remain isolated within organizational silos, making it difficult to secure business sponsorship and funding. The value and potential of APIs are often misunderstood or overlooked.

      	Missed Customer Insights: Lacking someone to gather and analyze API customer insights results in missed opportunities for iteration and improvement, limiting revenue potential and customer satisfaction.

    

    In summary, the absence of an API product owner can lead to fragmented development, isolated efforts, and missed opportunities to leverage customer insights. This not only hampers the potential value of APIs but also affects their usability, maintenance, and overall effectiveness in driving business success.

    Building API product owner capability

    Finding and hiring skilled API product owners can be challenging due to the niche nature of the role. However, organizations can also develop this capability internally. This involves identifying current employees who possess a strong understanding of both the business and technical aspects of API development and providing them with the necessary training and resources to transition into the role of API product owner.

    For instance, as part of their API-as-a-product initiative, Adidas successfully trained existing product owners to become API product owners. This approach allowed them to scale their e-commerce core APIs and build effective internal API teams. By leveraging the knowledge and experience of their current staff, Adidas was able to foster a deep understanding of their specific API needs and organizational goals, which external hires might take longer to achieve.

    To develop API product owner capabilities internally, organizations can take several steps:

    
      	API training programs: Implement comprehensive training programs that cover the key responsibilities of an API product owner, including API strategy, customer insights, lifecycle management, and stakeholder communication. This can include workshops, online courses, and mentorship from experienced API professionals.

      	Cross-functional collaboration: Encourage collaboration between different teams such as development, marketing, and customer support to provide a holistic understanding of how APIs impact various aspects of the business. This can help potential API product owners see the broader picture and understand the importance of their role.

      
      
      
    

    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
  




















































OEBPS/Text/toc.xhtml


  

    Contents



    

      		Preface

        

          		Who this book is for



          		What this book covers



          		To get the most out of this book

          



          		Get in touch



          		Free Benefits with Your Book

            

              		How to Unlock 



            



          



        



      



      		The Apprentice’s Study – Preparing for the Craft



      		The “Why” of API Development

        

          		Free Benefits with Your Book



          		The “Why” of API development: Exploring the core motivations

            

              		The essence of APIs



              		Audience-centric API design



              		Technological drivers for building APIs



              		APIs: The Business Game Changers



              		The balancing act: Creating new vs. extending existing APIs



              		Adhering to standards in API development



              		Knowing when to hold back: When not to build an API



              		Tackling API Sprawl



            



          



          		Identifying your API’s audience: Tailoring your approach

            

              		Communication and affordance-centric API design



              		Beyond design



            



          



          		APIs as business catalysts: Driving value and innovation

            

              		How APIs are creating innovation



              		How good API design impacts API Economy



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		API as a Product: Designing APIs with a Product Mindset

        

          		Shifting paradigm – APIs as products



          		The building blocks of API as a product

            

              		Customer centricity



              		Focus on design

                

                  		Reusability



                  		Consistency



                



              



              		API product owner

                

                  		The role of an API product owner



                  		Risks of not having an API product owner



                  		Building API product owner capability



                



              



              		DX

                

                  		Understanding your audience



                  		Designing your developer journey



                



              



            



          



          		API monetization strategies

            

              		What’s API monetization



              		Designing your monetization model



            



          



          		API bundling

            

              		What’s an API bundle?



              		What’s an API plan?



              		Example – Magic Cloud API packaging



              		Real-world use case – Twilio’s SendGrid Email API



              		API portal



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		Understanding Application and API Lifecycles

        

          		What is the API Lifecycle?

            

              		Why knowing about your API lifecycle is important for a good API design



              		What are the benefits of API lifecycle management?



            



          



          		Defining the stages of the API lifecycle

            

              		Design



              		Development and testing



              		Deployment



              		Publishing



              		Consuming and monitoring



              		Update



              		Retirement



            



          



          		Why is the design stage the one that impacts everything?



          		Successfully managing application and API Lifecycles

            

              		Example of a life cycle model for an e-store



              		The importance of communication



              		Prototyping and quick feedback loop



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		Applying Domain-Driven Design to APIs

        

          		Domain-driven design overview

            

              		What is domain-driven design?



              		Why is domain-driven design important?

                

                  		Bridging the communication gap



                  		Enabling microservices and organizational scalability



                  		Reducing technical debt



                  		Enhancing maintainability



                



              



              		Building blocks of domain-driven design

                

                  		Domain



                  		Subdomain



                  		Bounded contexts



                  		Ubiquitous language



                  		Entities



                  		Value objects



                  		Aggregates



                  		Repositories



                



              



            



          



          		How can domain-driven design benefit APIs?

            

              		Enabling experience-based APIs



              		Avoiding accidental complexity



              		Improving API security



            



          



          		Applying domain-driven design to REST APIs

            

              		Aligning APIs with ubiquitous language



              		Defining bounded contexts for APIs



              		Designing experience-based APIs



              		Making your API discoverable



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		The Wizard’s Grimoire – Mastering the Fundamentals of REST



      		Comparing and Choosing the Right API Style

        

          		What’s an API style?



          		Importance of choosing the right API style



          		API style families

            

              		Function-based APIs



              		Resource-based APIs



              		Query-based APIs



              		Event-based APIs



            



          



          		How to choose the right API style

            

              		Understanding the core requirements



              		Synchronous versus asynchronous communication



              		Data complexity and flexibility



              		Coupling: tight versus loose



              		Scalability and performance



              		Business and use case considerations



              		Developer experience and integration



            



          



          		Mixing API styles



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		REST Design Constraints and Maturity Models

        

          		Technical requirements



          		The HTTP protocol

            

              		Characteristics of the HTTP protocol



              		The structure of an HTTP request and response

                

                  		URI



                  		HTTP methods



                  		HTTP headers



                  		HTTP response codes



                  		HTTP/2 and beyond



                



              



            



          



          		REST API design constraints

            

              		Client-server



              		Stateless



              		Cacheable



              		Uniform interface



              		Layered system



              		Code on demand (optional)



            



          



          		API maturity

            

              		RMM

                

                  		Level 0: The Swamp of POX



                  		Level 1: Resources



                  		Level 2: HTTP Verbs



                  		Level 3: Hypermedia Controls (HATEOAS)



                



              



              		WADMM

                

                  		Level 0: Database-centric



                  		Level 1: Object-centric



                  		Level 2: Resource-centric



                  		Level 3: Affordance-centric



                



              



            



          



          		How to assess and improve your API’s maturity



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		Constructing an API Design Domain Model

        

          		Technical requirements

            

              		Magic Items Store example



            



          



          		Understanding the role of API modeling in API design

            

              		What is API modeling?



              		API modeling components

                

                  		Data structures



                  		Endpoints



                  		Operations



                  		Relationships



                



              



              		API modeling and API design



              		Beyond physical API modeling

                

                  		API profiles: Capturing broader context



                  		Logical versus physical models



                  		Extending the model with business rules



                  		Addressing multiple API styles



                



              



            



          



          		Diving into JSON Schema for API modeling

            

              		What is JSON Schema?



              		The importance of JSON Schema in REST APIs



              		JSON Schema beyond REST: other API styles



              		Best practices for using JSON Schema in API modeling



            



          



          		Adopting the minimal API surface principle

            

              		The problem of over-engineering



              		The minimal API surface principle



              		Examples of a minimal API surface versus an over-engineered API

                

                  		Example 1: Minimal API surface



                  		Example 2: Over-engineered API



                



              



            



          



          		Constructing an API design domain model from a ubiquitous language

            

              		Step 1: Define the ubiquitous language



              		Step 2: Define the use cases



              		Step 3: Map use cases to REST API verbs



              		Step 4: Define the resource model using JSON Schema



              		Step 5: Define state transitions and input models



              		Step 6: Compile everything into the OpenAPI Specification



              		Bringing it all together



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		Designing and Managing Effective API Contracts

        

          		Technical requirements



          		Understanding the concept and importance of API contracts

            

              		What is an API contract?



              		The importance of API contracts

                

                  		Ensuring consistency and predictability



                  		Facilitating collaboration



                  		Mitigating change and managing versions



                  		Enhancing security and reliability



                  		Supporting API-first design and development



                



              



            



          



          		Introducing API contract building blocks

            

              		Technical specifications

                

                  		Endpoints definition



                  		Data models and schemas



                  		Security framework



                



              



              		Business commitments

                

                  		Service-Level Agreements (SLAs)



                  		Operational policies



                  		Compliance and legal requirements



                



              



            



          



          		Managing your API contracts

            

              		The challenge of API sprawl



              		Addressing API sprawl

                

                  		Single Source of API Truth (SSOT)



                  		Implementing a central API design repository



                



              



              		Managing API contracts with GitHub: Magic Items Store use case



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		The Archmage’s Circle – Forging and Evolving API Contracts



      		Understanding the OpenAPI Specification

        

          		The origins and purpose of OpenAPI

            

              		Why use OAS?



              		How to use OAS



            



          



          		Designing REST APIs with OAS

            

              		Introducing the Magic Items store API



            



          



          		The structure of OAS

            

              		The info object: your API’s first impression



              		The paths object: mapping your API’s capabilities 



              		The parameters object: configuring your API’s inputs

                

                  		Parameter types and locations



                  		Parameter object fields



                  		Handling objects and arrays in parameters



                



              



              		The requestBody object: structuring your API’s payloads

                

                  		Basic structure and key fields



                  		Multiple content types



                  		The critical importance of examples



                



              



              		The responses object: defining your API’s output contracts

                

                  		Key fields of the responses object



                  		HTTP status codes in the responses map



                  		The importance of defining all possible responses



                  		Why to avoid the default response



                  		Closing the communication loop



                



              



              		The security object: protecting your API resources

                

                  		Understanding security requirements and scopes



                  		Security schemes



                  		Why OAuth 2.0 is preferred for most APIs



                  		Securing your magical realm



                



              



              		The components object: your API’s reusable building blocks



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		OpenAPI as a Contract: Best Practices and Implementation

        

          		OpenAPI as a contract for your API

            

              		OAS as your single source of truth

                

                  		How OpenAPI implements the contract concept in practice



                  		Translating abstract API contracts into executable OAS documents



                  		Key elements that make OAS effective as a binding agreement



                



              



              		OAS-powered tools across your workflow

                

                  		Documentation generators: bringing your API to life



                  		Mock servers: development without waiting



                  		Validators: ensuring contract compliance



                  		Code generators: from definition to implementation



                  		Gateway configurations: managing API traffic



                  		Testing frameworks: verifying contract compliance



                



              



              		Shifting left: catching API issues before they happen

                

                  		Detecting contract violations before deployment



                  		Test everything against your contract



                  		Building validation gates in your pipeline



                



              



              		Transforming teams with OAS adoption

                

                  		Making API design decisions clear and consistent



                  		Getting everyone speaking the same language



                  		Speeding up development with contract-first practices



                



              



            



          



          		Best practices for using OpenAPI

            

              		Designing clear and consistent API structures

                

                  		Organizing resources logically



                  		Establishing consistent URL patterns



                  		Defining meaningful operations



                  		Establishing naming conventions



                  		Creating consistent resource patterns



                  		Pagination, filtering, and sorting



                



              



              		Leveraging reusable components

                

                  		Creating component schemas for common data structures



                  		Organizing components for maintainability



                



              



              		Implementing common API patterns

                

                  		Implementing robust error handling with problem details



                  		Handling pagination



                  		Avoiding bulk operations



                  		The importance of examples



                  		Documenting error codes



                



              



              		Implementing long-running operations in REST APIs

                

                  		Using 202 accepted for asynchronous processing



                  		Using 303 See Other for completion redirection



                  		Callbacks and webhooks for notifications



                  		Best practices for long-running operations



                



              



              		API versioning approaches



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		Using JSON Schema to Define Your Object Models

        

          		Technical requirements



          		Understanding JSON Schema

            

              		Introduction to JSON Schema



              		Basic concepts

                

                  		Data types



                  		Basic structure of a JSON schema



                



              



              		Advanced concepts

                

                  		Combining schemas (allOf, anyOf, oneOf, and not)



                  		Exploring conditional subschemas



                  		References and reusability ($ref)



                  		JSON Hyper-Schema



                



              



            



          



          		JSON Schema at work

            

              		Evolution

                

                  		Handling schema changes



                



              



              		Integration with development workflows

                

                  		Using JSON Schema in API development



                  		Automating schema validation in CI/CD pipelines



                



              



            



          



          		Best practices for using JSON Schema

            

              		Schema design principles



              		Documentation and communication

                

                  		Documenting schemas for developers



                  		Using JSON Schema for API documentation



                



              



              		Performance considerations

                

                  		Optimizing schema validation



                  		Balancing validation strictness and performance



                



              



              		Security implications

                

                  		Preventing security vulnerabilities with JSON Schema



                



              



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		Don’t Hate Your Hypermedia: Creating APIs for Humans and AIs

        

          		The power of hypermedia as a REST constraint

            

              		Beyond basic REST: implementing true hypermedia

                

                  		Hypermedia’s critical role in REST



                  		Assessing your API’s hypermedia maturity



                  		From theory to practice: implementing hypermedia



                



              



              		Hypermedia controls in practice

                

                  		Implementing link relations effectively



                  		State transitions as hypermedia controls



                  		Context-sensitive actions



                  		Balancing hypermedia richness with simplicity



                



              



            



          



          		Navigating hypermedia implementation: patterns, formats, and challenges

            

              		Essential hypermedia design patterns

                

                  		Navigating collections: pagination, filtering, and sorting



                  		Related resource discovery patterns



                



              



              		Choosing the right hypermedia format

                

                  		Why your format choice matters



                



              



              		Overcoming implementation challenges

                

                  		Client library considerations



                  		Incremental adoption strategies and handling backward compatibility



                



              



            



          



          		Designing hypermedia APIs for AI consumption

            

              		Understanding AI API consumption patterns

                

                  		How AI systems interpret and navigate API structures



                  		Key differences between human and AI consumption



                  		AI capabilities: pattern recognition, context understanding, and reasoning



                  		Current limitations and expected evolution in AI API interactions



                



              



              		AI-navigable APIs: designing for machine consumption

                

                  		Consistency



                  		AI using OpenAPI documents



                



              



              		State machines and decision trees in API design

                

                  		Modelling complex workflows as state machines



                



              



              		Practical examples and futureproofing



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		API Change Management: Strategies for Versioning and Evolution

        

          		The why of API change management

            

              		API modernization



              		New API capabilities



              		Security updates



            



          



          		API change management building blocks

            

              		Strategic prioritization and planning



              		Clear communication and developer engagement



              		API change process



              		Versioning strategy

                

                  		Global API versioning



                  		Resource-based versioning



                  		Evolution-only approach



                  		Hybrid model (combining versioning and evolution)



                



              



              		Use case: Stripe API change management process



              		Deprecation and sunsetting

                

                  		Mark the feature or resource as deprecated



                  		The importance of dual-channel signaling



                  		Deprecate the narrowest viable unit



                  		Inform and educate consumers



                



              



            



          



          		Implementing an API change process for Magic Items Store

            

              		Background: addressing early API design issues



              		Phase 1: Establishing an API change process

                

                  		Step 1: Defining the change policy



                  		Step 2: Creating a new resource variant for products



                  		Example API call before and after



                



              



              		Phase 2: Managing the deprecation of /catalog

                

                  		Step 1: Announcing deprecation with clear communication



                  		Step 2: Implementing a sunset strategy for /catalog



                



              



              		Phase 3: Future-proofing API strategy



            



          



          		Summary

            

              		Get This Book’s PDF Version and Exclusive Extras



            



          



        



      



      		Unlock Your Book’s Exclusive Benefits

        

          		How to unlock these benefits in three easy steps

            

              		Step 1



              		Step 2



              		Step 3



              		Need help?



            



          



        



      



      		Other Books You May Enjoy

      



      		Index



    



  

  

    Landmarks



    

      		

        Cover

      



      		

        Index

      



    



  



OEBPS/Images/blockquote-top.png





OEBPS/Images/Information_Box_Icon.png





OEBPS/Images/cloud-computing.png





OEBPS/Images/Next_Gen.png
o]

Next-Gen Reader





OEBPS/Images/epub_(2).png





OEBPS/Images/brightness-and-contrast_(1).png





OEBPS/Images/tip.png





OEBPS/Images/B22276_02_1.png





OEBPS/Images/Free_version.png
4 IN

EPUB

Free PDF and ePub
versions





OEBPS/Images/Unlock.png





OEBPS/Images/info.png





OEBPS/Images/blockquote-bottom.png





OEBPS/Images/lightbulb.png





OEBPS/Images/Packt_Logo_New.png
PACKD





OEBPS/Images/Quote.png





OEBPS/Images/Unlock-01.png
" UNLOCK NOW |
| ' 4





OEBPS/Images/Cover.png
<packt>

RESTful API

Design Patterns and Best Practices

Master REST API design with real-world patterns,
lifecycle management, and OpenAPI practices

Andrzej Jarzyna | Samir Amzani

Foreword by Mike Amundsen, Author, Speaker, and Advisor





OEBPS/Images/highlighter.png





OEBPS/Images/bookmark-white.png





OEBPS/Images/pdf.png





