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			Preface

			You can think of the best way of securing the network, but you won’t be able to find a way that can guarantee against the security threats, with the same thought I came forward with the idea of writing a book. It embraces the best ways of protecting the perimeter against threats. I have come across many conjectures, just like every other person dealing with the digital world. 

			Cognizance of safety tools sharing confidential information is necessary. This is the reason I have come with this book, which not only covers the knowledge about the threats that you might end up with, but also the measures that we can take to keep our network safe. I have compiled the book in a very logical manner, and it covers all the topics. The book serves as the guide to apprehend all about the perimeter security and has practical implications; you can use it for the knowledge as well as the backup plan for your security solutions.

			What makes this book remarkable is its approach and its flexible methods for easy understanding. The interconnection of every computer is the prevalent force around the globe; possibilities of interruptions can be eradicated with the help of the book. 

			It was a very memorable journey to write this book; I got the chance to analyze more problems that can appear anytime in my work too, in the first part everything was about the security of the local network, before completing that book, I have decided to write the second part too for the perimeter security. Both topics together are a complete package for your overall cybersecurity. 

			There are millions of dollars invested in the setup of computer networks, but additional maintenance is also required for its security, this book helps you with the same purpose. After reading this book, you will get a complete knowledge of the possibilities of adequately maintained perimeter security.

			Most vulnerable are the most targeted ones; the choice is ours if we want to be vulnerable or strong. The day we decide to fight against it, we have won half of the battle. The remaining half can be won by proper knowledge and strategy. The book will give you an insight into how to strategize your security.
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			Introduction 

			There can be various types of attacks in a network with different intentions. It is an attempt to access unauthorized access, get data access by illegal means, destroying the data, which can cost millions to a company. Technology expansions have evolved a whole new world to the data sharing, but new threats have also emerged with time. Various security options are available for the networks. There is a need for corporate networks to develop methods to find, analyze, and disencumber these threats.

			Cybersecurity is the arrangement of several techniques that prevent the threats from entering into the network and harming it. In this book, you will study the issues of the networks and high order solutions against the threats to the network. There are several parameters on which we can work out to take the security at a new level. These perimeters include understanding firewalls, internet, proxy servers, Ethernets, and much more. 

			No security system can prove an all-round redemption from the attacks. There can be a set of layered security sets for any intrusions. Limited access over the internet, selected recipients entry to the system, these are some of the ways to provide better security.

			Nature of digital work is very dynamic every day a new threat is born, a new intrusion is identified. It becomes essential to stay updated with the threats and able to defend our system from them. This part of the book is contained with the effects of different vulnerabilities and possible damages an intrusion can do. Not only this, you will read about the different axioms and methods to identify potential vulnerabilities. 

			Networks are not expensive access to the researchers only anymore. Common people more widely use it since everyone can not hire professionals for their network security and continue operations. 

			The book explains how to identify the attackers through honeypots, encryption, and decryption technology implementation. The book illustrates various tools and utilities like telnet, Wireshark, snort, and different tools that are crucial for security system implementation and maintenance. 

			Phishing attacks are kind of a social engineering attack to steal the login credentials, credit card details that can make a person pauper in seconds, spamming can corrupt your system in just a minute and can take away valuable information from your network this is the reason precaution over the threats becomes a necessity. 

			Security was never a matter of tolerance neither it should be, it is a necessary measure to keep our systems, networks safe and secure. 

			The book is divided into two parts: Part I will explain everything related to securing the network, and Part II will explain details about securing the perimeter.

			

			Part I - Securing Local Networks

			A computer network is a local area network or LAN that covers a small area, such as an office or building. Generally, the connectivity of LAN is a small area, but can also be spread over a group of buildings. Also, one LAN can be connected to other LANs over long distances as well, through radio waves and telephonic connections. Local area networks which are connected over long distances is also known as wide area network. The only difference between LAN and WAN is the area, that is WAN is spread over a large geographical area. Wide area networks can be defined as a combination of two or more than two LAN connected via public networks.

			The most crucial advantage of LANs is that it can transport data at a very high speed, much faster than any other public system. But, it covers less network area, which is one of its biggest drawbacks, plus it also has a limitation on the systems which can be connected to a single LAN. 

			Wireless LAN can also be deployed, provided your wireless network technology standard is strong. The quality which one requires to accommodate the network access points and the routers included, and the whole collection of the wireless network interface cards (NIC), for the computer and other network resources.

			Various types of LANs are in use, with Ethernets, being the most popular ones among PCs. Some of the distinct features which distinguish one LAN from another are as follows:

			•	Topology

			•	Protocols

			•	Media

			With the influx of computer crimes on the rise, it is most important to keep your computer as well as if it is a small office or a corporate workplace, where the LAN system is deployed to secure and protect it at any cost. Vital personal information can immediately be stolen if the local area network is not secured appropriately. If left open, unauthorized persons will gain access and connect to your network system, and read your files and data, or spy on the internet traffic of your company, to steal or hijack the company’s online accounts of its customers, clients, employees, suppliers, etc. 

			There are quite a few methods prevalent to secure the local network area of an office; here we are going to discuss some of them:

			1.	Company WIFI encryption 

			Mostly, wireless routers and access points do not have inbuilt security in them. If encryption is not done to the WIFI, anyone can easily access the the company’s WIFI. To stop this illegal access, one should use the Personal (Pre-shared key or PSK) mode of WPA or WPA2 security system to safeguard LANs. It can easily be installed or setup. An encryption password in the wireless router or access point can be set up, and the same password can also be used on the computers or devices when connecting to the WIFI. A difficult encryption password of at least 63 characters along with a combination of an upper and lower case with additional tagging of special characters. 

			In an office with several persons working, the enterprise (EAP) mode of WPA or WPA2 protection is used. The encryption password is not visible to the employees, and also these passwords are not stored in the computers and devices, possibly if they are lost or stolen.

			User names and passwords are created for every employee who needs to connect to the WIFI, instead of using the actual encrypted password. In case of one employee leaving the company or the laptop or the mobile device is lost or stolen, only the password of the particular employee can be altered or revoked instead of altering the encryption password on all the devices.

			A lot of services for this method is floating like the hosted services (such as AuthenticateMyWIFI), which can be taken. A different radius authentication server is required for the enterprise mode, which uses 802.1X authentication. But there are few different access points which have embedded RADIUS server.

			2.	802.1X Authentication for Wired and Wireless networks 

			If the company wants to have a high-security network, then it should go in for 802.1X authentication on both the wired as well as the wireless parts of the network. So it is best for the businesses to use the Enterprise mode of the WIFI security with 802.1X authentication requiring a radius server. If the business house network switches support the 802.1X authentication, then it is advisable to use the same for the wired network system also. So illegal intruders are blocked from getting unauthorized access by plugging into the company’s network system through an Ethernet wall port. Only entry would be possible for them if they use a valid username and password which has been created by the employer.
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			Fig. 802.1X Authentication

			3.	Restricted Access to Shared Folders 

			If the company employees share resources on the network, (like sharing of folders on windows), has to be protected by the setting up of the file or taking permission for sharing and also distinguishing pin pointedly about what type of access each employee has. In case, the accountant of the company looks after the books of the company; then he can be given the Read and Change access. If the secretary of the company has to gain information about it to get the paychecks ready, then he can be provided with only the Read-only access, so he does not get the permission to make any changes to the files. So in this way, the whole control lies with the employer as to the alterations of the file and sharing of permission.

			4.	Creation of a VLAN for guests 

			If you have lots of outside guests or public whom you have to provide access, they should be assigned to another virtual LAN, and the company’s SSID should be separated, if the network tools of the company support VLANs or multiple SSIDs. Or if this is not possible, a separate internet connection can be taken for them, or a separate wireless router can also be set up for company guests. The guests should never be allowed on the private network of the company. Even if there is a secured sharing of resources with file or sharing permissions, the guests can easily intrude on the company’s internet traffic and steal or hijack online accounts, which the company logs into.

			[image: Image result for Creation of a VLAN for guests]

			Fig. Guest Access with VLAN

			5.	Protection of Equipments and Ports, Physically 

			A skilled computer technician can easily create havoc in the company’s local network. So it is important to hide all network tools such as routers, switches, access points, etc. from the guests or the public as they can easily reset the wireless router or the access point to change the encryption code and so be able to login to the company’s network through WIFI. 

			Also, you should be extra careful to hide any Ethernet wall ports, so that they are inaccessible to the guests. An attacker can simply plug in and gain access to the company’s network system. Wall ports should be installed behind desks or in secured locations where only authorized people can enter, not general public. Wall ports used by general public or are not in use should be removed from the network or keep disconnected.

			6.	MAC Address Filtering 

			A skilled cyber expert can circumvent the MAC address filtering, but it protects the network from casual snoopers and guests and also for the experts, it is quite time-consuming and laborious for them to gain access into the company’s network. In this method, all the computers and devices are allocated a unique MAC address, and the devices which can access the network are distinguished. Unlisted computers and devices would not be allowed access to the network system, but hackers have skills by which they can spoof the company computer MAC address, with the listed one on the company’s device.
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			Fig. MAC Address Filtering

			Other ways in which the local area network can be protected is by updating the system periodically. Keep your network updated with the latest version. Also, by conducting timely auditing and mapping of the network system keeps it away from intruders and getting infected. VPNs could be used to encrypt certain PCs and servers to secure it from getting hijacked. 

			There are several tools avaialble in the market which you can use to protect your lcal area network. You can choose as per your requirements, here we are listing a few of them. 

			•	Anti-malware – It protects LAN from the attack of internet virus and worms and keeps it secure.

			•	Network access control device helps in the screening of entrees. 

			•	Next-generation firewalls – It is an updated version of the firewall series and helps in an added protection for the local area network.

			•	Authentication and authorization – This helps in the identification of users.

			•	Mobile device management – It helps in managing the accounts of devices in travelling.

			•	IDS and IPS tools are intrusion detection and prevention systems. They help the employees of the IT department, identify and secure their wired and wireless networks against the hackers and other attackers of the cyber world.

			It is said that if the LAN has more connected devices, there are chances of increased loopholes with respect to the security of the network. So, if a the number of computers working under the LAN system is quite large, an extra effort should be made to increasse the security. Prevention of data breaches and other security threats, make the security system stronger.

			Some of the best software for securing local area network are:

			•	Keeper

			•	Dashlane

			•	OneLogin

			•	Avast

			•	AirWatch

			•	SolarWinds

			•	Sift Science

			

			CA Technologies Secure – It is the latest and updated version of the software, which is designed in such a way to give the optimum protection to the organization against leakage or hijacking of data, and illegal access to the local area network.

			In addition to the above points, LAN typically needs an internal security system as well. These strategies involve the installation of elements like anti-virus or anti-malware security software. In typical cases of hacking methods, the intrusion is done by personal user activity. Such as many malicious software programs and intrusive viruses enter and fix themselves, when a user is opening an email, or downloading a file from an illegitimate source, or opening of the interior LAN system to outside attacks.

			Also, administrators can filter the network traffic by applying a detailed analysis of trusted network areas. These methods basically follow the specialized authentication policies, where network traffic is monitored to block different kinds of unauthorized access. Many administrators use tunnel technologies like VPN, or can also lock down different access points for more optimum control. Various layers of the OSI model can be applied by users to control network security, or control packets, where IT experts share their security experiences ‘’ at the network layer’’ for adequate control. 

			Whereas, designers would like to protect other routers and switches that cater to various other parts of the security network.

			Network security lapses occur in the case of failures to apply patches, failure to authenticate network users, failure in configuring firewalls, failure to set up effective wireless encryption.

			Failure to patch occurs, when appropriate vendor security patches are not applied to network systems and applications. It is known to most of the IT experts and organizations, but most of them seldom do. This is a great advantage for hackers, as they are always on the lookout for security bulletins and any loopholes left are immediately exploited by them. 

			The organizations looking for the optimum security for their local area network should work in combination with the different aspects of security designs, to end as many security lapses and prevent as many network vulnerabilities as possible. Today the entire world is wired in one via the internet, and the computers or network systems automate almost all our daily activities, thus having a high level protection is the need of the hour. Also, security is referred as to complementing the factors like confidentiality, integrity and availability (CIA). 

			Chapter 1, Dealing with local network security in the real world, deals with network security concerns in today’s world. As with the high level of connectivity, computers have become the most essential aspect of human existence. Right from our homes to small businesses to corporate offices, all communication is wired and stored in devices. Where a lot of computers is connected to one server, the problem of defending it against attacks is much more severe. There emerge more security loopholes in the local area network.

			LANs in the real world have become indispensable for offices and corporate houses. They can transmit data and information at breakneck speed. The high level of speed is the greatest advantage. But a few limitations are also there, as there has to be a small area or distance of communication and also the number of computers connected to one LAN is limited and cannot exceed a specific number.

			As in the real world, we look after the security of our houses and valuables by locking them and keeping them hidden from the public eye. But there is always a chance of robbery or break-ins, things getting lost. So in absolute terms, there is no real security if we see per se. If the things are of very high value, bank deposit safes can be taken, but they are expensive, and the person has to shell out money to maintain it. So is the case with the computers in the local area network. To safeguard them to a large extent, security software and methods have to be applied which comes at a high price. Everybody is not willing to pay that money, and so their computers are at the risk of external attacks and intrusion.

			The most challenging network security problem or loopholes in any local area network is the person operating the computer. Social espionage in LANs poses one of the greatest threats and persons cannot be careful and alert all the time. So if somebody randomly asks for the password and the user trusting the other person gives it to him, it can lead to sabotage. So, extra care needs to be maintained even when dealing with known people.

			Local area network security is not a one and done proposition, but a continuous ongoing one. It is a multi-layered process of creating a bulletproof glass scenario where information has no holes to leak out. All outgoing passages of information will be blocked. Personal users who bring in a wireless access point or plug in their laptop from home, directly or via a VPN to the local area network, all develop vulnerabilities which are very difficult to know or detect. If the home laptop of an employee has a Trojan horse program already installed in it, and he if he plugs on to the corporate local network he will infect the company’s network with malware and expose it to high risk of espionage. In this way, also corporate local area networks are at risks and threat from hackers. So to stop this kind of infection or from malicious intent, one has to take the help of experts who deal in computer security and make their LANs safe to a certain extent.

			There are various types of area networks like LAN, WAN and MAN. They help to serve different purposes of different organizations. But all the networks are connected to one internal server. So there is more risk of this kind of network getting polluted in the real world as it is in the hands of many users and to keep a tab on all of them is not possible. So a professional security system for local area networks is vital.

			Chapter 2, Networking basics in detail, deals with the focal points to which a network connects computers, mobiles, phones, peripherals, and even lot devices. They are the switches, routers, and wireless access points which helps to set up an excellent local area network. Through these points, tools or computers connected to the local network can communicate and share information via other networks like the internet. All the details are provided in the chapter. 

			Chapter 3, Detailed Overview of Network Protocols, deals with Network protocols which are designed for network communication. It sets rules and conventions for communication between network devices. It also includes mechanisms for devices to identify and make connections with each other and the rules for formatting that specifies how information or data is packaged to be transmitted into sent and received messages. Some networking protocols also have mechanisms to support message acknowledgements and data compression designed for reliable or high speed performance network communication.

			Most of the latest versions of the protocols for computer networking uses packet switching techniques to send and receive messages in the form of packets – messages are dissected into bits and pieces, which are collected and reorganized at the defined destination. Various kinds of different computer network protocols have been developed, each specifically designed for distinct purposes and environments. Let’s discuss a few of them.

			Internet protocol – This internet protocol (IP) is the most popular and largely used one. It comprises of a set of related network protocols. Apart from the internet protocol itself, higher speed protocols like the TCP, UDP, HTTP, and FTP all integrate with IP to provide additional capabilities. In the same manner, there are also lower level internet protocols like the ARP and the ICMP are also there, which exists side by side with IP. The higher level protocols in the IP family, generally interact more closely with applications like web browsers, whereas the lower level protocols interact more with network adapters and other computer hardware.

			Wireless network protocols – The popularity and ease of wireless networks like Wi-Fi, LTE and Bluetooth, has increased manifold. These network protocols are designed especially for wireless networks and to support roaming mobile devices. It can also handle issues related to variable data rates and network security. 

			Network routing protocols – Network routers on the internet use this networking protocol in a big way. Routing protocols are specifically designed to serve special purposes. This kind of protocol can identify the other routers, manage the pathways (called routes) between sources and destinations of network messages, and make dynamic routing decisions. The most commonly used routing protocols are EIGRP, OSPF, and BGP.

			Chapter 4, Detailed Overview of Network Servers, deals with the world of networking devices. A computer server is a computer program or a device used to provide the functionality to other devices or programs known as clients. In simple words, it is a computer system which is generally used as the central repository of data and a large number of different programs that are shared by users in a network. A computer which has become redundant because of its slow speed can be used as a network server for other computers in one household or office. But the computer must have a large hard drive (almost 100 GB) to store the huge data transmitted in it, primarily if it would be used to store videos, images, music or other files that occupy a lot of internal storage. It would be good if instead of a wireless connection, a wired connection is used to attach the computer.

			The other computers or clients attached to the network server are connected either through a LAN or WAN to access the internet. In the same way, a web server serves web pages to computers which are connected to it.

			Network servers can be of various kinds like the web servers, mail servers and the virtual servers. They conduct a lot of functions and is an essential part of the computer networking system. Most of the shared files are stored in it, and all the centralized applications in an office like the customer database are stored in it. E-mails are also managed by it properly.

			

			To connect to a network server, a set procedure is followed, which is as follows:

			•	Click start

			•	Click control panel

			•	Click network connections

			•	Click the wireless network connection icon

			•	Click view available wireless networks

			•	Choose the wireless network from the list that appears, and then click the connect button.

			•	Type in your wireless network key (Passphrase), and click connect. This is the method to operate a network server.

			A single server can serve multiple clients, and a single client can use multiple servers. A client process may run on the same device or may connect over a network to a server on a different device.

			Client network server systems in today’s world are mainly used by and often identified with the request-response model. A client sends a request to the server, the server then checks it and perform actions and revert to the client with a response, generally with a result or acknowledgement. A computer which is designated as a server class hardware, typically means that it is specialized for running servers on it. This implies that it is much stronger and reliable as compared to regular PCs. On the other hand, large computer clusters are composed of several relatively replaceable, simple, server components.

			Chapter 5, Detailed Overview of Network Connectivity Devices, deals with everything related to network connectivity devices. Connectivity is a generic term, by which electronic devices are connected, to each other to transmit or receive data or information, or the passage to and fro. Network connectivity in the absolute term embraces bridges, routers, switches and gateways and also backbone networks. It is also an extensive process of connecting the various parts of a network via different means and how the whole process works. 

			Network connectivity is also a metric to discuss how well the netowrk is connected with all the systems. Whereas the structure and makeup of the network as a single unit is refer as network topology. Various kinds of network topologies are a hub, linear, tree and star designs, which is set up in its own way to facilitate connectivity between devices and computers.

			Chapter 6, Network Transmission Media security, deals with the below things in detail.

			Network transmission media is the passage which carries the information or the data from the sender to the receiver. They are essential to form a computer network as they are the physical path between the transmitter and the receiver. Various kinds of cables and waves are used to transmit data. Mostly, data is transmitted via electrical and electromagnetic signals. Network transmission media is also called communication channel.

			In computer terminology, a transmission media is the physical path between two parties and the channel used. There are various types of transmission media. Some of them are as follows;

			Guided media – Also called wired or bounded transmission media. Guided media can be classified in three types, i.e., Optical fiber cable, Coaxial cable and twisted pair cable.

			Unguided media – Also called wireless or unbounded transmission media in which no physical medium is required for the transmission of electromagnetic signals. 

			Security in transmission media

			The chapter is all about the loopholes and discrepancies in the wireless network vulnerabilities, and transmission media gaps in security via the twisted pair cabling, coaxial cabling and fiber optic cabling along with it the solutions to overcome the issues. We will also be discussing about Bluetooth and WiMAX.

			The study of any security automatically focuses our attention towards the study of network media transmission security and its much vulnerability. It is an area of most frequent attacks by exploiting the media that the transmissions are made over. 

			

			Chapter

			1	Dealing with Local Network Security in the Real World 

			1.1	Introduction

			The chapter will focus on discussing the various security issues plaguing the local network in the real world. Local network security is any activity designed to protect the usability and integrity of the network. In these times, businesses are more digitally advanced than before, where everything is digitally connected, enhanced security has become the order of the day.

			Local network security is a subset of cybersecurity, is designated to protect any data which is transmitted via devices in the area network, ensures that the information is not changed or intercepted. The major function of local network security is to protect the organizations IT infrastructure from all cyber intruders, including malicious malware like viruses, worms and Trojan attacks, Zero-day attacks, Hacker attacks, Denial of service attacks, Spyware and Adware, all discussed extensively in the previous chapter. 

			The IT department of the organization applies the hardware and software essential to safeguard the company’s security architecture. If appropriate network security is installed, the system can detect emerging threats before their infiltration into the network and infect the data.

			A combination of programs should be installed to work together, for the network security system to improve the overall security environment. The most common network security components as discussed in previous chapters are as follows; Firewalls, anti-virus software, Intrusion detection and prevention systems [IDS / IPS], and Virtual private networks [VPN].

			If already the local network has been infected by malicious content, then the first priority is to get the attackers out as quickly as possible. The more time they inhabit the local network, the more damage they will do to the personal data. According to statistics, the average cost of a data breach per compromised record in the US 188 dollars. The best remedy for lessening the total cost is by getting the intruders out of the local network fast.

			Local network security is as important for our home networks as its important for the business networks. Most of the houses with high-speed internet connections have one or more wireless routers, which can be attacked if not adequately secured. Also, network security protects your workstation from harmful spyware and protects shared data from getting exploited.

			Network security infrastructure provides several levels of protection to prevent MIM attacks, by breaking down information into several pieces, encrypting these pieces, and transmitting them through independent paths, thus preventing cases like eavesdropping.

			Local network security promotes the reliability of the network by preventing lagging and downtime through continuous monitoring of any suspicious transaction, which can sabotage the system.

			Also, to counter the threat of attackers in the real world, local network, several protocols, devices and techniques are used, collectively to secure the network. Some of them are Wired Equivalent Privacy [WEP], WPA/ WPA2 [Wi-Fi Protected access], Wireless Intrusion Prevention Systems / Intrusion Detection Systems, etc., all explained above in detail.
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			Fig. 1.1 WEP

			The first step in securing a local network is authentication, possibly with a username and password. This is one-factor authentication, but a two-factor authentication can also be done which is something the user has like a mobile phone, etc., and even a three-factor authentication is something the user ‘ is’ is also used such as a fingerprint or retinal scan.

			The second step is the installation of the firewall, which enforces access policies such as what services are allowed to be accessed by the network users. But this will not identify the potentially harmful content like Trojans, or computer worms transmitted through the local network. For this, anti-virus software or an IPS should be used which will identify and prevent the action of such malware. 

			Also, honeypots can be deployed, which are decoy network accessible resources, and they work as surveillance and early warning tools. A honeypot allures the attackers to put their time and energy on the decoy server instead of putting it on the data stored on the real server. Likewise, a honeynet is a network set up with intentional vulnerabilities. Its purpose is to allure attacks so that the attacker’s methods can be studied and can be used to further enhance the local network security. This is how the local network security in the real world can be attained against attackers and cyberspies.
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			Fig. 1.2 Honeypots

			1.2	Security Challenges

			As more and more, the world is becoming digitalized, wired and connected, so are cybercrimes and threats. With the advancement in technology, security crimes have also become more technically sophisticated, highly designed and very difficult to tackle. Added to this is the outcome to block these attacks, and the economic consequences of financial fraud, real-world attacks have increased, which impact the reliability of critical infrastructure and national security. These advanced cyber attacks are posing a great challenge for IT security professionals, the world over. With these thoughts in mind, we deal with a few security challenges in the world today, in this chapter.

			1.2.1	Hijacking and Espionage of Computer Networks 

			The advanced, sophisticated targeted attacks are a bit difficult to be controlled by the security methods implemented today. The attackers can circumvent security measures and steal valuable data. These security lapses keep coming to light when a widespread virus spreads and does extensive damage to a lot of companies simultaneously. For example, a few years back, a malicious program called flame was detected after evading discovery by anti-virus software for years.
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			Fig. 1.3 Hijacking of Computer Networks

			Latest versions of technologies are needed to fight, advanced attacks. Nobody knows where the next discrepancy in security would be found and what the next attack would look like. So, instead of focusing on that, e need to develop new skills, which will study the behavior of the software, the network systems and the attackers. By investing in any suspicious activity, we can uncover any potential attacks.

			1.2.2	Monster DDOS Attacks 

			Distributed denial of service attacks has become rampant. The time to counter this attack is not when the firm’s website goes down, but to take adequate measures, much before. A firm with massive exposure to the internet has to take right measures to implement the specific software to prevent this attack.

			[image: Image result for Monster DDOS Attacks]

			Fig. 1.4 DDOS Attacks

			

			1.2.3	IT Consumerization and the Loss of Visibility 

			When the stored matter in computers moves into the cloud, firms lose control over who can access the computer system that those workloads are running on. Visibility is also lost most of the times, as to what resources were accessed, when they were accessed and from where. So the first step is that the organizations have to ask to get their network visibility back. Innovative information technologies should be developed with the capability of providing security controls and audit trails to people who need them. This is a subject matter of bringing to light the right information and gaining control of data in the right manner. These new technologies may be different from the legacy systems, but must be very effective to eradicate the problem.

			1.2.4	Issue of Password Fault 

			[image: Related image]

			Fig. 1.5 Disaster Management Workflow

			The other 42 percent of the businesses which doesn’t have a disaster recovery strategy requires a tape-based, old backup method.

			In the technology savvy world of today, and evolving new ransomware, yesterday’s strategies are not that functional.

			It is a sorry state of affairs as there is no end to hackers who want to access your business and data and then use it for their own malicious intent. So to combat this, IT professionals and experts have to think one step ahead of them and come up with innovative software to strengthen the network security system.

			1.3	References 

			R.A. Hamid, Wireless LAN: Security Issues and Solutions [Press release], 2003.

			M. Ihonen, A. Salo &T. Timonen, 802.11 security protocols, Lappeenranta University of Technology, 2009.

			M. Junaid, M. Mufti, & M. U. Ilyas, Vulnerabilities of IEEE 802.11i wireless LAN CCMP protocol, “http://whitepapers. techrepublic.com/whitepaper. aspx,” 2006.

			Khatod, Five Steps To WLAN Security - A Layered Approach, “http://www.computerworld.com/s/article/97178/Five_Steps_To_WLAN_Security_A_Layered_Approach,” 2004.

			V. Kumar, S. Chakraborty, F.A. Barbhuiya, &S. Nandi, Detection of stealth Man-in-the-Middle attack in wireless LAN.2nd IEEE International Conference on Parallel Distributed and Grid Computing (PDGC), 2012.

			Liu &J. Yu, Rogue access point based dos attacks against 802.11 WLAN.4th Advanced International Conference on Telecommunications (AICT’08), 2008. 

			M. Mathews &R. Hunt, Evolution of wireless LAN security architecture to IEEE 802.11i (WPA2), 4th Asian Conference on Communication Systems and Networks Asia Proc. , 2007.

			G. A. Mendez, L. C. D. Silva &A. Punchihewa, Review of Present IEEE 802.11 “Wi-Fi” Security Issues and of Other Possible Vulnerabilities, Institute of Information Sciences & Technology, Massey University, New Zealand. 

			E, Misel, Advantages/Disadvantages: WEP/WPA Network Security,”http://www.brighthub.com/computing/smb-security/articles/78216.aspx”.

			H. J. C. Mitchell, Security Analysis and Improvements for IEEE 802.11i,12th Annual Network and Distributed System Security Symposium (NDSS’05), Stanford University, Stanford, 2005.

			V. Nagarajan, V. Arasan & D. Huang, Using power hopping to counter MAC spoof attacks in WLAN,7th IEEE Consumer Communications and Networking Conference (CCNC), 2010.

			J. S. Park & D. Decoy, WLAN security: current and future. IEEE Internet Computing, 7(5), 2003,60-65.

			Promina & Chillan, Review of WI-FI Security techniques, International Journal of Modern Engineering Research (IJMER), 2(5),2012, 3479-3481. 

			V. Ramachandran,BackTrack5:Advanced WLAN Attacks, “http://www.packtpub.com/article/backtrack5-advanced-wlan-attacks,”2011.

			Sithirasenan, V. Muthukkumarasamy & D. Powell, IEEE 802.11i WLAN security protocol-a software engineer’s model, 4th Asia Pacific Information Technology Security Conference (AusCERT’05) Proc., 2005.

			What’s New in Security: WPA (Wi-Fi Protected Access), “http://kb.netgear.com/app/answers/detail/a_id/1105.”

			Wireless Vulnerabilities and Attack Methods, “http://www.unix-edu.se/student/wlan/Chapter_9.pdf.”

			C. Xu & H. Wang, Heterogeneous wireless LAN-based wireless network attack analysis and research, International Conference on Uncertainty Reasoning and Knowledge Engineering (URKE), 2011.

			P. Ye &G. Yue, Security Research on WEP of WLAN,2nd International Symposium on Networking and Network Security (ISNNS’10) Proc., Jinggangshan, PR China

			Landwehr, C.E.; Goldschlag, D.M., “Security issuesin networks with Internet access,” Proceedings of theIEEE, vol.85, no.12, pp.2034‐2051, Dec 1997

			Dowd, P.W.; McHenry, J.T., “Network security: it’s time to take it seriously,” Computer, vol.31, no.9, pp.24‐28, Sep 1998

			Kartalopoulos, S. V., “Differentiating Data Security and Network Security,” Communications, 2008. ICC ‘08.IEEE International Conference on, pp.1469‐1473, 19‐23May 2008

			“SecurityOverview,”www.redhat.com/docs/manuals/enterprise/RHEL‐4‐Manual/security‐guide/ch‐sgs‐ov.html.Molva, R., Institute Eurecom, “Internet Security Architecture,” in Computer Networks & ISDN Systems Journal, vol. 31, pp. 787‐804, April 1999

			Taylor, Harriet, “Biggest cybersecurity threats in 2016,”October 2016, http://www.cnbc.com/2015/12/28/biggest-cybersecurity-threats-in-2016.html.

			Himma, Kenneth E., Internet Security: Hacking, Counter-hacking, and Society. Jones & Bartlett Learning, 2007. 

			R. Valecha, R. Chen, T. Herath, A. Vishwanath, J. Wang, and R. Rao, “An exploration of phishing information sharing: heuristic-systematic approach,” 2015

			Parsons, June Jamrich, New Perspectives Computer Concepts2016 Enhanced, Comprehensive. Cengage Learning, 2016.[Online]. Available: https://books.google.com.om/books?id=epZ4CgAAQBAJ

			E. Lastdrager, “Achieving a consensual definition of phish-ing based on a systematic review of the literature,” Crime Sci-ence, vol. 3, no. 1, p. 1, 2014.

			Allen, Malcolm, “Social engineering a means to violate computer system,” 2016, https://www.sans.org/reading-room/whitepapers/engineering/social-engineering-means-violate-computer-system-529.

			Federal Office for Information and Security, “industrial control system security: Top 10 threats and countermeasures2016,” 12 October 2016, https://www.sans.org/reading-room/whitepapers/engineering/social-engineering-meansviolate-computer-system-529. 

			Franklin, D.N., “Detecting malicious software,” Feb. 102015, uS Patent 8,955,118. Available: https://www.google.ch/patents/US8955118

			j. Andress and S. Winterfeld, Cyber warfare: techniques, tac-tics and tools for security practitioners. Elsevier, 2013.

			Suleiman, Husam and Alqassem, Israa and Diabat, Ali andArnautovic, Edin and Svetinovic, Davor, “Integrated smartgrid systems security threat model,” Information Systems, vol. 53, pp. 147 – 160, 2015. 

			Vacca, John R., Network and System Security, Second Edition,2nd ed. Syngress Publishing, 2013.Jacobson, Doglas, Introduction to Network Security, ser. Chapman & Hall/CRC Computer and Information Science Series. CRC Press, 2008Ma, Zongmin, Managing Big Data in Cloud Computing En-vironments. Hershey, PA,, 2016.

			Roozbahani, Fatemeh Soleimani and Azad, Reihaneh, “Se-curity solutions against computer networks threats,” Inter-national Journal of Advanced Networking & Applications, vol. 7, no. 1, pp. 25–76, July 2015.

			Bohli, J. M. and Gruschka, N. and Jensen, M. and Iacono, L.L. and Marnau, N., “Security and privacy-enhancing multi-cloud architectures,” IEEE Transactions on Dependable and Secure Computing, vol. 10, no. 4, pp. 212–224, July 2013.

			mobile.smallbusinesscomputing.com

			https://www.clickssl.net>blog>network

			https://www.techopedia.com

			https://insightssuccess.com

			https://www.tcsusa.com>tbd-security

			https://www.cisco.com

			 https://www.lifewire.com

			https://en.m.wikipedia.org

			https://www.secureworks.com

			 https://www.ecpi.edu

			

			Chapter

			2	Networking Basics in Detail

			2.1	Basics of Networking 

			A Network connects computers, mobile phones, and peripheral devices like printers, scanners wherein they can communicate with each othere along with other networks just like the Internet. A Computer network is defined as a digital network that let us share resources and data using the connection (data links) between nodes. The data links can be wired like twisted pair and optics fiber or wireless media like Wi-Fi. The computer networks are easily manageable, efficient, and cost-effective. Authenticated Users can access and use various resources provided by devices available on the network. 

			[image: Image result for basics of networking]

			Fig. 2.1 Basics of Networking

			2.2	Network Nodes 

			2.2.1	Switches 

			A network switch connects the multiples devices and computers in a computer network. By using the technique packet switching, they channel the incoming packets from any multiple input ports to the specific output port that will take them towards the intended destination. Unlike repeater Hubs, they transfer data to only to the devices that need to receive it. A multiport network bridge uses hardware addresses or MAC addresses (Media Access control address) to forward data at link layer 2. Some switches process data at layer 3 by incorporating routing functionality, these types of switches are also called as multilayered switches. Switches maintain a database of MAC addresses associated with its each port, when packets are received it compares packets destination MAC address to adapters own MAC address. If addresses match, then the request is processed else discarded. 

			They form the very basic foundation of any local network. They act as the controller, connecting computers, printers and servers to a single area network in a building, office or campus. Switches are the most basic, ground level tool for any function.

			The basic function of switches is to allow devices on your network to communicate with each other, and with other networks, creating a network of shared resources. They are also a good way to save money and increase productivity in the offices via their impeccable resource allocation and information sharing. Transmitting information is one vital part of the switches, a basic networking tool.

			As a method of your local area networking basics, switches can be of two types such as: managed and unmanaged.

			[image: Image result for managed and unmanaged switches]

			Fig. 2.2 Managed & Unmanaged Switches

			•	A managed switch can be configured. So this helps in the flow of area traffic or internet usage. A much larger control can be gained over the local area network traffic and access via monitoring and managing switches remotely or locally. They really are a vital factor in network traffic.

			•	An unmanaged switch cannot configure, but is very innovative and works out of the box. These unmanaged switches are generally found in networking equipments in the house, and make the handling of these tools user-friendly.

			Further they can be categorized in two types: 

			a.	Virtual Switches: A software program that allows one virtual machine to connect to another. It not only forwards the packets but also intelligently inspects them. It also provides security measures like isolation, control, and per port inspection of the data which will be transmitted between virtual machines.

			[image: Image result for virtual switches]

			Fig. 2.3 Virtual Switches

			b.	Routing Switch: a combination of switch and router that performs the functions of both switch that forwards the packet by comparing MAC addresses and router that performs the traffic directing function on the internet. They also inspect ongoing and outgoing traffic. They use both layer 2 switching techniques and layer 3 routing operative methods for over distant LAN as layer 2 doesn’t provide the required efficiency in transferring data over largely dispersed LAN, thus providing optimal performance in managing and transferring data to remote corner nodes.

			[image: Image result for routing switches]

			Fig. 2.4 Routing Switches

			2.2.2	Network Interfaces 

			A network interface is ususally in the form of a network interface card, but it can also be implemented as software. It works as the interface between the computer and a network by implementing physical layer circuitry necessary for communicating with the data link layer standard. It uses the OSI networking model and acts as a device that controls and transmits the flow of data on a network.

			2.2.3	Repeaters and Hubs

			Hubs and repeaters are almost the same things. The repeater is a two ports device that regenerates the signals that are being transmitted over the network before it becomes too weak or corrupted. It extends the length to which a signal can be transmitted over a network. It doesn’t amplify signal but copies it bit by bit and restore it to its original strength. Whereas, a hub is a multiport repeater which serves as a central connection point for all devices in a network. It cannot filter and distinguish data like a switch, so the data received is sent to all connected ports. Also, they are inefficient since they lack the intelligence to figure out the best and shortest path for transmission of data.

			[image: Image result for repeaters and hubs]

			Fig. 2.5 Repeaters and Hubs

			There are two types of Hubs, namely:

			1.	Active Hubs: They have their own power supply and can concentrate, clean, and strengthen the signal that is being transmitted through them, thus extending the length of signal.

			2.	Passive Hubs: They rely on active hubs for power and are nothing more than a connection point between devices.
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