
  
    
      
    
  


  Foreword


  Forty to fifty years ago, when information technology was still in its infancy, it seemed that this industry would make people's lives easier. Many people view information technology and artificial intelligence as the Holy Grail that will usher in a golden age where machines will serve people everywhere, and we will have nothing else to do but sit back in our armchairs and watch as our little household robots clean, cook, wash, repair and do everything we used to have to do ourselves. But we are waiting in vain. If we ever manage to create a machine developed to the level of a thinking human being, it will also think about why it should do these things for humans. And that's not even mentioning human greed, which is the driving force behind a significant portion of the events taking place in the world. This greed can turn even the best things in the wrong direction.


  Just as everything else has changed, so too has our lives. What once seemed like a tremendous opportunity has now often become a nuisance. This is not how we imagined it, nor how we planned it. IT systems are now ubiquitous, and their complexity usually exceeds the level of understanding and transparency of the average person. Due to the constant updating and changing of computer software, its increasing complexity and its pervasive nature, more and more people are turning away from this field and increasingly seeing its downsides, both from a social perspective and from the perspective of the exercise of power. Because no matter how much we downplay it, information technology has now become a tool of power. In fact, in some parts of the world, it is now much more tangible. The dictators of the last century could only dream of digital leash-level systems. Today, information technology is increasingly becoming an instrument of power, with broad sections of the population voluntarily submitting to complete control by exaggerating insignificant advantages, which ultimately leads to total vulnerability. If people have a distorted view of the real world, if their knowledge is incomplete, if comfort is more important than freedom, and if we align our values with those of influencers and celebrities, then a pitiful future awaits humanity.


  Technological progress has always provoked controversy in society, whether in the form of machine breaking or simply passive resistance to learning new systems. Now, however, it seems that we have entered an era where forward-looking development not only makes society more comfortable and lazy, but also has a brutal, corrupting and mind-shaping effect. All this is a huge problem because if we want to build machines with human abilities and knowledge, the value system of these machines will reflect our aggressive, greedy, selfish and hypocritical value system, where it is not a crime to deceive, manipulate, exploit or kill another person. This is not the future that any sensible person would wish for.


  Artificial intelligence created in such a society paints a picture of humanity as it perceives it in the digital space. It will not be based on the lifestyle of indigenous peoples, as it has no experience of this, but on the opinions and style of internet armchair warriors, news shaped by manipulative media expectations, and filtered, photoshopped images. But even then, it will not be the average person, because it is not they who fill the internet with content, but the hypocritical influencers and self-adoring celebrities with their endless rubbish. A sad, tangible example of this is when we use AI to generate an image depicting an ugly man or woman. In most cases, the result is a charming older gentleman or a lady who is much prettier than average. So AI considers this to be ugly, which clearly demonstrates how false a picture the internet paints of the real world. All of this leads directly to delusions of self-worth and unrealistic expectations, for example in relation to dating.


  In addition to all this, we cannot remain silent even if the benefits of progress outweigh the disadvantages of social degeneration. But is the determined direction of progress necessarily accompanied by this? Does modern technology really bring more good than bad? This can and should be debated at length. It is not necessary to agree, as each point of view leads to a different conclusion. But it is already an achievement if we notice these problems and think about them.


  1. Technology pros and cons


  Technological development is one of the greatest driving forces of humanity, shaping eras, transforming societies and creating new opportunities in almost every area of life. It makes office work more efficient, automates manufacturing processes, saves lives in medicine, shortens distances in transport, and opens up enormous prospects for access to information. However, technology is not value-neutral; its impact always depends on how, where and by whom it is used.


  In this book, we strive to provide a nuanced picture of the duality of technology. In doing so, we cannot avoid concerns that arise in relation to control, dependence, social inequalities, or the blurring of ethical boundaries. The aim is not to reject technological progress, but to examine critically, yet with an open mind, the consequences it may have on our daily lives, our thinking and our social order. We can only live consciously and responsibly with the opportunities offered by technology if we recognise and address its downsides.


  1.1. The psychology of technological dependence


  The psychology of technological addiction is becoming increasingly prominent in modern societies, as digital devices and services have become part of almost everyone's lives. Mobile phones, social media platforms and other online applications are designed not only for functionality, but specifically to maximise user attention and time spent on them. This phenomenon is often referred to as the dopamine trap, as the notifications, likes, shares and other feedback generated by applications trigger small but regular dopamine pulses in the brain, which increases the desire to use them. This biochemical process is similar to the mechanism of traditional addictions, so it is no coincidence that more and more research confirms the existence of addiction to technological devices.


  The continuous increase in screen time among children and young people is particularly worrying. Young children's brains are still developing, and intensive, prolonged screen use can affect attention development, emotional regulation and the formation of social skills. In addition, excessive digital presence also increases the risk of anxiety, depression and sleep disorders. Many parents and educators struggle with how to regulate children's screen time so that it does not interfere with their physical and mental health.


  Social media addiction also has serious social and mental health consequences. Constant comparison with others, the sight of seemingly perfect lives, and the lack or overdose of constant feedback can lead to negative self-esteem, isolation, and even burnout. In addition, the constant use of digital devices can distract people from real social relationships and the importance of personal presence and communication, which can weaken community cohesion in the long term.


  Technological addiction is therefore not just an individual problem, but also a social challenge that requires complex mental health and health strategies. It is important that the use of technology remains conscious and healthy, especially for younger generations who are growing up in a digital world that permeates their entire lives. This is the only way to prevent modern devices from becoming chains that restrict our freedom, rather than aids to development and connection.


  1.2. Blind faith in infrastructure


  Modern society is almost entirely based on information technology and internet-based systems. However, this convenient digital world is an extremely fragile construct: it is like a glass palace that can be shattered by a single well-aimed stone. Cloud-based services, which are used by millions of people on a daily basis for document storage, health data recording, banking, and even government administration represent a huge degree of centralisation. While this centralisation is convenient and efficient, it also means that if the cloud is taken down, everything is lost. This is because our private lives have been almost completely outsourced to these digital systems. What we used to write in a diary is now logged by an app. Instead of letters, we use chat programmes, and instead of family photo albums, we upload everything to cloud storage. The problem is not that these are convenient, but that they are not our property. Service providers can delete, suspend or block them at any time, based on political, economic or automated decisions. And we are left with digital nothingness.


  Technological dependence now affects not only our private lives, but the entire functioning of society and the economy. From agriculture to energy production to logistics, everything relies on internet connectivity and digital synchronisation. It is a little-known fact that most data and communications run on undersea optical cables, which can be physically cut with a single act of sabotage. The same is true for satellites: these devices provide the basis for global positioning (GPS), telecommunications and certain time synchronisation systems. A solar flare, a deliberate attack or a simple technical error could cause global paralysis. Attacks of this kind have already taken place in 2022, for example, on the first day of the Russian-Ukrainian war, part of a European satellite network was paralysed, resulting in the shutdown of not only military communications but also numerous agricultural sensor networks.


  Many people believe that such a technical collapse would return us to 19th-century conditions, but this is a misconception. Humanity would not return to steam engines, but to prehistoric times. The modern world depends on digital infrastructure not only for energy and information, but also for biological reproduction. Most of the seeds used today are not natural, but the result of industrial breeding, and almost all of them are sterile, barren or produce poor yields when replanted. Multinational companies have designed them so that the seeds extracted from the planted crop are unlikely to germinate again, forcing farmers to buy new seeds every year. If global logistics or digital commerce cease to exist, these seeds will no longer be available. Farmers who think they are planting last year's seeds will be disappointed: nothing will grow, or if it does, it will not bear fruit. And breeding processes cannot be restarted in a matter of weeks. Natural varieties have disappeared or have been genetically merged with hybrids. The decline in biodiversity caused by large-scale agriculture means that even if we wanted to, we could not quickly return to natural resources because the original crops no longer exist.


  This is why blind faith in infrastructure is dangerous. The world's digital system is a tower built too high, with foundations built on sand. The more convenient the system, the more fragile it is. And the more we get used to it, the less we can live without it. True security lies not in technology, but in flexible, decentralised, people-centred backup solutions. But to do this, we must first recognise that what we now perceive as security is in fact only a digital illusion.


  Here are a few examples of how vulnerable this system is:


  In November 2020, a regional outage at Amazon Web Services (AWS) left several large companies and government services inaccessible for hours. Seemingly unrelated systems such as smart home controllers, customer service, logistics systems, banking interfaces and even weather sensor networks were shut down. This was possible because these infrastructures were built on subsystems of the same cloud platform. This clearly shows how centralised the world's digital operations have become and how vulnerable this type of "single point of failure" dependency is.


  Similar effects were seen in 2021, when a single error caused Facebook, Messenger, Instagram and WhatsApp services to go down for hours worldwide. The outage of social media platforms meant more than just a lack of entertainment: small businesses, customer services and developer ecosystems were paralysed. In parts of South America, for example, healthcare appointments were also based on these messaging platforms, meaning that thousands of people did not receive timely notifications or assistance.


  Physical infrastructure is also vulnerable. In 2022, several European countries reported sabotage of undersea internet cables, including off the coasts of Norway and France. After mysterious explosions were detected around cables and gas pipelines under the Baltic Sea, several governments warned that these invisible strings carry not only information but also power. A targeted attack could paralyse the digital infrastructure of an entire country, especially if physical redundancy is not in place.


  Satellite systems are no exception. The Starlink network proved its strategic importance during the war in Ukraine, but it also became clear that the decisions (or external pressure) of a single company can affect the communication capabilities of entire countries. If, for example, a state "cuts off" access, as we have seen in North Korea or Iran, people can become isolated from information, losing not only their intelligence or economic opportunities, but also their channels for social self-organisation.


  But it is not only communication that has become digital; the satisfaction of basic needs has also moved online. Precision technologies based on GPS-enabled machinery, digital sowing plans and weather algorithms are now commonplace in agriculture. If these systems are unavailable, farmers cannot sow, irrigate or optimise their crops.


  Such a system failure would therefore not only mean that we would be unable to send emails or shop online. In the event of a complete technological blackout, medical equipment would shut down, food supplies would cease, water purification systems would go haywire, and the energy grid would no longer be controllable. And while modern society is venturing into space, the basic skills necessary for survival such as baking bread, harvesting seeds or boiling water from rainwater have almost completely disappeared from public consciousness.


  The question is no longer whether it is necessary to diversify infrastructure and build redundant local systems, but how much time we have left to do so before a technical or geopolitical avalanche begins.


  Major solar flares or coronal mass ejections, which release huge amounts of charged particles and electromagnetic energy from the Sun, occur roughly once every hundred years. The last such notable event was the Carrington Event of 1859, which resulted in an extremely powerful geomagnetic storm. This event is one of the strongest documented solar storms in modern history. Sparks were generated in telegraph networks, and fires were observed at telegraph stations in several locations. Although the electrical systems at the time were still primitive, the storm generated such strong electromagnetic pulses that the current passing through the wires burned out the equipment and damaged the telegraphs. If a similar or stronger solar flare were to occur today, it would cause serious damage to electronic infrastructure, especially satellites and electrical networks, and would have long-term economic and social consequences worldwide.


  Imagine that a powerful solar flare (e.g. a coronal mass ejection) reaches the region around the Earth, causing a severe electromagnetic storm, and as a result, most of the satellites orbiting in geostationary orbit are damaged or rendered completely unusable within a short period of time. These satellites are responsible for global telecommunications, GPS signals, weather forecasting, and numerous military, government, and commercial services. The loss of satellites would cause immediate communication disruptions worldwide, internet connections would be interrupted, GPS-based systems would cease to function, and air and sea navigation would become unreliable, causing chaos in shipping and transport. A significant portion of internet data traffic is carried via satellite connections or ground stations controlled by satellite systems, so the failure would disrupt not only broadband internet, but also financial systems, credit card transactions and international trade.


  In addition, dozens of satellite debris would remain in place of the fallen satellites, and collisions between them would create further debris, triggering a chain reaction known as the "Kessler syndrome," in which satellite debris would disable more satellites, creating even more debris. This process could lead to the long-term unusability of geostationary orbit, as the orbit would become virtually overcrowded. As a result, humanity would lose the key services provided by geostationary satellites for decades. New satellites can only be launched after the debris has partially decreased, which could mean decades of downtime. Some estimates suggest that it could take up to 100 years for the debris to fall to Earth, during which time the orbit (the most important area around the Earth) will remain completely unusable. This could cause a serious decline in social and economic functioning, and the indispensability of automated and networked systems would suddenly become apparent.


  In addition to a massive geomagnetic storm, other factors can also cause serious damage to electrical and digital infrastructure. One such factor is a satellite collision similar to the one mentioned above, but for other reasons, which could trigger a chain reaction that would make it impossible to use orbits around the Earth, thereby paralysing numerous communication and navigation systems. In addition, deliberate sabotage or cyber attacks can also cause serious disruptions to electrical grids, data centres and communication systems. An electromagnetic pulse (EMP) attack, even one triggered by a nuclear explosion, could knock out most of a country's electrical equipment in a short period of time. Natural disasters such as earthquakes or storms can also cause significant damage, paralysing infrastructure for long periods of time. These cases clearly show that blind trust in infrastructure is dangerous, as a single event or attack can cause irreversible damage in many areas of life.


  This scenario highlights the risks of relying too heavily on a single, vulnerable technological system for our infrastructure and the importance of redundancy and the development of terrestrial and alternative communication channels.


  2. The publicisation of private life


  Modern technology offers numerous advantages, but at the same time it fundamentally reshapes our concept of privacy. We live in a world where, alongside the enormous opportunities offered by technology, we fail to realise that we are also empowering foreign entities to monitor our every move, record our every action and archive our every private moment. This is not just technological advancement, but also a fatal erosion of our personal freedom and a brutal violation of our privacy.


  2.1. Tracking our whereabouts


  Today, we carry devices in our pockets – primarily smartphones – that constantly collect data about us, where we go, who we meet, and what routes we take. GPS, WiFi connections and mobile phone cell information together make it possible to track our location in almost real time. This technological capability is not necessarily negative in itself; we can use it for navigation, security purposes or even to locate missing persons. At the same time, the question arises: where is the line between useful services and the restriction of personal freedom?


  The ability to determine location has created a new kind of transparency that, even if we don't think about it, affects our civil liberties. If someone (whether a private individual, the state or a company) knows where we are at all times, it affects our behaviour, our decisions and, ultimately, our sense of freedom. Real-time surveillance is not just data collection, but can also be a means of social control.


  Above all, it poses a personal security risk if someone – whether an individual or an organisation – has access to our real-time or past location data. For an abusive partner, stalker or thief, it is valuable information to know when we are away from home, when we are alone, or what route we take. Knowledge of such data can pose a specific threat, especially to more vulnerable groups such as children.


  In addition, state and corporate surveillance has taken on worrying dimensions. The state may be able to track where we go, who we meet, and what social, religious or political events we attend. This can raise ethical questions even in a democratic system, but in authoritarian regimes it can lead to outright oppression. Companies use location data to display targeted advertisements and manipulate our decisions, while we believe that we are choosing freely. Consumer freedom then becomes an illusion.


  A surprising amount of personal and sensitive information can be deduced from the movement patterns revealed by location data: our home address, our workplace, when we are at home, which doctors we visit, which school our children attend, our religious beliefs, what services we use, or even what political events we attend. This data can easily be used for discrimination, profiling or even blackmail.


  Part of our private space is the ability to occasionally step out of the public eye, retreat, and decide not to be tracked. When this possibility is lost, personal autonomy is also compromised, and freedom is violated not only in a physical sense, but also in terms of information.


  It is also important to note that conclusions drawn from location data can often be incorrect. For example, if an algorithm detects that someone regularly visits a psychology clinic, it may easily classify them as having mental health issues, even if the person is simply visiting another location in the building. This misinformation can then be entered into official profiles and databases, influencing creditworthiness, insurance assessments, or even the outcome of a job interview.


  The traceability of one's location is therefore about much more than convenience or the illusion of "having nothing to hide." In fact, it is one of the most critical issues of digital self-determination and personal security, and the more we depend on technology, the more urgent it is to manage it consciously. Location tracking is not just a technological achievement. It is a digital leash. A virtual shackle that we wear with a smile in our pocket because, in return, it shows us where the nearest café is, so we pay for our freedom with an espresso. Let's not be under any illusions, GPS is not just for our convenience, but also for control. The system knows everything, it knows when we got up, where we went, or who we met. This is no longer Orwell's world, where Big Brother is watching, this is Huxley's dystopia, where we voluntarily surrender our lives.


  2.2. The end of privacy and traceability


  Privacy, as a concept, is now more of a nostalgic memory than a real practice. It is something you can read about in books and see in films, but it hardly exists in everyday life. In the 21st century, people are not members of society, but merely data in the system. What we call life is converted by the digital infrastructure into an endless stream of data. All this is done voluntarily, willingly, and after accepting certain "terms of use".


  Privacy is therefore no longer violated, but eliminated. The question is no longer who is watching, but for what purpose and for how long they are storing a digital copy of our behaviour. Social media sites have convinced humanity that openness equals community. In reality, openness is the new test of loyalty: those who do not post, who do not like, who do not react, are suspicious. Those who do not share themselves, what are they hiding? In the digital world, those who keep secrets are a potential threat. And what are the consequences? Friends are recommended by the platform, news is sponsored by advertisers, and relationships are matched by artificial intelligence. But the whole system is optimised for a single purpose: predictability and profit. Because those who can be tracked can also be controlled. The loss of privacy is not just a data protection issue, it is an existential problem. Our inner world, which we used to call "personal space", is now a commodity. It can be bought. It can be analysed. And if necessary, it can be manipulated.


  We have created a world where our every thought, every emotion, every tiny gesture can be tracked, analysed and exploited. This is the modern panopticon, where invisible observers are everywhere and nothing remains hidden. The traceability of our private lives is not just a technological development, but a monster that consumes our private sphere day by day.


  Modern people are not afraid of being observed, they are afraid of not being observed enough. Attention has become the new currency, and traceability is the measure of social currency. And those who opt out of this have little choice but to be excluded, marginalised and become invisible – not to those in power, but to the community. Those who do not play are excluded from the game. When applying for a new job, the first thing HR professionals usually do is look through the candidate's social media profiles. Those who do not post, those who leave no trace, do not exist, and in many cases, do not get the job. This is how privacy becomes not only a lost luxury, but also a social hazard. And this is a terribly bad direction to take.


  It is therefore particularly important to be aware of what data we voluntarily share about ourselves, for example on social media platforms. Through our posts, shares, photos and check-ins, we create a digital profile of ourselves that is not only visible to our friends, but often also accessible to data mining companies, employers and even authorities. This kind of traceability poses challenges not only for the protection of privacy, but also for human dignity. If every moment of our lives can be converted into data and analysed, then our personal decisions may also be subject to external influence, whether for commercial or political purposes.


  This situation is particularly dangerous because people voluntarily give up their privacy in the hope of likes, followers and digital recognition. On social media, everyone shows their best side and shares their most beautiful moments, while the reality is often quite different. In the online space, anyone can be a hero, anyone can be a star, but we forget that real life is beyond the screen.


  Presence in the digital space is not dangerous in itself, but uncontrolled data management, opaque algorithms and user ignorance can together create a situation in which freedom and autonomy are gradually eroded. Social media platforms have a particularly strong influence on individual identity and self-expression. While these platforms allow us to connect with others and express ourselves, we often do not realise that we are also giving up a certain degree of privacy. Voluntarily shared content can later be retrieved, analysed and (even without the individual's knowledge) sold.


  Technological advances undoubtedly open up new opportunities for us, but the protection of digital privacy should remain a fundamental human right. The challenge for the future is whether we will be able to live with the benefits of technology without giving up our freedom and dignity. This does not necessarily require radical measures, but rather awareness, regulation and social dialogue.


  2.3. Violation of children's rights


  Parents often document and publish their children's lives from birth, so that children are later confronted with a digital footprint they never chose.


  Pictures of children splashing around in the bathtub, scantily clad, with smudged faces or crying, may seem like cute memories to parents today, but as adults, they can become embarrassing and humiliating digital imprints. These arbitrarily published fragments of the past remain there forever and are accessible to anyone, including employers, partners and strangers.


  Children's photos shared on social media, school attendance records, smartwatch locations all leave traces in a system that never forgets. This data can later be used as ammunition by harassers, advertising companies, or even future rejection algorithms. Childhood is digitally laid out on the table, and no one asks the child if this is what they want.


  Today, the digital world not only sucks children in, but also records, models and figuratively sells them. Specifically, children's data becomes a commodity. A four-year-old YouTube user's click is not just a viewing statistic, but data that becomes a profile, a target group, a source of revenue. All this happens without the child understanding any of it. Because they have no choice, no consent, no defence. Because they are children. Legally, they are often defenceless, technologically vulnerable, socially ignored.


  2.4. Reuse of data by third parties


  The reuse of data by third parties is one of the least transparent yet most serious problems of lost privacy in the digital age. Most users believe that when they accept a privacy policy, they are only allowing the service provider to view their data. In reality, however, an entire industry has been built on turning this information – purchasing habits, locations, social networks, search histories – into commodities to be sold over and over again. An email address or phone number entered into a database can instantly pop up in another service, an unsolicited advertising campaign, or even a political manipulation system.


  Personal data thus loses its personal nature and enters global circulation, often without the user's knowledge or consent. A company ceases to exist and its data is sold. An application is bought up and the terms of use are changed. What was a health app yesterday is now an advertising target generator. The reuse of data is not just an ethical issue; people's digital identities are becoming economic assets over which they no longer have control.


  2.5. Digital surveillance and algorithmic profiling


  Modern humans no longer just live, they are constantly being measured, interpreted and categorised into data. They are not unique personalities, but behavioural patterns. A point on a graph, a vector in the data cloud. Surveillance is never loud, aggressive, or intrusive, because it doesn't need to be. All it took was accepting "cookies" once, and that opened the door to the realm of voluntary data transfer.


  Surveillance is no longer the privilege of totalitarian systems; it has become the norm. Surveillance no longer takes place from the outside, but from the inside. The system does not spy, it simply observes. It observes, analyses, learns and makes decisions. Without us even noticing. Because it is no longer the state that is the oppressor, but our favourite app, social media platform, or entertainment algorithm, which knows our preferences better than we do ourselves.


  The algorithm is not evil, just indifferent. It does not know morality, intention, or the duality of human intent. It only sees data. And it draws conclusions from that. This is how everyone becomes a victim of profiling. People come under suspicion not because they have done something, but because they resemble a certain group, follow a certain pattern of behaviour. This is the logic of profiling.


  This is how a new form of discrimination emerges: not based on skin colour, religion or gender, but on data patterns. Someone is excluded from the labour market not because they are stupid or lazy, but because the algorithm has assessed their profile as 'low potential'. They are denied credit because they searched too often for the term "credit replacement", or they may not be admitted to college because their fingerprint is among the metadata of a "suspicious" location. From this point on, freedom becomes a matter of statistical chance.
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