
		
			[image: 9781803248158_Low_Res.png]
		

	
		
			CISA – Certified Information Systems Auditor Study Guide

			Second Edition

			Achieve CISA certification with practical examples and over 850 exam-oriented practice questions

			Hemang Doshi

			[image: 1]

			BIRMINGHAM—MUMBAI

		

		
			CISA – Certified Information Systems Auditor Study Guide

			Second Edition

			Copyright © 2023 Packt Publishing

			All rights reserved. No part of this book may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, without the prior written permission of the publisher, except in the case of brief quotations embedded in critical articles or reviews.

			Every effort has been made in the preparation of this book to ensure the accuracy of the information presented. However, the information contained in this book is sold without warranty, either express or implied. Neither the author, nor Packt Publishing or its dealers and distributors, will be held liable for any damages caused or alleged to have been caused directly or indirectly by this book.

			Packt Publishing has endeavored to provide trademark information about all of the companies and products mentioned in this book by the appropriate use of capitals. However, Packt Publishing cannot guarantee the accuracy of this information.

			Author: Hemang Doshi

			Reviewers: Ayush Singh Panwar, Karl Marx Thangappan, and Wei Tschang

			Publishing Product Manager: Anindya Sil

			Development Editor: Shubhra Mayuri

			Production Editor: Salma Patel

			Editorial Board: Vijin Boricha, Megan Carlisle, Ketan Giri, Alex Mazonowicz, Aaron Nash, Abhishek Rane, and Ankita Thakur

			First published: August 2020

			Second edition: June 2023

			Production reference: 1270623

			Published by Packt Publishing Ltd.

			Livery Place

			35 Livery Street

			Birmingham

			B3 2PB, UK

			ISBN 978-1-80324-815-8

			www.packtpub.com

		

		
			Contributors

			About the Author

			Hemang Doshi has more than 15 years of experience in the field of system audit, IT risk and compliance, internal audit, risk management, information security audit, third-party risk management, and operational risk management. He has authored several books for certification such as CISA, CRISC, CISM, DISA, and enterprise risk management.

		

		
			About the Reviewers

			Ayush Singh Panwar is an accomplished professional with over 8 years of experience in the field of Information Technology, Information Cyber Security Governance, Risk, and Compliance. He possesses several notable security certifications, including CISSP, CISA, CISM, ISO 27001 (Lead Implementer), and PCI DSS (CPCISI). Throughout his career, Ayush has primarily served as an internal auditor and security consultant for multinational organizations operating in the finance, telecom, and automobile sectors. Currently, he holds the position of Assistant Vice President of the Chief Control Office at a leading global bank based in the United Kingdom. Ayush’s expertise lies in conducting information and cyber security audit, evaluating third-party risks, ensuring data privacy, managing cloud security, and implementing ISMS standards. 

			Karl Marx Thangappan is an IT professional with over 14 years of experience in the field of Information Systems, Technology, Databases, Audit, and Cybersecurity. He holds certifications such as CISSP, CISA, CEH, and Cloud certificates from Azure, Oracle, and AWS. Additionally, he pursued advanced computer security studies at Stanford University. Throughout his career, Karl has traveled to work with a diverse range of clients spanning Australia, the Middle East, and Africa, including large enterprise n-built financial institutions, consulting firms, and startups. Currently, he serves as a Cloud Product Security Consultant in the United Kingdom. As a security entrepreneur, he has developed products like Privileged Access Management (PAM), risk-based vulnerability management and threat modelling with in-built integrations. He has also been involved in projects focused on the robotic automation of complaints and security controls for IT operations. Karl shares his expertise by teaching cybersecurity courses as an adjunct instructor.

			Karl expresses gratitude to his brother Siva Anna, his late father, his wife, and his friends for their unwavering support throughout his professional journey.

			Wei Tschang has more than 20 years of experience spanning various information technology disciplines within the banking, legal, and manufacturing industries. He is a passionate member of the ISACA Community, serving as a board member in various leadership roles for his local ISACA chapter since 2013 and has received multiple volunteer awards for his contributions to the chapter. He presented at conferences on cybersecurity topics and holds the following certifications: CISA, CISM, CGEIT, CISSP, CIPP, SSCP, and ABCP. Wei lives in New Jersey with his wife, daughter, and golden retriever.

		

	
		
			Table of Contents

			Preface

			1

			Audit Planning

			The Contents of an Audit Charter

			Key Aspects from the CISA Exam Perspective

			Audit Planning

			Benefits of Audit Planning

			Selection Criteria

			Reviewing Audit Planning

			Individual Audit Assignments

			Key Aspects from the CISA Exam Perspective

			Business Process Applications and Controls

			E-Commerce

			Electronic Data Interchange (EDI)

			Point of Sale (POS)

			Electronic Banking

			Electronic Funds Transfer (EFT)

			Image Processing

			Artificial Intelligence and Expert Systems

			Key Aspects from the CISA Exam Perspective

			Types of Controls

			Preventive Controls

			Detective Controls

			Corrective Controls

			Deterrent Controls

			The Difference between Preventive and Deterrent Controls

			Compensating Controls

			Control Objectives

			Control Measures

			Key Aspects from the CISA Exam Perspective

			Risk-Based Audit Planning

			What Is Risk?

			Understanding Vulnerability and Threats

			Understanding Inherent Risk and Residual Risk

			Advantages of Risk-Based Audit Planning

			Audit Risk

			Risk-Based Auditing Approach

			Risk Assessments

			Risk Response Methodology

			Top-Down and Bottom-Up Approaches to Policy Development

			Key Aspects from the CISA Exam Perspective

			Types of Audits and Assessments

			Summary

			Chapter Review Questions

			2

			Audit Execution

			Audit Project Management

			Audit Objectives

			Audit Phases

			Fraud, Irregularities, and Illegal Acts

			Key Aspects from the CISA Exam Perspective

			Sampling Methodology

			Sampling Types

			Sampling Risk

			Other Sampling Terms

			Compliance versus Substantive Testing

			Key Aspects from the CISA Exam Perspective

			Audit Evidence Collection Techniques

			Reliability of Evidence

			Evidence-Gathering Techniques

			Key Aspects from the CISA Exam Perspective

			Data Analytics

			Examples of the Effective Use of Data Analytics

			CAATs

			Examples of the Effective Use of CAAT Tools

			Precautions while Using CAAT

			Continuous Auditing and Monitoring

			Continuous Auditing Techniques

			Key Aspects from the CISA Exam Perspective

			Reporting and Communication Techniques

			Exit Interview

			Audit Reporting

			Audit Report Objectives

			Audit Report Structure

			Follow-Up Activities

			Key Aspects from the CISA Exam Perspective

			Control Self-Assessment

			Objectives of CSA

			Benefits of CSA

			Precautions while Implementing CSA

			An IS Auditor’s Role in CSA

			Key Aspects from the CISA Exam Perspective

			Summary

			Chapter Review Questions

			3

			IT Governance

			Enterprise Governance of IT (EGIT)

			EGIT Processes

			The Differences between Governance and Management

			EGIT Good Practices

			Effective Information Security Governance

			EGIT – Success Factors

			Key Aspects from the CISA Exam Perspective

			IT-Related Frameworks

			IT Standards, Policies, and Procedures

			Policies

			Standards

			Procedures

			Guidelines

			Information Security Policy

			Key Aspects from the CISA Exam Perspective

			Organizational Structure

			Relationship between the IT Strategy Committee and the IT Steering Committee

			Differences between the IT Strategy Committee and the IT Steering Committee

			Key Aspects from the CISA Exam Perspective

			Enterprise Architecture

			Enterprise Security Architecture

			Key Aspects from the CISA Exam Perspective

			Enterprise Risk Management

			Risk Management Process Steps

			Risk Analysis Methods

			Risk Treatment

			Key Aspects from the CISA Exam Perspective

			Maturity Model

			Laws, Regulations, and Industry Standards Affecting the Organization

			An IS Auditor’s Role in Determining Adherence to Laws and Regulations

			Key Aspects from the CISA Exam Perspective

			Summary

			Chapter Review Questions

			4

			IT Management

			IT Resource Management

			Human Resource Management

			IT Management Practices

			Financial Management Practices

			Key Aspects from the CISA Exam Perspective

			IT Service Provider Acquisition and Management

			Evaluation Criteria for Outsourcing

			Steps for Outsourcing

			Outsourcing – Risk Reduction Options

			Provisions for Outsourcing Contracts

			Role of IS Auditors in Monitoring Outsourced Activities

			Globalization of IT Functions

			Outsourcing and Third-Party Audit Reports

			Monitoring and Review of Third-Party Services

			Key Aspects from the CISA Exam Perspective

			IT Performance Monitoring and Reporting

			Development of Performance Metrics

			Effectiveness of Performance Metrics

			Tools and Techniques

			Key Aspects from the CISA Exam Perspective

			Quality Assurance and Quality Management in IT

			Quality Assurance

			Quality Management

			Key Aspects from the CISA Exam Perspective

			Summary

			Chapter Review Questions

			5

			Information Systems Acquisition and Development

			Project Management Structure

			Project Roles and Responsibilities

			Project Objectives, OBS, and WBS

			Key Aspects from the CISA Exam Perspective

			Business Case and Feasibility Analysis

			Business Cases

			Feasibility Analysis

			The IS Auditor’s Role in Business Case Development

			System Development Methodologies

			SDLC Models

			SDLC phases

			Software Development Methods

			Software Reengineering and Reverse Engineering

			Key Aspects from the CISA Exam Perspective

			Control Identification and Design

			Check Digits

			Parity Bits

			Checksums

			Forward Error Control

			Data Integrity Principles

			Decision Support Systems

			Decision Trees

			Key Aspects from the CISA Exam Perspective

			Summary

			Chapter Review Questions

			6

			Information Systems Implementation

			Testing Methodology

			Unit Testing

			Integration Testing

			System Testing

			Testing Approach

			Testing Phases

			Key Aspects from the CISA Exam Perspective

			System Migration

			Parallel Changeover

			Phased Changeover

			Abrupt Changeover

			Key Aspects from the CISA Exam Perspective

			Post-Implementation Review

			Key Aspects from the CISA Exam Perspective

			Summary

			Chapter Review Questions

			7

			Information Systems Operations

			Understanding Common Technology Components

			The Types of Servers

			Universal Serial Bus

			Radio Frequency Identification

			IT Asset Management

			Performance Reports

			Job Scheduling

			End User Computing

			System Performance Management

			Nucleus (Kernel) Functions

			Utility Programs

			Parameter Setting for the Operating System

			Registry

			Activity Logging

			Software Licensing Issues

			Source Code Management

			Capacity Management

			Key Aspects from a CISA Exam Perspective

			Problem and Incident Management

			Network Management Tools

			Key Aspects from a CISA Exam Perspective

			Change Management, Configuration Management, and Patch Management

			Change Management Process

			Patch Management

			Configuration Management

			Emergency Change Management

			Backout Process

			The Effectiveness of a Change Management Process

			Key Aspects from a CISA Exam Perspective

			IT Service-Level Management

			Evaluating the Database Management Process

			Advantages of Database Management

			Database Structures

			Key Aspects from a CISA Exam Perspective

			Summary

			Chapter Review Questions

			8

			Business Resilience

			Business Impact Analysis

			Key Aspects from the Perspective of the CISA Exam

			Data Backup and Restoration

			Types of Backup Strategy

			Storage Capacity for Each Backup Scheme

			Key Aspects from the Perspective of the CISA Exam

			System Resiliency

			Application Resiliency – Clustering

			Telecommunication Network Resiliency

			Business Continuity Plan

			Steps of the BCP Life Cycle

			Contents of the BCP

			Backup Procedure for Critical Operations

			The Involvement of Process Owners in the BCP

			BCP and Risk Assessments

			Testing the BCP

			Key Aspects from the Perspective of the CISA Exam

			Disaster Recovery Plan

			The BCP versus the DRP

			Key Aspects from the CISA Exam Perspective

			DRP – Test Methods

			Checklist Review

			Structured Walkthrough

			Tabletop Test

			Simulation Test

			Parallel Test

			Full Interruption Test

			Key Aspects from the CISA Exam Perspective

			Recovery Time Objective (RTO) and Recovery Point Objective (RPO)

			RPO

			RTO and RPO for Critical Systems

			RTO and RPO and Maintenance Costs

			RTO, RPO, and Disaster Tolerance

			Key Aspects from the CISA Exam Perspective

			Alternate Recovery Sites

			Mirrored Site

			Hot Site

			Warm Site

			Cold Site

			Mobile Site

			Reciprocal Agreement

			Summary

			Summary

			Chapter Review Questions

			9

			Information Asset Security and Control

			Information Asset Security Frameworks, Standards, and Guidelines

			Auditing the Information Security Management Framework

			Key Aspects from the CISA Exam Perspective

			Privacy Principles

			Physical Access and Environmental Controls

			Environmental Controls

			Alarm Controls

			Water and Smoke Detectors

			Fire Suppression Systems

			Physical Access Control

			Key Aspects from the CISA Exam Perspective

			Identity and Access Management

			Access Control Categories

			Default Deny Policy – Allow All Policy

			Degaussing (Demagnetizing)

			Naming Convention

			Single Sign-On

			Key Aspects from the CISA Exam Perspective

			Biometrics

			Biometrics Accuracy Measure

			Control over the Biometric Process

			Types of Biometric Attacks

			Summary

			Chapter Review Questions

			10

			Network Security and Control

			Network and Endpoint Devices

			Open System Interconnection (OSI) Layers

			Networking Devices

			Network Devices and the OSI Layer

			Network Physical Media

			Identifying the Risks of Physical Network Media

			Network Protocols

			Key Aspects from the CISA Exam Perspective

			Firewall Types and Implementation

			Types of Firewalls

			What is a Bastion Host?

			What is a Proxy?

			Types of Firewall Implementation

			The Firewall and the Corresponding OSI layer

			Key Aspects from the CISA Exam Perspective

			VPN

			Types of VPN

			VPNs – security risks

			VPNs – Technical Aspects

			Key Aspects from the Perspective of the CISA Exam

			Voice over Internet Protocol (VoIP)

			Key Aspects from the CISA Exam Perspective

			Wireless Networks

			Enabling MAC Filtering

			Enabling Encryption

			Disabling a Service Set Identifier (SSID)

			Disabling DHCP

			Common Attack Methods and Techniques for a Wireless Network

			Key Aspects from the CISA Exam Perspective

			Email Security

			Key Aspects from the CISA Exam Perspective

			Summary

			Chapter Review Questions

			11

			Public Key Cryptography and Other Emerging Technologies

			Public Key Cryptography

			Symmetric Encryption versus Asymmetric Encryption

			Encryption Keys

			The Hash of the Message

			Combining Symmetric and Asymmetric Methods

			Key Aspects from the CISA Exam Perspective

			Elements of PKI

			PKI Terminology

			Processes Involved in PKI

			Certifying Authority versus Registration Authority

			Key Aspects from the CISA Exam Perspective

			Cloud Computing

			Cloud Computing – Deployment Models

			Types of Cloud Services

			Cloud Computing – the IS Auditor’s Role

			Virtualization

			Mobile Computing

			Internet of Things (IoT)

			Summary

			Chapter Review Questions

			12

			Security Event Management

			Security Awareness Training and Programs

			Participants

			Security Awareness Methods

			Social Engineering Attacks

			Evaluating the Effectiveness of Security Programs

			Key Aspects from the CISA Exam Perspective

			Information System Attack Methods and Techniques

			Malicious Code

			Biometric Attacks

			Key Aspects from the CISA Exam Perspective

			Security Testing Tools and Techniques

			General Security Controls

			Network Penetration Tests

			Key Aspects from the CISA Exam Perspective

			Security Monitoring Tools and Techniques

			IDS

			IPS

			Honeypots and Honey Nets

			Key Aspects from the CISA Exam Perspective

			Incident Response Management

			Computer Security Incident Response Team

			Key Aspects from the CISA Exam Perspective

			Evidence Collection and Forensics

			Chain of Custody

			Key Elements of Computer Forensics

			Summary

			Chapter Review Questions

			Why subscribe?

			Other Books You May Enjoy

		

	


		
			Preface

			Certified Information System Auditor (CISA) is one of the most sought-after courses in the field of auditing, control, and information security. CISA is a globally recognized certification that validates your expertise and gives you the leverage you need to advance in your career. CISA certification is key to a successful career in IT.

			A CISA certification can showcase your expertise and assert your ability to apply a risk-based approach to planning, executing, and reporting on projects and engagements. It helps you gain instant credibility in your interactions with internal stakeholders, regulators, external auditors, and customers.

			As per ISACA’s official website (www.isaca.org), the average salary of a CISA holder is US$149,000.

			Online Exam-Prep Tools

			With this book, you will unlock unlimited access to our online exam-prep platform (Figure 0.1). This is your place to practice everything you’ve learned in the book.
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			Figure 0.1: Online exam-prep platform

			Sharpen your concepts with multiple sets of practice questions and interactive flashcards, accessible from all modern web browsers. If you get stuck, you can raise your concerns with the author directly through the website. Before doing that, make sure to go through the list of resolved doubts as well. These are based on questions asked by other users. Finally, go through the exam tips on the website to make sure you are well prepared.

			Who This Book Is For

			If you are a passionate auditor, risk practitioner, IT professional, or security professional, and are planning to enhance your career by obtaining a CISA certificate, this book is for you.

			What This Book Covers

			Chapter 1, Audit Planning, deals with the audit processes, standards, guidelines, practices, and techniques that an Information Systems (IS) auditor is expected to use during audit assignments. An IS auditor must have a detailed knowledge of IS processes, business processes, and risk management processes in order to protect an organization’s assets.

			Chapter 2, Audit Execution, covers project management techniques, sampling methodology, and audit evidence collection techniques. It provides details regarding data analysis techniques, reporting and communication techniques, and quality assurance processes.

			Chapter 3, IT Governance, provides an introduction to IT governance and aspects related to IT enterprise governance. Enterprise governance includes the active involvement of management in IT. Effective IT governance and management involves an organization’s structure as well as IT standards, policies, and procedures.

			Chapter 4, IT Management, walks you through various aspects of designing and approving an IT management policy and effective information security governance. It will also teach you how to audit and evaluate IT resource management, along with services provided by third-party service providers, while also covering IT performance monitoring and reporting.

			Chapter 5, Information Systems Acquisition and Development, provides information about project governance and management techniques. This chapter discusses how an organization evaluates, develops, implements, maintains, and disposes of its information systems and related components.

			Chapter 6, Information Systems Implementation, covers various aspects of IS implementation. The implementation process comprises a variety of stages, including system migration, infrastructure deployment, data conversion or migration, user training, post-implementation review, and user acceptance testing.

			Chapter 7, Information Systems Operations, explains how to identify risks related to technology components and how to audit and evaluate IT service management practices; systems performance management; problem and incident management policies and practices; change, configuration, release, and patch management processes; and database management processes.

			Chapter 8, Business Resilience, covers all aspects of business impact analysis, system resiliency, data backup, storage and restoration, the business continuity plan, and disaster recovery plans.

			Chapter 9, Information Asset Security and Control, discusses the information security management framework, privacy principles, physical access and environmental controls, and identity and access management.

			Chapter 10, Network Security and Control, provides an introduction to various components of networks, network-related risks and controls, types of firewalls, and wireless security.

			Chapter 11, Public Key Cryptography and Other Emerging Technologies, details various aspects of public key cryptography, cloud computing, virtualization, mobile computing, and the Internet of Things.

			Chapter 12, Security Event Management, takes you through the process of evaluating an organization’s information security and privacy policies and practices in depth. It also discusses various types of IS attack methods and techniques and covers different security monitoring tools and techniques, as well as evidence collection and forensics methodology.

			How to Get the Most out of This Book

			This book is directly aligned with ISACA’s CISA Review Manual (27th Edition) and covers all the topics that a CISA aspirant needs to grasp in order to pass the exam. The key aspect of this book is its use of simple language, which makes it ideal for candidates with non-technical backgrounds. At the end of each topic, key pointers from the CISA exam perspective are presented in a tabular format. This is the unique feature of this book. It also contains more than 850 exam-oriented practice questions that are designed in consideration of the language and testing methodology used in an actual CISA exam.

			It is advisable to stick to the following steps when preparing for the CISA exam:

			Step 1: Read the complete book.

			Step 2: Attempt the end-of-chapter practice questions in each chapter before moving on to the next one.

			Step 3: Go through ISACA’s QAE book or database.

			Step 4: Refer to ISACA’s CISA Review Manual.

			Step 5: Memorize key concepts using the flashcards on the website.

			Step 6: Attempt the online practice question sets. Make a note of the concepts you are weak in, revisit those in the book, and re-attempt the practice questions.

			Step 7: Keep repeating the practice question sets till you are able to answer all the questions in each practice set correctly within the time limit.

			Step 8: Review exam tips on the website.

			CISA aspirants will gain a lot of confidence if they approach their preparation as per the mentioned steps.

			Recorded Lectures

			This book is also available in video lecture format along with 200+ exam-oriented practice questions on Udemy. Buyers of this book are entitled to 30% off of Hemang Doshi’s recorded lectures. For a discount coupon, please write to training@hemangdoshiacademy.in.

			Requirements for the Online Content

			The online content includes interactive elements like practice questions, flashcards, and exam tips. For optimal experience, it is recommended that you use the latest version of a modern, desktop (or mobile) web browser such as Edge, Chrome, Safari, or Firefox.

			Instructions for Unlocking the Online Content

			To unlock the online content, you will need to create an account on our exam-prep website using the unique sign-up code provided in this book.

			Where to find the sign-up code

			You can find your unique sign-up code at the start of Chapter 7, Information Systems Operations

			
					Visit the section mentioned above. There, you'll find your unique sign-up link and code. Open the link, make a note of the sign-up code, and return to this section.

					Open the sign-up link. Once the page loads, enter your name and email address (1).

			

			
				
					[image: Figure 0.2: Enter your name and email address in the sign-up form]
				

			

			Figure 0.2: Enter your name and email address in the sign-up form

			
					Create a strong alphanumeric password (2) (minimum 6 characters in length):

			

			
				
					[image: Figure 0.3: Create a strong password in the sign-up form]
				

			

			Figure 0.3: Create a strong password in the sign-up form

			
					Enter the unique sign-up code (3). As mentioned in Step 1, the sign-up code can be found at the start of Chapter 7, Information Systems Operations. Once you have entered the code, click the Sign Up button.

			

			
				
					[image: Figure 0.4: Enter the unique sign-up code]
				

			

			Figure 0.4: Enter the unique sign-up code

			Important 

			You only need to input the sign-up code once. After your account is created, you will be able to access the website using just your email address and password from any device.

			
					You can select the checkbox (4) if you wish to be notified whenever we add new practice resources or features to the platform.
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			Figure 0.5: Select the checkbox to receive notifications about new features or practice resources

			
					Upon a successful sign-up, you will be redirected to the dashboard (see Figure 0.6). Going forward, you will simply need to login using your email address and password to access the dashboard.

			

			
				
					[image: Figure 0.6: Online exam-prep platform dashboard]
				

			

			Figure 0.6: Online exam-prep platform dashboard

			Note

			If you are facing issues signing up, reach out to customercare@packt.com.

			Quick Access to the Website

			If you have successfully signed up, it is recommended that you bookmark this link for quick access to the website: https://packt.link/cisastudyguidewebsite. Click the Login link on the top-right corner of the page to open the login page. Use the credentials you created in Steps 2 and 3 of the Instructions for Unlocking the Online Content section above.

			Alternatively, you can scan the following QR code to open the website:

			
				
					[image: Figure 0.7: QR Code for the CISA online exam-prep platform]
				

			

			Figure 0.7: QR Code for the CISA online exam-prep platform

			Conventions Used

			New terms and important words are shown like this: “An Information Systems (IS) audit examines the management controls in IT infrastructure and business applications.”

			Tips or important notes

			Appear like this.

			Get in Touch

			Feedback from our readers is always welcome.

			General feedback: If you have any questions about this book, please mention the book title in the subject of your message and email us at customercare@packtpub.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you could report this to us. Please visit www.packtpub.com/support/errata and complete the form.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you could provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

		

		
			Share Your Thoughts

			Once you’ve read CISA – Certified Information Systems Auditor Study Guide, Second Edition, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a Free PDF Copy of This Book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application.

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily.

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below:

			

			
				
					[image: https://packt.link/free-ebook/9781803248158]
				

			

			
					Submit your proof of purchase.

					That’s it! We’ll send your free PDF and other benefits to your email directly.
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			Audit Planning

			This Book Comes with Free Online Content

			With this book, you get unlimited access to web-based CISA exam prep tools which include practice questions, flashcards, exam tips, and more.
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			Figure 1.1: CISA online practice resources dashboard

			To unlock the content, you’ll need to create an account using your unique sign-up code provided with this book. Refer to the Instructions for Unlocking the Online Content section in the Preface on how to do that.

			Accessing the Online Content

			If you’ve already created your account using those instructions, visit packt.link/cisastudyguidewebsite or scan the following QR code to quickly open the website.

			
				
					[image: Figure 1.2: QR Code to access CISA Online Practice Resources Main Page]
				

			

			Figure 1.2: QR Code to access CISA online practice resources main page

			Once there, click the Login link in the top-right corner of the page to access the content using your credentials.

			An Information Systems (IS) audit examines the management controls in IT infrastructure and business applications. The objective of an IS audit is to evaluate whether implemented controls are efficient and effective in protecting information assets, maintaining data integrity, and ensuring the availability of assets in order to meet the organization’s goals and objectives.

			An audit plan is a step-wise approach to be followed to conduct an audit. It helps to establish the overall audit process in an effective and efficient manner. An audit plan should be aligned with the audit charter of the organization. To plan an audit, the IS auditor is required to have a thorough understanding of business processes, business applications, and relevant controls. Audit planning includes both short- and long-term planning.

			The following topics will be covered in this chapter:

			
					The content of an audit charter

					Audit planning

					Business process applications and controls

					Types of controls

					Risk-based audit planning

					Types of audits and assessment

			

			The Contents of an Audit Charter

			An internal audit is an independent activity and should ideally be reported to a board-level committee. In most organizations, the internal audit function reports to the audit committee of the board. This helps to protect the independence of the audit function. Audit reporting may be biased in the absence of an independent audit function.

			The independence of the audit function is further ensured through a management-approved audit charter.

			The following figure shows the features of an audit charter:

			
				
					[image: Figure 1.3: Features of an audit charter]
				

			

			Figure 1.3: Features of an audit charter

			The CISA candidate should note the following features of the audit charter:

			
					An audit charter is a formal document defining the internal audit’s objective, authority, and responsibility. The audit charter covers the entire scope of audit activities. An audit charter must be approved by senior management.

					An audit charter should not be changed too often as it defines the objective of the audit function, and hence procedural aspects should not be included. Also, it is recommended to not include a detailed annual audit calendar including things such as planning, resource allocation, and other details such as audit fees and expenses.

					An audit charter should be reviewed minimum annually to ensure that it is aligned with business objectives.

			

			Essentially, an auditor’s activities are impacted by the charter of the audit department, which authorizes the accountability and responsibility of the audit department.

			An audit charter includes the following:

			
					The mission, purpose, and objective of the audit function

					The scope of the audit function

					The responsibilities of management

					The responsibilities of internal auditors

					The authorized personnel of the internal audit work

			

			If an audit is outsourced to an audit firm, the objective of the audit, along with its detailed scope, should be incorporated in an audit engagement letter.

			An audit charter forms the basis of structured audit planning. Activities relevant to audit planning are discussed in the next section.

			Key Aspects from the CISA Exam Perspective

			The following table covers important aspects from the CISA exam perspective:

			
				
					
					
				
				
					
							
							CISA Questions

						
							
							Possible Answers

						
					

				
				
					
							
							Who should approve the audit charter of an organization?

						
							
							Senior management

						
					

					
							
							What should the content of an audit charter be?

						
							
							The scope, authority, and responsibilities of the audit function

						
					

					
							
							What is the prime reason for the review of an organization chart?

						
							
							An organization chart is a diagram that shows the structure of an organization and the responsibilities and authorities of various positions and job roles. An IS auditor reviews the organization chart to understand the authority and responsibility of individuals.

						
					

					
							
							The actions of an IS auditor are primarily influenced by:

						
							
							The audit charter

						
					

					
							
							Which document provides the overall authority for an auditor to perform an audit?

						
							
							The audit charter

						
					

					
							
							What is the primary reason for the audit function directly reporting to the audit committee? 

						
							
							The audit function must be independent of the business function and should have direct access to the audit committee of the board

						
					

				
			

			Table 1.1: Key aspects from the CISA exam perspective

			Audit Planning

			CISA aspirants should understand the following important terms before reading about the different aspects of audit planning:

			
					Audit universe: An inventory of all the functions/processes/units under the organization.

					Qualitative risk assessment: In a qualitative risk assessment, risk is assessed using qualitative parameters such as high, medium, and low.

					Quantitative risk assessment: In a quantitative risk assessment, risk is assessed using numerical parameters and is quantified; for example, for a 50% chance of failure, the amount at risk is 1000 $.

					Risk factors: Factors that have an impact on risk. The presence of such factors increases the risk, whereas their absence decreases the risk.

			

			All the preceding elements are important prerequisites for the design of a structured audit plan. Next, you will explore the benefits of a structured and well-designed audit plan.

			Benefits of Audit Planning

			Audit planning is the initial stage of the audit process. It helps to establish the overall audit strategy and the technique to complete the audit. Audit planning makes the audit process more structured and objective oriented.

			An audit plan helps to determine the following:

			
					The objectives of the audit

					The scope of the audit

					The periodicity of the audit

					The members of the audit team

					The method of audit

			

			A well-thought-out audit plan helps the auditor:

			
					Focus on high-risk areas

					Identify required resources

					Estimate a budget

					Work to a defined structure, which ultimately benefits the auditor as well as the auditee units

			

			Selection Criteria

			An IS auditor should have a sufficient understanding of the various criteria for the selection of audit processes.

			One such criterion is to have an audit universe. All the significant processes of the enterprise’s business should be included in the audit universe.

			Each business process may undergo a qualitative or quantitative risk assessment by evaluating the risk with respect to relevant risk factors. Risk factors influence the frequency of the audit. After the risk is determined using qualitative or quantitative techniques, the resultant risk is evaluated against the criteria set by management. The audit plan can then be designed to consider all high-risk areas.

			Reviewing Audit Planning

			The audit plan should be reviewed and approved by senior management. Generally, approval is obtained from the audit committee of the board, but sometimes, the board might also grant approval.

			The audit plan should be flexible enough to address any changes in the risk environment (that is, new regulatory requirements, changes in market conditions, and other risk factors).

			The approved audit plan should be communicated promptly to the following groups:

			
					Senior management

					Business functions and other stakeholders

					The internal audit team
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