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			Preface

			Identity and access management (IAM) is foundational for securing organizations. While it’s long been an important operational concept, it was largely relegated to service desk operations for creating identities and assigning group memberships.

			Several years ago, Microsoft started down the route of zero trust networking, with a foundational concept being identity as one of the key security boundaries.

			Identity is increasingly used as a gateway to all of an organization’s services—whether they’re on-premises, in the Microsoft 365 cloud, or hosted by third-party cloud app providers. Being able to provision, manage, secure, and restrict the flow of data based on identity, device health or compliance, and access risk factors has become the preeminent way of protecting an organization’s assets.

			Throughout this book, we’ll explore a broad range of IAM concepts, ranging from identity models such as cloud and hybrid identity to risk-based access and authorization policies. You’ll discover cross-organization identity synchronization capabilities, design entitlement management strategies, and learn how to integrate third-party applications in a secure fashion—all of which will prepare you to successfully navigate the Microsoft Identity and Access Administrator exam.

			Who This Book Is For

			This book is intended for individuals who work in securing identity and workloads in a Microsoft 365 environment. This includes primarily identity and access administrators, but also security operations analysts and cybersecurity architects.

			The content in this book assumes you have a basic understanding of Microsoft 365 concepts. You’ll build on your foundational knowledge to gain the skills to be able to pass the SC-300 exam.

			What This Book Covers

			Chapter 1, Implementing and Configuring a Microsoft Entra Tenant, introduces the concepts of provisioning and administering a Microsoft 365 tenant.

			Chapter 2, Creating, Configuring, and Managing Microsoft Entra Identities, walks through the steps necessary to create and modify users and groups, as well as assigning licenses.

			Chapter 3, Implementing and Managing Identities for External Users and Tenants, introduces the concepts of external or guest users.

			

			Chapter 4, Implementing and Managing Hybrid Identity, introduces hybrid identity models, managed through Entra Connect and Entra Connect Cloud Sync.

			Chapter 5, Planning, Implementing, and Managing Microsoft Entra User Authentication, focuses on configuring authentication methods and capabilities such as multi-factor authentication and Windows Hello for Business.

			Chapter 6, Planning, Implementing, and Managing Microsoft Entra Conditional Access, explores one of the core security technologies of Microsoft Entra—Conditional Access policies.

			Chapter 7, Managing Risk by Using Microsoft Entra ID Protection, describes how to use risk-based policies with Microsoft Entra to protect user and workload identities.

			Chapter 8, Implementing Access Management for Azure Resources by Using Azure Roles, demonstrates concepts such as role-based access controls and technologies such as Azure Key Vault.

			Chapter 9, Implementing Global Secure Access, introduces the new Global Secure Access service for securing connectivity between endpoints and the Microsoft cloud.

			Chapter 10, Planning and Implementing Identity for Applications and Azure Workloads, explains how to configure and secure identity for Azure services, applications, and workloads.

			Chapter 11, Planning, Implementing, and Monitoring the Integration of Enterprise Applications, instructs on designing strategies for connecting and securing enterprise software-as-a-service apps, as well as using Microsoft Entra application proxy to publish on-premises applications.

			Chapter 12, Planning and Implementing App Registrations, presents information on configuring app registrations, app roles, and API permissions.

			Chapter 13, Managing and Monitoring App Access Using Microsoft Defender for Cloud Apps, explores using Defender for Cloud Apps to discover shadow IT and create policies to restrict access to apps and resources.

			Chapter 14, Planning and Implementing Entitlement Management, leverages access packages for granting access to sites and applications, as well as managing the life cycle of external user accounts.

			Chapter 15, Planning, Implementing, and Managing Access Reviews in Microsoft Entra, demonstrates how to use access reviews to manage the life cycle of access to resources in the Microsoft 365 tenant.

			Chapter 16, Planning and Implementing Privileged Access, walks through deploying Privileged Identity Management to remove standing permissions to resources.

			Chapter 17, Monitoring Identity Activity Using Logs, Workbooks, and Reports, outlines how to use the Kusto Query Language (KQL) to interpret logs and discover insights about identity and access in the Microsoft 365 environment.

			

			Chapter 18, Planning and Implementing Microsoft Entra Permissions Management, introduces the new Entra Permissions Management product, allowing identity and access administrators to monitor permissions assignments and discover the over-granting of permissions in a Microsoft Entra environment.

			How to Get the Most Out of This Book

			This book is directly aligned with the Microsoft Certified: Identity and Access Administrator Associate exam and covers all the topics that an SC-300 aspirant needs to grasp in order to pass the exam. 

			It is advisable to stick to the following steps when preparing for the SC-300 exam:

			Step 1: Read the complete book.

			Step 2: Attempt the end-of-chapter practice questions in each chapter before moving on to the next one.

			Step 3: Memorize key concepts using the flashcards on the website. (refer to the section Online Practice Resources)

			Step 4: Attempt the online practice question sets. Make a note of the concepts you are weak in, revisit those in the book, and re-attempt the practice questions. (refer to the section Online Practice Resources)

			Step 5: Review exam tips on the website. (refer to the section Online Practice Resources)

			SC-300 aspirants will gain a lot of confidence if they approach their preparation as per the mentioned steps.

			Online Practice Resources

			With this book, you will unlock unlimited access to our online exam-prep platform (Figure 0.1). This is your place to practice everything you learn in the book.

			

			How to access the resources

			To learn how to access the online resources, refer to Chapter 19, Accessing the Online Practice Resources at the end of this book.

			
				
					[image: Figure 0.1: Dashboard interface of the online practice resources]
				
			

			Figure 0.1 – Online exam-prep platform on a desktop device

			Sharpen your knowledge of Identity and Access Administrator concepts with multiple sets of mock exams, interactive flashcards, and exam tips accessible from all modern web browsers.

			To Make the Most Out of This Book

			To get the most out of your studying experience, we recommend the following components:

			
					Azure tenant with a free-trial subscription (https://azure.microsoft.com/en-us/free/ai-services/)

					Microsoft 365 E5 trial subscription (https://www.microsoft365.com)

			

			

			Download the Example Code Files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/Microsoft-Identity-and-Access-Administrator-SC-300-Exam-Guide. If there’s an update to the code, it will be updated in the GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Download the Color Images

			We also provide a PDF file that has color images of the screenshots and diagrams used in this book. You can download it here: https://packt.link/L7Nt0.

			Conventions Used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and X handles. Here is an example: “Microsoft will update your organization’s SPF record with v=spf1 include:spf.protection.outlook.com -all.”

			A block of code is set as follows:

			
Get-MgUser -Filter "Department eq 'Project Management'"
-Top 10 -ConsistencyLevel Eventual -Property
DisplayName,UserPrincipalName,Department | Select
DisplayName,UserPrincipalName,Department
			Any command-line input or output is written as follows:

			
Install-Module Microsoft.Graph
			Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “Roles can be easily managed within the Microsoft 365 admin center by expanding the navigation menu, expanding Roles, and then selecting Role assignments.”

			Tips or important notes

			Appear like this.

			

			Get in Touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packt.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form. We ensure that all valid errata are promptly updated in the GitHub repository at https://github.com/PacktPublishing/Microsoft-Identity-and-Access-Administrator-SC-300-Exam-Guide.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			

			Share Your Thoughts

			Now you’ve finished Microsoft Identity and Access Administrator SC-300 Exam Guide, Second Edition, we’d love to hear your thoughts! If you purchased the book from Amazon, please click here to go straight to the Amazon review page for this book and share your feedback or leave a review on the site that you purchased it from.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a Free PDF Copy of This Book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application.

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily.

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below:

			

			
				
					[image: ]
				
			

			https://packt.link/free-ebook/9781836200390

			
					Submit your proof of purchase.

					That’s it! We’ll send your free PDF and other benefits to your email directly.

			

		

	


		

		
			1

			Implementing and Configuring a Microsoft Entra Tenant

			The Microsoft 365 tenant serves as the primary boundary for security and content for your organization inside the Microsoft cloud, logically separating your organization’s identities and data from that of other organizations also using the Microsoft 365 service. Although the initial setup of a tenant may seem straightforward—requiring just the input of contact information and payment details—the design and implementation of a tenant and its features involve multiple considerations to ensure secure access to an organization’s data.

			Making the Most Out of This Book – Your Certification and Beyond

			This book and its accompanying online resources are designed to be a complete preparation tool for your SC-300 Exam.

			The book is written in a way that you can apply everything you’ve learned here even after your certification. The online practice resources that come with this book (Figure 1.1) are designed to improve your test-taking skills. They are loaded with timed mock exams, chapter review questions, interactive flashcards, and exam tips to help you work on your exam readiness from now till your test day.

			

			Before You Proceed

			To learn how to access these resources, head over to Chapter 19, Accessing the Online Practice Resources, at the end of the book.

			
				
					[image: Figure 1.1: Dashboard interface of the online practice resources]
				
			

			Figure 1.1: Dashboard interface of the online practice resources

			Here are some tips on how to make the most out of this book so that you can clear your certification and retain your knowledge beyond your exam:

			

			
					Read each section thoroughly.

					Make ample notes: You can use your favorite online note-taking tool or use a physical notebook. The free online resources also give you access to an online version of this book. Click the BACK TO THE BOOK link from the Dashboard to access the book in Packt Reader. You can highlight specific sections of the book there.

					Chapter Review Questions: At the end of this chapter, you’ll find a link to review questions for this chapter. These are designed to test your knowledge of the chapter. Aim to score at least 75% before moving on to the next chapter. You’ll find detailed instructions on how to make the most of these questions at the end of this chapter in the Exam Readiness Drill - Chapter Review Questions section. That way, you’re improving your exam-taking skills after each chapter, rather than at the end.

					Flashcards: After you’ve gone through the book and scored 75% more in each of the chapter review questions, start reviewing the online flashcards. They will help you memorize key concepts.

					Mock Exams: Solve the mock exams that come with the book till your exam day. If you get some answers wrong, go back to the book and revisit the concepts you’re weak in.

					Exam Tips: Review these from time to time to improve your exam readiness even further.

			

			This chapter will cover the following main topics:

			
					Calculating network bandwidth capacity for Teams voice, video, meetings, and town halls

					Analyzing network impact using Network Planner

					Specifying required network ports and protocols for Microsoft Teams

					Specifying optimal network architecture for Teams

					Assessing network readiness and connectivity

			

			In this chapter, you will explore the essential elements of planning your Microsoft 365 experience, particularly as they map to the SC-300 exam. The objectives and skills covered in this chapter include the following:

			
					Configuring and managing built-in and custom Microsoft Entra roles

					Recommending when to use administrative units

					Configuring and managing administrative units

					Evaluating effective permissions for Microsoft Entra roles

					Configuring and managing custom domains

					Configuring company branding settings

					Configuring tenant-wide settings and properties

			

			By the end of this chapter, you should be able to perform the initial configuration steps for a Microsoft 365 tenant and explain how to administer organization-wide settings.

			Provisioning a Tenant

			A tenant, from a Microsoft 365 perspective, is the top-level container that both identifies your organization and provides its security boundary. The tenant container object is a logical boundary that separates your organization’s users, applications, and data from that of other organizations using the Microsoft 365 service. Creating a tenant is the prerequisite step to working with Microsoft 365.

			While provisioning a tenant itself isn’t on the SC-300 exam, you should be familiar with how the process works, as some of the choices you make up front may determine what features and capabilities your tenant will use.

			

			Planning a Tenant

			The first choice you need to make is which kind of tenant you’ll acquire. Tenants are available for various different types of organizations. You’ll choose a tenant based on a number of factors, including what size organization you have, as well as potentially what industry or vertical your organization is in.

			Selecting a Tenant Type

			Microsoft has made a variety of suites and packages available, targeting different types of organizations, as shown in Figure 1.2:
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			Figure 1.2: Types of tenants

			Table 1.1 lists the types of tenants available and their target customers:

			
				
					
					
				
				
					
							
							

							Tenant type

						
							
							Target customer

						
					

				
				
					
							
							Microsoft 365 Personal

						
							
							Single person or home user

						
					

					
							
							Microsoft 365 Family

						
							
							Single person, up to 6 users

						
					

					
							
							Microsoft 365 Business

						
							
							Up to 300 users

						
					

					
							
							Microsoft 365 Enterprise

						
							
							Unlimited users

						
					

					
							
							Microsoft 365 Government

						
							
							Unlimited users

						
					

					
							
							Microsoft 365 Education

						
							
							Unlimited users

						
					

				
			

			Table 1.1: Tenant types and target customers

			The SC-300 exam tests you on the Microsoft 365 Enterprise plans and features available in the worldwide commercial cloud. The exam may question you about which tenant type is appropriate for your organization based on the organization’s size.

			Tenant type deep dive

			The SC-300 exam focuses on the feature set and service bundles available in Microsoft 365 Enterprise plans, though the technologies available are largely the same across all plans. Microsoft 365 Government (also known as Government Community Cloud or GCC) is available only for local, state, and federal US government customers (and their partners or suppliers) and has a subset of the currently commercially available features. Microsoft 365 Education exists in the Worldwide Commercial cloud, has the same feature set as the commercial enterprise set, but also has a few added features targeted to educational institutions. Microsoft 365 for Education is only available to schools and universities.

			Selecting a Managed Domain

			After choosing what type of tenant you’ll acquire, one of the next choices you’ll need to make is selecting a tenant name. When you start a Microsoft 365 subscription, you are prompted to choose a name in Microsoft’s onmicrosoft.com managed namespace. The tenant name must be unique across all other Microsoft 365 customers.

			Tenant name considerations

			After many (many!) years of customer requests, the tenant-managed domain name can be changed after it has been selected. Technically, you can’t change the tenant domain, but you can add a new tenant fallback domain. As such, it’s still important to choose something that is appropriate for your organization. The tenant name is visible in a handful of locations, so be sure to select a name that doesn’t reveal any personally identifiable information or trade secrets and looks professionally appropriate for the type of organization you’re representing. There is also a SharePoint tenant rename process in preview, but it’s limited to organizations that have less than 10,000 sites provisioned. For more information, see https://learn.microsoft.com/en-us/microsoft-365/admin/setup/add-or-replace-your-onmicrosoftcom-domain?view=o365-worldwide.

			

			Provisioning a Tenant

			Provisioning a tenant is a relatively simple task requiring you to fill out a basic contact form and choose a tenant name. Microsoft offers a variety of trial subscriptions to help people understand the capabilities of the platform.

			Trial information

			Microsoft has updated its subscription plans by removing Teams from the included applications. The offers are now labeled No Teams, though Teams can be added through the Microsoft 365 admin center once the trial is activated. You can view available Microsoft 365 and Office 365 offers here: https://www.microsoft.com/en-us/microsoft-365/enterprise/microsoft365-plans-and-pricing.

			Currently, available trial subscriptions require you to provide payment information. Trials will roll over as a fully paid subscription after the trial period ends. If you’re standing up a trial tenant to study for the exam, you’ll want to make sure you cancel it as soon as you’re done using it. Figure 1.3 shows the trial sign-up page:

			
				
					[image: Figure 1.3: Starting a trial subscription]
				
			

			Figure 1.3: Starting a trial subscription

			The sign-up process may prompt you for a phone number to be used during verification (either through a text/SMS or call) to help ensure that you’re a valid potential customer and not an automated system.

			

			After verifying your status as a human, you’ll be prompted to select your managed domain, as shown in Figure 1.4:
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			Figure 1.4: Choosing a managed domain

			In the Domain name field, you’ll be prompted to enter a domain name. If the domain name value you select is already taken, you’ll receive an error and will be prompted to select a new name.

			After you’ve finished, you can enter payment information for a trial subscription. Note the end date of the trial; if you fail to cancel by this date, you’ll be automatically billed for the number of licenses you have configured during your trial!

			Now that you’ve got a tenant activated, it’s time to move on to the actual SC-300 objectives as discussed in the next section!

			Advanced setup guides

			While this book focuses primarily on the requirements for the SC-300 exam objectives, there is a lot to learn in a tenant. You can use the advanced deployment guides in the admin center to explore and set up other features of your Microsoft 365 environment. For more information, see https://learn.microsoft.com/en-us/microsoft-365/enterprise/setup-guides-for-microsoft-365?view=o365-worldwide.

			

			Configuring and Managing Built-In and Custom Microsoft Entra Roles

			Entra ID roles are used to delegate permissions to perform tasks in Entra ID, Microsoft 365, and Azure. Many people are familiar with the Global Administrator role, as it is the first role that’s granted when you create a tenant. However, there are dozens of other roles available that can be used to provide a refined level of delegation throughout the environment. As the number of applications and services available in the Microsoft 365 ecosystem has grown, so has the number of security and administrative roles.

			Roles for applications, services, and functions are intuitively named and generally split into two groups: Administrator and Reader. However, there are some roles that either don’t follow that nomenclature or have additional levels of permission associated with them (such as Printer Technician or Attack Simulator Payload Author).

			The Global Administrator role can administer all parts of the tenant organization, including creating and modifying users or groups and delegating other administrative roles. In most cases, users with the Global Administrator role can access and modify all parts of an individual Microsoft 365 service—for example, editing Exchange transport rules, creating SharePoint Online sites, or setting up directory synchronization. Some features, such as eDiscovery, require specific roles in order to use them. Even though the Global Administrator role doesn’t have the ability to perform all tasks initially, the role does allow you to grant application- or workload-specific roles to enable their use.

			Further reading

			There are currently over 70 built-in administrative roles specific to Entra ID services and applications. For an up-to-date list of the roles available, see https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference.

			For the SC-300 exam, you should be familiar with the core Microsoft 365 and Entra ID roles, as described in Table 1.2:

			
				
					
					
				
				
					
							
							Role name

						
							
							Role description

						
					

				
				
					
							
							Global Administrator

						
							
							Can manage all aspects of Entra ID and Microsoft 365 services.

						
					

					
							
							Hybrid Identity Administrator

						
							
							Can manage Entra Connect and Entra Cloud Sync configuration settings, including pass-through authentication (PTA), password hash synchronization (PHS), seamless single sign-on (SSO), and federation settings.

						
					

					
							
							Billing Administrator

						
							
							Can perform billing tasks such as updating payment information.

						
					

					
							
							

							Compliance Administrator

						
							
							Can read and manage the compliance configuration and reporting in Entra ID and Microsoft 365.

						
					

					
							
							Exchange Administrator

						
							
							Can manage all aspects of the Exchange Online service.

						
					

					
							
							Guest Inviter

						
							
							Can invite guest users regardless of the Members can invite guests setting.

						
					

					
							
							Office Apps Administrator

						
							
							Can manage Office apps, including policy and settings management.

						
					

					
							
							Reports Reader

						
							
							Can read sign-in and audit reports.

						
					

					
							
							Security Reader

						
							
							Can read security information and reports in Entra ID and Office 365.

						
					

					
							
							SharePoint Administrator

						
							
							Can manage all aspects of the SharePoint service.

						
					

					
							
							Teams Administrator

						
							
							Can manage all aspects of the Microsoft Teams service.

						
					

					
							
							User Administrator

						
							
							Can manage all aspects of users and groups, including resetting passwords for limited admins.

						
					

				
			

			Table 1.2: Core Entra ID and Microsoft 365 roles

			Planning for Role Assignments

			One of the core tenets of security is the use of a least-privilege model. Least privilege means delegating the minimum level of permissions to accomplish a particular task, such as creating a user or resetting a password. In the context of Microsoft 365 and Entra ID, this translates to using the built-in roles for services, applications, and features where possible instead of granting the Global Administrator role. Limiting the administrative scope for services based on roles is commonly referred to as role-based access control (RBAC).

			In order to help organizations plan for a least-privileged deployment, Microsoft currently maintains a list of least-privileged roles necessary to accomplish certain tasks, grouped by application or content area: https://learn.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task. Related tasks are grouped into roles. These roles can then be assigned to users based on their job duties.

			

			When planning for role assignments in your organization, you can choose to assign roles directly to users or via a specially designated Entra ID group. If you have several users that need a variety of roles, you may want to create a group to ease the administrative burden of adding multiple users to multiple roles.

			If you want to create and use groups for role assignment, you must enable the group for role assignment (the Entra ID isAssignableToRole property) during the group creation. For example, when using the Azure portal to create a group as shown in Figure 1.5, the Azure AD roles can be assigned to the group toggle needs to be set to Yes in order for the group to be provisioned with that capability.

			Note

			The role assignment property cannot be updated once the group has been created. If you create a group that you want to be used for role assignment and you fail to set this option during group creation, you’ll need to delete the group and start over. This is to prevent privilege escalation attempts.

			
				
					[image: Figure 1.5: Configuring the isAssignableToRole property on a new group]
				
			

			Figure 1.5: Configuring the isAssignableToRole property on a new group

			

			If you want to create role-eligible groups in Entra ID, those groups must be configured to use assigned membership. As soon as you move the slider to enable a role-assignable group, the ability to change the membership type is grayed out to prevent accidentally elevating a user to a privileged role through a dynamic rule.

			Managing Roles in the Microsoft 365 Admin Center

			Roles can be easily managed within the Microsoft 365 admin center by expanding the navigation menu, expanding Roles, and then selecting Role assignments.

			
				
					[image: Figure 1.6: Role assignments]
				
			

			Figure 1.6: Role assignments

			

			Roles are displayed across four tabs: Azure AD, Exchange, Intune, and Billing, as shown in Figure 1.7:

			
				
					[image: Figure 1.7: The Role assignments page]
				
			

			Figure 1.7: The Role assignments page

			To add people to a role, simply select the role from the list, choose the Assigned tab, and then add either users or groups to the particular role.

			

			
				
					[image: Figure 1.8: Making role assignments]
				
			

			Figure 1.8: Making role assignments

			Depending on the role being granted through this interface, you may be able to use Microsoft 365 groups, role-assignable security groups, or mail-enabled security groups.

			Managing Role Groups for Microsoft Defender, Microsoft Purview, and Microsoft 365 Workloads

			Now that you’re familiar with role groups and concepts, you will learn how to manage roles for the following specific workload and feature areas of Microsoft 365:

			
					Microsoft Defender

					Microsoft Purview

					Microsoft 365 workloads

			

			There are some nuances of managing each that are covered in the following sub-sections.

			

			Microsoft Defender

			Like other products in the Microsoft 365 suite, Defender uses roles to manage groups of permissions for tasks. All of the Microsoft Defender roles can be administered from either the Entra admin center (https://entra.microsoft.com) or the Azure portal (https://portal.azure.com). Both interfaces also provide the ability to define custom roles or role groups. Microsoft 365 Defender also has a new RBAC model available. The Microsoft 365 Defender RBAC model is in preview and is subject to change.

			Microsoft 365 Defender users can be configured to use either the global Entra ID roles or custom roles from the Microsoft 365 Defender portal. When using Entra ID’s global roles to assign permissions for Microsoft 365 Defender, it’s important to note that the Entra ID roles will grant access to multiple workloads.

			By default, Global Administrators and Security Administrators have access to Microsoft 365 Defender features. To delegate individual administrative duties where a broader Microsoft 365 Defender role might not be appropriate for your organization’s needs, you can use custom roles, as shown in Figure 1.9:

			
				
					[image: Figure 1.9: Microsoft 365 Defender permissions]
				
			

			Figure 1.9: Microsoft 365 Defender permissions

			To create a custom role, follow these steps:

			

			
					Navigate to the Microsoft 365 Defender portal (https://security.microsoft.com) with an account that is either a member of Global Administrators or Security Administrators.

					In the navigation menu, select Permissions.

					Click Create custom role.

					On the Basics page, enter a Role name value and click Next.

			

			
				
					[image: Figure 1.10: Creating a new custom role]
				
			

			Figure 1.10: Creating a new custom role

			
					Select permissions from the available permissions groups. For example, select Security Operations, then choose the Select all read-only permissions radio button as shown in Figure 1.11, and click Apply. Then, click Next.

			

			
				
					[image: Figure 1.11: Selecting permissions]
				
			

			Figure 1.11: Selecting permissions

			

			
					On the Assignments page, click Add assignment.

			

			
				
					[image: Figure 1.12: Adding user and data assignments]
				
			

			Figure 1.12: Adding user and data assignments

			
					On the Add assignment page, enter an Assignment name value for this permissions assignment.

					On the Add assignment page, select the data sources to which this assignment applies. You can select Choose all data sources (including current and future supported data sources) to make a broadly scoped role or select specific individual data sources.

					On the Add assignment page, select which users or groups will be configured with this assignment, as shown in Figure 1.13. Click Add when finished.

			

			

			
				
					[image: Figure 1.13: Selecting assignment options]
				
			

			Figure 1.13: Selecting assignment options

			
					Add any other assignments if necessary and then click Next to continue.

					On the Review and finish page, confirm the selections and then click Submit. See Figure 1.14.

			

			
				
					[image: Figure 1.14: Confirming configuration]
				
			

			Figure 1.14: Confirming configuration

			

			Once roles and assignments have been configured, users can log in and view or manage the features to which they’ve been granted permission.

			Further reading

			For more information on the nuances of the Microsoft 365 Defender custom roles and available permissions, see https://learn.microsoft.com/en-us/microsoft-365/security/defender/custom-permissions-details.

			Next, you will explore the roles and permissions for Microsoft Purview.

			Microsoft Purview

			Like Microsoft 365 Defender, Microsoft Purview can leverage both Entra ID global roles (available throughout the Microsoft 365 platform) as well as roles and role groups specifically designed for Microsoft Purview that are only available in Microsoft Purview. Some features (such as eDiscovery) can only be configured using the Purview-specific roles.

			You can view the global Entra ID roles by navigating to the Microsoft Purview compliance center, expanding Roles & scopes, selecting Permissions, and then selecting Roles under Azure AD. See Figure 1.15:

			
				
					[image: Figure 1.15: Azure AD roles in Microsoft Purview permissions]
				
			

			Figure 1.15: Azure AD roles in Microsoft Purview permissions

			

			The Microsoft Purview-specific roles can be seen in the Microsoft Purview compliance center (https://compliance.microsoft.com) by expanding Roles & scopes, selecting Permissions, and then selecting Roles under Microsoft Purview solutions. See Figure 1.16:
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			Figure 1.16: Microsoft Purview solutions roles

			Like Microsoft 365 Defender, you can also create custom role groups for Microsoft Purview solutions. Microsoft Purview roles also support scoping with administrative units. Currently, the following features support administrative units:

			
				
					
					
				
				
					
							
							Solution or feature

						
							
							Configuration areas

						
					

				
				
					
							
							Data life cycle management

						
							
							Retention policies, retention label policies, role groups

						
					

					
							
							Data loss prevention (DLP)

						
							
							DLP policies, role groups

						
					

					
							
							Communications compliance

						
							
							Adaptive scopes

						
					

					
							
							Records management

						
							
							Retention policies, retention label policies, adaptive scopes, role groups

						
					

					
							
							Sensitivity labels

						
							
							Sensitivity label policies, auto-labeling policies, role groups

						
					

				
			

			Table 1.3: Microsoft Purview support for administrative units

			Next, you will review role groups for Microsoft 365 workloads and how they can be managed.

			

			Microsoft 365 Workloads

			The core Microsoft 365 workloads, such as Exchange Online and SharePoint Online, have built-in support for a number of role groups. In the case of Exchange Online, there are additional management roles that can be assigned within the Exchange admin center’s existing RBAC mechanisms. They’re only visible inside the Exchange service and only apply to Exchange-specific features.

			
				
					[image: Figure 1.17: Microsoft 365 workload roles]
				
			

			Figure 1.17: Microsoft 365 workload roles

			While many workloads will have a single role group (such as Kaizala Administrator or SharePoint Administrator), some workloads such as Teams have multiple role groups that can be used to further delegate administration. You can review the current list of roles available in the Microsoft 365 admin center by navigating to the admin center (https://admin.microsoft.com), expanding Roles, and selecting Role assignments.

			Next, we’ll explore the role administrative units play in delegated administration.

			

			Recommending When to Use Administrative Units

			Administrative units are groups of users and devices that can be managed by specific administrators.

			In an on-premises Active Directory setup, you can delegate administrative functions using the Delegation of Control wizard in Active Directory Users and Computers or Active Directory Administrative Center.

			Unlike the hierarchical structure of on-premises Active Directory, Entra requires defining boundaries such as administrative units to delegate control. Administrative units are logical boundaries that can contain users, groups, and devices.

			Administrative units in Entra can be role-scoped, allowing administrators to be granted specific roles (such as Helpdesk Administrator), thereby limiting their administrative capabilities to only the assigned administrative units.

			Configuring and Managing Administrative Units

			The easiest way to create and manage administrative units is through the Microsoft 365 admin center (though they can also be created and managed inside the Entra ID portal).

			In this section, we’ll explore how to create and manage administrative units.

			Creating Administrative Units

			In this example, you will create an administrative unit called California that will be used to manage users who live and work in that geographical region. During creation, you will configure administrators to be able to perform role-scoped activities inside that administrative unit:

			

			
					Navigate to the Microsoft 365 admin center (https://admin.microsoft.com) and log in with a global administrator credential.

					Expand Roles and click Administrative units. If you don’t see Roles in the navigation menu, you may need to click Show all at the bottom of the menu to display all of the menu nodes (see Figure 1.18). Then, select +Add unit.

			

			
				
					[image: Figure 1.18: Administrative units page]
				
			

			Figure 1.18: Administrative units page

			

			
					On the Basics page, enter a Name value and a Description value for the administrative unit and click Next.

			

			
				
					[image: Figure 1.19: The Basics page]
				
			

			Figure 1.19: The Basics page

			

			
					On the Add members sub-page, add any additional users to the administrative unit or click Next to proceed.

			

			
				
					[image: Figure 1.20: The Add members page]
				
			

			Figure 1.20: The Add members page

			

			
					On the Assign admins to scoped roles page, review the roles listed. Not all roles can be scoped to administrative units. In this example, select the checkbox next to User Administrator and then click the role name itself to bring up its properties. See Figure 1.21.

			

			
				
					[image: Figure 1.21: Adding roles]
				
			

			Figure 1.21: Adding roles

			

			
					On the User Administrator flyout, click the Assigned tab.

			

			
				
					[image: Figure 1.22: The User Administrator flyout]
				
			

			Figure 1.22: The User Administrator flyout

			
					Click Add users or Add groups to assign administrators to this role. Click Close when finished.

			

			

			
				
					[image: Figure 1.23: Adding users to a role]
				
			

			Figure 1.23: Adding users to a role

			
					On the Assign admins to scoped roles page, click Next.

					On the Review and finish page, review your selections and then click Add.

					Click Done to return to the Administrative units page.

			

			One of the features of role-scoped administration is the ability to limit what objects can be impacted by a particular administrator. As you noticed during the configuration, only a subset of the roles available in the tenant honor administrative unit scoping. You may want to periodically review your administrative unit configuration to see whether any additional scoped roles are available to be added to it. This will be discussed next.

			

			Viewing and Updating Administrative Units

			After you create administrative units, you can review them and modify their members and administrators from either the Azure AD portal or the Microsoft 365 admin center under Roles | Administrative units.

			
				
					[image: Figure 1.24: Viewing administrative units]
				
			

			Figure 1.24: Viewing administrative units

			By selecting a group, you can assign users and groups to the administrative unit.

			While you can assign groups to administrative units, this does not automatically add the group member objects to the administrative scope—it only enables managing the properties of the group itself. You need to add the members of the group to the administrative unit separately in order for them to also be in scope.

			Note

			Dynamic administrative units are a preview feature that allows you to use filters and queries to automatically populate administrative units. Like dynamic groups, dynamic administrative units can only have one object type (either users or devices). Dynamic administrative units can only be configured in the Entra ID portal at this time. This feature is not available in GCC High currently.
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