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			Preface

			In the ever-evolving world of information security, the CompTIA Security+ certification stands as a benchmark for cybersecurity proficiency that equips professionals with the necessary skills to secure a network and manage risk effectively. This guide, tailored for the latest CompTIA Security+ SY0-701 exam, is designed as a comprehensive resource to master the CompTIA Security+ exam.

			This brand new exam guide from Ian Neil, one of the world’s top Security+ trainers, and Packt Publishing is specifically written for the 701 exam, and covers the five critical domains of the new exam:

			Domain 1

			General Security Concepts: This domain covers various types of security controls, including technical, managerial, operational, and physical aspects

			Domain 2

			Threats, Vulnerabilities, and Mitigations: This domain covers common threat actors, their motivations, and various threat vectors, along with understanding different types of vulnerabilities

			Domain 3

			Security Architecture: This domain covers the security implications of different architecture models, including cloud, serverless, microservices, and network infrastructure

			Domain 4

			Security Operations: This domain covers common security techniques for computing resources, understanding the security implications of hardware, software, and data asset management, and diving into the realms of vulnerability management and security alerting

			Domain 5

			Security Program Management and Oversight: This domain covers the various elements of effective security governance, risk management, third-party risk assessment, compliance, audits, and security awareness practices.

			By the end of this guide, you will not only be well-prepared to ace the CompTIA Security+ SY0-701 exam but also possess the confidence to implement and oversee comprehensive security measures in any organization. This book is an essential tool for anyone aspiring to become a proficient cybersecurity professional in today’s ever-evolving digital landscape.

			Who This Book Is For

			This book helps you build a comprehensive foundation in cybersecurity, and prepares you to overcome the challenges of today’s digital world. Whether you’re pursuing a career in cybersecurity or looking to enhance your existing knowledge, this book is your ultimate guide to passing the SY0-701 exam.

			What This Book Covers

			To help you easily revise for the new CompTIA Security+ SY0-701 exam, this book has been organized to directly reflect the structure of the exam. The book is separated into 5 sections, reflecting the core domains. Each section includes one chapter per exam objective. Each chapter is organized by the core competencies as stated in CompTIA 701 exam outline.

			Domain 1: General Security Concepts

			Chapter 1, Compare and contrast various types of security controls, gives an overview of different categories (technical, managerial, operational, physical) and types (preventive, deterrent, detective, corrective, compensating, directive) of security controls.

			Chapter 2, Summarize fundamental security concepts, introduces key security concepts like CIA, non-repudiation, AAA, gap analysis, zero trust, physical security, and deception and disruption technology.

			Chapter 3, Explain the importance of change management processes and the impact to security, discusses the significance of change management in security, covering business processes, technical implications, documentation, and version control.

			Chapter 4, Explain the importance of using appropriate cryptographic solutions, details the use of cryptographic solutions like PKI, encryption levels, tools, obfuscation, hashing, digital signatures, and certificates.

			Domain 2: Threats, Vulnerabilities, and Mitigations

			Chapter 5, Compare and contrast common threat actors and motivations, examines various threat actors (nation-state, unskilled attacker, hacktivist, etc.) and their motivations like data exfiltration, espionage, and service disruption.

			Chapter 6, Explain common threat vectors and attack surfaces, explores different threat vectors and attack surfaces, including message-based, image-based, file-based threats, and human vectors.

			Chapter 7, Explain various types of vulnerabilities, discusses a range of vulnerabilities in applications, operating systems, hardware, cloud, and more.

			Chapter 8, Given a scenario, analyze indicators of malicious activity, outlines how to identify indicators of malicious activities like malware attacks, physical attacks, and network attacks.

			Chapter 9, Explain the purpose of mitigation techniques used to secure the enterprise, details the various mitigation techniques like segmentation, encryption, monitoring, and hardening techniques.

			Domain 3: Security Architecture

			Chapter 10, Compare and contrast security implications of different architecture models, compares security implications in different architecture models like cloud, IaC, serverless, microservices, and network infrastructure.

			Chapter 11, Given a scenario, apply security principles to secure enterprise infrastructure, focuses on applying security principles in different infrastructure scenarios including device placement, security zones, and network appliances.

			Chapter 12, Compare and contrast concepts and strategies to protect data, discusses strategies and concepts for data protection including data types, classifications, and methods to secure data.

			Chapter 13, Explain the importance of resilience and recovery in security architecture, highlights the importance of resilience and recovery, covering high availability, site considerations, testing, backups, and power management.

			Domain 4: Security Operations

			Chapter 14, Given a scenario, apply common security techniques to computing resources, covers securing computing resources through secure baselines, hardening targets, wireless security settings, and application security.

			Chapter 15, Explain the security implications of proper hardware, software, and data asset management, discusses the implications of asset management in security, focusing on acquisition, monitoring, and disposal processes.

			Chapter 16, Explain various activities associated with vulnerability management, details activities in vulnerability management including identification methods, analysis, response, and reporting.

			Chapter 17, Explain security alerting and monitoring concepts and tools, explores concepts and tools for security alerting and monitoring like SCAP, SIEM, antivirus, and DLP.

			Chapter 18, Given a scenario, modify enterprise capabilities to enhance security, focuses on modifying enterprise security capabilities using tools and strategies like firewalls, IDS/IPS, web filters, and secure protocols.

			Chapter 19, Given a scenario, implement and maintain identity and access management, discusses implementation and maintenance of identity and access management, including multifactor authentication and password concepts.

			Chapter 20, Explain the importance of automation and orchestration related to secure operations, highlights the role of automation and orchestration in security operations, discussing use cases, benefits, and other considerations.

			Chapter 21, Explain appropriate incident response activities, details the processes and activities involved in incident response, including preparation, analysis, containment, and recovery.

			Chapter 22, Given a scenario, use data sources to support an investigation, discusses using various data sources like log data and automated reports to support security investigations.

			Domain 5: Security Program Management and Oversight

			Chapter 23, Summarize elements of effective security governance, summarizes key elements of security governance including guidelines, policies, standards, and procedures.

			Chapter 24, Explain elements of the risk management process, focuses on elements of security governance related to risk management, covering risk identification, assessment, analysis, and management strategies.

			Chapter 25, Explain the processes associated with third-party risk assessment and management, explores the processes involved in assessing and managing third-party risks, including vendor assessment, selection, and monitoring.

			Chapter 26, Summarize elements of effective security compliance, summarizes the elements of effective security compliance, including reporting, monitoring, privacy, and legal implications.

			Chapter 27, Explain types and purposes of audits and assessments, discusses various types of audits and assessments, including attestation, internal, external, and penetration testing.

			Chapter 28, Given a scenario, implement security awareness practices, covers the implementation of security awareness practices in different scenarios, focusing on phishing, anomalous behavior recognition, and user guidance.

			How to Use This Book

			This CompTIA Security+ SY0-701 study guide takes every concept from the SY0-701 Security+ exam and explains it using clear, simple language and realistic examples. The book is your go-to resource for acing the SY0-701 exam with confidence.

			End of Chapter Self-Assessment Questions

			Each chapter ends with 10 knowledge assessment questions which you should use to check you have understood all the concepts in the chapter. Once you are ready, take the online practice exam, which has been designed to fully replicate the real exam.

			Additional Online Resources

			This book comes with additional online practice resources. You can find instructions for accessing them in Chapter 29, Accessing the online practice resources.

			Download the Color Images

			We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://packt.link/MltKf.

			Conventions Used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “The problem that arises is that strcpy cannot limit the size of characters being copied.”

			A block of code is set as follows:

			
  int fun (char data [256]) {
  int i
  char tmp [64], strcpy (tmp, data);
  }
			Any command-line input or output is written as follows:

			
  Set-ExecutionPolicy Restricted
			Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: “The SSID is still enabled. The administrator should check the box next to Disable Broadcast SSID.”

			Tips or important notes

			Appear like this.

			Get in Touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packt.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata, selecting your book, clicking on the Errata Submission Form link, and entering the details. We ensure that all valid errata are promptly updated in the GitHub repository, with the relevant information available in the Readme.md file. You can access the GitHub repository: https://packt.link/MltKf.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Reviews

			Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

			You can leave a review on Amazon using the following link: https://www.amazon.com/CompTIA-Security-SY0-701-Certification-Guide-ebook/dp/B0CPSXKWDJ.

			For more information about Packt, please visit packt.com.

		

		
			
			

		

	


		
			Domain 1: General Security Concepts

			The first domain of the CompTIA Security+ SY0-701 certification focuses on key security concepts and practices. This domain is divided into four chapters, each providing an understanding of different aspects of cybersecurity.

			You’ll get an overview of the various types of security controls, such as preventative, deterrent, detective, correcting, compensating, and directive, and the different levels at which security is considered, including technical, managerial, operational, and physical. You’ll also learn about fundamental security concepts, such as the CIA Triad, AAA, Zero Trust, physical security, and different deception technologies.

			This section will further discuss the change management process, covering the decision-making processes between stakeholders regarding security concerns that impact business operations and the technical implications of change, documentation, and version control.

			Finally, Domain 1 emphasizes the use of cryptographic solutions, such as public keys and encryption and their relevant tools, as well as concepts such as salting, digital signatures, key stretching, blockchains, and certificates.

			This section comprises the following chapters:

			
					Chapter 1, Compare and contrast various types of security controls

					Chapter 2, Summarize fundamental security concepts

					Chapter 3, Explain the importance of change management processes and the impact on security

					Chapter 4, Explain the importance of using appropriate cryptographic solutions

			

		

		
			
			

		

		
			
			

		

		
			
			

		

	
		
			1

			Compare and contrast various types of security controls

			Introduction

			In today’s security landscape, organizations must adopt a multi-layered approach to protect their valuable assets and sensitive data. Security controls form the backbone of any robust security environment, offering a range of measures to mitigate risks, detect incidents, and ensure compliance with current regulations. These controls form the basis of company policies.

			This chapter covers the first exam objective in Domain 1.0, General Security Concepts, of the CompTIA Security+ exam. In this chapter, we will look at various types of security controls, including technical, managerial, operational, and physical. We will then explore the distinct characteristics and applications of preventive, deterrent, detective, corrective, compensating, and directive controls, empowering organizations to make informed decisions on their security strategy.

			This chapter will provide an overview of why companies rely on these controls to keep their environments safe to ensure you are prepared to successfully answer all exam questions related to these concepts for your certification.

			Note

			A full breakdown of the exam objectives for this module will be provided at the end of the chapter in the Exam Objectives 1.1 section.

			Control Categories

			The four main control categories are technical, managerial, operational, and physical. Each category represents a different aspect of control within an organization and is crucial for ensuring efficiency, effectiveness, and compliance. Each of these categories is explained in the following sections.

			Technical Controls

			Technical controls play a crucial role in minimizing vulnerabilities within an organization’s technical systems, including computer networks, software, and data management. Their primary focus is on upholding system integrity, mitigating the risk of unauthorized access, and protecting sensitive data from potential threats. By implementing effective technical control measures, organizations can significantly reduce vulnerabilities and enhance the security of their technological infrastructure. Examples of technical controls are as follows:

			
					Firewalls: Firewalls are a common technical control used to protect computer networks from unauthorized access. They monitor incoming and outgoing network traffic, filter and block potential threats, and reduce the risk of unauthorized intrusion.

					Data encryption: Data encryption is a technical control that converts sensitive information into a coded form, making it unreadable to unauthorized individuals. It reduces the risk of data breaches by ensuring that even if data is intercepted, it remains secure and inaccessible without the decryption key.

			

			Managerial Controls

			Managerial controls play a pivotal role in reducing risks within an organization. They encompass the implementation of policies, procedures, and practices by management to guide and direct the activities of individuals and teams. Through effective planning, organizing, and performance monitoring, managerial controls ensure that employees are aligned with the organization’s goals, thereby minimizing the potential for risks and enhancing overall operational safety. By providing clear guidance and oversight, managerial controls contribute to a proactive approach to risk reduction and help safeguard the organization’s success. Examples of managerial controls include the following:

			
					Performance reviews: Performance reviews are a managerial control that involves regular assessments of employee performance. By providing feedback, setting goals, and identifying areas for improvement, performance reviews help align employee activities with organizational objectives and ensure that employees are performing effectively.

					Risk assessments: Risk assessments are a managerial control that involves the systematic identification, evaluation, and mitigation of potential risks within an organization. They help with identifying vulnerabilities, assessing the likelihood and impact of risks, and developing strategies to minimize or mitigate them. By conducting regular risk assessments, management can proactively identify and address potential threats, reducing the organization’s overall risk exposure.

					Code of conduct: A code of conduct is a set of guidelines and ethical standards established by management to govern employee behavior. It serves as a managerial control by defining acceptable behavior, promoting ethical conduct, and reducing the risk of misconduct within the organization.

			

			Operational Controls

			Operational controls revolve around the execution of day-to-day activities and processes necessary for delivering goods and services. They involve managing operational procedures, ensuring adherence to quality standards, enhancing productivity, and optimizing efficiency. It is essential to recognize that these policies are carried out by people within the organization who play a crucial role in achieving smooth operations and maximizing output. By empowering and guiding individuals in implementing operational control measures, organizations can enhance their overall performance and achieve their objectives effectively. Examples of operational controls are as follows:

			
					Incident response procedures: Incident response procedures are operational controls that outline the steps to be followed in the event of a security incident or breach. These procedures provide a structured approach to detecting, responding to, and recovering from security incidents. By having well-defined incident response procedures in place, organizations can minimize the impact of security breaches, mitigate further risks, and restore normal operations more effectively.

					Security awareness training: Security awareness training is an operational control that educates employees about security threats, best practices, and organizational policies. It aims to foster a security-conscious culture, enhance employees’ ability to identify and respond to threats, and promote responsible behavior to protect company assets and data. By providing regular training sessions and updates, organizations reduce the risk of security incidents caused by human error or negligence and create a proactive defense against cyber threats.

					User access management: User access management is an operational control that involves the management and control of user access privileges to systems, applications, and data. It includes processes for user provisioning, access requests, access revocation, and periodic access reviews. By implementing strong user access management controls, organizations can reduce the risk of unauthorized access, protect sensitive information, and ensure that users have appropriate access privileges aligned with their roles and responsibilities.

			

			Reminder

			Technical controls mitigate risk and are implemented by the security team. Security Awareness Training teach users to report suspicious events.

			Physical Controls

			Physical controls are a crucial aspect of overall security, focusing on the protection of an organization’s tangible assets, facilities, and resources. They encompass a range of measures and techniques aimed at preventing unauthorized access, ensuring safety, and mitigating physical security risks. One key element of physical controls is the implementation of robust access control systems. These systems employ various mechanisms (such as key cards, biometric identification, or PIN codes) to regulate and restrict entry to specific areas within a facility. By controlling who has access to sensitive or restricted areas, organizations can minimize the risk of unauthorized individuals compromising security or gaining access to critical assets. The following are examples of physical controls:

			
					Access control vestibule: An access control vestibule is a small, enclosed area with two doors that creates a buffer zone between the outside environment and the secured area. It typically requires individuals to pass through multiple authentication steps (such as presenting an access card or undergoing biometric verification) before they can proceed into the secured area.

					Biometric locks: Biometric locks use unique physical or behavioral characteristics, such as fingerprints, iris patterns, or facial recognition, to grant access. These locks scan and compare the biometric data with stored templates to verify the identity of the person attempting to gain entry.

					Guards/security personnel: Employing guards or security personnel is a common physical control measure. They act as a visible deterrent and can provide physical intervention and response in case of security breaches. Guards are typically stationed at entry points and their responsibilities include monitoring surveillance systems, conducting patrols, and enforcing security protocols.

					Security fences: Physical barriers such as security fences are used to deter unauthorized access to premises or a restricted area. These fences are often made of sturdy materials such as metal or high-tensile wire, and they can be equipped with additional features, such as barbed wire or electric currents, to enhance security.

					CCTV surveillance systems: Closed-circuit television (CCTV) surveillance systems use cameras to monitor and record activities in specific areas. They are often strategically placed to provide coverage of entry points, hallways, parking lots, and other critical areas. CCTV systems can help in identifying security breaches, investigating incidents, and deterring potential threats.

					Mantraps: Mantraps are enclosed areas that allow only one person at a time to pass through. They typically consist of two interlocking doors or gates. The first door must close and lock before the second door opens, ensuring that only authorized individuals can proceed through the controlled area.

					Vehicle barriers: These physical controls are used to prevent unauthorized vehicles from accessing specific areas. Vehicle barriers can take the form of bollards, gates, tire spikes, or hydraulic barriers that can be raised or lowered to control vehicle access to a facility.

					Tamper-evident seals: Tamper-evident seals are used to secure containers, equipment, or sensitive areas. These seals are designed to show visible signs of tampering or unauthorized access, such as a broken seal or a change in color, indicating that someone has attempted to gain access or tamper with the secured item.

					Panic buttons/alarms: Panic buttons or alarms provide a quick and visible means of alerting security personnel or authorities in case of an emergency or security breach. These devices can be installed in various locations throughout a facility and are typically easily accessible to employees or occupants.

			

			These are just a few examples of physical controls used for security purposes. Depending on the specific requirements and risks of a facility, different combinations of these controls or additional measures may be employed to ensure adequate physical security.

			Reminder

			Physical controls are called physical as you can touch them.

			Control Types

			Control types are essential components of an effective management system that help organizations achieve their objectives and ensure the smooth operation of processes. The following list defines these control types, providing an example for each:

			
					Preventive controls: These controls are designed to prevent problems or risks from occurring in the first place. They focus on eliminating or minimizing potential threats before they can cause harm. Examples of preventative controls include firewall installations to prevent unauthorized access to computer networks by using access control lists, employee training programs to educate staff about safety procedures and prevent workplace accidents, and quality control checks in the manufacturing process to prevent defects.

					Deterrent controls: Deterrent controls aim to discourage individuals from engaging in undesirable behaviors or activities. They create a perception of risk or negative consequences to deter potential offenders. Examples of deterrent controls include surveillance cameras in public areas to deter criminal activity, warning signs indicating the presence of a security system to discourage burglars, and strong passwords and multi-factor authentication to discourage unauthorized access to online accounts.

					Detective controls: Detective controls are implemented to identify and detect problems or risks that have already occurred. They help uncover issues and anomalies promptly to initiate corrective actions. Examples of detective controls include regular financial audits to identify accounting irregularities or fraud and Security Information and Event Management (SIEM) systems that aggregate and correlate log data from multiple sources, providing a comprehensive view of network activities and enabling the detection of suspicious patterns or behaviors.

					Corrective controls: Corrective controls are put in place to address problems or risks after they have been identified. They aim to rectify the situation, mitigate the impact, and restore normalcy. Examples of corrective controls include implementing a backup and recovery system to restore data after a system failure and implementing fixes or patches to address software vulnerabilities.

					Compensating controls: Compensating controls are alternative measures implemented when primary controls are not feasible or sufficient. They help offset the limitations or deficiencies of other controls. Examples of compensating controls include requiring additional layers of approval for financial transactions in the absence of automated control systems, utilizing a secondary authentication method when the primary method fails or is unavailable, and increasing physical security measures when technical controls are compromised.

					Directive controls: Directive controls involve providing specific instructions or guidelines to ensure compliance with policies, procedures, or regulations. They establish a clear framework for employees to follow. Examples of directive controls include a code of conduct or ethical guidelines that outline acceptable behavior within an organization, standard operating procedures (SOPs) that detail step-by-step instructions for completing tasks, and regulatory requirements that mandate specific reporting procedures for financial institutions.

			

			These control types work together to establish a comprehensive control environment that safeguards an organization’s assets, promotes compliance, and enables effective risk management.

			Reminder

			Ensure that you study preventive, detective, deterrent, and compensating controls thoroughly.

			Summary

			This chapter reviewed the control categories that help maintain security and efficiency within organizations. We learned that technical controls use advanced technology to protect systems and information, managerial controls establish policies and procedures to guide and oversee operations, operational controls ensure that day-to-day activities adhere to established processes, and physical controls involve tangible measures to safeguard assets and facilities. These categories all work together to create a comprehensive control framework, combining technological safeguards, effective management, streamlined operations, and physical security measures, thus promoting a secure and well-managed organizational environment.

			The knowledge gained in this chapter will prepare you to answer any questions relating to Exam Objective 1.1 in your CompTIA Security+ certification exam.

			The next chapter is Chapter 2, Summarize fundamental security concepts.

			Exam Objectives 1.1

			Compare and contrast various types of security controls.

			
					Categories of security controls:	Technical controls: Technology-based measures such as firewalls and encryption
	Managerial controls: Policies, procedures, and guidelines for security management
	Operational controls: Day-to-day security practices such as monitoring and access management
	Physical controls: Measures to safeguard physical assets and premises



					Types of security controls:	Preventive controls: Aimed at preventing security incidents
	Deterrent controls: Intended to discourage potential attackers
	Detective controls: Focused on identifying and detecting security incidents
	Corrective controls: Implemented after an incident to mitigate the impact
	Compensating controls: Alternative measures to compensate for inadequate primary controls
	Directive controls: Policies or regulations providing specific guidance



			

			Chapter Review Questions

			The following questions are designed to check that you have understood the information in the chapter. For a realistic practice exam, please check the practice resources in our exclusive online study tools (refer to Chapter 29, Accessing the online practice resources for instructions to unlock them). The answers and explanations to these questions can be found via this link.

			
					A company has guards at the gate, guards at the entrance to its main building, and an access control vestibule inside the building. Access to the office where the company’s data resides is controlled through two additional doors that use RFID (radio frequency identification) locks. Which controls are being adopted by the company? (Select TWO.)	Preventive
	Deterrent
	Corrective
	Physical



					One of the file servers of an organization has suffered an attack. The organization’s IT administrator is searching the log files to understand what happened. What type of control are they implementing when carrying out the investigation?	Operational
	Technical
	Detective
	Operational



					During a monthly team meeting, an IT manager tasks both the mail administrator and the network administrator with creating a standard operating procedure. What type of control describes the mail administrator and network administrator’s task?	Directive
	Managerial
	Operational
	Technical



					Which control type focuses on eliminating or minimizing potential threats before they can cause harm?	Preventive
	Compensating
	Deterrent
	Corrective



					An organization has been sent information by Microsoft that a critical update for Windows 11 has just been released. The organization’s cybersecurity team immediately applies this latest update to all of its Windows 11 computers. What type of control have they carried out?	Preventive
	Compensating
	Deterrent
	Corrective



					An organization suffered a ransomware attack, where one of the technical controls was compromised. What type of control should a company implement to prevent a reoccurrence?	Preventive
	Compensating
	Detective
	Corrective



					Which of the following physical controls would deter someone from entering a quarry? (Select TWO.)	Bollards
	Guards
	Barrier
	Signs
	Lights



					Following a third-party compliance audit, a company has been recommended that additional instructions need to be included in the current compliance policies. What type of control BEST describes the recommended action?	Operational
	Directive
	Deterrent
	Corrective



					A cybersecurity administrator has decided to use homomorphic encryption to protect data so that they can read the data without needing to decrypt it. What type of control BEST describes the action carried out by the cybersecurity administrator?	Managerial
	Technical
	Operational
	Physical



					Within the spectrum of control categories, which one is tasked with establishing protocols and guidelines to enhance the effectiveness of organizational oversight?	Technical
	Managerial
	Operational
	Physical
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			Summarize fundamental security concepts

			Introduction

			This chapter covers the second objective in Domain 1.0, General Security Concepts, of the CompTIA Security+ exam. In this chapter, we will summarize fundamental security concepts for an understanding of the core principles and technologies that safeguard data and systems. From the principles of Confidentiality, Integrity, and Availability (CIA) to cutting-edge concepts such as zero trust and deception technology, this chapter will provide you with the knowledge you need to protect yourself and your digital assets.

			As you go through this chapter, you will review non-repudiation and Authentication, Authorization, and Accounting (AAA), and explore how these concepts apply to both individuals and systems. We’ll also venture into the realm of physical security, where technologies such as bollards, video surveillance, and access control vestibules stand as the sentinels guarding our physical spaces.

			This chapter will provide you with an overview of why companies rely on security concepts to keep their environment safe and to ensure you are prepared to successfully answer all exam questions related to these concepts for your certification.

			Note

			A full breakdown of Exam Objective 1.2 will be provided at the end of the chapter.

			Confidentiality, Integrity, and Availability

			In the realm of digital security, the CIA Triad represents a bedrock of protection in which three vital principles join forces to fortify our digital landscapes. These principles are as follows:

			
					Confidentiality: Confidentiality ensures that sensitive information remains shielded from prying eyes and that access is granted solely to those with the appropriate authorization. Confidentiality safeguards trade secrets, personal data, and any confidential information that requires a digital lock and key.

					Integrity: Integrity ensures that your data remains unaltered and trustworthy. It prevents unauthorized changes or manipulations to your information, maintaining its accuracy and reliability. Hashing algorithms such as SHA1 or MD5 provide data integrity.

					Availability: This principle guarantees that your digital assets and services are accessible when needed. Availability ensures that your systems are up and running, that your data can be accessed promptly, and that your online services remain accessible.

			

			These three principles, working in harmony, create a robust defense against cyber threats. They act as a shield, guarding your digital valuables against breaches, tampering, and disruptions. The CIA Triad doesn’t just offer security. It’s a mindset that shapes the design of secure systems, reminding us that digital protection involves a delicate balance of secrecy, trustworthiness, and accessibility.

			Non-Repudiation

			Non-repudiation prevents denial of actions, ensuring accountability and reliability in electronic transactions and communications. Non-repudiation’s role in upholding trust and accountability in the digital era cannot be overstated. Through authentication, digital signatures, and audit trails, it safeguards electronic interactions. As technology advances, non-repudiation remains a linchpin for secure digital exchanges.

			The key aspects of non-repudiation are as follows:

			
					Digital signatures: Utilizing cryptographic identifiers to confirm the sender’s identity and ensure the integrity of the content.

					Audit trails: Maintaining chronological records of actions, which are crucial for tracing events and assigning accountability to the parties involved. Within e-commerce, non-repudiation establishes trust by effectively thwarting any potential denial of online transactions, thereby fostering a secure environment for electronic trade. This can be done by using a digital signature or login credentials.

					Access controls: The three main parts of access controls are identifying an individual, authenticating them when they insert a password or PIN, and authorizing them by granting permission to the different forms of data. For example, someone working in finance will need a higher level of security clearance and have to access different data than a person who dispatches an order of finished goods. These parts are further defined as follows:	Identification: This is similar to everyone having their own bank account; the account is identified by the account details on the bank card. Identification in a secure environment may involve having a user account, a smart card, or providing some sort of biometrics via fingerprint or facial scan as these are unique to each individual. Each person has their own Security Identifier (SID) for their account, which is like an account serial number.
	Authentication: After inputting their chosen identification method, individuals must undergo a verification process, such as entering a password or PIN, or using biometric credentials.
	Authorization: This is the level of access or permissions that you must apply to selected data according to the group to which you belong. For example, a sales manager could access data from the sales group, and then access data from the managers’ group. You will only be given the minimum amount of access required to perform your job; this is known as the principle of least privilege.



			

			Reminder

			Non-repudiation prevents denial of carrying out an action. A digital signature on an email proves that you sent the email; you cannot deny that you sent the email.

			Authentication, Authorization, and Accounting

			In the world of digital security, there’s a crucial player known as the AAA server. Think of it as a guard responsible for three important tasks: authentication, authorization, and accounting. Let’s explore what AAA servers do and how they help keep our digital interactions safe and reliable:

			
					Authenticating people: Authentication stands as the foundational barrier against unauthorized access within network systems. This pivotal process revolves around the meticulous verification of the identities of individuals endeavoring to gain entry into a network or system. Through this authentication procedure, the assurance that solely authorized users are endowed with access privileges is solidified, effectively neutralizing the prospect of potential security breaches. This process is often facilitated by an AAA server, which collaborates with various authentication methods, including contacting a domain controller in the context of Windows-based networks. When a user initiates an authentication request, the AAA server interfaces with the domain controller, a specialized server responsible for managing user accounts and authentication within a Windows domain environment.

					Authenticating systems: At the forefront of modern authentication strategies stand the AAA framework and the 802.1X protocol. This partnership empowers network security by seamlessly integrating a robust authentication process. 802.1X takes the lead in authenticating devices seeking access to a network, and each device must have a valid certificate on its endpoint.

					Authorization models: Once a user or system is authenticated, the next layer involves determining what actions they are allowed to perform within the network. Authorization models define the scope of permissible activities, creating a controlled environment that mitigates the risks associated with unauthorized actions.

					Accounting: This process involves capturing essential details such as usernames, timestamps, IP addresses, accessed resources, and actions performed. This data is then stored securely, ensuring its integrity and confidentiality. The accounting information can be used for real-time monitoring, historical analysis, and generating reports for compliance or troubleshooting purposes.

					AAA protocols: In the dynamic realm of network security, the AAA protocols (RADIUS, Diameter, and TACACS+) emerge as stalwarts of access control and accountability. These protocols employ a trifecta of processes, authentication, authorization, and accounting, the last of which is the process by which users and devices that log in are stored as a database. These AAA protocols are defined as follows:	Remote Authentication Dial-In User Service (RADIUS): RADIUS is a cornerstone in network security, particularly in remote access scenarios. RADIUS clients encompass a variety of devices, including wireless access points, routers, and switches. As these clients forward authentication requests to a RADIUS server, they necessitate a shared secret. This secret, known to both the RADIUS client and server, safeguards the exchange of sensitive data, bolstering the integrity of the authentication process.
	Diameter: Diameter has stepped in as RADIUS’s evolved successor, extending its capabilities to modern network technologies. In this realm, network elements such as 4G and 5G infrastructure devices, including LTE and WiMAX access points, serve as Diameter clients. Similarly, the shared secret becomes paramount here, ensuring secure communication between Diameter clients and servers.
	Terminal Access Controller Access Control System Plus (TACACS+): TACACS+, created by CISCO, is used to grant or deny access to network devices. TACACS+ clients often include routers, switches, and firewalls. Just as with RADIUS and Diameter, the shared secret’s role remains pivotal, as it forms the bedrock of secure interactions between TACACS+ clients and servers.



			

			Gap Analysis

			Gap analysis is a strategic process that evaluates an organization’s security practices against established security standards, regulations, and industry best practices. This assessment identifies discrepancies or “gaps” between the current security posture and the desired state of security. The process of gap analysis involves several key tasks:

			
					Assessment: A thorough assessment is conducted to understand the organization’s current security measures, policies, procedures, and technologies.

					Benchmarking: This involves comparing the existing security practices against established industry standards, frameworks, and compliance regulations.

					Identification: Gaps are pinpointed by identifying areas where security measures fall short of the desired or required level.

					Prioritization: Not all gaps are equal in terms of risk. Prioritization involves ranking the identified gaps based on their potential impact and likelihood of exploitation.

					Remediation strategy: With prioritized gaps in mind, a comprehensive remediation strategy is developed. This strategy outlines actionable steps to close the identified gaps and enhance the organization’s security posture.

			

			Gap analysis is not a one-time endeavor but an iterative process. As security threats evolve, so do security practices and standards. Regular gap assessments ensure that an organization’s security measures remain aligned with the changing threat landscape.

			Zero Trust

			The concept of zero-trust cybersecurity aligns with the importance of the data and control planes in networking. Just as zero trust challenges the assumption of inherent trust within a network, the separation of data and control planes challenges the traditional assumption that data movement and network management should be tightly coupled. In a zero-trust model, the principle of “never trust, always verify” reflects the need to continually validate the legitimacy of users and devices accessing resources, regardless of their location.

			Similarly, the separation of data and control planes recognizes that efficient and secure networking demands distinct roles. The data plane ensures the efficient movement of information, while the control plane manages the intelligence behind data routing, network health, and device coordination. Just as zero trust enhances cybersecurity by verifying access at every step, the division of data and control planes enhances network efficiency and security by allowing specialized functions and avoiding potential vulnerabilities that might arise from tightly coupling these roles.

			In both cases, the underlying principle is to minimize assumptions and maximize validation, leading to stronger overall systems. Let us look at the data and control planes in more depth:

			
				
					[image: Figure 2.1: The control plane dictates how users and devices are authorized to access network resources]
				

			

			Figure 2.1: The control plane dictates how users and devices are authorized to access network resources

			Figure 2.1 illustrates a cybersecurity framework dividing the Control Plane and Data Plane. The Control Plane is where user and device authorization is managed by a Policy Engine and administered by a Policy Administrator, which then communicates decisions to the Policy Enforcement Point. The data plane is responsible for secure data transfers and is mediated by the policy enforcement point, with an Implicit Trust Zone indicating a segment of the network considered secure without needing continuous verification. Arrows show the directional flow of policy decisions and enforcement through the system.

			Let’s look at these concepts in more detail:

			
					Control plane: The control plane serves as an instrumental command center for cybersecurity. It uses the subject/identity with company policies and threat intelligence data to decide which users or devices can access the network. By centralizing control this way, organizations can regulate access, monitor activity, and swiftly respond to emerging threats.

					Adaptive identity: The conventional approach to user identity is undergoing a revolutionary transformation with the emergence of adaptive identity. No longer confined to static roles and permissions, adaptive identity tailors user privileges based on contextual understanding. By analyzing user behavior, location, and device characteristics, this approach ensures that access rights are dynamically adjusted, drastically minimizing the risk of unauthorized activity while allowing for seamless user experiences.

					Threat scope reduction: Preventing threats before they manifest is a paramount goal in cybersecurity. This is where the concept of threat scope reduction enters the picture. By intentionally narrowing the potential attack surface, organizations can preemptively thwart possible avenues of exploitation. This involves strategies such as minimizing exposed services, reducing the attackable code base, and employing rigorous patch management. Through such proactive measures, the potential for breaches is significantly diminished.

					Policy-driven access control: The translation of security policies and guidelines into concrete action is a challenge faced by many organizations. Policy-driven access control offers a solution by automating the enforcement of these directives. Through a systematic approach, organizations can define access rights, permissions, and responses to specific scenarios. This not only ensures consistency but also eliminates the risk of human error in the execution of security protocols.

					Policy administrator: The policy administrator executes the decisions made by the policy engine to control access to the network. They issue access tokens and can communicate with the data plane.

					Policy engine: The policy engine determines who gains access to critical network resources on a per-user basis. It operates based on policies, written by the organization’s security team, which lay down the rules for access. Context is crucial, with data from SIEM, threat intelligence, user attributes, and device information informing decisions. Once the policy engine evaluates all the parameters, it communicates its decision to a policy administrator, who executes it on the ground.

					Policy enforcement point: The policy enforcement point assumes the role of a vigilant gatekeeper. It’s like a security checkpoint that follows the rules set by the policy administrator and double-checked by the policy engine. This checkpoint ensures that only authorized actions get through and prevents potential breaches. It’s the ultimate decision-maker that verifies everything is safe and trustworthy before letting it in. Just like a bouncer at a club, it keeps out trouble and lets in only those who are allowed.

			

			The Data Plane

			The data plane in cybersecurity is the operational core responsible for the actual movement and forwarding of data packets within a network. It focuses on executing tasks such as routing, switching, and packet forwarding based on predefined rules and policies. The data plane ensures efficient and secure data transmission between devices and across networks, playing a pivotal role in network communication while adhering to the principles of security and performance.

			Subjects in the data plane are the entities that initiate data communication, while systems represent the collective infrastructure, resources, and devices that are responsible for processing and forwarding data packets as they traverse the network. These systems include routers, switches, firewalls, load balancers, and any other network equipment involved in transmitting and managing data traffic. Subjects and systems work in tandem to ensure efficient and secure data transmission within the network architecture.

			In computer security and networking, trust zones are used to categorize and manage the security requirements and access controls for different parts of a system, as defined here:

			
					Implicit trust zones: This refers to areas within a network or system where certain levels of trust are assumed without explicit verification. These zones are designed to simplify and expedite communication and interactions between components within those zones. Implicit trust zones are established based on predefined rules, configurations, or assumptions about the security and integrity of the components involved. An implicit trust zone implies that the components within that zone are considered trustworthy and authorized to communicate with each other without stringent authentication or verification processes.

					Internal network zone: Devices and resources within the company’s internal network are assumed to be trustworthy because they are behind the organization’s firewall. This zone is also known as the local area network, and the domain controller and database servers reside here.

					Demilitarized Zone (DMZ): The DMZ is an area that is neither fully trusted nor fully untrusted. It’s an intermediate zone that allows controlled access to certain services from the external network. Communication between the DMZ and the internal network might be subject to more stringent controls. This is also commonly known as a screened subnet, where resources that are accessed by untrusted and trusted networks reside.

					External network zone: External networks, such as the internet, are typically treated as untrusted zones due to the inherent risks associated with them. Communication from the external network into the internal network usually requires strong security measures. This is also known as the wide area network—an untrusted network.

			

			The concept of implicit trust zones highlights the trade-off between security and convenience. While these zones can streamline communication and make systems more user-friendly, they can also introduce vulnerabilities if not carefully managed. It’s important to design and configure trust zones thoughtfully, taking into consideration the specific security needs of the organization and the sensitivity of the data being handled. Keep in mind that security practices and terminology can evolve over time, so it’s a good idea to consult up-to-date sources for the latest information.

			Reminder

			The policy engine looks at company policies coupled with threat intelligence data to control access to the network on a per-user basis.

			Physical Security

			Physical security is of paramount importance because it encompasses a range of measures designed to deter, detect, and respond to potential risks. From robust barriers to cutting-edge surveillance, each element contributes to the creation of a security framework that safeguards people, assets, and critical information. When combined, these elements can create a formidable physical security defense:

			
					Bollards: One of the frontlines in physical security is the use of bollards. These sturdy posts, often seen in urban settings, serve as a formidable barrier against vehicular threats. Whether placed around high-profile buildings, public spaces, or critical infrastructure, bollards are engineered to resist impact, preventing unauthorized vehicles from breaching secure zones.

					Access control vestibule: Access control vestibules establish a controlled environment that enhances security. An example of this can be found in door entry systems. Someone entering a building opens one door into a controlled space from which the security guard can confirm their identity before they are allowed to access the premises via a second door.

					Fencing: Fencing is a classic yet potent component of physical security. Beyond demarcating property lines, fencing acts as a visible deterrent against unauthorized entry. Modern fencing solutions incorporate cutting-edge materials, designs, and technologies that enhance the security of the building.

					Video surveillance: No discussion of physical security is complete without mentioning video surveillance. Equipped with advanced cameras, analytics, and monitoring systems, video surveillance provides real-time visibility and a historical record of events. This technology helps the security team to identify threats, investigate incidents, and bolster overall security management.

					Security guard: While technology plays a pivotal role, the human element remains indispensable. A security guard is a dynamic presence that enforces security protocols, conducts patrols, and responds swiftly to incidents. Their keen observation skills, combined with training in conflict resolution and emergency response, make them an essential asset.

					Access badges: These badges, often integrated with RFID or smart technology, grant authorized personnel seamless entry to secure areas. Access badges help identify authorized personnel and provide an audit trail of entry events. These can be colored differently for guests.

					Lighting: Lighting in physical security serves multiple purposes: deterring intruders through well-lit areas, enhancing visibility by reducing hiding spots, discouraging crimes such as theft and vandalism, and aiding access control and identity verification.

					Visitors logs: These records meticulously document each entry and exit, providing an invaluable historical reference for audits and investigations. Furthermore, when you sign in a visitor, you become responsible for their presence, underscoring the importance of accurate documentation in upholding accountability.

					Sensor technologies: Sensor technologies shine as beacons of innovation in security. Sensors serve as the vanguard, detecting anomalies and triggering responses. Spanning technologies such as infrared, pressure, microwave, and ultrasonic, these sensors empower real-time threat detection with minimal human intervention, as presented in Table 2.1:

			

			
				
					
					
				
				
					
							
							Type of Sensor

						
							
							Function and Application

						
					

					
							
							Infrared

						
							
							These detect heat signature changes, effectively identifying human or animal presence. They find applications in perimeter protection and indoor security.

						
					

					
							
							Pressure

						
							
							Sensing changes in pressure from touch or step, these provide reliable indicators of movement, both indoors and outdoors.

						
					

					
							
							Microwave

						
							
							Emitting microwave pulses and detecting frequency alterations caused by moving objects, these sensors excel in diverse security scenarios.

						
					

					
							
							Ultrasonic

						
							
							Operating with sound waves, ultrasonic sensors “see” around corners or within concealed areas, proving valuable in challenging environments.

						
					

				
			

			Table 2.1: Sensor technologies

			Reminder

			The policy enforcement point sits in the data plane controlling access to resources.

			Deception and Disruption Technology

			In the dynamic landscape of cybersecurity, where adversaries continually evolve their tactics, embracing new paradigms becomes essential. Enter deception and disruption technology, a cutting-edge approach that challenges traditional defensive measures. This strategic shift empowers organizations to not only defend but also actively deceive and disrupt potential threats. At its core lies some intriguing components: honeypot, honeynet, honeyfile, honeytoken, and fake information. These elements function as digital decoys, transforming vulnerability into a strategic advantage. Let us look at each of these in turn:

			
					Honeypot: When security teams are trying to find out the attack methods that hackers are using, they set up a website similar to a legitimate website with lower security, known as a honeypot. When the attack commences, the security team monitors the attack methods so that they can prevent future attacks. Another reason a honeypot is set up is as a decoy so that the real web server is not attacked.

					Honeynet: Honeynets are a group of honeypots that give the appearance of a network. These, too, are created as a decoy to draw attackers away from the actual network and can provide a testing ground through which cybersecurity professionals can study and analyze malicious activities. They act as a decoy through which cybersecurity professionals can study and understand malicious activities while safeguarding their actual networks from harm.

					Honeyfile (crafting tempting bait): In the world of deception, even individual files can become artful lures. The honeyfile stands as an elegant ruse; it may well be a file titled password that is saved onto a desktop. This is designed to lure an attacker’s curiosity. Once accessed, it sets off alarms, marking the intrusion and triggering a proactive defense. This digital bait, seemingly innocuous, reveals an attacker’s intent and direction, allowing defenders to anticipate their next move.

					Honeytoken: Honeytokens play a vigilant role in the realm of cybersecurity, designed to ensnare digital intruders in their tracks. Crafted with precision, these tokens house deceptive markers—dummy data that presents itself as a prized possession to potential thieves. Yet, this decoy data holds no genuine value for the organization. Once this irresistible bait is taken, a concealed web is cast, enabling the pursuit of the infiltrator. Whether the adversary struck from beyond the organizational walls or emerged from within, this web of honeytokens remains an unwavering sentinel of security.

					Fake Information: A DNS sinkhole, often playfully dubbed the “black hole of the internet,” is a tactic where DNS queries are deliberately redirected to different IP addresses, typically for security or control reasons. Imagine typing a website’s address into your browser and being sent to an empty room instead of your desired destination. Another tactic we could use is fake telemetry where we identify an attack but return fake data.
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