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			Preface

			Home Automation has been a popular subject for numerous years and is progressively growing in fascination, primarily due to the active involvement and introduction of innovative product launchings by prominent market leaders. In the middle of the huge amount of solutions and products available, you, as a Home Automation enthusiast, will have multiple questions. How can I start to automate my home? Can I build my own system? How can I manage it?

			This book will help you to answer this and many other questions you have related to Home Automation. The central piece of the Home Automation technology discussed in this book is Home Assistant. This customizable software will allow you to understand how to connect all the dots of Home Automation technology by creating and managing your own system. Depending on your level of knowledge and skills, you could even be able to create your own electronic hardware devices and develop automations to control your day-to-day tasks.

			In this book, I share all my knowledge learned and consolidated over more than 20 years of experience in this area dealing with Home Automation as a hobby activity. All the examples in the book are real and implemented in my home, so you can imagine that writing this book was a very pleasant adventure for me. I tried to provide as practical a guide as possible so you can implement the examples in a very straightforward approach according to your needs and interest.

			This book will support you in creating your own ecosystem to automate your home using Home Assistant software. It will explain the components of a Home Automation system and how to create, hack, and configure them to operate seamlessly. You’ll learn how to set up Home Assistant on Raspberry Pi to work as a Home Automation server. Using practical examples and three hands-on projects, you’ll create and install your own IoT sensors and actuators based on ESP32/ESP8266 and set up real-life automation use cases. Other software tools, such as Node-RED, InfluxDB, and Grafana, will help you to manage, present, and use data collected from your in-house devices. Finally, you’ll gain insights into new technologies and trends in the Home Automation space to help you continue with your learning journey.

			As the author of this book, I want to clarify that the content included within the pages of this book represents a careful selection of relevant information based on my personal experiences. It is important to note that not all content pertaining to the Home Automation and Home Assistant subject could be covered comprehensively. Nevertheless, I have striven to provide valuable insights and perspectives that I believe will be beneficial to you.

			After reading this book, you’ll be able to build your own creative Home Automation IoT- based system using different hardware and software technologies.

			Who this book is for

			This book was written for students and professionals in the electronics, systems engineering, computer software, and programming areas. This book is also for engineers, technicians, teachers, and others who want to be updated about the different systems and technologies that exist related to Home Automation. All these professionals and also including the Do It Yourself (DIY) community composed of addicted and enthusiastic people passionate about the Home Automation subject will find this a practical guide of real examples to implement in their homes.

			Prior knowledge of installing and configuring software in hardware devices, working with Raspberry Pi, creating hardware prototypes, and software programming will be beneficial for using this book.

			What this book covers

			Chapter 1, Understanding Home Automation Systems, will introduce the Home Automation system concept, giving an overview of it along the years, including architectures and configurations. The parts of the system will be listed and explained. The benefits of an automated home will be briefly discussed and an example of a real Home Automation system will be provided.

			Chapter 2, Getting Started with Home Assistant, will explain Home Assistant in detail and a Home Automation server will be created using Raspberry Pi. A step-by-step guide will be presented to create and set up this server, which will be the first part of our Home Automation system.

			Chapter 3, Hands-on Project 1 – Creating Your Own Sensor, will be where we create our first project in the book, which is a double measurement sensor, including motion and temperature sensors. Electronic parts will be connected and we will install and set up the sensor software to communicate with Home Assistant. We will also provide instructions on how to enclose and physically install the sensor in your home.

			Chapter 4, Hacking a Commercial Actuator to Work with Home Assistant, involves a lot of hands-on work as well, where we will see how to get a commercial actuator and change (hack) its factory software by Tasmota. This will give us more control of the configuration and will provide the feature tobe handled by Home Assistant seamlessly. We will explore how to install and configure this and other devices in the chapter.

			Chapter 5, Creating Automations Using Home Assistant, will explain what an automation in Home Assistant is by providing the main idea and steps to create it. Using the sensors and actuators from previous chapters, we will create and test useful automation examples. Scripts and scenes will also be explored here.

			Chapter 6, Doing More Using Integrations and Customizations, is where we will learn how to add more devices to Home Assistant using integrations. With more devices included in our system, we will learn about and create dashboards and populate them using cards. We will customize the dashboards using different approaches. We will also understand what else we can customize in Home Assistant.

			Chapter 7, Extending Home Automation Capabilities Using Add-ons, is where the main IoT software add-ons will be presented and installed using Home Assistant. Brief examples will be provided on how to set up and use these applications. You will learn other ways to program, store, and present data from the devices installed in your home.

			Chapter 8, Installing and Setting Up Home Assistant Container, is where you will learn how to safely back up your Home Automation server before moving to a new type of installation. Then, we will understand, install, and configure a Home Automation stack where a new Home Assistant installation approach is included.

			Chapter 9, Hands-On Project 2 – Creating an LED Strip Controller and Adding It to Home Assistant, is the second hands-on project, which will teach you how to create an LED strip controller using a Wi-Fi microcontroller module and an LED strip light. We will learn how to deploy the software to control this project and provide fun examples to incorporate it into your home. We will also learn how to integrate and control this project in Home Assistant.

			Chapter 10, Hands-On Project 3 – Creating a Five-Zone Temperature Logger for Your Home part of the knowledge learned in Chapter 7. We will go deep into the creation of a 5(five)-zone temperature logger using Bluetooth thermometers connected to a Wi-Fi microcontroller module, which provides data to the Home Automation server. This data is acquired, stored, and presented using IoT software tools. You will learn how to build and set up this system in your home.

			Chapter 11, The Road Ahead in Home Automation Technologies, will present the possible new technologies and trends in the Home Automation area. A frequently asked questions section for Home Automation and Home Assistant will be provided. The chapter will inform you how to get insights and project ideas to automate your home. Links to internet resources will be presented.

			To get the most out of this book

			To better follow the content of the book, you should have some prior basic knowledge of electronic systems, including soldering and hardware assembly skills. You also should be familiar with software deployment and programming logic. The configuration and other home Assistant files are provided in YAML code.

			To build your own minimum automation system using Home Assistant, besides the sensor and actuators that you can buy off the shelf in the market, you will need a Single-Board Computer (SBC) at least. The book uses Raspberry Pi 4 with 4 GB of RAM. Please check in the book what other hardware resources can be used.

			The Home Assistant version used in the book varies since it started to be written in November 2022 when was installed the available version which was the 9.3. Along the book, I updated the Home Assistant and now in August 2023 it is in the 2023.8.0. Also the Tasmota version used when the book started to be written was the 12.3.1.3. As I’m writing this part of the book, Tasmota is in its 13.0.0 version. All these changes in versions and releases could imply in differences in the menus, command sequences, button names, and screen names, from what is presented in the book. I tried to overcome this issue by providing different options to access configurations in Home Assistant and also present screenshots to make easier the navigation in the examples provided across the book. If the example sequence in some chapter is different from what you have in your current Home Assistant installation try to get the idea of what is being introduced in the example and guide yourself in the available options or seek for help about the related subject issue using the resources area in Chapter 11.
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			When making changes to the electronics and installing the software, make sure you know what you are doing and follow the instructions in the book. In some situations, you will need to install software in plugs. Do not install them while connected to the outlet. There is an electric shock hazard. Do not install Sonoff actuators in outlets if you’ve never done it before. Call an electrician instead.

			Install Home Assistant, Tasmota, and any other software installation mentioned in this book at your own risk. The author will not take any responsibility for any lost factory software not previously backed up before the installation of the software in this book.

			If you are using the digital version of this book, we advise you to type the code yourself or access the code from the book’s GitHub repository (a link is available in the next section). Doing so will help you avoid any potential errors related to the copying and pasting of code.

			Download the example code files

			You can download the example code files for this book from GitHub at https://github.com/PacktPublishing/Building-Smart-Home-Automation-Solutions-with-Home-Assistant. If there’s an update to the code, it will be updated in the GitHub repository.

			We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Code in Action

			The Code in Action videos for this book can be viewed at https://bit.ly/3QGbKc7

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “You can configure some attributes of the entities, such as friendly_name, to better serve your needs.”

			A block of code is set as follows:

			
- id: ‘1676691530760’  name: ALL OFF
  entities:
    switch.desk_outlet:
      friendly_name: Desk outlet
      state: ‘off’
    light.garagelights:
      supported_color_modes:
      - onoff
      friendly_name: GarageLights
      supported_features: 0
      state: ‘off’
  icon: mdi:home-off
  metadata:
    switch.desk_outlet:
      entity_only: true
    light.garagelights:
      entity_only: true

			Any command-line input or output is written as follows:

			
Rule1 on Switch1#state=1 do publish sensor/%topic%/PIR1 ON endon on Switch1#state=0 do Publish sensor/%topic%/PIR1 OFF endon
			Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “After the Write bar completes loading, if everything goes well, another window will present the message Process successful! Power cycle the device.”

			Tips or important notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you’ve read Building Smart Home Automation Solutions with Home Assistant, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a free PDF copy of this book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application. 

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below
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			https://packt.link/free-ebook/9781801815291

			
					Submit your proof of purchase

					That’s it! We’ll send your free PDF and other benefits to your email directly

			

		

		
			
			

		

	


		
			Part 1: Introduction to Home Assistant – Installation and Configuration

			In this part, we will learn how a Home Automation system is structured. We will introduce Home Assistant by guiding you through the installation and configuration process. At the end of this part, we will have created a base environment to automate your home.

			This part has the following chapters:

			
					Chapter 1, Understanding Home Automation Systems

					Chapter 2, Getting Started with Home Assistant

			

		

		
			
			

		

	


		
			1

			Understanding Home Automation Systems

			The idea of this chapter is to present what a home automation system is by giving a brief history and background of how it started and how it evolved over the years. Here, we will highlight and discuss the benefits of having an automated home. We will also get an overview of the main components used in the system, and discuss the role of each one of them so that you can understand how a home automation system is structured.

			Real examples of home automation will be provided in this chapter, and you will learn about my experiences over the years with different home automation systems and how they were implemented. I will conclude the chapter by detailing how my home is configured nowadays and ideas about the cost and materials used on it. This will help you to think about what you will need and how much it will cost to implement your system.

			In this chapter, we will cover the following main topics:

			
					Overview of home automation systems

					Benefits of having an automated home

					Home automation structure

					Example of a real home automation system

			

			Technical requirements

			For this chapter, it is good to know about client-server architecture to understand how a home automation system is configured but don’t worry if you don’t, since we will cover this content in the next section. Also, you will be able to learn about Message Queuing Telemetry Transport (MQTT) more effectively if you have some understanding of communication protocols broadly speaking. Knowledge of some electronic components will help you to understand the sensors and actuators topics in more detail.

			Overview of home automation systems

			Home automation became available and accessible to people when the industry started to provide devices that allowed some kind of sensor and actuator to be applied at home. The first devices of this kind I heard about were the X10 devices.

			The X10 technology was created in 1975 by a company called Pico Electronics and became commercially available around 1978. Essentially, it uses the power line available in every home to turn lamps and appliances on and off. Initially, with the limited availability of computers, these so-called home automation systems used architecture that provided limited use. Limited because the control was not centralized and didn’t allow really smart automation to be created. Besides that, there was not much hierarchy in the system, meaning that controllers could communicate with actuators and sensors too. The diagram in Figure 1.1 shows more about the possible configuration used at that time:
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			Figure 1.1: Early automation systems configuration

			As can be seen in Figure 1.1, there was not much hierarchy in the system, which meant that controllers could communicate with actuators, but sensors could also communicate with them too.

			When computers became more popular, software such as HomeSeer, Xtension, and Indigo were created to support the X10 technology. Some X10 computer translators were created so that the architecture allowed more intelligence to be added by using a centralized system, as can be seen in Figure 1.2:

			
				
					[image: Figure 1.2: Recent configuration]
				

			

			Figure 1.2: Recent configuration

			Even with a computer, the X10 system was still limited because it was wire dependent, and the number of addresses was limited to 256 devices, meaning 16 houses or rooms, each one with 16 units or devices. Each address is configured manually in the module using two rotatory switches, one from the module’s house varying from A to P and the other for the unit varying from 1 to 16. As an example, a house or room in a home can have the letter A to designate it, and a unit such as a coffee maker is assigned the number 1, so the rotatory switch for an X10 Appliance module will have the configuration A1. Other units in the same house A can have another number assigned to them, such as 4, so the rotatory switch in another appliance or lamp module will have the configuration A4. If the house or room is configured as the letter P, we can have a rotatory switch configured from P1 to P16 to represent 16 different units.

			My first experience with the X10 protocol was around 2006 when I acquired a device set composed of two lamp modules (PLM03 and RLM20), an appliance module (PAM02), and a two-way power line interface (PSC05). At the same time, I saw an application note (AN-236 - X-10 Home Automation using the PIC16F877A) and decided to build a task controller using it, adding a temperature sensor and a local relay, and excluding the X10 controller/receiver which was replaced by the PSC05 module acquired. I was able to run my first home automation system, which just had actuators that were turned on and off based on pre-configured timer events embedded in the software application I created. The components of my first home automation system are presented in Figure 1.3:

			
				
					[image: Figure 1.3: My first home automation system using X10 technology]
				

			

			Figure 1.3: My first home automation system using X10 technology

			Figure 1.3 presents the X10 task controller at the top showing a 16X2 LCD module, and underneath it (not shown in the picture) is the Programmable Interface Controller (PIC) microcontroller. The task controller connects to a two-way power line interface module (the white box in the middle) through the white cable, which is connected to a power line. This power line interface sends and receives commands to and from the lamp module (the white box on the left) or the appliance module (the white box on the right).

			On top of this X10 task controller, I was able to hack a WRT-54G router from Linksys (seen in Figure 1.4) and add two serial ports to it. Later, I connected it to the X10 controller and turned it on, commanded by a Google Android application created specifically to do it:
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			Figure 1.4: Linksys router modified to be used as part of my home automation system

			Figure 1.4 shows the router with the two DB-9 standard connectors for the RS-232 serial port. One of these serial ports was used to connect to the other DB-9 connector located in the X10 task controller and allow my system to be accessible using wireless communication.

			In 2012, I bought my first Wi-Fi module from Particle (https://www.particle.io/), where I was able to replace my original PIC-based X10 controller with a small and powerful piece of hardware. Looking at Figure 1.5, my most up-to-date and optimized system using X10 technology is presented:
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			Figure 1.5: Latest configuration of my X10 home automation system

			Figure 1.5 shows the tablet with my Google Android application (HomeAutomationApp) running, the X10 modules presented previously, and the Particle Wi-Fi module board (former Spark Core).

			As can be seen over the years with my X10 system, I had to create my own hardware initially, hack a router, and create an embedded software for the task controller (PIC and Particle) and an Android application so the system could work as desired. Even then, my home automation system was very limited, wire dependent, and hard to maintain.

			Based on the evolution of my home automation system over the years as mentioned in the previous examples, and lots of hardware and software programming developed, I felt something else was missing. In 2020, I was interested in learning more about current home automation systems. And it was at that time that I discovered a configuration that changed and made my life easier. This configuration was based on the client-server architecture and is introduced in Figure 1.6:
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			Figure 1.6: Client-server architecture

			As demonstrated in Figure 1.6, the client-server architecture is configured as clients connect to a server via wireless communication, and the server manages the communication requests by taking some actions, including sending commands back to clients. This is the architecture that I will explore in the remainder of this chapter.

			Now that we have an overview of home automation systems and its architecture, let’s look at their benefits.

			Benefits of having an automated home

			Before we move on to the explanation of the architecture of a home automation system used nowadays and the one that is being used in my home, let’s explore and highlight some of the benefits and advantages of having an automated home.

			Saving time

			The first benefit that can be highlighted is that an automated home will save you time. Think about a simple application; you can remotely turn on or off a lamp or an appliance using your cell phone or a voice assistant device, so you do not need to walk to the switch to do it. This can sound strange if the switch is close to you but think about the idea that you have to do this kind of thing many times a day. You can include, for example, an automation routine that can be triggered to turn a device on or off when a particular time of the day is reached. This can save you considerable time during your day if multiple similar routines are configured, and you do not need to go to each device and turn it on or off.

			Feeling comfortable

			Having an automated home will bring you some convenience. A good example of that is the automation routine I implemented in my home where the front lights turn on when at sunset, and after four hours, they turn off. This is very helpful for me because there is no public illumination in my street, so it is very dark at night. The lights help to illuminate my house numbers in case someone visits me for the first time at night.

			Another example is when I wake up at night to take care of my youngest son, the movement sensor turns on a small light in the aisle so we can see where to go since the master bedroom is on the other side of the house.

			Another good example is setting up a scene in your bedroom where you can dim the lights, and turn on the fan and TV automatically if it senses you are in your bedroom at a certain time of the night.

			Important note

			An automation routine is a resource used in a home automation system to automate certain actions using the devices installed in your home. These routines are configured to be triggered when certain events happen. An event can be different situations, such as sensor status or the time of the day, for instance. We will talk more about automation routines in Chapter 5.

			Saving money

			An automated home will save you money mainly by configuring some devices in your home to the savings or eco mode. You can configure these modes in the device or implement an automation routine that can emulate it. The example I gave in the last section, where the front lights are turned on and off at night, could save you some money on your electric bill rather than them staying on for the entire night and you having to turn them off in the morning. Another example, depending on the load and how much energy it consumes, is leaving a device turned off when it is not needed. This will be a more significant saving than the first example. A good example of this is the Heating Ventilation and Air Conditioning (HVAC) system that can be turned off when no one is at home.

			Being safe

			An automated home can help you to protect and make your house safer. Door sensors can be installed on the main doors of your house, and alarms can be configured to make sounds or announce people entering. This can prevent people from entering without your consent or the opposite, prevent people such as your kids from leaving the house without your awareness. Sensors can also be installed on windows to improve protection against burglars or thieves. Cameras can also be activated when door sensors are triggered, offering remote monitoring if you are not at home.

			These are just a few benefits of having a home automation system in your home. You will probably find others during or after reading this book.

			In the next section, we will review in more detail the structure of a home automation system when you will be able to understand the components that can be grouped to create it.

			Home automation structure

			After some background information about different architectures used for home automation and also aspects to motivate you to build your home automation system, it is now time to detail each component. The architecture that I will focus on in this book is the one that I have implemented in my home, so it is proven that it works. This architecture has the same idea of the client-server presented previously in Figure 1.6, but here, I have added the proper names and identifications of each part of the system. This architecture is presented in Figure 1.7:
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			Figure 1.7: Home automation system architecture explored in this book

			This architecture assumes you have a Wi-Fi 802.11g or above router in your home, but this router does not necessarily need to be connected to the internet unless you want to access your home automation system remotely.

			In the following subsections, each part of the system presented in Figure 1.7 is discussed in detail.

			Home automation server

			The home automation server is the central connection or the heart of a home automation system. It centralizes all the communication received from the sensors and transmits them to the actuators. It contains all the logic of the automation created by the user and also allows the configuration of new devices to be added to the system. The server also manages other connections to the system, such as applications that can be connected to it using a cell phone running Google Android or Apple iPhone Operating System (iOS).

			The home automation server is composed of two distinct parts: hardware and software. Depending on the level the user wants to go in the system, the hardware can vary from a desktop or notebook to their own design. It will all depend on the cost and time invested in creating or building the server. Due to the availability of open source hardware, I recommend that the system is implemented using an off-the-shelf device. I strongly recommend that a board such as a Raspberry Pi 4 is used, but if you already have an old computer or any other hardware that can run Linux, it could be used. Another commonly used hardware option is the Intel NUC platform.

			The home automation server should be able to run Linux or some other popular operating system such as Windows or macOS. Another requirement is that the server should support Wi-Fi 802.11n wireless protocol or above. Currently, I’m using a Raspberry Pi 4 Model B 2019 with 4 GB of RAM in my home automation system. This hardware will be the focus of the home automation server used in this book.

			Speaking about the software component of the home automation server, you can try to build your own software to manage the role of the automation server. The only advantage of this method is the learning process that you will go through by creating it. I must confess that I learned a lot when I implemented the X10 task controller. The original software from the microchip application was written in Assembly and I migrated it to the C programming language. Later, I migrated the C application to the Arduino-like format used in the Particle Wi-Fi board. This learning process was useful for me in other aspects of my job and career, but nothing compares to the variety of home automation software available today.

			As the name of the book somehow anticipates, Home Assistant (https://www.home-assistant.io/) is the software used in the home automation server adopted in this book. The reasons I chose Home Assistant to use at my home were because of the documentation, support, integrations, and add-ons it gives to the users. Home Assistant is one of the most used open source software for home automation projects and supports Linux, Windows, and macOS operating systems. It supports lots of add-ons that allow the system to be expanded, as will be explained in Chapter 7. Another open source software that can be used in home automation systems is openHAB (https://github.com/openhab).

			One paradigm followed by this book is that you are free to choose your sensors and actuators to be integrated into your system, which is one of the reasons for using Home Assistant. In this case, the home automation server software should allow easy integration of sensors off the shelf and even sensors you decide to create. There are some home automation software and systems that interlock the hardware and software in their architecture, not allowing other types of devices to be used in your home automation system different from the architecture they offer. In my opinion, this kind of approach prevents the user from being free and flexible in the choice of sensors and actuators. The most popular systems of this nature are Insteon, Lutron, and SmartThings, owned by Samsung Electronics. In this regard, Home Assistant supports different ways of integrating the different sensors and actuators so it will not hold you to some particular platform or architecture. This free choice will certainly contribute to lowering the cost of your system since you will have more options of devices to select.

			In general, I recommend that you choose compact hardware so it can easily be installed in any place in your home, preferably somewhere hidden, and then eventually, you have to be physically connected to it using a computer video screen. Once the home automation server is installed and initially configured, you will not need to access it physically anymore unless it presents some issue or if you want to install some other software on it that is not able to be installed remotely. If the idea is to use the hardware only as a home automation server, all configuration, automation, and any other new setup can be done remotely via a web browser. It is worth mentioning that the location for the installation should not be too far from the main source of the Wi-Fi router used in your home. If you need more reliability in your home automation server connectivity, it is recommended that you use a wired connection such as Ethernet (IEEE 802.3) connected to your Wi-Fi router.

			In my home, the home automation server is installed at the back of my computer video screen using 3M VHB Scotch SJ3550 Dual Lock adhesive tape. Figure 1.8 shows this installation:

			
				
					[image: Figure 1.8: My home automation server]
				

			

			Figure 1.8: My home automation server

			Figure 1.8 shows the home automation server using Raspberry Pi on the left and also an ESP32 Wi-Fi/Bluetooth module (upside down) on the right used in the five-zone temperature logger explained in Chapter 10. In the next chapter, we will introduce Home Assistant as the software for the home automation server and will guide you to install it on a Raspberry Pi 4 as the hardware used for this server and used in this book.

			Sensors

			The sensors and actuators are what bring life to your home automation system and allow you to create automation, configuration, and integration using Home Assistant.

			Sensors are electronic devices that contain certain electronic components able to measure or detect some measurement or status of what or where they are installed. They always provide an output signal that is used as an input signal to the home automation server to inform it about what the sensor is detecting.

			The sensors can be generically classified into two types: analog and digital. Analog sensors are the ones that can provide discrete values of output signals. In other words, these sensors can have multiple values to express the information being measured. A temperature sensor, for example, is an analog sensor that can express in its output different measurements about each temperature value captured or sensed by it.

			A digital sensor provides binary information in its output, meaning two states which can vary depending on the sensor. The common states associated with these sensors are turned on, turned off, open, and closed. These sensors can also inform about two values in reference to a threshold. In this case, one state will be above the threshold, and the other state will be below the threshold. One good example of a digital sensor used in home automation systems is a door sensor. It is basically composed of an electronic component called a reed switch, which works as a magnetic switch to provide two states: closed, to inform the door is closed, and opened, to inform the door is opened.

			Table 1.1 lists some examples of sensors commonly used in home automation systems, including type and measurement sense:

			
				
					
					
					
					
				
				
					
							
							Sensor

						
							
							Type

						
							
							Measurement

						
							
							Typical values

						
					

				
				
					
							
							Door sensor

						
							
							Digital

						
							
							Door status

						
							
							Open, closed

						
					

					
							
							Motion sensor

						
							
							Digital

						
							
							Motion status

						
							
							Motion detected, Motion not detected

						
					

					
							
							Temperature/humidity sensor

						
							
							Analog

						
							
							Temperature/humidity

						
							
							Various, depending on the temperature or humidity range measured by the sensor

						
					

					
							
							Light sensor

						
							
							Analog/digital

						
							
							Light intensity

						
							
							Light on, light off. Light intensity values, depending on the range measured by the sensor

						
					

					
							
							Energy meter sensor

						
							
							Analog

						
							
							Power consumption

						
							
							Power values according to the sensor range

						
					

					
							
							Gas sensor

						
							
							Analog/digital

						
							
							Gas status/value

						
							
							Gas on, gas off. Gas intensity values, depending on the range measured by the sensor

						
					

					
							
							Smoke sensor

						
							
							Digital

						
							
							Smoke status

						
							
							Smoke/fire on, Smoke/fire off

						
					

				
			

			Table 1.1: Examples of sensors used in home automation systems

			A general block diagram of a sensor for home automation is demonstrated in Figure 1.9:
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			Figure 1.9: Home automation sensor block diagram

			It is important to understand each one of the blocks discussed, to help you put together the parts and components to build your own sensor, which is discussed in Chapter 3 of this book.

			The first component part of a sensor, as seen on the left of Figure 1.9, is usually an electronic component able to capture some measurements related to the environment where it is installed. We called it the sensor element. Within the electronic components used, some of the following examples can be found:

			
					Reed switches/magnetic switches: These are electromechanical components composed of two ferromagnetic metallic plates hermetically sealed by a glass enclosure. These plates move up to contact one to the other when a magnetic field is applied. They provide two statuses, open and closed, and are commonly used in door sensors.

					Passive Infrared (PIR) sensors: These are electronic components that are able to detect the changes in infrared radiation when something crosses their field of view. The sensor converts these variations in voltage changes to be formatted as motion changes. Despite the voltage variation being an analog value, the application (motion sensors) where these sensors are used only considers the digital variation of it. They are used in motion sensors.

					Light Dependent Resistor (LDR) sensors: These are electronic components that vary their resistance when light is applied. They provide an analog value according to the light intensity variation. They are used in light sensors.

					Thermal Resistors (thermistors) and temperature measurement Integrated Circuits (ICs): These temperature sensors are electronic components built with different technologies to provide an analog value associated with the temperature to which the sensor is submitted. In the past, resistors were made with the purpose of changing their values with the temperature, or thermistors were used, but today different electronic components manufacturers are using ICs as sensors, which provide much more reliability and measurement range. As the name suggests, they are used in temperature sensors.

			

			The next block part of the sensor, as seen in the middle block of Figure 1.9, is the signal conditioner. These circuits are usually required to modify the signal generated by the sensor. This signal from the sensor could require some voltage level conversion, or in a lot of situations, the signal coming from the sensor has small voltage or current variations, so it needs to be amplified. Also, this same signal could be generated with a lot of noise and needs to be filtered. Signal conditioner circuits can perform the filtering process to make sure the signal will be cleaned and well-interpreted by the upstream circuit.

			In summary, signal conditioner circuits translate the information from the electronic sensor components into something understandable by the next part of the sensor, the wireless microcontroller module. The signal could be conditioned to be read by the microcontroller as a digital binary or analog input. In some cases, as we will see in Chapter 3, the signal conditioner could encode the signal to generate some digital communication standard to interface to the microcontroller. These standards can be in different formats, but the most popular are serial communication interfaces such as Inter-Integrated Circuit (I2C) and Serial Peripheral Interface (SPI).

			The last block of a home automation sensor (the right block in Figure 1.9) is the wireless microcontroller module. This module receives the information translated or converted from the sensor by the signal conditioner circuit and sends it via wireless to be managed by the home automation server.

			If you are curious enough to open one of the home automation sensors, you may find a shield in the format of a metallic box where this wireless microcontroller electronic component is located. In some cases, to reduce the circuit footprint and cost, these microcontrollers are found without the metallic shield box. Actually, in most cases, these electronic components are called System on Chip (SoC). They are large-scale integrated circuits that combine a microcontroller and wireless radio in one single chip. Due to this large-scale integration, few external electronic components are required, keeping the size of the entire circuit small, which is highly desirable when it comes to a home automation sensor.

			These SoCs are commonly used by many hobbyists to implement various kinds of Internet of Things (IoT) projects. The most popular of these components are from a Chinese component manufacturer called Espressif Systems. Espressif manufactures the ESP8265, ESP8266, and ESP32 SoCs. The main reasons for the mass utilization of these SoCs are, in my opinion, the easy availability of them in the market, affordable cost, and an active community of developers. You can easily find wireless communication modules based on the ESP8266 and ESP32 from the biggest world-famous dealers costing around $10 or less. You can also develop and deploy software programs using Arduino sketches via the Arduino Integrated Development Environment (IDE). This means if you know how to develop a program for Arduino using the different software libraries available, you should be able to develop applications using ESP8266 and ESP32.

			In the next chapters, we will build some projects for sensors, and we will use the ESP8266 and ESP32 Wi-Fi-based modules to do it.

			Actuators

			The actuators receive the information from the home automation server and provide a type of output, such as turning on or off a switch connected to an appliance, for example. It can also receive information to send a command to simply turn a lamp on or off or change its color or brightness.

			Likewise as the sensors, the signal sent to an actuator output can be digital or analog. Turning a switch on or off is a good example of digital binary information sent to an actuator. Other examples of actuators can be given according to Table 1.2:

			
				
					
					
					
				
				
					
							
							Actuator name

						
							
							Type

						
							
							Status

						
					

					
							
							Switch

						
							
							Digital

						
							
							On, off, and other intermediate states

						
					

					
							
							Lamp

						
							
							Digital/analog

						
							
							On, off (digital)

							light intensity, light color (analog)

						
					

					
							
							Alarm sound

						
							
							Digital/analog

						
							
							Sound on/sound off (digital)

							sound levels, sound tones (analog)

						
					

				
			

			Table 1.2: Examples of actuators

			The block diagram of an actuator follows the opposite sequence found in a sensor and is configured according to Figure 1.10:
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			Figure 1.10: Home automation actuator block diagram

			The wireless microcontroller module referenced in Figure 1.10 in the left block is usually the same found in the sensors and, again, mostly the ones manufactured by Espressif Systems, ESP8266, and ESP32. It receives information from the home automation server and translates it into an output command that will ultimately control the actuator element. This command could be a voltage level representing a binary signal, an analog signal, or even a serial digital communication protocol such as I2C or SPI.

			The wireless microcontroller module becomes very versatile since it provides different input/output pins, serial interfaces, and other features and peripherals, allowing multiple combinations of electronic components and circuits. These can lead to sensors and actuators or more than one sensor element being used in the same enclosure. You can build a sensor that can be used for temperature and motion detection at the same time using just one wireless microcontroller, as can be seen in Chapter 3.

			The signal conditioner circuit (the middle block in Figure 1.10) has the same idea used in the sensors, but in this case, it is conditioning the output signal sent by the wireless microcontroller module. It could be a voltage or current level converter, for example. This circuit is required in most cases due to a wireless microcontroller module limitation preventing the end actuator element from working properly.

			The actuator element presented in Figure 1.10 on the right is what promotes the final effect when the home automation actuator is triggered. It is an electronic component or circuit. The simplest example of an actuator element is represented by an electronic component called an electromechanical relay. Combined with a conditional circuit, it allows direct control from a wireless microcontroller module. The relay converts an electronic binary signal into a mechanical switch command. So, the relay is an electronically controlled switch. This switch attached to an outlet can connect or disconnect the voltage from it, allowing it to turn an appliance on or off, for instance. Figure 1.11 shows a typical circuit used in a relay-based actuator and also a photo of a commercial actuator where each block of it is represented:
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			Figure 1.11: Circuits found in a home automation actuator

			Communication media

			Communication media is the environment or infrastructure where the home automation server talks to sensors, actuators, and other applications or devices that will connect to your system. It is important to understand how the communication media is structured and works so you can choose the proper media to implement your system and configure it by knowing which parameters to set up.

			Wired systems

			Commercial home automation systems can use wired media to communicate. These systems came in different formats, such as structured cabling using Unshielded Twisted Pair (UTP), coaxial, and fiber optic cables. Usually, they attend to some specific types of systems such as phones, cable TV, multimedia, and computers. As a disadvantage, this media type somehow limited the expansion of the systems and was not designed to automate a home, just to allow some type of devices to share or communicate using the same media. It is also not flexible since the communication node is available where a cable is present. Among the advantages of wired systems is the reliability and communication speed that some technologies can offer such as fiber optic cables.

			As highlighted previously, one good example of wired systems targeting a home automation system was the X10 technology. The X10 uses the power line available in each home to encode binary information, and devices attached to the power line can decode this information and process it accordingly.

			Wireless systems

			Wireless systems are much more commonly used for home automation systems. The most common wireless protocols used are Wi-Fi and Zigbee. Wi-Fi (IEEE 802.11) is well-known, supported, and available. It works under the 2.4 and 5 GHz operating frequencies. When implemented in the sensors and actuators, it allows direct communication to the Raspberry Pi automation server, which also implements this protocol. The issue with the Wi-Fi wireless protocol is that it was not developed exactly for home automation and IoT systems. The power consumption in the Wi-Fi protocol is high, which in some situations prevents it from being extensively used in battery-powered sensors, for example.
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