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Preface

	Microsoft Azure Network Engineer AZ 700: Designing and Implementing Microsoft Azure Networking Solutions is a meticulously structured guide designed to equip network engineers and IT professionals with the essential knowledge and technical proficiency required to design, implement, and manage Azure-based networking solutions. As cloud adoption accelerates across industries, the ability to build and maintain secure, scalable, and highly available network architectures has become a critical skill. This book is aligned with the objectives of the AZ-700 certification exam, covering fundamental and advanced networking concepts such as Azure Virtual Networks, VPN Gateways, hybrid networking, load balancing, network security, and monitoring solutions. Through a structured learning approach, each chapter progressively builds upon core concepts, ensuring a comprehensive understanding of Azure networking principles and best practices for real-world implementation.

	 

	Beyond serving as a certification study guide, Microsoft Azure Network Engineer AZ 700: Designing and Implementing Microsoft Azure Networking Solutions is a valuable resource for professionals seeking to enhance their expertise in cloud networking. Each chapter integrates practical exercises, real-world case studies, and review questions to reinforce learning and facilitate knowledge retention. Additionally, supplementary resources such as online test papers and expert-led video tutorials further enrich the learning experience, bridging the gap between theoretical knowledge and practical application. Whether you are preparing for the AZ-700 exam or looking to expand your capabilities in designing and managing Azure networking solutions, this book provides the structured guidance necessary to excel in one of the most vital domains of cloud computing.
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Chapter 1: Practice Questions & Answers Part 1

	 

	QUESTION 1

	You need to provide connectivity to storage1. The solution must meet the PaaS networking requirements and the business requirements.

	What should you include in the solution?

	A. a service endpoint

	B. Azure Front Door

	C. a private endpoint

	D. Azure Traffic Manager

	Answer: A

	 

	QUESTION 2

	You create NSG10 and NSG11 to meet the network security requirements.

	For each of the following statements, select Yes it the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

	A. Mastered

	B. Not Mastered

	Answer: A

	 

	QUESTION 3

	- (Exam Topic 2)

	What should you implement to meet the virtual network requirements for the virtual machines that connect to Vnet4 and Vnet5?

	A. a private endpoint

	B. a virtual network peering

	C. a private link service

	D. a routing table

	E. a service endpoint

	Answer: B

	A. Mastered

	B. Not Mastered

	Answer: A

	 

	QUESTION 4

	- (Exam Topic 3)

	You have 10 Azure App Service instances. Each instance hosts the same web app. Each instance is in a different Azure region.

	You need to configure Azure Traffic Manager to direct users to the instance that has the lowest latency. Which routing method should you use?

	A. geographic

	B. weighted

	C. performance

	D. priority

	Answer: D

	 

	QUESTION 5

	- (Exam Topic 3)

	You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF).

	FD1 uses a frontend host named app1.contoso.com to provide access to Azure web apps hosted in the East US Azure region and the West US Azure region.

	You need to configure FD1 to block requests to app1.contoso.com from all countries other than the United States.

	What should you include in the WAF policy?

	A. a frontend host association

	B. a managed rule set

	C. a custom rule that uses a rate limit rule

	D. a custom rule that uses a match rule

	Answer: C

	 

	QUESTION 6

	- (Exam Topic 3)

	You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

	A. Azure Virtual Network NAT

	B. virtual network peering

	C. service endpoints

	D. private endpoints

	Answer: A

	 

	QUESTION 7

	- (Exam Topic 3)

	You have an Azure virtual network named Vnet1 that has one subnet. Vnet1 is in the West Europe Azure region.

	You deploy an Azure App Service app named App1 to the West Europe region.

	You need to provide App1 with access to the resources in Vnet1. The solution must minimize costs. What should you do first?

	A. Create a private link.

	B. Create a new subnet.

	C. Create a NAT gateway.

	D. Create a gateway subnet and deploy a virtual network gateway.

	Answer: B

	 

	QUESTION 8

	- (Exam Topic 3)

	You have an Azure Traffic Manager parent profile named TM1. TM1 has two child profiles named TM2 and TM3.

	TM1 uses the performance traffic-routing method and has the endpoints shown in the following table.

	TM2 uses the weighted traffic-routing method with MinChildEndpoint = 2 and has the endpoints shown in the following table.

	TM3 uses priority traffic-routing method and has the endpoints shown in the following table.

	The App2, App4, and App6 endpoints have a degraded monitoring status.

	To which endpoint is traffic directed? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point

	A. Mastered

	B. Not Mastered

	Answer: A

	 

	QUESTION 9

	- (Exam Topic 3)

	You have an Azure virtual network and an on-premises datacenter.

	You need to implement a Site-to-Site VPN connection between the datacenter and the virtual network. Which two resources should you create? Each correct

	answer presents part of the solution. NOTE: Each

	correct selection is worth one point.

	A. a virtual network gateway

	B. Azure Firewall

	C. a local network gateway

	D. Azure Web Application Firewall (WAF)

	E. an on-premises data gateway

	F. an Azure application gateway

	G. a user-defined route

	Answer: CG

	 

	QUESTION 10

	- (Exam Topic 3)

	You have an Azure subscription that contains the public IP addresses shown in the following table.

	 

	  

	You plan to deploy a NAT gateway named NAT1.

	Which public IP addresses can be used as the public IP address for NAT1?

	A. IP3 and IP5 only

	B. IP5 only

	C. IP1, IP3, and IP5 only

	D. IP3 only

	E. IP2 and IP4 only

	Answer: D

	 

	QUESTION 11

	- (Exam Topic 3)

	You plan to publish a website that will use an FQDN of www.contoso.com. The website will be hosted by using the Azure App Service apps shown in the following

	table.

	You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.

	You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

	A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

	B. a CNAME record that maps www.contoso.com to TMprofile1.azurefd.net

	C. a CNAME record that mapswww.contoso.comtoTMprofile1.trafficmanager.net

	D. a TXT record that contains a string ofas1.contoso.com and as2.contoso.com in the details

	Answer: C

	 

	QUESTION 12

	- (Exam Topic 3)

	You have two Azure virtual networks named Vnet1 and Vnet2 in an Azure region that has three availability zones.

	You deploy 12 virtual machines to each virtual network, deploying four virtual machines per zone. The virtual machines in Vnet1 host an app named App1. The

	virtual machines in Vnet2 host an app named App2.

	You plan to use Azure Virtual Network NAT to implement outbound connectivity for App1 and App2. You need to identify the minimum number of subnets and

	Virtual Network NAT instances required to meet

	the following requirements:

	• A failure of two zones must NOT affect the availability of either App1 or App2.

	• A failure of two zones must NOT affect the outbound connectivity of either Appl1or App2. What should you identify? To answer, select the appropriate options in

	the answer area. NOTE: Each correct selection is worth one point.

	A. Mastered

	B. Not Mastered

	Answer: A

	 

	QUESTION 13

	- (Exam Topic 3)

	Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated

	goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

	After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

	You have an Azure subscription that contains the following resources:

	* A virtual network named Vnet1

	* A subnet named Subnet1 in Vnet1

	* A virtual machine named VM1 that connects to Subnet1

	* Three storage accounts named storage1, storage2. and storage3

	You need to ensure that VM1 can access storage1. VM1 must be prevented from accessing any other storage accounts.

	Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnet1.

	Does this meet the goal?

	A. Yes

	B. No

	Answer: A

	 

	QUESTION 14

	- (Exam Topic 3)

	Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

	stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

	After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

	You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL

	of the application gateway.

	You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

	You need to ensure that the URL is accessible through the application gateway.

	Solution: You create a WAF policy exclusion for request headers that contain 137.135.10.24. Does this meet the goal?

	A. Yes

	B. No

	Answer: B
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