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			Preface

			Many organizations are embracing cloud technology to remain competitive. Implementing and adopting your software development processes, tools, and techniques while modernizing a cloud-based ecosystem can be challenging. Strategizing Continuous Delivery in the Cloud will help you to understand why you need to modernize continuous delivery, a core component of software development and delivery, and how to drive the convergence of infrastructure and software application deployment in the cloud.

			You will begin by discovering how continuous delivery in the cloud is different from traditional approaches to continuous delivery and will look at the steps to build the right strategy that works best for your organization. Further, you will get guidance on developing, testing, integrating, deploying, and operating cloud-native software in different types of cloud-based environments. The book covers in detail the prerequisites for onboarding continuous delivery in the cloud from an organizational and technical perspective. You will delve into key aspects of organizational and technological readiness to lay out successful strategies for overcoming core challenges on your cloud journey. Finally, you will learn about the dos and don’ts to stay on top of your DevOps game long after the starting point.

			By the end of this book, you will have a solid understanding of how to choose the right type of cloud environment and the right technologies for modernizing continuous delivery.

			Who this book is for

			This book is targeted toward operations engineers, site reliability engineers, DevOps architects, and engineers who are strategizing, planning, and implementing continuous delivery in the cloud. You are expected to have a basic understanding of CI/CD concepts and be familiar with the cloud ecosystem, DevOps, and CI/CD pipelines.

			What this book covers

			Chapter 1, Planning for Continuous Delivery in the Cloud, provides a brief introduction to continuous delivery concepts, its relevance, and its benefits. In addition, we will also describe the step-by-step implementation of continuous delivery with the help of some tools and techniques used industry-wide.

			Chapter 2, Understanding Cloud Delivery Models, describes the relevant basics and characteristics of cloud computing (e.g., delivery models). This chapter should help you to understand which things are useful when dealing with continuous delivery in the cloud.

			Chapter 3, Creating a Successful Strategy and Preparing for Continuous Delivery, covers in detail the prerequisites for onboarding continuous delivery in the cloud from an organizational perspective. It presents an introduction to various aspects of organizational readiness and explains how to lay out successful strategies for continuous delivery in the cloud. The chapter provides guidance on implementing, managing, and improving continuous delivery in the cloud. It also digs deeper into preparing for the modernization needs of CD with respect to the cloud, core challenges, aligning and connecting a roadmap with the cloud to maximize the outcome, and lastly, competence and upskilling needs.

			Chapter 4, Setting Up and Scaling Continuous Delivery in the Cloud, provides a detailed view of setting up continuous delivery in the cloud to maximize the overall return on investment of software development, infrastructure, and management. The chapter provides an overview of scaling up continuous delivery in the cloud for enterprises. It includes organizational characteristics, requirements for scaling CI/CD, and ownership of CI/CD with roles and responsibilities.

			Chapter 5, Finding Your Technical Strategy Toward Continuous Delivery in the Cloud, describes the architectural decisions and considerations that must be taken when aiming for continuous delivery. Furthermore, it sheds some light on topics that could put a CD environment and strategy at risk.

			Chapter 6, Achieving Successful Implementation with Supporting Technology, describes some additional technical measures for your CD strategy and how they might help to achieve a successful implementation.

			Chapter 7, Aiming for Velocity and Reducing Delivery Risks, describes why lead times in application delivery have an impact, why they could be hard for developers, and how we can measure performance.

			Chapter 8, Security in Continuous Delivery and Testing your Deployment, describes why security in continuous delivery is important. Furthermore, it deals with security in the software supply chain and which checks can be done to ensure that the delivered software is secure.

			Chapter 9, Best Practices and References, focuses on industry best practices and a few case studies as a reference.

			Chapter 10, Future Trends of Continuous Delivery, focuses on the key trends of continuous delivery and connected advancements. We focus on the mid to long term to introduce readers to evolutionary changes and key considerations for their adoption.

			Chapter 11, Contributing to the Open Source Ecosystem, focuses on open source projects for potential contributors. We introduce projects and ways to contribute to the open source ecosystem for further reading.

			Chapter 12, Practical Assignments, focuses on practical assignments to test your knowledge.

			To get the most out of this book

			You’ll need to have introductory knowledge about software development, continuous delivery practices, and cloud technologies; a basic understanding of CI/CD concepts; familiarity with the cloud ecosystem, DevOps, and CI/CD pipelines; basic knowledge of continuous integration and delivery tools and the cloud ecosystem; and use of at least one cloud provider, for example, AWS or Azure.
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			Download the example code files

			We have code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “The controller will also ensure that the state defined in the object is met, so if you change it to expose=false, the controller will delete the service.”

			A block of code is set as follows:

			
apiVersion: apps/v1kind: Deployment
metadata:
  name: my-cloudy-app
spec:
  replicas: 3

			When we wish to draw your attention to a particular part of a code block, the relevant lines or items are set in bold:

			
apiVersion: apps/v1kind: Deployment
metadata:
  name: my-cloudy-app
spec:
  replicas: 3
vm.dirty_expire_centisecs = 3000

			Any command-line input or output is written as follows:

			
mkfs.ext4 -E stride=16,stripe-width=160 /dev/sdX
			Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words in menus or dialog boxes appear in bold. Here is an example: “Select System info from the Administration panel.”

			Tips or important notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, email us at customercare@packtpub.com and mention the book title in the subject of your message.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata and fill in the form.

			Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share your thoughts

			Once you’ve read Strategizing Continuous Delivery in Cloud, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

			Download a free PDF copy of this book

			Thanks for purchasing this book!

			Do you like to read on the go but are unable to carry your print books everywhere?

			Is your eBook purchase not compatible with the device of your choice?

			Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

			Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books directly into your application.

			The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content in your inbox daily

			Follow these simple steps to get the benefits:

			
					Scan the QR code or visit the link below
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			https://packt.link/free-ebook/9781837637539

			
					Submit your proof of purchase

					That’s it! We’ll send your free PDF and other benefits to your email directly

			

		

	


		
			Part 1: Foundation and Preparation for Continuous Delivery in the Cloud

			This part focuses on continuous delivery concepts and their relevance and benefits. Furthermore, the characteristics and usages of cloud systems in the context of continuous delivery are elaborated upon.

			This part contains the following chapters:

			
					Chapter 1, Planning for Continuous Delivery in the Cloud

					Chapter 2, Understanding Cloud Delivery Models

					Chapter 3, Creating a Successful Strategy and Preparing for Continuous Delivery

					Chapter 4, Setting Up and Scaling Continuous Delivery in the Cloud

			

		

		
			
			

		

		
			
			

		

	


		
			1

			Planning for Continuous Delivery in the Cloud

			This chapter provides a brief introduction to continuous delivery (CD) concepts, their relevance, and their benefits. In addition, we will also describe the step-by-step implementation of CD with the help of some industry-wide used tools and techniques, as follows:

			
					Understanding the CD ecosystem

					Key benefits of CD

					From continuous integration (CI) to CD

					Progressive delivery

					Cloud-based implementations of CD

			

			Understanding the CD ecosystem

			This chapter is intended to reflect the recent development and evolution of the software delivery approach, mostly focusing on changes to CD and connected advancements underpinned by the emergence of CI technologies, new tools, processes, practices, and management structures. To understand the advancements of CD in the cloud better, it is important to connect the dots and learn about internal and external factors influencing the advancement of CD. The term CD has been around for a long time; yet, let us start from the basics. The most widely referred definition of CD is provided by Jez Humble (and can be found at https://continuousdelivery.com/):

			“Continuous Delivery is the ability to get the changes of all types of new features, config changes, bug fixes, and experiments into production or into the hands of the user safely and quickly in a sustainable way.”

			With advancements in CD, there are several attempts to redefine or refine the definition of CD. For example, AWS (at https://aws.amazon.com/devops/continuous-delivery/) defines CD as follows:

			“Continuous delivery is a software development practice where code changes are automatically prepared for a release to production.”

			According to another definition by Azure (at https://docs.microsoft.com/en-us/devops/deliver/what-is-continuous-delivery), CD is defined as follows:

			“Continuous delivery (CD) is the process of automating build, test, configuration, and deployment from a build to a production environment.”

			To understand it from Google’s perspective (at https://cloud.google.com/solutions/continuous-delivery), it is simply the following:

			“End-to-end automation from source to production.”

			Although there are variances and differences in definitions of CD, it makes it easier for us to reflect that CD is evolving and is defined by a set of characteristics that work together in the ecosystem.

			As we move ahead in this book, we will describe the building blocks of CD and their relationship.

			Defining the CD ecosystem

			For now, let’s try to understand the factors influencing the evolution of CD to define the ecosystem:

			
					Speed: It is evident that most of the definitions of CD lead to automation, making it visible that speed is one of the core drivers for the evolution of the CD and its connected ecosystem. Many key advancements are linked to removing the bottleneck to speed and lead time: starting from the evolution of practices such as CI/CD to the explosion of cloud-based pre-built pipelines, as well as including automation in build-test-deploy practices.

					Security: The fundamental shift toward securing software and addressing key risks with the utmost priority has led to the systematic evolution of the CD ecosystem with new tools and techniques, including security from the inception stages of CD.

					Software development itself: Developers are inclined to move away from traditional approaches to software development to more modern ways with the integration of Agile methodology, making use of more progressive, efficient tools and processes to eliminate lead times and quality issues. One example of such an application is Azure Boards, which provides a choice of Agile planning tools, many of which work in combination with CD practices.

					Software life cycle management: With velocity, scale, interdependence, and the growing complexity of the software landscape comes the need to simplify software life cycle management. Quick discovery and fixing of software bugs, accelerating software updates, comprehensive assessment of dependencies, and razor-sharp focus on vulnerability management are essential elements.

					Software operations: Finally, the return on investment (ROI) on software is realized in production. DevOps, SRE, and the emergence of cloud-based services are revolutionizing our CD ecosystem with a focus on building cross-functional teams, platforms, and tools.

			

			The preceding factors indicate that the CD ecosystem comprises dynamic internal and external components. Taking inspiration from a natural ecosystem, if we attempt to define the CD ecosystem, we come up with this:

			The CD ecosystem is a distributed, adaptive, and techno-functional system of CD practices, processes, tools, and techniques that support the evolution of CD.

			Characteristics of the CD ecosystem

			In order to be able to deliver continuously, we need a system of practices, processes, tools, and techniques that are reliable and can produce repeatable results consistently. Some of the basic ingredients for providing such outcomes are the following:

			
					Self-organizing and adaptive: The CD ecosystem, as with any other such system, must be in a state of equilibrium. No single specific outcome can drive the construct and choice of practices, tools, or techniques entirely. For example, speed is one driver for CD, but the ecosystem must have components that keep the ecosystem close to equilibrium by including components/tools through which dynamics of security, speed, quality, and value are presented in a balanced way.

					Dynamic: The CD ecosystem consists of evolving tools and practices and integrates with emerging technology, so it makes sense that the CD ecosystem is dynamic. For example, the evolution of Kubernetes from an internal container ecosystem at Google managed by a community of contributors into an enterprise-grade de facto orchestration engine, with its adoption by cloud providers, adds an array of new features to CD. Interoperability and event-driven architecture evolution are key areas of progress to emphasize the dynamic characteristic of the CD ecosystem.

					Distributed: The CD ecosystem should be able to provide our developers and practitioners with an array of tools and services. It connects directly to the evolution of the marketplace approach. For example, cloud service providers such as Azure enable you to build and deploy applications on an array of platforms and languages. Azure also offers two options for version control—Git and Azure Repos, and many more such choices.

					Supports an “as-a-service” model: With time, the key components of the CD ecosystem will be degraded or replaced by other new and advanced features. We must focus on a consumption-based model for features and measure their usage over time. One of the key drivers of an as-a-service model is that it helps to build a self-regulating and self-sustaining ecosystem. Many services from cloud-based CI/CD tools and application vendors have community versions and tiered subscriptions for on-premises, hybrid, or enterprise versions, supporting a pay-per-use pricing model.

			

			Key components of the CD ecosystem

			For any ecosystem to thrive, the key components must act together to advance it by catering to evolving demands. The CD ecosystem will continue to evolve if progressive tools and applications continue to challenge the status quo – right from basic CI/CD tools and applications for version control and workflow automation through to specialized cloud-native CI/CD tools that can be run on any cloud and build a strong progressive foundation anywhere.

			The CD ecosystem comprises three key components that continuously steer the evolution of the ecosystem by delivering value within and outside the boundaries of the ecosystem CI/CD tools and applications: consumers, producers, and practitioners. Let us look at them in detail:

			
					The role of CI/CD tools and applications as a consumer: The increasing adoption of digital technologies creates huge market potential for CD. If CD provides a competitive advantage to organizations by delivering software features frequently reliably and cost-effectively, the ecosystem is bound to flourish. The role of consumers in the ecosystem is to provide feedback to CI/CD tools and application vendors and continue to experiment and modernize the CI/CD pipeline with progressive features, tools, and applications to help unlock new revenue streams.

					The role of CI/CD tools and applications as producers: The CI/CD ecosystem needs investment and integration with emerging technologies to facilitate a competitive advantage for consumers. The tools and applications that are the foundation of the CD ecosystem should also be the consumers of the ecosystem. For example, CI/CD tools and applications are often architected with microservices and rely on container-based deployment. They are designed to support interoperability and integrate well with other cloud-native tools and cloud-based services.

					The role of CI/CD practitioners as an actor in an ecosystem: The practitioners are the final actors in the ecosystem through which value is realized. The practitioners will churn out the waste in the CI/CD pipeline. Through the adoption of various tools and applications, practitioners will continuously optimize the ecosystem, and create perspectives on new applications, tools, and features. For example, pushing toward more interoperability standards with the rise of hybrid pipelines, the adoption of co-pilot features, and a more platform-centric approach toward CD to deliver software features seamlessly is paving the way for new developments.

			

			Managing the CD ecosystem

			Several organizations have already embarked on their CD journeys. With that, the need to effectively manage investments, develop and improve the current technical adoption, and steer strategic outcomes through CD becomes an urgent priority.

			Many industry reports highlight that the full potential of CI/CD and the connected ecosystem is yet to be realized. There are multiple reasons associated with this, such as siloed initiatives, ad hoc investment, and lack of upskilling. These factors indicate the need to manage the CI/CD landscape with a multidimensional outlook.

			The management of CD also must be structured yet agile in a way. Planning, organizing, implementing, and monitoring the outcome of CD must be modern and fit for purpose. To avoid delays, bottlenecks, and constraints, the management process should be tailored to CD.

			In this subsection, we will present some guidance on effectively managing CD. We will start with a CD reference architecture, further elaborate on the role of CD frameworks, and eventually highlight the need to have a CD Community of Practices (CoPs). In subsequent chapters, we will detail these aspects along with other important dimensions of creating and implementing CD in the cloud strategically:

			
					CD reference architecture: This refers to the abstract concepts that can outline a structure or a construct for CD:	Provides a common vocabulary
	Provides guidance about the functions and their interaction (e.g., APIs)
	Can be defined at a different level of abstraction
	Can be instantiated for a particular domain or specific projects
	Can be mapped to specific sets of goals, as no single architecture can fulfill all needs



			

			An example of a reference architecture and associated service offering in the cloud is Open Source on AWS: https://aws.amazon.com/blogs/devops/choosing-a-well-architected-ci-cd-approach-open-source-on-aws/.

			Another example of a CD reference architecture is one being worked on by the Continuous Delivery Foundation (CDF):

			
					A CD framework: A framework is a pre-built general or special-purpose architecture that’s designed to be extended for a set of consumers, such as the healthcare industry, the defense sector, or the financial community. CD tools, along with cloud technologies, are constantly undergoing changes to improve the software development environment and practices. It is hard to keep pace with upskilling without structured support from the community of practitioners.

			

			As an example of a community of practice, here are a collection of technical articles and blogs published or curated by Google Cloud Developer Advocates: https://medium.com/google-cloud.

			The AWS Community Builders program is one of the unique programs launched by AWS for the community of practitioners to share resources and educational content and build a networking ecosystem to support the community.

			Other communities provide similar guidance: the DevOps Institute’s DevOps in the Wild community and the CDF community for open source CD tools and best practices, to name two.

			So far, we have introduced some terminology we will use throughout the book, and this section has ensured that you have a good understanding of the main concepts of CD and its key components. We also touched upon the aspects of CD in the cloud, which will be illustrated in the following chapters in detail.

			Key benefits of CD

			In this section, we will look at the benefits of CD in more detail. Building upon the idea of the key characteristics of CD being speed, enabling security and progressive practices for software development, and operation and life cycle management, let’s look at the benefits.

			There are some industry references. DevOps Research And Assessment (DORA) is an initiative by Google to support organizations to achieve high performance by embracing DevOps according to actionable guidance, DORA metrics (https://cloud.google.com/blog/products/devops-sre/using-the-four-keys-to-measure-your-devops-performance), which can give you a measure of the positive business outcomes from adopting CD. For us, it will be easier to map the key characteristics to the business outcomes and key benefits of CD:

			
				
					
					
					
				
				
					
							
							Characteristics of CD

						
							
							Description

						
							
							Business outcome

						
					

					
							
							Speed

						
							
							How frequently can we release?

						
							
							% gains on market shares from launching new products and services

						
					

					
							
							Security

						
							
							How trustworthy are we?

						
							
							% reduction of the cost of risk mitigation and cost avoidance of security breaches

						
					

					
							
							Agility in software development

						
							
							How fast can we respond to the changing needs of the customer?

						
							
							% revenue gains on the accelerated time to market for changes and new products

						
					

					
							
							Simplifying software life cycle management

						
							
							How resilient are we?

						
							
							% gains from the cost reduction of application failures
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