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    Preface 

    The CompTIA Network+ (N10-009) certification validates the essential skills required to design, implement, manage, and troubleshoot wired and wireless networks in modern IT environments. This study guide is designed to equip networking professionals with the knowledge to establish reliable connectivity, configure and secure critical infrastructure, and support resilient operations across physical, virtual, and cloud-based networks. It addresses the application of core networking principles in enterprise and small-to-medium business contexts, while emphasizing the practical integration of routing, switching, wireless technologies, and network services. Throughout, the guide reinforces the importance of documentation, monitoring, troubleshooting methodologies, and security hardening techniques as foundational elements of network administration.

    The CompTIA Network+ exam (N10-009) is an update to the previous N10-008 version, reflecting today’s evolving networking landscape. The revised objectives place greater emphasis on cloud connectivity, virtualization, zero-trust architecture, and the expanding role of automation and security in modern infrastructures. The updated domain weighting for the exam is shown in the following table:

    
      
        
          	
            Domain

          
          	
            Percentage of examination

          
        

        
          	
            1.0 Networking Concepts

          
          	
            23%

          
        

        
          	
            2.0 Network Implementation

          
          	
            20%

          
        

        
          	
            3.0 Network Operations

          
          	
            19%

          
        

        
          	
            4.0 Network Security

          
          	
            14%

          
        

        
          	
            5.0 Network Troubleshooting

          
          	
            24%

          
        

        
          	
            Total

          
          	
            100%

          
        

      
    

    This updated version of the CompTIA Network+ certification exam emphasizes evolving network environments, including software-defined networking, cloud connectivity, and zero-trust architectures, alongside traditional networking skills. It expands coverage of troubleshooting methodologies, modern network services, and security best practices for both physical and virtual infrastructures.

    To help you best organize your study, this book has been structured to closely follow the CompTIA Network+ domains, objectives, and concepts. The book is divided into five sections—one for each domain—and each section is split into chapters that align with the official exam outline. Each chapter has been designed to follow the concepts in each objective, ensuring that your preparation maps directly to the skills assessed in the exam.

    In addition, you will find multiple-choice practice questions and mock exams to help test your knowledge and get realistic preparation for taking the exam.

    Who this book is for

    This book is intended for early-career IT professionals preparing for the CompTIA Network+ (N10-009) certification, particularly those working as network administrators, help desk technicians, or junior systems engineers. It is especially valuable for those looking to validate their ability to design, implement, and troubleshoot wired and wireless networks, secure network infrastructures, and support modern cloud and virtualization environments.

    Candidates are expected to have 9–12 months of hands-on networking experience and a solid understanding of basic IT concepts, though this guide could also be useful for students and career changers who want to build their foundational networking skills. This book will also benefit professionals preparing for further certifications, such as CompTIA Security+ or vendor-specific networking tracks.

    What this book covers

    Chapter 1, Explain Concepts Related to the OSI Model, introduces the seven layers of the OSI model and explains how each supports network communication and troubleshooting.

    Chapter 2, Compare and Contrast Networking Appliances, Applications, and Functions, covers the roles of routers, switches, firewalls, IDS/IPS, load balancers, proxies, and virtual appliances, along with VPNs, CDNs, and QoS.

    Chapter 3, Summarize Cloud Concepts and Connectivity Options, explores service and deployment models, gateways, VPNs, and Direct Connect options for integrating the cloud securely and efficiently.

    Chapter 4, Explain Common Networking Ports, Protocols, Services, and Traffic Types, reviews well-known ports, protocols such as TCP, UDP, ICMP, and IPSec, and traffic types including unicast, multicast, broadcast, and anycast.

    Chapter 5, Compare and Contrast Transmission Media and Transceivers, examines copper and fiber cabling, wireless standards, connector types, and common transceiver form factors.

    Chapter 6, Compare and Contrast Network Topologies, Architectures, and Types, describes mesh, star, spine-and-leaf, and three-tier designs, along with IPv4 addressing, subnetting, and private/public IP concepts.

    Chapter 7, Given a Scenario, Use Appropriate IPv4 Addressing, explains subnetting, CIDR, VLSM, and address class usage to design and configure IPv4 networks.

    Chapter 8, Summarize Evolving Use Cases for Modern Network Environments, introduces SDN, SD-WAN, VXLAN, zero-trust architecture, SASE, and IPv6 adoption in modern infrastructures.

    Chapter 9, Explain Characteristics of Routing Technologies, covers static and dynamic routing protocols, route selection, NAT, PAT, subinterfaces, and redundancy protocols.

    Chapter 10, Given a Scenario, Configure Switching Technologies and Features, explains VLANs, trunking, link aggregation, spanning tree, MTU configuration, and switch interface options.

    Chapter 11, Given a Scenario, Select and Configure Wireless Devices and Technologies, explores SSIDs, channels, antenna types, authentication, encryption, guest networks, and AP deployment models.

    Chapter 12, Explain Important Factors of Physical Installations, highlights IDF/MDF placement, rack design, cabling, power requirements, UPS, PDUs, and environmental considerations.

    Chapter 13, Explain the Purpose of Organizational Processes and Procedures, introduces documentation, change management, configuration baselines, lifecycle management, and service-level agreements.

    Chapter 14, Given a Scenario, Use Network Monitoring Technologies, reviews SNMP, flow data, packet captures, logs, SIEM, APIs, port mirroring, and monitoring solutions.

    Chapter 15, Explain Disaster Recovery Concepts, covers RPO, RTO, MTTR, DR sites, high-availability designs, and testing approaches such as tabletop exercises.

    Chapter 16, Given a Scenario, Implement IPv4 and IPv6 Network Services, explains DHCP, DNS, NTP, VPNs, and name resolution methods for both IPv4 and IPv6.

    Chapter 17, Compare and Contrast Network Access and Management Methods, examines SSH, GUI, API, in-band/out-of-band management, and jumpbox configurations.

    Chapter 18, Explain the Importance of Basic Network Security Concepts, introduces encryption, PKI, IAM, MFA, role-based access, compliance requirements, and segmentation.

    Chapter 19, Summarize Various Types of Attacks and Their Impact, covers DoS/DDoS, VLAN hopping, ARP spoofing, DNS poisoning, rogue devices, evil twins, malware, and social engineering.

    Chapter 20, Given a Scenario, Apply Network Security Features, Defense Techniques, and Solutions, explains device hardening, NAC, ACLs, filtering, and security zoning.

    Chapter 21, Explain the Troubleshooting Methodology, presents a structured process for identifying problems, testing theories, implementing solutions, and documenting outcomes.

    Chapter 22, Given a Scenario, Troubleshoot Common Cabling and Physical Interface Issues, covers incorrect cabling, termination errors, crosstalk, attenuation, TX/RX issues, and interface counters.

    Chapter 23, Given a Scenario, Troubleshoot Common Issues with Network Services, addresses DHCP scope issues, DNS misconfigurations, incorrect gateways, and IP conflicts.

    Chapter 24, Given a Scenario, Troubleshoot Common Performance Issues, explains bottlenecks, latency, jitter, packet loss, wireless interference, and roaming misconfiguration.

    Chapter 25, Given a Scenario, Use the Appropriate Tool or Protocol to Solve Networking Issues, introduces analyzers, CLI tools, discovery protocols, speed testers, Wi-Fi analyzers, and show commands.

    Online practice resources

    With this book, you will unlock unlimited access to our online exam-prep platform (Figure 0.1). This is your place to practice everything you learn in the book.

    [image: ]

    How to access the resources

    To learn how to access the online resources, refer to Chapter 26, Accessing the Online Practice Resources, at the end of this book.

    To get the most out of this book

    CompTIA® Network+® N10-009 Certification Guide covers all the domains, exam objective and concepts from the N10-009 exam in order. Each chapter mirrors the objectives set by CompTIA exactly. At the end of each chapter is a link to practice questions to test your knowledge and understanding. The online platform also provides mock exams for practice and preparation. 

    Color images for this book are available on the books GitHub repository: https://packt.link/aLt82

    Conventions used

    There are a number of text conventions used throughout this book.

    CodeInText: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and X handles. For example: “ The loopback address 127.0.0.1 is used for diagnostic testing and to verify that TCP/IP has been initialized.”

    A block of code is set as follows:

    bash
configure terminal
# Create a port-channel interface and assign ID
interface Port-channel1
# Specify the mode as active
channel-group 1 mode active
# Set the desired properties for the port-channel
switchport mode trunk
switchport trunk native vlan 10


    Any command-line input or output is written as follows:

    C:\Windows\System32>ping www.bbc.co.uk
Pinging bbc.map.fastly.net [146.75.116.81] with 32 bytes of data:
Reply from 146.75.116.81: bytes=32 time=89ms TTL=58
Reply from 146.75.116.81: bytes=32 time=89ms TTL=58
Reply from 146.75.116.81: bytes=32 time=89ms TTL=58
Reply from 146.75.116.81: bytes=32 time=89ms TTL=58


    Bold: Indicates a new term, an important word, or words that you see on the screen. For instance, words in menus or dialog boxes appear in the text like this. For example: “ To manage and automate the process of link aggregation, many systems engineers often use Link Aggregation Control Protocol (LACP).”

    
      Warnings or important notes appear like this.

    

    
      Tips and tricks appear like this.

    

    Get in touch

    Feedback from our readers is always welcome.

    General feedback: If you have questions about any aspect of this book or have any general feedback, please email us at customercare@packt.com and mention the book’s title in the subject of your message.

    Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you reported this to us. Please visit http://www.packt.com/submit-errata, click Submit Errata, and fill in the form. We ensure that all valid errata are promptly updated in the GitHub repository at https://github.com/PacktPublishing/CompTIA-Network-N10-009-Certification-Guide.

    Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

    If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit http://authors.packt.com/.

    

    Share your thoughts

    Once you’ve read CompTIA® Network+® N10-009 Certification Guide, we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

    Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

  


  
    Domain 1

    Networking Concepts

    This first part of the book establishes the foundational principles of networking. It covers the OSI model, common appliances and applications, cloud service models, ports and protocols, transmission media, network topologies, and IPv4 addressing. The domain also introduces modern use cases such as SDN, SD-WAN, zero-trust architectures, and IPv6 adoption, giving candidates the grounding to understand how networks are designed and how they function in both traditional and evolving environments.

    This part of the book includes the following chapters:

    
      	Chapter 1, Explain Concepts Related to the Open Systems Interconnection (OSI) Reference Model

      	Chapter 2, Compare and Contrast Networking Appliances, Applications, and Functions

      	Chapter 3, Summarize Cloud Concepts and Connectivity Options

      	Chapter 4, Explain Common Networking Ports, Protocols, Services, and Traffic Types

      	Chapter 5, Compare and Contrast Transmission Media and Transceivers

      	Chapter 6, Compare and Contrast Network Topologies, Architectures, and Types

      	Chapter 7, Given a Scenario, Use Appropriate IPv4 Network Addressing

      	Chapter 8, Summarize Evolving Use Cases for Modern Network Environments

    

  


  
    1

    Explain Concepts Related to the Open System Interconnection (OSI) Reference Model

    As of 2025, 5.56 billion people worldwide use the internet regularly, meaning that more than two-thirds of the global population is connected to a computer network in one way or another. In the information age, everything from phones to servers, lightbulbs to cameras, and laptops to cars is intertwined through cables and radio waves.

    Although the growth of global communication has been largely organic, building a modern network that is stable, secure, and efficient requires careful planning, regular maintenance, and expert troubleshooting. Today’s IT networks come in many forms and are constantly evolving. To be an effective network engineer, you need the skills and knowledge to analyze, manage, and operate an almost infinite variety of network setups.

    The CompTIA Network+ exam is designed to validate those skills and that knowledge. Earning this certification gives prospective clients and employers confidence that you can navigate the complexity of modern network engineering. It will also give you the confidence that you have the tools to progress in a vital, rewarding career.

    This book covers everything you need to know to become CompTIA Network+ certified. Over the following chapters, you will learn about the core concepts, implementation strategies, operational practices, security essentials, and troubleshooting methodologies necessary for success in the exam.

    However, before diving into the details of network functions, components, risks, and solutions, it’s important to first understand what a network actually is. The Open Systems Interconnection (OSI) reference model provides a conceptual framework for understanding and standardizing the functions of a network. Rather than focusing on cables and hardware, the OSI model takes an abstract, layered approach that applies to all networks, regardless of their internal structure or underlying technologies. Developed by the International Organization for Standardization (ISO), the OSI model establishes a common language for describing and designing networks.

    This chapter covers the first objective in Domain 1: 1.1 Explain concepts related to the Open System Interconnection (OSI) reference model.

    
      Note

      A full breakdown of objective 1.1 will be given at the end of the chapter.

    

    What is the OSI model?

    Modern IT networks can range from a small setup with just a few computers sharing a printer to vast infrastructures spanning multiple offices, continents, and cloud resources. No matter the size, architecture, or geographical spread, the job of the network engineer is to keep information flowing through that network reliably, efficiently, and securely. To do this, there is a range of physical and virtual appliances, protocols, techniques, and standards. The following chapters will cover these, but before doing so, it’s worth looking at what a network is conceptually.

    When you think of a network, you can break it down into its individual components, such as a router or a virtual private network (VPN). You can also consider it in terms of different functions, such as data routing, user interaction, or a mobile device connecting wirelessly. Often, when troubleshooting a problem, you won’t start by identifying which piece of equipment has failed but rather by understanding how something isn’t working. A user is more likely to complain that they can’t access certain resources than to say that a routing table needs to be updated.

    So, what does thinking about a network in terms of functions mean? This is where the OSI model comes in. The OSI model divides the process of network communication into seven distinct layers, with layer 1 being the physical layer, and layer 7 being the application layer. Each layer is dependent on the layer beneath it and serves the layer above, and each has its own specific functions and protocols. These layers, from top to bottom, are shown in Table 1.1.

    
      
        
          	
            Layer

          
          	
            Title

          
          	
            Function

          
          	
            Protocol/Devices

          
        

        
          	
            7

          
          	
            Application

          
          	
            Provides user access to network services. Examples include web browsers and email clients.

          
          	
            HTTP, HTTPS, Domain Name System (DNS), Simple Mail Transfer Protocol (SMTP), File Transfer Protocol (FTP), Post Office Protocol version 3 (POP3), Internet Message Access Protocol (IMAP), Telnet, Secure Shell (SSH), Secure Sockets Layer (SSL)/Transport Layer Security (TLS), web application firewalls (WAFs), intrusion prevention systems (IPSs), and sophisticated load balancers.

          
        

        
          	
            6

          
          	
            Presentation

          
          	
            Ensures that data is in a usable format and is where data encryption occurs.

          
          	
            ASCII, Unicode, SSL/TLS.

          
        

        
          	
            5

          
          	
            Session

          
          	
            Manages sessions between applications. Establishes, manages, and terminates connections between local and remote applications.

          
          	
            Logging in and creating a session, and logging out to terminate the session. Establishes connections.

          
        

        
          	
            4

          
          	
            Transport

          
          	
            End-to-end error communication, recovery, and flow control. Protocols such as TCP and UDP operate at this layer.

          
          	
            Datagrams: basic load balancers, transport layer firewall (also known as a Layer 4 firewall).

          
        

        
          	
            3

          
          	
            Network

          
          	
            Addressing and routing of data. Manages packet forwarding, including routing through intermediate routers.

          
          	
            Packets and IP addresses – routers, firewalls, packet filtering. 

          
        

        
          	
            2

          
          	
            Data Link

          
          	
            Manages the reliable transmission of data frames over a physical medium, ensuring error-free communication between directly connected devices.

          
          	
            Frames, media access control (MAC) addresses – switch and bridge. Defines the format of the data on the network.

          
        

        
          	
            1

          
          	
            Physical 

          
          	
            Connects devices using cables, wireless communication, hubs, and repeaters.

          
          	
            Bits: hubs and repeaters

            Cables: coax, Ethernet, fiber, Wi-Fi, and Bluetooth

          
        

      
    

    Table 1.1: The OSI layers, functions, protocols, and devices.

    Table 1.1 gives an overview of what each of the layers does. Understanding the order and function of the layers is important for the exam. One way of learning the model is with the mnemonic shown in Figure 1.1.

    [image: ]
    Figure 1.1: A mnemonic for the functions of the seven layers of the OSI model

    
      Note

      When you prepare for the exam, you must know the function and the order of the layers. The mnemonic in Figure 1.1 can help you.

    

    The following section will go into each layer in more detail.

    Layer 1: Physical layer

    The devices that operate at the physical layer are hubs, repeaters, and network cables. These cables can be Ethernet cables made out of copper, which transmit electrical signals, or fiber-optic cables, which transmit light pulses. The quality and type of cable determine how far and fast data can travel. Wireless also operates at this layer. Electronic devices that can connect to a local area network (LAN) using an Ethernet cable are known as Ethernet devices.

    A hub is a basic networking device that connects multiple computers or other network devices together. When a hub receives data from one device, it broadcasts it to all other connected devices. However, hubs do not distinguish between different devices, as seen in Figure 1.2, meaning all data is sent to all devices, regardless of the intended recipient. This can cause network congestion and inefficiency.

    [image: ]
    Figure 1.2: A hub transmitting data to all hosts

    Repeaters are devices that extend the range of a network by amplifying the signal. As data travels through a cable, it can degrade over distance. A repeater takes the weak signal, regenerates it, and sends it out again, allowing the signal to travel further without losing integrity. This is shown in Figure 1.3.

    [image: ]
    Figure 1.3: A weak signal being regenerated at full strength by a repeater

    Layer 2: Data link layer

    The data link layer is responsible for node-to-node data transfer and error detection. Devices that work at this layer are called switches and bridges; these are described shortly. Data is organized into frames, which include the MAC address of the source and destination, along with the data and an error-checking code, known as a cyclic redundancy check (CRC).

    A switch (as shown in Figure 1.4) is a more intelligent device than a hub. It connects multiple devices within a network and learns MAC addresses to determine the destination of each data frame. When a switch receives a frame, it reads the destination MAC address and forwards the frame only to the appropriate port, reducing unnecessary traffic on the network. This makes switches more efficient and secure than hubs.

    [image: ]
    Figure 1.4: A switch sending a packet directly to one host rather than all hosts

    Bridges connect two or more network segments, allowing them to function as a single network. Like switches, bridges operate using MAC addresses to filter and forward frames. They reduce traffic by dividing the network into segments, ensuring that data meant for one segment doesn’t congest another.

    Network interface cards (NICs) are hardware components installed in computers and other network devices. They provide physical connections to the network and convert data from the device into a format that can be transmitted over the network. NICs have a unique MAC address that identifies the device on the network. They handle both Layer 1 (physical) and Layer 2 (data link) operations by managing the physical sending and receiving of data and packaging it into frames.

    Layer 3: Network layer

    The network layer is responsible for routing data between different networks, and this is what a router does. It decides the best path to deliver the data from the source to the destination across multiple networks, such as the internet. At this layer, data is organized into packets that include the IP addresses (logical addresses) of both the source and destination, as well as other routing information. The network layer also handles IP addressing and dividing networks into smaller parts called subnets.

    A router is a device that forwards these data packets between different networks by analyzing the destination IP address. It determines the most efficient route for the data to take by consulting routing tables, which contain information about possible paths. For instance, a router connects a home network to the internet, allowing devices at home to access online resources.

    A Layer 3 switch is a device that combines the features of a regular network switch with the ability to perform routing. Like a regular switch, it connects devices within the same local network and forwards data based on MAC addresses, but it also has the ability to route data between different parts of the network, such as virtual local area networks (VLANs) or subnets, using IP addresses. Layer 3 switches are typically used in large networks where there’s a need for both fast data switching within a local network and routing between different segments of that network, all in one device. They’re ideal for managing internal traffic in big organizations or data centers.

    Stateful firewalls also operate at Layer 3 and Layer 4, and they keep track of the state of active connections using a state table that logs IP addresses, ports, and Transmission Control Protocol (TCP) flags such as SYN (synchronize) and ACK (acknowledgment). In contrast, a Layer 7 firewall, such as a WAF, inspects traffic at the application level, analyzing the actual data in packets to detect threats such as malware, SQL injection, or blocked applications.

    Layer 4: Transport layer

    The transport layer handles error correction and data flow control, and can provide end-to-end communication. It ensures reliable data transfer between devices and uses TCP, which is connection-oriented, or User Datagram Protocol (UDP), which is connectionless. It divides data into smaller chunks called segments and ensures they are reassembled correctly at the destination. While not hardware-specific, transport layer functions are often handled by software in computers and networking devices such as firewalls. Data is organized into segments (TCP) or datagrams (UDP), which include port numbers for identifying specific applications and sequence numbers for ordering data.

    TCP is one of the core protocols of the IP suite. It is designed to provide reliable, ordered, and error-checked delivery of data between applications running on hosts communicating over an IP network. TCP is called connection-oriented because it establishes a connection between the sender and receiver before any data is transmitted. This is often referred to as a handshake, or more specifically, a three-way handshake, where both sides agree to the connection parameters. This is shown in Figure 1.5.

    [image: ]
    Figure 1.5: A TCP three-way handshake

    TCP includes mechanisms to detect errors in data transmission. If errors are detected, the data is retransmitted. TCP also manages the rate of data transmission between sender and receiving devices to prevent overloading the network or the receiving device. It also adjusts the rate of data transmission based on network traffic to prevent congestion on the network.

    UDP is a connectionless protocol. Unlike TCP, it does not establish a connection before sending data, and it does not guarantee reliable or ordered delivery. It simply sends packets called datagrams to the receiver, without checking whether they arrive or are in order. UDP is used for streaming video and gaming, where speed is of the essence. If you were to play Call of Duty using a TCP session, you would be dead before you could pull your gun out!

    Firewalls are security devices that monitor and control incoming and outgoing network traffic based on the implemented rules. Operating at Layer 4, they examine data segments, using information such as IP addresses and port numbers to allow or block traffic. Firewalls can be hardware-based or software-based and are crucial for protecting networks from unauthorized access and various types of cyber threats. They can filter traffic at different layers, but they primarily operate at the transport layer when filtering by port numbers.

    Layer 5: Session layer

    The session layer is responsible for establishing, managing, and terminating sessions between two communicating devices. A session is essentially a connection for an ongoing exchange of data between two systems. Once a session is established between two devices, this layer maintains the session and ensures that it stays active for as long as needed and handles things such as synchronizing data streams and managing the exchange of information. It can also implement checkpointing, which allows the session to resume from a certain point if there is an interruption.

    The session layer also deals with session synchronization, which involves keeping the data exchange in the correct order and ensuring that the data is consistent across both ends of the session. If part of the data transmission is interrupted or lost, the session layer can synchronize the session and resume transmission from a specific point. Checkpoints are used as part of this process, allowing the session to roll back to the last checkpoint if an error occurs.

    When the communication is complete, the session layer gracefully terminates the session. This ensures that all data has been properly transmitted and that the resources allocated for the session are released. The termination process also involves closing any open sessions, logging the activity, and ensuring that no data is lost during the termination.

    Several protocols operate at the session layer, each serving specific purposes in managing sessions. Some examples are as follows:

    Network Basic Input/Output System (NetBIOS): This provides session layer services in networks using the Server Message Block (SMB) protocol.

    Layer 6: Presentation layer

    The presentation layer translates data between the application layer and the lower layers. It is responsible for data encryption/decryption, compression, and format translation, for example, converting data from a specific format, such as JPEG. It doesn’t deal with packets directly but may modify the data within them, for example, in the process of encrypting and decrypting.

    Layer 7: Application layer

    The application layer is the closest layer to the end user. It relies on the other layers for packet delivery. As data travels down through the OSI layers, headers are added. When the data gets to its final destination, these headers are removed as it then moves up through the layers. The application layer handles protocols such as HTTP, FTP, and SMTP. Applications such as stateful firewalls and IPSs operate at this layer. Layer 7 provides network services directly to applications such as web browsers, email clients, and file transfer programs.

    WAFs also operate at this layer, protecting web applications by filtering and monitoring HTTP/HTTPS requests. They inspect the content of requests and responses to detect and block attacks such as SQL injections, cross-site scripting (XSS), and other web-based threats. Unlike regular firewalls that focus on ports and protocols, WAFs analyze the data in web requests, looking for malicious patterns in the payloads themselves.

    While IPS devices can operate at multiple layers, they often function at Layer 7 to detect and block sophisticated attacks that may exploit vulnerabilities in applications. The IPS scans traffic in real time, analyzing packets for known attack signatures, anomalies, or policy violations, and can block or reject traffic that appears malicious.

    Why do we use the OSI model?

    The OSI model is used for several key reasons. By providing a standardized framework, the model allows different types of network hardware and software to communicate efficiently. This universal standard helps ensure interoperability between various systems and products from different manufacturers. It is a clear framework for designing and developing network protocols and hardware. It serves as a guideline for manufacturers and software developers to create compatible and efficient networking solutions.

    The model’s layered approach enables you to understand how each layer develops and functions independently. This modularity simplifies the troubleshooting and upgrading processes since changes in one layer do not necessarily affect the others.

    Summary

    This chapter reviewed the OSI reference model, which is a foundational element in the field of networking. The OSI reference model provides a clear, standardized framework that facilitates communication, development, and education in network systems. By segmenting the networking process into seven distinct layers, it enhances the interoperability, scalability, and manageability of networked systems.

    The knowledge gained in this chapter will prepare you to answer questions relating to exam objective 1.1 in the CompTIA Network+ (N10-009) exam.

    Exam objective 1.1

    Explain concepts related to the Open System Interconnection (OSI) reference model

    
      	Layer 7: Application layer

      	Layer 6: Presentation layer

      	Layer 5: Session layer

      	Layer 4: Transport layer

      	Layer 3: Network layer

      	Layer 2: Data link layer

      	Layer 1: Physical layer

    

    Chapter review questions

    Now that you’ve completed the chapter, you can check your knowledge using the practice questions provided in the online platform at https://packt.link/N10-009ch1. You can also use the QR code below. 

    
      Reminder

      Before you can access the end of chapter questions, mock exams and acronym flashcards, you must first register your purchase of the book. 

      This can be done with the following steps.

      
        	Open the link https://packt.link/N10-009unlock.

        	Log in to your Packt account or register a new Packt account.

        	 Enter the unique unlock code, which can be found in Chapter 6 page 473.

        	You are now ready to use all the free resources can come with the CompTIA® Network+® N10-009 Certification Guide.

      

      For a more detailed description, visit Chapter 26 on page 471.
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    2

    Compare and Contrast Networking Appliances, Applications, and Functions

    In the first chapter, you learned how a network is logically divided into seven layers to aid in architecture design and troubleshooting. While the OSI model is incredibly useful, it is a theoretical framework. A real-world network consists of physical and virtual appliances, such as routers, cables, and firewalls; applications, such as content delivery networks (CDNs); and functions, such as quality of service (QoS). Understanding these components is essential to the daily responsibilities of a network engineer.

    Appliances perform specific network-related tasks, so it is important to understand how different appliances handle functions such as routing, switching, and security. Knowing their capabilities allows for more efficient and secure network design. Network engineers must also assess how applications interact with the network, their bandwidth requirements, and their impact on performance. Additionally, functions such as load balancing and data transmission influence how networks are designed and managed. Understanding how these elements fit together—and how they differ—is critical to effective network management.

    This chapter is divided into three sections. The first section explores physical and virtual appliances, including routers, switches, firewalls, intrusion detection systems (IDSs), load balancers, proxies, storage, and wireless devices. The second section covers CDNs, and the final section discusses key functions, such as VPNs and time to live (TTL).

    The goal of this chapter is to provide an overview of appliances, applications, and functions. Many of these topics will be explored in greater detail in later chapters. A solid understanding of how these components work together is essential for optimizing network performance, ensuring security, and troubleshooting effectively.

    This chapter covers the second objective in Domain 1: 1.2 Compare and contrast networking appliances, applications, and functions.

    
      Note

      A full breakdown of objective 1.2 will be given at the end of the chapter.

    

    Physical and virtual appliances

    There was a time when if a journal wanted to print a story about a politician, a reporter would make notes at the scene of the event, then rush to a telephone to call it through to an editor at head office. This editor would make written notes, then walk over to a typewriter and type them up. They would ask a junior member of staff to do some background research on the politician. The junior member would walk down three flights of stairs to a basement with a filing system where they could find microfiche that contained copies of old newspapers. They would then run back upstairs and give the information to their seniors. Once the story had been typed up and then corrected with pen and ink, it would then be sent to a typesetting team through a pneumatic tube system that would recreate the story on a plate ready for printing. These people, filing systems, buildings, typewriters, and telephone lines, in the widest terms, all formed a network.

    These days, all this work is done digitally with much less walking around. A single computer can do all the jobs of recording and retrieving information, as well as typesetting the journal. But the mechanisms of a modern publishing company, or any other business larger than one person, are still complex. There are still different devices, resources, and people that need to be connected, and with modern security risks, they need to be protected, too.

    This section will introduce the hardware (or physical appliances) and software (or virtual appliances) that underpin the network. They include routers, switches, firewalls, IDSs, intrusion prevention systems (IPSs), load balancers, proxies, network-attached storage, and storage area networks. It will also cover wireless access points and controllers.

    Physical and virtual appliances are critical in modern network infrastructure, providing the essential services and capabilities needed for connectivity, security, and data management. These functions can become complex when it comes to security or QoS, but to start, we will look at one of the simplest but still essential devices: the hub.

    
       Note

      You can revise layers by going to Chapter 1, Explain Concepts Related to the Open Systems Interconnection (OSI) Reference Model.

    

    Hub

    A hub is a basic networking device that connects internal Ethernet devices, operating at Layer 1 of the OSI model. Its primary role is to provide connectivity by acting as a central point for devices on a network. The traffic is half duplex, using the Carrier Sense Multiple Access/Collision Detection (CSMA/CD) protocol. Half-duplex means that signals are sent in only one direction at a time, as opposed to full duplex, which means signals are sent in both directions at the same time. Therefore, half duplex is slower than full duplex, as only one signal can be carried on the shared medium, the wire, at a time. With CSMA/CD, each device will first check whether a communication channel is free; if it is, it will send the data. While sending the data, it will monitor collisions with packets from other devices. If a collision occurs, it will stop sending the data and send a jam signal. It will then wait a random amount of time and send the signal again.

    
      Note

      Full and half duplex are covered in greater detail in Chapter 10, Given a Scenario, Configure Switching Technologies and Features.

    

    Figure 2.1 shows a diagram of a typical hub connection.
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    Figure 2.1: All traffic is sent to every node

    As you can see in Figure 2.1, when a hub receives a data packet from one device, it broadcasts the packet to all other connected devices without filtering or managing traffic. This means all devices will send signals that have the potential to collide; in other words, they share the same collision domain. This high chance of data collisions impacts overall network performance and is inefficient.

    There are three types of hubs: passive, active, and intelligent.

    
      	Passive hubs are unpowered, so as the signal passes through, it simply goes to the connections unaltered, without amplification of the signal. Because of this, they are only suitable for short distances with a small number of connections. Despite limitations, they are cheap, easy to set up, and require minimal maintenance, so they are useful for small offices or joining a few devices in a close network.

      	An active hub, on the other hand, is powered and can increase a signal. When data arrives at one of the ports on an active hub, the device regenerates and amplifies the signal before sending it out to all the other connected ports. This helps maintain the strength and quality of the signal across the network, especially in larger networks where signal degradation could occur over longer cable distances. They are useful for larger offices and local area networks (LANs).

      	An intelligent hub, also known as a managed hub, goes beyond the basic signal amplification provided by an active hub by adding some management capabilities. They can monitor the data traffic passing through them and offer basic troubleshooting and network management features. This can help network administrators detect issues such as network collisions or connectivity problems.

    

    In most modern environments, hubs have been replaced by switches and routers. Switches provide full duplex communication and work at Layer 2 and Layer 3 of the OSI model. They manage traffic more efficiently by sending data only to the intended recipient. Routers operate at Layer 3 and route data between different networks. Both technologies will be covered next.

    Switch

    A switch is an advanced networking device that operates mainly at Layer 2 and sometimes Layer 3 of the OSI model. Similar to a hub, they connect devices within a LAN, but unlike a hub, which broadcasts data to all connected devices, a switch directs data specifically to the device it is intended for. The main objective is to eliminate collisions by reducing the number of connections to which data is sent. This enhances overall network performance and makes switches a preferred choice for modern networking. A switch works in full duplex, sending traffic in both directions, which makes it much faster than a hub.

    The functionality of a typical switch at Layer 2 relies heavily on its media access control (MAC) address table, also known as the content addressable memory (CAM) table. When a switch receives a data packet, it examines the source MAC address and records it in the CAM table, mapping the MAC address to the specific port where the device is connected. For each incoming data packet, the switch checks the destination MAC address against the CAM table. If the address is found, the switch forwards the packet directly to the correct port. If the destination MAC address is not in the table, the switch broadcasts the packet to all ports except the one it came from.

    Figure 2.2 shows a simple switch connection.
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    Figure 2.2: The switch checks the CAM table and sends data to one node

    In Figure 2.2, the switch CAM table is essential for efficient data forwarding and is dynamically maintained by the switch. It continuously updates with new MAC addresses as devices send data, ensuring accurate mapping of devices to ports. Entries in the CAM table have an aging process, meaning that if a MAC address is not seen for a certain period, it is removed to keep the table current. This process ensures that the switch can quickly and accurately direct data to the intended recipient, optimizing network traffic management and reducing unnecessary data transmissions.

    Switches have different characteristics, which are important when considering network architecture. These include unmanaged, managed, Power over Ethernet (PoE), modular, fixed, Layer 2, and Layer 3.

    An unmanaged switch is a simple plug-and-play device that cannot be configured. You just plug it in, connect your devices, and it starts working. This is suitable for small home networks or small office/home office (SOHO) networks where you just need to connect a few devices. It has basic functionality, as described previously, so it only offers connectivity with the added efficiency of filtering for recipients. Its simplicity makes it useful for small networks.

    
      	A managed switch offers more control over the network. It can authenticate users and devices by using the 802.1x network access protocol, which means it can allow access to only authenticated users or devices, otherwise known as port-based authentication. To connect to a managed switch using 802.1x, an endpoint needs a certificate for authentication. For wireless authentication, the switch should use a Remote Authentication Dial-In User Service (RADIUS) server for enterprise networks. The managed switch also allows you to configure settings, manage traffic, and create VLANs. This makes it ideal for businesses and enterprises that need advanced network management. Administrators can adjust settings, monitor network performance, control who can access the network, and troubleshoot issues.

    

    
      Note

      Switching configurations, VLANs, and 802.1x will be covered in greater detail in Chapter 10.

    

    
      	A PoE switch can provide both data connection and electrical power to devices through the same network cable. This is useful for powering devices such as IP cameras, Voice over Internet Protocol (VoIP) phones, and wireless access points without needing a separate power source. They can be unmanaged, smart, or managed with PoE functionality to power devices.

      	If a switch is fixed, it means it has a set number of ports that cannot be expanded (i.e., you get what you buy). However, if a switch is modular, it can be expanded to include additional modules using plug-in cards for more ports, PoE capabilities, or other features.

      	Layer 2 switches operate at the data link layer of the OSI model. They use MAC addresses to forward data between devices. Most basic switches are Layer 2. Layer 3 switches operate at both the data link (Layer 2) and network layer (Layer 3). Layer 2 switches are suitable for simple networks, while Layer 3 switches are used in more complex setups that require routing between different network segments, also known as subnets.

    

    Having a switch performing simple routing operations can be useful when you need basic inter-VLAN routing or want to reduce network latency. However, in most cases, to handle complex routing tasks, provide firewall security, or manage traffic across different network types, a network will have an actual router, which we will cover next.

    Router

    A router operates at Layer 3 of the OSI model and typically connects multiple networks together, enabling communication across the internet. The router directs traffic between different networks by determining the best path for data packets based on destination IP addresses. To do this, routers use routing tables, which are lists of paths to various network destinations. Routers choose the best path to send packets based on these routes. SSH is used to remotely access the router and run commands securely; the same can also be done with switches. This will be covered in more detail in Chapter 17, Compare and Contrast Network Access and Management Methods.

    Figure 2.3 shows a screenshot from a routing table on the Windows OS, followed by Table 2.1, which shows the same detail in tabular form.
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    Figure 2.3: A Windows routing table 
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    Table 2.1: A routing table
    Table 2.1 shows the current active routes on the router. For each entry, the router has the destination, netmask, gateway, interface, and metric. The numbers on the left have been added for the purpose of clarity and do not normally appear in routing tables.

    The network destination is the destination IP address or network that the router can send packets to. Each entry specifies a network or a host address.

    The netmask is used to define the size of the network for the corresponding destination. It tells the router which portion of the IP address is the network portion and which is the host portion. It determines whether the packet has a local or remote destination.

    
      Note

      Netmasks and network addresses are covered in greater detail in Chapter 7.

    

    The gateway through which packets should be sent to reach the destination. The data will be sent to the gateway, typically another router for another network or subnet. On-link means that the destination is in the same local network or subnet and, therefore, directly reachable without needing to pass through a gateway.

    An interface is a network connection on the router through which packets will be sent. 192.168.0.173 is the IP address of the local computer that is sending the packets.

    Metric is a value that helps determine the priority of routes when there are multiple possible paths to the same destination. A lower metric value indicates a preferred route. The metric of 25 is the preferred route; it is also the default route. Metric is also sometimes called the administrative distance.

    The routing table shows a network address of 192.168.0.0 and a loopback address of 127.0.0.1, which is the standard. When you ping 127.0.0.1, the router sends a network request to itself. If you receive a response, it indicates that the TCP/IP stack is operational on your machine, confirming that the network software is initialized and able to handle network communications internally.

    An important entry is the default route, 0.0.0.0, which is used by the router as a last resort. If the router does not know where to send the packet, it forwards it to the default route, which connects to either the network gateway or the internet service provider (ISP).

    There are two main types of routes: static routes, which are manually configured, and dynamic routes, which are automatically calculated by the router.

    Static routes

    Static routes are manually configured in the router by a network administrator. These routes don’t change unless someone manually modifies them. Since the route is set manually, the path is always the same, which makes it very reliable, but it also means the route won’t automatically adapt to changes in the network. Static routes do not consume router resources for calculating routes, as they are predefined and don’t need constant updating like dynamic routes. They are mostly used in small networks or when there are specific needs for security and control.

    For example, you have two networks, network A and network B:

    
      	Network A has IP addresses in the range 192.168.1.0/24 (i.e., 192.168.1.1 to 192.168.1.254)

      	Network B has IP addresses in the range 192.168.2.0/24 (i.e., 192.168.2.1 to 192.168.2.254)

    

    Your router is connected to network A on the eth0 interface and network B on the eth1 interface. Now, you want to set up a static route so that any traffic destined for network B (192.168.2.0/24) will be sent through the router’s eth1 interface.

    Here’s how you might configure a static route in a command-line interface:

    ip route add 192.168.2.0/24 via 192.168.1.1 dev eth0


    This command tells the router that for any packet destined for the 192.168.2.0/24 network (network B), send it via the router’s gateway at 192.168.1.1 through the eth0 interface.

    In this scenario, network A is considered the local network, and network B is a remote network.

    The static route ensures that packets going to network B know how to get there by following the specific route set by the administrator.

    Dynamic routes

    Dynamic routes are automatically calculated by the router using routing protocols such as Open Shortest Path First (OSPF), Routing Information Protocol (RIP), or Border Gateway Protocol (BGP). They adjust automatically based on changes in the network topology, such as when a link goes down or the network grows. These routes are generally used in larger networks because of their adaptability and efficiency, but come with more overhead and complexity.

    If we look at Figure 2.4, we can see five different routers that connect networks between New York, Dublin, Paris, London, and Edinburgh.
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    Figure 2.4: Routing packets

    If we think of these routers as post offices delivering mail, it may make it easier to understand. If mail arrives at the Paris post office, the people working there have two sacks, one for Dublin and the other for London; they just need to know where to send the mail next. They cannot have sacks for every destination in the world; it is just not feasible.

    Let’s look at an example:

    
      	If mail arrives at the Paris post office and is destined for Edinburgh, the post office staff know that they just need to put the mail in the London sack. Once the mail arrives in London, there will be two different sacks, one destined for Edinburgh and the other destined for Paris. The workers know to place the mail for Edinburgh in the Edinburgh sack.

      	If mail arrives at the Paris post office and is destined for New York, they know to place it in the Dublin sack. Once the mail arrives in Dublin, it is placed in the New York sack.

    

    Routing packets is no more difficult than moving mail around the world; the router has many routes in a routing table and knows the next hop for packet delivery. Several protocols are used in the management and control of IP packets going through the router.

    
      Note

      Metrics, static routes, and other routing concepts are covered in greater detail in Chapter 9, Explain Characteristics of Routing Technologies. TCP/IP will be covered in greater detail in Chapter 4.

    

    A router will also have an access control list (ACL), which is a security tool used to control traffic coming through the router. The ACL is a list of allow rules based on IP addresses, protocols, and port numbers, with the last rule being to deny all. If traffic that is not on the list arrives, then the last rule of denial will apply, which is known as implicit deny.

    Routers are the main devices for controlling data traffic. Using routing tables, a router ensures the correct data packets go to the correct destinations within the network or subnet, or sends them on to the next point—often another router—where the data packet will then be directed again. These points are also known as hops. Using ACLs, routers provide a certain level of security by filtering traffic within the network, but the detailed regulation of traffic entering and leaving a network is typically handled by another device, the firewall, which is covered next.

    Firewall

    A firewall is a security tool designed to oversee and regulate network traffic entering and leaving a system, based on established security guidelines. Serving as a shield between a secure internal network and potentially risky external networks such as the internet, it blocks unauthorized access and safeguards against risks such as malware and cyber attackers. Network-based firewalls are the most common type, but there are also WAFs, unified threat management (UTM) firewalls, and next-generation firewalls (NGFWs), each with specific features and functions. Firewalls can be stateful, often working at Layer 3 and Layer 4, where they track the state of connections, or stateless, which typically operate at the same layers but analyze each packet independently. Some firewalls, such as WAFs and certain NGFWs, operate at Layer 7 for deep packet inspection and application-specific rules.

    Network-based firewalls

    Network-based firewalls are security devices or software deployed at key points within a network to monitor and control incoming and outgoing traffic. Their primary function is to enforce security policies by filtering packets based on various criteria, such as IP addresses, ports, and protocols. They are commonly placed at the boundary between a trusted internal network and an external network (such as the internet) to protect internal systems from unauthorized access and potential threats.

    WAFs

    The purpose of a WAF is to protect your web server and the web-based applications running on your web server from attack. The WAF shields your web applications and websites from an onslaught of cyber threats, safeguarding them against attacks such as SQL injection, XSS attacks, and distributed denial-of-service (DDoS) assaults. The WAF operates at Layer 7.

    UTM firewalls

    UTM firewalls provide malware inspection, data loss prevention (DLP), content filtering, and URL filtering. UTM firewalls are also the go-to when you need an all-in-one security solution to simplify your defense strategy.

    NGFWs

    NGFWs combine traditional firewall capabilities with advanced, application-aware security and threat intelligence. They operate at Layer 7 and have advanced protection across both on-premises and cloud environments, facilitate TLS, and have deep packet filtering and intrusion prevention capabilities. They use advanced behavioral analysis and user behavior monitoring to proactively ensure the early detection and mitigation of potential insider threats to protect sensitive data from compromise.

    Network firewalls, UTM firewalls, and NGFWs all serve different purposes and functions within a network. Network firewalls will give general protection by controlling traffic based on IP addresses, ports, and protocols. They have limited to no visibility into application layer data, so they cannot prevent specific attacks such as SQL injection. WAFs, on the other hand, analyze data based on patterns and rules relating to web applications, so they will typically be placed in front of web servers to protect public-facing applications and application programming interfaces (APIs).

    A small office might only rely on a network-based interface, but if you are running a website on which users are inputting data, such as a web shop, it would be a good idea to ensure you are using a WAF.

    A UTM might also be a good solution as it combines the functionality of network firewalls and WAFs, as well as adding other functionality such as content filtering and intrusion protection. This can be useful for small to medium-sized businesses as it avoids the setup and maintenance of multiple devices. However, it does create a single point of failure and can also mean that you lose some of the granular control you might have with a dedicated WAF.

    NGFWs go further than UTMs in that they inspect data at a much deeper level. They can combine all the traits of WAFs and network firewalls, along with some of the other functions of UTMs, but allow for even greater granular control. They typically require a lot of support to get the most out of them, but they can be very useful in large enterprises. While more traditional firewalls will filter based on ports, protocols, and IP addresses, NGFWs can perform identity-based filtering, enforcing rules based on individuals, groups, or roles. NGFWs can also help to monitor hybrid cloud solutions. This can be useful in businesses susceptible to insider threats and other espionage.

    Layer 4 firewalls

    A Layer 4 firewall is the gatekeeper of network traffic, entrusted with the straightforward yet critical mission of basic packet filtering. It’s primarily focused on determining whether incoming or outgoing packets should be permitted based on predefined rules. It ensures that the TCP/IP three-way handshake takes place and determines access based on the type of packets coming in. It is therefore known as a packet filtering firewall. It does not provide deep packet inspection.

    Layer 7 firewalls

    A Layer 7 firewall, or application firewall, examines network traffic at the application layer, allowing for detailed inspection of data packets. This enables it to identify, manage, and control specific applications, user actions, and content, thereby providing enhanced security and management capabilities in contemporary network environments.

    Stateless firewall

    A stateless firewall is a basic packet filtering firewall that looks at each packet’s header, which contains information such as the source address (where it’s coming from), destination address (where it’s going), protocol type, and port number. Based on this information, the firewall decides whether the packet should be allowed to pass through or be blocked.

    Stateful firewall

    A stateful firewall operates at Layer 3 and Layer 4 and analyzes data deeply, making informed decisions, and thus it can prevent DDoS attacks. It is best suited when you need to inspect application traffic and permit or block based on application behavior. A stateful firewall knows the size and format of each type of network packet. It monitors the established session and prevents malicious sessions.

    With UTMs and NGFWs, the difference between a traditional firewall and an IDS or IPS is becoming fuzzier. However, conceptually, there are differences. A firewall, in the strictest definition, will block all traffic except that which it is programmed to allow, whereas an IDS/IPS will actively monitor for anomalies, as you will see in the next section.

    
      Note

      Network devices such as routers, switches, printers and firewalls need to be configured with a static IP address. This will be covered in more detail in Chapter 7.

    

    Intrusion detection system (IDS)/Intrusion prevention system (IPS)

    If you imagine a firewall to be like a security guard on a door, only letting people into a building if they have an ID or are on a guest list, then an IDS is more like a guard monitoring CCTV, actively looking for suspicious activity and flagging up any potential threats. An IPS would be someone who then directly addressed the threat by preventing access to the building based on gathered intelligence.

    The IDS analyzes patterns and anomalies in data traffic and alerts administrators to potential threats, while an IPS goes a step further by actively blocking or preventing identified threats from compromising the network, offering real-time protection against attacks.

    An IDS monitors traffic for an entire network and uses user behavior analytics to determine normal traffic patterns and then detect deviations from these to determine malicious activities. The IDS also uses sensors and collectors to identify new traffic.

    Traffic analysis is performed in real time, examining data packets for unusual patterns, signatures, or users’ behaviors that may indicate a security threat. For example, a spike in traffic from a single IP address could signal a potential DDoS attack. If data packets have signatures associated with known malware, such as specific byte sequences or payload structures, this could indicate that a system is being targeted by a malicious program. A sudden transfer of sensitive data to an unfamiliar location might signal unauthorized data exfiltration.

    When a potential threat is detected, IDSs generate alerts or notifications, informing the security teams who will take prompt action to respond to incidents promptly. They use sensors, collectors, and user behavioral analysis to gather information to raise the alert.

    IDSs are passive in that they do not actively block or prevent attacks but rather serve as early warning systems, providing insights into potential security breaches. IPSs are proactive security measures in that they not only detect but also actively block or mitigate security threats within a network.

    Similar to IDSs, IPSs continuously analyze network traffic but with the added ability to take immediate action rather than simply monitoring and generating alerts. An IPS can be used for inline analysis, meaning that it is placed in front of the incoming traffic to inspect the traffic as it passes through.

    When an IPS identifies a threat, it can attempt to block or prevent malicious activity, such as dropping suspicious packets or blocking access to specific IP addresses. IPSs can enforce security policies and rules defined by administrators, ensuring that network traffic complies with security guidelines. Like IDSs, the IPSs also generate alerts and reports, giving administrators visibility into the security events occurring within the network.

    Both systems use patterns or characteristics known as IDS/IPS signatures, which represent known threats, including malware, viruses, and attack methods. These signatures are stored in a database, which is used as a reference when analyzing patterns. When a match is found, an alarm is triggered, alerting security teams to a potential security breach. However, it is dependent on updates; if these are infrequent, it may not detect threats. The database is regularly updated to ensure that IDS/IPS solutions remain effective in detecting the latest threats, and organizations can create custom signatures tailored to their specific network and application environment.

    IDS/IPS solutions also incorporate behavioral signatures, which focus on detecting deviations from expected network behavior. This approach helps identify novel threats that may not have a predefined signature.

    Security is a key concern when managing network traffic, and a combination of firewall technologies and IDSs/IPSs helps mitigate many network risks. However, it’s also essential to maintain an efficient network. With the large volumes of data traffic coming into and traveling across the network, bottlenecks can occur, which can degrade performance. One way to prevent this is by using a load balancer, which will be covered next.

    Load balancer

    A load balancer allocates incoming network traffic among several identical servers or resources to enhance resource efficiency, increase throughput, and maintain high availability and reliability of applications. The load balancer evenly distributes the workload, improves performance, and prevents any single server from being overwhelmed.

    The web traffic, shown in Figure 2.5, arrives at the load balancer via the virtual IP address (VIP) on the frontend. The load balancer then forwards this traffic to one of the web servers in the server farm. This would be the least utilized host, which helps to balance each load and can mitigate DDoS attacks.
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    Figure 2.5: Load balancer

    Load balancers can use various algorithms to distribute traffic, such as round-robin, least connections, least response time, and IP hash. Round-robin algorithms distribute requests sequentially across all available servers in a rotating order. With the least connections algorithm, the load balancer sends traffic to the server with the fewest active connections, helping balance uneven workloads. The least response time algorithm directs traffic to the server with the lowest average response time, ensuring faster processing. IP hash algorithms use a hash of the client’s IP address to consistently route requests to the same server, which makes sessions more stable.

    They will also usually perform health checks on servers to ensure they are capable of handling requests. If a server is down or not responding, the load balancer will redirect traffic to other available servers.

    Load balancers can be hardware-based or software-based and can operate at different layers of the OSI model, such as Layer 4 or Layer 7. Some load balancers provide SSL offloading, where they handle the encryption and decryption of SSL traffic, reducing the load on the web servers. They are commonly used in environments with multiple servers, such as web applications, databases, or cloud services, to maintain uptime and reliability.

    While load balancers serve as a kind of traffic control, ensuring that incoming data does not overwhelm any individual server, it does so by distributing traffic evenly to servers. However, in the transferring of data, there is often the need for complex communications of requests and responses between clients and servers. This kind of data handling requires a more sophisticated go-between, such as a proxy server, which we will cover in the next section.

    Proxy server

    A proxy server acts as an intermediary between clients and servers, forwarding requests and responses while providing additional functionalities such as caching, filtering, and anonymity. It enhances security and performance by controlling access to resources and masking the identity of clients. A proxy server manages requests from clients seeking resources on the internet or an external network. Proxy servers can log both allowed and blocked requests, aiding in monitoring and compliance. Think of it as a go-between that makes requests on behalf of the client, ensuring that external entities do not know the details of the requesting host. The proxy server maintains a log file of every request, enabling tracking of a user’s internet usage.

    The flow of data in this context is from internal to external, and this is known as a forward proxy, as shown in Figure 2.6.
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    Figure 2.6: Proxy server

    A proxy server has three main functions: URL filtering, content filtering, and web page caching:

    
      	URL filtering: When a user visits a website, they type the URL, for example, www.facebook.com. Companies may not want their employees accessing social media sites such as Facebook or X (formerly known as Twitter) during working hours, so these websites are placed on a default block list. The URL filter checks this block list to see whether the requested website should be blocked. The employee visiting Facebook will receive a warning stating that the page is blocked, and the attempt is logged.

      	Content filtering: This filter examines the content on the requested web page, and depending on the filters set up, the request may be blocked based on text, images, or other elements on the web page. For instance, if gambling sites are blocked, users attempting to visit poker or horse betting sites will be denied access, based on the content of the websites. Typically, content filters block gambling, inappropriate content, or other specified categories.

      	Web page caching: Many companies within the same industry frequently visit specific websites related to their business. During lunch breaks, employees might check sports scores, for example. Each time they access the internet, a session is opened through the firewall, which can expose unsecured sessions and consume bandwidth. A proxy server can cache web pages to reduce bandwidth usage and speed up access by serving content from the local network. However, it’s crucial to ensure that cached content is updated frequently enough to remain relevant. For instance, caching pages showing stock market data would not be feasible due to constant price fluctuations.

    

    Caching can either be active or passive. Active caching would be if you set your proxy server up to cache web pages at specific times, such as caching www.nfl.com at 3 a.m. local time to ensure it has the latest results. With passive caching, when new web pages are requested, the pages are fetched and submitted to the requesting host, and a copy is placed in the cache. This allows subsequent requests for the same page to be served from the cache.

    So far, most of the technologies discussed have focused on controlling the transmission of data, whether by directing it, balancing loads, or securing the network. However, data also needs to be stored, especially if it is to be readily accessible for future use, backups, or collaborative work. In the next two sections, we will explore solutions for data storage with network-attached storage (NAS) and the related storage area network (SAN).

    Network-attached storage (NAS)

    A NAS device is a storage device connected to a network that allows multiple users and devices to store and access files centrally. Think of it as a shared storage space that everyone on the network can access, similar to a shared drive in an office, but often used at home or in small businesses as well. NAS devices make it easy to organize, back up, and share data with anyone who has permission to access it, whether they’re using a computer, laptop, or even a mobile device.

    NAS devices store data in one location, which can be accessed by all authorized users on the network. This central storage means that files no longer have to be kept on each individual computer, which can free up space and make it easier to manage files in one place. They are designed to be accessible by multiple users and are often used for file sharing, using Server Message Block (SMB) for Windows systems.

    Once a NAS device is set up on a network, users can connect to it by mapping a network drive. This makes the NAS device appear as a local drive on your computer, making access easy and familiar.

    
      Note

      SMB for Windows systems will be covered in greater detail in Chapter 4, Explain Common Networking Ports, Protocols, Services, and Traffic Types.

    

    Storage area network (SAN)

    Because NAS devices are designed for use by multiple people and often hold large files, they are easy to set up and rely on standard network protocols; however, the data transfer can be relatively slow, making the system cumbersome for large numbers of queries to a database, for instance. Though NAS can handle less intensive tasks, often a more dedicated system is needed.

    A SAN is a specialized high-speed network that connects servers to storage devices, providing fast and reliable access to large amounts of data. Unlike a NAS system, which provides file-level storage and can be accessed like a shared drive, a SAN provides block-level access, which means it allows data to be read and written in small units or blocks, often referred to as logical unit numbers (LUNs). This makes SANs highly suitable for applications that require quick access to large amounts of data, such as databases and virtualized environments.

    SANs can be set up using two main protocols, Fibre Channel Protocol (FCP) and Internet Small Computer Systems Interface (iSCSI). Both technologies enable fast data transfer, but they work differently. FCP is a protocol that creates a dedicated and reliable connection between servers and storage devices within the SAN. It provides extremely high speeds of up to 128 Gbps in modern setups. It requires specialized hardware, including fiber channel (FC) switches and host bus adapters (HBAs) on servers. This can make FC SANs more expensive to set up but highly reliable. FC SANs are commonly used in large enterprises with high-performance and reliability needs, such as financial institutions and data centers.

    iSCSI is a protocol that allows SANs to use standard Ethernet networks instead of FC hardware. It uses TCP/IP to send storage data over local or wide-area networks. While not as fast as FCP, iSCSI can still achieve high speeds, especially with modern Ethernet standards, such as 10 Gbps or 25 Gbps. It’s a more cost-effective option, especially for small to medium-sized organizations. iSCSI is relatively easy to set up because it can use existing Ethernet infrastructure, eliminating the need for specialized FC equipment. Servers in an iSCSI SAN typically connect to storage using an Ethernet connection and an iSCSI initiator, which can be software or hardware. iSCSI is popular for organizations that need efficient storage solutions on a budget, especially for applications that don’t require the ultra-high speeds provided by FCP.

    SANs can easily grow by adding additional storage devices or increasing capacity, making them adaptable to an organization’s needs. As mentioned, they provide fast data access for databases, transaction-heavy applications, or virtual machines, and they can also offer large-scale storage for data centers or cloud environments.

    We’ve already looked at standard devices such as routers that enable wired connections. But these days, almost all networks have endpoint devices that are not plugged in through the Ethernet. In the last part of this section, we will look at two main wireless applications: access points and controls.

    Wireless

    A wireless access point (AP) is a wireless networking device that acts like a bridge connecting wireless devices such as laptops, smartphones, and tablets to a wired network using Wi-Fi. It acts as a bridge between wireless clients and the wired network infrastructure, providing wireless connectivity within a designated area (Wi-Fi hotspot). A wireless controller manages multiple access points (APs) within a wireless network. It centralizes the configuration, management, and monitoring of APs, ensuring seamless roaming, load balancing, and wireless network optimization. A thin controller is used in enterprise networks to update multiple APs, whereas a thick controller is more like a home wireless router that has all of its settings locally.

    Applications

    So far, you have seen how different appliances, both physical and virtual, help to manage traffic, enforce security policies, and perform routing or switching functions in a network. These devices operate at different OSI levels, directly manipulating data packets. However, there are other important parts of a network that help ensure efficient, safe, and reliable data transmission without directly interfering with the data. One key application enhancing web performance and user experience is the CDN, which will be described in the next section.

    Content delivery network

    Consider an e-commerce site based in the UK. With servers in London, anyone based in the UK and much of Europe will have a fast load time when visiting the website because they are close to the servers. However, users in Australia would experience great lag because the data has to cover a greater distance. A CDN solves this issue by storing caches of the website in different locations around the globe.

    A CDN is a network of geographically distributed servers that deliver web content and multimedia efficiently to users based on their geographic location. They reduce latency, optimize bandwidth usage, and enhance website performance by having content closer to end users. They also provide high availability because of the multiple copies. So, for example, images for web pages can be stored in the local region and are then placed in web pages. Software as a service (SaaS) apps can also be hosted in different regions, providing fast performance even if the service provider is in a different global region, as shown in Figure 2.7.
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    Figure 2.7: A CDN

    CDNs are important for user experience, as slow loading times can lose customers and readers. Cloudflare, Amazon CloudFront, Microsoft Azure CDN, and Google CDN are popular services, some of which integrate with existing cloud-based infrastructure.

    Functions

    The final aspect of networking to discuss is functions. While appliances are devices that move and store data, and applications are services that create specific capabilities for a data network, functions are operations or protocols governing how data is transmitted. This section will look at three examples of functions: VPNs, QoS, and TTL.

    Virtual private networks

    Security is present throughout a network, with firewalls, switches, routers, and APs all controlling the data and agents that can travel through it. However, even with this protection, it is possible to intercept, spy upon, and otherwise maliciously attack data transmissions. There are numerous instances when two parties want to connect over a local or global network and ensure that only they are able to see that communication. A person needs remote access to an organization’s file server from a public internet connection in an airport coffee shop, or perhaps someone needs to send sensitive financial information and wants an extra layer of security.

    VPNs answer this need by creating encrypted tunnels that protect data as it travels across potentially untrusted networks, allowing remote users to safely access corporate resources, maintain data privacy, and communicate securely. This section will cover how a VPN operates.

    A VPN creates a secure, encrypted tunnel over a public network (such as the internet), enabling remote users to securely access private network resources. VPNs protect data privacy and confidentiality, ensuring secure communication between remote users and corporate networks. Historically, PPTP and SSL VPNs were prevalent choices, but they have since been surpassed by the more secure Layer 2 Tunneling Protocol/Internet Protocol Security (L2TP/IPSec) and user-friendly HTML5 VPNs.

    HTML5 VPNs require only an HTML5-compatible browser such as Opera, Edge, Firefox, or Safari, and thus are simple to use. However, they are less secure than L2TP/IPSec VPNs, which employ IPSec for enhanced protection.

    Tunneling

    Tunneling is a networking technique used to secure and encrypt data as it travels over potentially untrusted networks, ensuring the privacy, integrity, and safe passage of information. It uses network protocols to encrypt a secure tunnel through a public network. There are several protocols that can be used to perform this task, including the TLS and IPSec tunneling protocols, described here:

    
      	TLS uses certificates for authentication, ensuring a firm handshake of security. Once the encrypted tunnel is created, the authentication credentials are sent to a RADIUS server. With the user authenticated and the connection solidified, the VPN gateway provides secure communication for the local network.

      	IPSec can be used to create a secure session between a client computer and a server. An IPSec packet is formed of two different portions, the  authentication header (AH) and the encapsulated security payload (ESP).

      	The AH consists of either SHA-1 or MD5 hashing algorithms, which provide data integrity to ensure the packet has not been tampered with in transit.

      	The ESP is the part of the IPSec packet in which the data is stored and encrypted using symmetric encryption via DES, 3DES, or AES. It comprises the following:
          	Header: ESP adds an additional header to the IP packet. The header contains information necessary for the proper processing of the packet during transmission and reception.

          	Payload data: This is the actual data that is being transmitted and can be any type of network traffic, such as email, web browsing, or file transfers.

        

      

    

    Internet Key Exchange (IKE)

    IKE is another essential part of tunneling. When an IPSec tunnel is created, the Diffie-Hellman (DH) key exchange protocol should be used in conjunction with VPN concentrators to establish a shared secret key between two parties—typically a remote client and the VPN concentrator. The IKE phase of the IPSec session uses DH over UDP port 500 to create what is known as quick mode. This creates a secure session so that the data can flow through it. In the second phase of IKE, the data is encrypted with DES, 3DES, or AES, which provides the most secure VPN session as it uses 128, 192, or 256 bits.

    There are three different IPSec modes, as defined in Table 2.2.

    
      
        
          	
            IPSec modes

          
          	
            Description

          
        

        
          	
            Tunnel mode

          
          	
            This is the mode in which a user creates a VPN session from a remote location. During tunnel mode, the AH and ESP are both encrypted. Authentication methods include certificates, Kerberos authentication, and pre-shared keys.

          
        

        
          	
            Always-on mode

          
          	
            This mode is applied during the creation of a site-to-site VPN, the purpose of which is to build a point-to-point connection between two sites in possession of their own VPNs. The session is set to Always-on to ensure the connection is available all the time. While a site-to-site VPN is active, both the AH and the ESP are encrypted.

          
        

        
          	
            Transport mode

          
          	
            This mode is used during the creation of an IPSec tunnel with an internal network using client/server-to-server communication. During transport mode, only the ESP is encrypted.

          
        

      
    

    Table 2.2: IPSec modes

    IPSec Security Association

    IPSec is a suite of security protocols that play a vital role in protecting data by establishing secure communication channels between devices. Though not part of the core TCP/IP suite, it is used alongside TCP/IP to secure IP traffic in, for example, VPNs.

    Security is achieved by the two-phase process of creating IPSec Security Associations (SAs), which define the security keys and parameters, including the length of the session for this secure channel. To get to this point, the two parties must agree on the encryption and authentication methods to use. They must also agree on which DH group to use.

    A DH group defines the mathematical properties used in the key exchange process, ensuring that both peers can generate the same shared secret key securely. The DH key exchange is a method that allows two parties to generate a shared secret key over an insecure channel. Even if an eavesdropper intercepts the exchange, they won’t be able to determine the shared key. The DH group determines the strength of the key exchange process. Higher DH group numbers generally indicate stronger cryptographic strength but may also require more processing power.

    IPSec can be used to create a secure session between a client computer and a server. An IPSec packet is formed of two different portions, the AH and the ESP.

    The AH is the first part of the data packet and provides data integrity to ensure the packet has not been tampered with in transit. It provides a hash that is made with either the SHA-1 or MD5 hashing algorithms, which the receiver can check.

    The ESP is the part of the IPSec packet where the data is stored. It is encrypted using symmetric encryption via DES, 3DES, or AES, and includes an additional header to the IP packet. This header contains information necessary for the proper processing of the packet during transmission and reception. The payload data is the name given to the actual data that is being transmitted and can be any type of network traffic, such as email, web browsing, or file transfers.

    The next section will explain phase 1 and phase 2 of an IPSec SA in more detail, using a specific scenario to illustrate how these phases work together to create a secure and encrypted tunnel for data transfer between peer A and peer B.

    
      Note

      Encryption and hashing will be covered later in Chapter 18, Explain the Importance of Basic Network Security Concepts.

    

    Phase 1: Establishing the secure channel

    The main goal of phase 1 is to establish a secure and authenticated communication channel between two IPSec peers (e.g., two VPNs, routers, or firewalls). This phase ensures that both parties are who they say they are and that they can communicate securely. There are four steps, as follows:

    
      	Negotiation: Peer A and peer B agree on the encryption and authentication methods to use, such as AES-256 and SHA-256. They also agree on the DH group to use.

      	DH key exchange: The key exchange is carried out.

      	Authentication: Both peers verify that the other party is who they claim to be using PSKs, a digital certificate, or other methods.

      	Establishing the IKE SA: Once authentication is successful, an IKE is created using the IKE protocol, and the peers create an IKE SA, establishing the parameters for further communication.

    

    Phase 2: Establishing the IPSec Tunnel

    The next phase creates the IPSec tunnel for encrypting and decrypting data traffic. It consists of three steps, as follows:

    
      	Negotiation: Peers negotiate the IPSec SA within the secure channel from phase

      	IPSec SA establishment: The peers define parameters for protecting data traffic, including encryption and hashing algorithms.

      	Data transfer: Secure data transfer occurs through the IPSec tunnel.

    

    Example scenario

    Two peers, A and B, want to establish a site-to-site VPN. They will use DH group 14, which is a favored group due to a high level of cryptographic security, making communication robust against potential attacks. They will also use the AES-256 encryption algorithm and the SHA-256 hash function for integrity:

    
      	Peer A IP: 1.1.1.1

      	Peer B IP: 2.2.2.2

      	Authentication method: Pre-shared key (a shared secret called MySecretKey)

      	DH group: 14

    

    Phase 1

    Peer A and peer B use IKE to negotiate and authenticate using the MySecretKey pre-shared key.

    They agree to use DH group 14 for the key exchange, AES-256 for encryption, and SHA-256 for hashing to protect the IKE.

    The DH key exchange is performed, and both peers derive the same shared secret key.

    An IKE SA is established with the agreed-upon parameters, creating a secure channel for further negotiations.

    Phase 2

    Within the secure channel from phase 1, peer A and peer B negotiate the IPSec SA.

    They agree on using AES for encryption and SHA for hashing for further communication.

    An IPSec tunnel is established, and data can now be securely sent between 1.1.1.1 and 2.2.2.2.
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    Figure 2.8: Creating an SA using IPSec

    As seen in Figure 2.8, phase 1 establishes a secure and authenticated channel using IKE, including the DH key exchange to securely generate a shared secret key. This secure channel then allows for the setup of the IPSec tunnel in phase 2, which uses encryption and protects data traffic.
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