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			Preface

			Welcome to the practice test book on CompTIA A+, meticulously crafted for those seeking to pass the exam and gain a clear, concise understanding of the foundational concepts, technologies, and practices that underpin modern computer systems.

			Who This Book Is For

			This A+ practice test book is written for individuals who are preparing to take the CompTIA A+ certification exam. This certification is often sought after by individuals aiming to start or advance their careers in the field of IT and technology support. The book caters to a wide range of individuals, including the following:

			
					Aspiring IT professionals: Those who are new to the IT industry and looking to gain the necessary knowledge and skills to enter the field

					Entry-level technicians: Individuals who are already working in IT support roles and wish to validate their skills and knowledge by obtaining the A+ certification

					Career changers: People coming from other industries who are interested in transitioning into a career in IT and require a foundational understanding of computer hardware, software, and troubleshooting

					Students: Students studying computer science, information technology, or related fields who want to enhance their learning and increase their employability

					Self-learners: Individuals who prefer self-paced learning and want to improve their technical skills on their own time, potentially with the aim of changing careers or advancing within their current role

					IT enthusiasts: Hobbyists and technology enthusiasts who wish to deepen their knowledge and skills in computer systems and hardware

					Job seekers: Those actively seeking employment in IT support or technician roles, as the A+ certification is often a prerequisite or advantage in job applications

					Military personnel: Military personnel transitioning to civilian roles in the IT sector, as the A+ certification can aid in their reintegration into the workforce

					Professional development: Individuals already in IT roles who are seeking to enhance their skills, stay updated with industry trends, and potentially pursue higher-level certifications in the future

			

			Overall, the CompTIA A+ practice test book serves as a valuable resource for anyone looking to prepare for the CompTIA A+ certification exam and establish a solid foundation in IT hardware, software, troubleshooting, and customer service skills.

			What This Book Covers

			Chapter 1, Mobile Devices, prepares you to test your knowledge of all aspects of mobile devices, laptops, tablets, and smartphones, from installation and connectivity to the management of devices.

			Chapter 2, Networking, helps you test your knowledge of all aspects of networking, including protocols and ports through to different networking devices and the types of connectivity.

			Chapter 3, Hardware, tests your knowledge of all aspects of hardware, cable types, devices, and the appropriate memory.

			Chapter 4, Virtualization and Cloud Computing, tests your knowledge of all aspects of virtualization, including client-side virtualization, the use of resources, and security. In addition, it helps you to prepare to work with cloud models and services.

			Chapter 5, Hardware and Network Troubleshooting, tests your knowledge of the best practices for troubleshooting, then examines how to troubleshoot different aspects of networking and hardware.

			Chapter 6, Mock Exam: Core 1 (220-1101), offers a comprehensive assessment of your understanding of A+ Core 1 (220-1101) objectives. Challenge your problem-solving abilities and exam preparedness with an authentic set of CompTIA A+ exam questions.

			Chapter 7, Operating Systems, tests your skills regarding installing and supporting the Windows operating system, including the command line and client support. We will also test the skills you will need for system configuration imaging and troubleshooting on macOS, Chrome OS, Android, and Linux OS.

			Chapter 8, Security, evaluates your readiness for the exam by focusing on identifying and selecting controls used to mitigate security vulnerabilities for devices and their network connections. Wireless security, threats, and vulnerabilities including common methods of social engineering are also covered in this chapter.

			Chapter 9, Software Troubleshooting, assesses your knowledge when troubleshooting PC and mobile device issues, which can include common operating systems, malware, and security issues.

			Chapter 10, Operational Procedures, assesses your competence in adhering to best practices related to safety, environmental impact, communication, and professionalism. Important elements such as change management, backup and recovery, and privacy concepts are also covered in this chapter.

			Chapter 11, Mock Exam: Core 2 (220-1102), provides you with a thorough evaluation of your grasp of the A+ Core 2 (220-1102) exam objectives. You can test your problem-solving skills and exam readiness against a realistic selection of CompTIA A+ exam questions.

			Conventions Used

			New terms and important words are shown like this: “Cloud computing refers to the provisioning of resources without the need for capital expenditure, in which the Cloud Service Provider (CSP) provides all of the hardware and customer lease access.”

			Get in Touch

			Feedback from our readers is always welcome.

			General feedback: If you have any questions about this book, please mention the book title in the subject of your message and email us at customercare@packt.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you could report this to us. Please visit www.packtpub.com/support/errata and complete the form.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you could provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Practice Resources – A Quick Tour

			IMPORTANT:

			Before you start using the free online resources, you’ll need to unlock them. Unlocking takes less than 10 minutes, can be done from any device, and needs to be done only once. Head over to the beginning of Chapter 10, Operational Procedures for unlock instructions.

			This book will equip you with all the knowledge necessary to clear the exam. As important as learning the key concepts is, your chances of passing the exam are much higher if you apply and practice what you learn in the book. This is where the online practice resources come in. With interactive questions, flashcards, and exam tips, you can practice everything you learned in the book on the go. Here’s a quick walkthrough of what you get.

			A Clean, Simple Cert Practice Experience

			You get a clean, simple user interface that works on all modern devices, including your phone and tablet. All the features work on all devices provided you have a working internet connection. From the Dashboard (Figure 0.1), you can access all the practice resources that come with this book with just a click. If you want to jump back to the book, you can do that from here as well.

			
				
					[image: Figure 0.1: Dashboard interface on a desktop device]
				

			

			Figure 0.1: Dashboard interface on a desktop device

			Practice Questions

			The Quiz Interface (Figure 0.2) is designed to help you focus on the question without any clutter. You can navigate between multiple questions quickly and skip a question if you don’t know the answer. The interface also includes a live timer that auto-submits your quiz if you run out of time. Click End Quiz if you want to jump straight to the results page to reveal all the solutions.

			Pro Tip

			One way to perfect your exam skills is to try the same quiz multiple times but focus on different aspects of the test-taking process each time. First, try answering all questions correctly without worrying about the time limit. Review the solutions for your incorrect answers and then reattempt the quiz. This time, try to answer all questions correctly in the shortest time possible. Review the solutions to your incorrect answers. Now, reattempt with correctness as your focus. Repeat this process multiple times till you feel ready.

			
				
					[image: Figure 0.2: Practice Questions Interface on a desktop device]
				

			

			Figure 0.2: Practice Questions Interface on a desktop device

			Be it a long train ride to work with just your phone or a lazy Sunday afternoon on the couch with your tablet, the quiz interface works just as well on all your devices as long as they’re connected to the internet. Figure 0.3 shows a screenshot of how the interface looks on mobile devices:

			
				
					[image: Figure 0.3: Quiz interface on a mobile device]
				

			

			Figure 0.3: Quiz interface on a mobile device

			Flashcards

			Flashcards are designed to help you memorize key concepts. Here’s how to make the most of them:

			
					We’ve organized all the flashcards into stacks. Think of these like an actual stack of cards in your hand.

					You start with a full stack of cards.

					When you open a card, take a few minutes to recall the answer.

					Click anywhere on the card to reveal the answer (Figure 0.4).

					Flip the card back and forth multiple times and memorize the card completely.

					Once you feel you’ve memorized it, click the Mark as memorized button on the top-right corner of the card.

					Repeat this process as you move to other cards in the stack.

					You may not be able to memorize all the cards in one go. That’s why, when you open the stack the next time, you’ll only see the cards you’re yet to memorize.

					Your goal is to get to an empty stack ensuring you’ve memorized each flashcard in the stack.

			

			
				
					[image: Figure 0.4: Flashcards interface]
				

			

			Figure 0.4: Flashcards interface

			Exam Tips

			Exam Tips (Figure 0.5) are designed to help you get exam-ready. From the start of your preparation journey to your exam day, these tips are organized such that you can review all of them in one go. If an exam tip comes in handy in your preparation, make sure to mark it as helpful so that other readers.

			
				
					[image: Figure 0.5: Exam Tips Interface]
				

			

			Figure 0.5: Exam Tips Interface

			Share Feedback

			If you find any issues with the platform, the book, or any of the practice materials, you can click the Share Feedback button from any page and reach out to us. If you have any suggestions for improvement, you can share those as well.

			Back to the book

			To make switching between the book and practice resources easy, we’ve added a link that takes you back to the book (see Figure 0.6). Click it to open your book in Packt’s online reader. Your reading position is synced so you can jump right back to where you left off when you last opened the book.

			
				
					[image: Figure 0.6: Jump back to the book from the dashboard.]
				

			

			Figure 0.6: Jump back to the book from the dashboard.

			Note

			After the publishing of this book, certain elements of the website might change over time and thus may end up looking different from how they are represented in the screenshots.

		

		
			Share Your Thoughts

			Once you’ve read CompTIA A+ Practice Tests Core 1 (220-1101) and Core 2 (220-1102), we’d love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we’re delivering excellent quality content.

		

	


		
			How to Use This Book

			The purpose of having a practice test book is to facilitate your preparation for the CompTIA A+ exam. Prior to attempting a practice test, it’s advisable to have either a digital document or a blank sheet of paper at your disposal. While taking the test, it’s beneficial to jot down any subjects that are unfamiliar to you or questions you’ve answered incorrectly. This practice will help pinpoint areas where your understanding is lacking. Following the test, it is recommended that you revisit your study guide to address the identified gaps.

			Approach for Navigating Multiple-Choice Queries

			Embrace this strategy to effectively tackle multiple-choice queries:

			
					Thorough reading: Immerse yourself in the questions and absorb their nuances

					Elimination game: Discard incorrect choices, systematically narrowing your options

					Refinement process: Evolve from a 50-50 stance to a 60-40 perspective through a meticulous review

					Unveil the optimal: Opt for the finest or most plausible choices when multiple correct answers exist

					Precision in choice: Align your selection with the specific query at hand

			

			Exercising Caution in Testing

			Avoid these counterproductive actions during your testing endeavor:

			
					Overthinking pitfall: Steer clear of overanalyzing; maintain a balanced mindset

					Rushing dilemma: Eschew hasty scanning or racing through the test; maintain a composed pace

					Doubt’s detriment: Refrain from second-guessing or doubling back; trust your initial instincts

					Choice constancy: Resist altering your answers; initial choices often prove sound

					Comprehensive consistency: Spare yourself from re-reading the entire test; stay focused on the task at hand

			

			Advice on Additional Resources – Practical Exercise

			An additional preparatory resource that could prove valuable is the CompTIA Official Labs. These cloud-based labs offer a practical approach to exam readiness by directly addressing the topics covered in the exam. Particularly beneficial for individuals with minimal or no prior IT experience, these labs serve as excellent tools for gaining hands-on familiarity.

			In the context of CompTIA A+, a solid grasp of hardware concepts is essential, and the labs effectively facilitate this understanding. A noteworthy aspect is the 12-month access granted, allowing ample time for exploration and learning. Notably, Packt Publishing has secured a substantial discount on the CompTIA official labs and the exam voucher, the details for which are at the back of the book.

			What You Will Learn in the CompTIA Official Labs

			Once you have paid and signed up for the CompTIA CertMaster Labs for both A+ Core 1 (220-1101) and Core 2 (220-1102), you will have access to hands-on practice and skills development using real equipment and software accessed through a remote, browser-based lab environment. Aligned with Official CompTIA courseware and the CompTIA A+ exam objectives, CertMaster Labs make it easy for learners to practice and apply their skills in real workplace scenarios in preparation for the certification exam. All lab activities include gradable assessments, offer feedback and hints, and provide a score based on learner inputs, ultimately guiding you to the most correct and efficient path through job tasks.

			There are two types of labs in the course:

			
					Virtual Workbench Labs provide learners with valuable hands-on practice installing, configuring, and troubleshooting computer hardware in an immersive 3D environment. Each scenario features a Tutorial Mode to guide the learner through step-by-step instructions, allowing learners to understand and practice 3D controls; an Explore Mode that enables learners to identify and manipulate hardware components in a sandbox environment; and an Assisted Mode that takes learners step by step through a procedure, offering help when needed. This hands-on environment gives learners the ability to learn the tangible aspects of IT and gain real-world experience. Learners can explore how the different components of a desktop, a laptop, and peripherals work together, and will get experience of working through different processes for installing and configuring computer components.

					Virtual Machine Labs utilize virtual machines built to simulate a server network so a learner can gain real-world, hands-on experience with tools, applications, and operating systems they would utilize in a job environment, such as Microsoft Windows or Kali Linux. Learners can compare network hardware using the GNS3 network simulator and configure a home router using OpenWRT.

			

			Virtual Machine Labs are also available in different modes:

			
					Assisted Labs guide the learner step by step through tasks, offering assessment and feedback throughout a 10-15 minute experience, allowing the learner to correct any misunderstandings as they proceed through the activity.

					Applied Labs present a series of goal-oriented scenarios in a 20-30 minute experience covering multiple topics, scoring the learner’s work at the end of the activity based on their ability to successfully complete each scenario. As a result, learners are forced to think critically about how to approach problems without a prescribed set of steps. Currently, Applied Labs are only available for Virtual Machine Lab activities.

			

			The following labs are available for A+ Core 1 (220-1101):

			
					Assisted Lab: Exploring the Lab Environment

					Assisted Lab: Installing a Motherboard

					Assisted Lab: Installing Power Supplies

					Assisted Lab: Installing and Configuring System Memory

					Assisted Lab: Installing RAM

					Assisted Lab: Installing CPU and Cooler

					Assisted Lab: Upgrading and Installing GPU and Daisy-Chain Monitors

					Assisted Lab: Exploring the Virtual Machine Lab Environment

					Assisted Lab: Compare Networking Hardware

					Assisted Lab: Compare Wireless Network Technologies

					Assisted Lab: Configure a SOHO Router

					Assisted Lab: Compare Protocols and Ports

					Assisted Lab: Troubleshoot a Network #1

					Assisted Lab: Troubleshoot a Network #2

					APPLIED Lab: Troubleshoot a Network #1

					APPLIED Lab: Troubleshoot a Network #2

					Assisted Lab: Adding Expansion SSD in a Laptop

					Assisted Lab: Upgrading Laptop RAM

					Assisted Lab: Replacing Laptop Non-User Removable Battery

					Assisted Lab: Configuring Laptop Dock and External Peripherals

					Assisted Lab: Deploy a Printer

			

			The following labs are available for A+ Core 2 (220-1102):

			
					Assisted Lab: Manage User Settings in Windows

					Assisted Lab: Support Windows 11

					Assisted Lab: Configure Windows System Settings

					Assisted Lab: Use Management Consoles

					Assisted Lab: Use Task Manager

					Assisted Lab: Monitor Performance and Event Logs

					Assisted Lab: Use Command-line Tools

					APPLIED Lab: Support Windows 10

					Assisted Lab: Perform Windows 10 OS Installation

					Assisted Lab: Perform Ubuntu Linux OS Installation

					Assisted Lab: Install and Configure an Application

					Assisted Lab: Troubleshoot a Windows OS Issue

					Assisted Lab: Configure Windows Networking

					Assisted Lab: Configure Folder Sharing in a Workgroup

					Assisted Lab: Manage Linux using Command-line Tools

					Assisted Lab: Manage Files using Linux Command-line Tools

					APPLIED Lab: Support and Troubleshoot Network Hosts

					Assisted Lab: Configure SOHO Router Security

					Assisted Lab: Configure Workstation Security

					Assisted Lab: Configure Browser Security

					Assisted Lab: Troubleshoot Security Issues Scenario #1

					APPLIED Lab: Troubleshoot Security Issues Scenario #2

					Assisted Lab: Use Remote Access Technologies

					Assisted Lab: Implement Backup and Recovery

					Assisted Lab: Implement a PowerShell Script

					Assisted Lab: Implement Bash Script

					Assisted Lab: Manage a Support Ticket

			

			Accessing the Course Materials

			You will receive an access key and registration instructions via email once you have paid and signed up for the CompTIA CertMaster Labs for A+ Core 1 (220-1101) and Core 2 (220-1102).

		

	
		
			1

			Mobile Devices

			Introduction

			Mobile devices are in abundance in the workplace, ranging from laptops to tablets and smartphones. It’s therefore important that IT technicians have working knowledge of each type of device, including both the storage used and the method of its migration from legacy to modern storage.

			Additionally, in your own career, you may have to enable security for smartphones that require you to set up multifactor or biometric authentication, set up cellular communications and mobile hotspots, or connect a corporate user’s Bluetooth headset. And, for laptop queries, whether it requires the order of a new device for the engineering department, installation of a new wireless card, or troubleshooting of the display screen, your understanding of laptop hardware, components, and types and size of cards is crucial to ensuring the support you offer is reliable and effective.

			In the CompTIA A+ Core 1 (220-1101) exam, Domain 1.0 Mobile Devices is further broken down into the following core objectives:

			
					1.1 Given a scenario, install and configure laptop hardware and components

					1.2 Compare and contrast the display components of mobile devices

					1.3 Given a scenario, set up and configure accessories and ports of mobile devices

					1.4 Given a scenario, configure basic mobile-device network connectivity and application support

			

			The rest of this chapter is committed to practice. For each of the concepts defined above, you will be given a series of questions designed to test your knowledge of each core 1 objective as defined by the official certification exam guidance for this domain. Once you have completed these questions and ensured you understand the concepts behind them, you should be fully prepared to do the same in your CompTIA A+ Core 1 (220-1101) exam.

			Practice Exam Questions

			1.1 Given a scenario, install and configure laptop hardware and components

			
					Which of the following is the most secure method to set up a laptop or desktop to use biometric readers?	Set up the laptop/desktop for the person who uses the device
	Set up the laptop/desktop so everyone in the accounts department can log in
	Allow other departments access to the laptop/desktop
	Set up the laptop for user access and allow guest access



					A hardware engineer is going to upgrade the RAM in a laptop. Before installing the new RAM, which of the following tasks should the hardware engineer complete first?	Purchase a 256 GB DDR3 RAM
	Take anti-static precautions by wearing an electrostatic discharge strap
	Check the power voltage to the motherboard
	Download any operating system updates for the laptop’s operating system



					A user’s laptop is working perfectly fine, but for some reason, when they attempt to use it in a coffee shop, it will not power up. The user confirms that the battery is plugged in but notices a small bump on the battery. Which of the following is the most likely cause of this problem?	The power adapter is faulty
	The operating system is corrupt
	The system fan is not working
	The battery has failed, as it is defective and needs replacing



					What type of RAM would you purchase for a laptop computer?	DIMM
	DDR3
	SDRAM
	SODIMM



					Which of the following safety precautions do you need to take prior to installing an SSD into a user’s laptop? (Choose four)	Clear your desk
	Shut down the system
	Disconnect the power cable
	Remove the battery
	Ground yourself by wearing an ESD strap



					What types of biometric authentication do the iPhone 10 and iPhone 11 use? (Choose two)	Fingerprint
	Touch ID
	Face ID
	Vein



					A user has put their phone on charging, but the battery is draining quickly and is recharging very slowly. The phone is also hot to the touch. What is wrong with the phone?	The charging cable is faulty
	The digitizer is broken
	The battery needs to be replaced
	The battery is set to low power mode



					A laptop user tries to surf the internet but finds they have no connectivity. Running the ipconfig /all command produces the following output:IPv4 Address. . . . . . . . . . . : 169.254.10.1
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . . . . . . :
DHCP Enabled                            Yes


			

			Which of the following is the source of this problem?

			
					DNS

					DHCP

					NETBIOS

					Static IP address

			

			
					Which of the following stages do you need to take when migrating a Hard Drive (HDD) to a Solid-State Drive (SSD) in a laptop? (Select all that apply)	Clean the files on your old hard drive and remove redundant data
	Connect and initialize the SSD
	Make a full backup of your system
	Resize the old HDD partition where your data resides to be smaller than the SSD
	Clone the old HDD partition
	Restore the data onto the SSD



					A new door access system uses a 13.56-MHz short-band frequency. Which of the following can be used for authentication with this system on a mobile device?	Biometrics
	Certificates
	OAuth token
	NFC



					A computer technician is going to install a Solid-State Drive (SSD) in a laptop. What is the standard form factor of the drive that the computer technician needs to purchase?	3.5 inches
	2.5 inches
	5.25 inches
	8 inches



					John Smith plugged his iPhone into his bedside power socket prior to going to bed, but in the morning, the battery displays a 5% charge. He then goes to breakfast, boils the kettle for a cup of tea, and plugs the phone’s charger into the kettle’s socket. After 30 minutes, the phone still does not seem to be charging. The phone charger is not approved by Apple. Which of the following steps should he take first to investigate the issue?	Delete unwanted apps
	Reset the phone to factory settings
	Check the power rating of the charger
	Set the battery to low power mode



					A client wants to connect an external keyboard to an Android tablet. Which of the following connection types are appropriate for this task? (Choose two)	Bluetooth
	Ethernet
	Lightning cable
	USB-C



					What is the most common use of NFC?	Making contactless payments 
	Creating a hotspot 
	Enabling touchscreen 
	Creating a VPN



			

			1.2 Compare and contrast the display components of mobile devices

			
					Which of the following describes the function of a digitizer?	It converts DC power to AC power
	It can support a contrast ratio of 2000:1
	It controls the brightness setting on an LCD monitor
	It is a piece of glass that is installed on a mobile device to enable the touchscreen to function



					Which of the following is used by a smartphone to change the orientation of the screen?	Bezel
	Digitizer
	Accelerometer
	Gyroscope



					The external webcam attached to a laptop is switched on, but it is not producing any images. Which of the following can resolve this issue?	Reboot the computer and try again
	Purchase a new webcam
	Uninstall and then reinstall the webcam software and ensure you have the most up-to-date drivers from the manufacturer’s website
	Plug the webcam into another USB port



					What is the purpose of an inverter?	To convert AC to DC power
	To enable touchscreen functionality
	To convert DC to AC power
	To increase readability in low-light conditions



					When using a high frame rate, the crystals twist or untwist giving the screen a quick response time that helps reduce ghosting and motion trail. Which of the following options is being described?	TN
	IPS
	VA
	CRT



					You are having trouble with your voice recognition technology on your Windows 10 laptop. Which of the following tasks should you perform first to resolve this issue with minimal effort?	Reboot the laptop
	Get an up-to-date driver for the voice recognition software
	Enable apps to access your microphone
	Purchase an external microphone



					A user is having trouble reading the screen on their legacy LCD monitor. The screen looks very dim. What do you think is most likely causing the problem?	The brightness has been turned down
	The digitizer is broken
	The backlight is failing
	The VGA cable is damaged



					A user has a large dark area on their iPhone screen and has taken it to a mobile phone repair shop. The technician looks at the screen and sees that there is no physical damage. What does the technician determine to be the problem?	Water damage
	Problem with the inverter
	Brightness too low
	Broken digitizer



					Which of the following displays is best for both gaming and graphic design?	LED
	LCD
	CRT
	IPS



					Which of the following displays is prone to ghosting and can support a contrast ratio of 2000:1?	OLED
	VA
	IPS
	LED



					What type of screen is used by monitors, tablets, smartphones, and TV screens and does not use a backlight?	CRT
	LCD
	OLED
	LED



					A user has plugged in two monitors (via a VGA cable and an HDMI cable) and wants to set up dual monitors. However, there does not seem to be an image on the second monitor. What should the user do first to enable dual monitors?	Go to Settings, Home, Display, Multiple Displays, and then select Duplicate these displays
	Go to Settings, Home, Projecting to this PC, and then select Extend these displays
	Go to Settings, Home, Projecting to this PC, and then select Duplicate these displays
	Go to Settings, Home, Display, Multiple Displays, and then select Extend these displays



					The sales team wants to play a promotional video from an iPhone 10 for the chief executive officer using Bluetooth speakers, but there does not seem to be any sound coming out of the Bluetooth speakers. The sales team has raised a ticket with the IT help desk. What actions should the support technician take to resolve the issue? (Choose two)	Under Settings, enable Bluetooth
	Under General, enable Bluetooth
	Ensure the phone is within 20 meters of the speakers
	Ensure the phone is within 10 meters of the speakers



					A computer technician is troubleshooting wireless connectivity on a laptop. Where do you think is the most likely location for the wireless antenna?	On the front of the laptop
	On the rear of the laptop
	On the top of the laptop
	Near the fan on the base of the laptop



					A lawyer left court carrying a large number of case files. They tripped and accidentally dropped some of their files along with their mobile phone that was resting on top. When the lawyer picked up the phone, the screen did not appear broken, but 10 minutes later, when they attempted to send an email from the phone, the mail icon was unresponsive. The same was true for every other app they attempted to access. What do you think happened?	The digitizer broke
	There was no power
	There were CPU issues
	All of the above



					The touchpad on your laptop is unresponsive. What should you do? (Choose two)	Reboot the laptop
	Remove an external mouse that is plugged in
	Update the driver
	Turn off the gyroscope



			

			1.3 Given a scenario, set up and configure accessories and ports of mobile devices

			
					What type of connection does an iPhone 10 charger use?	USB-B
	USB-A
	USB-C
	Lightning



					A user is trying to plug a USB 3.0 memory stick into their old Windows 7 laptop but is having difficulty doing so. Which of the following could be causing the issue? (Choose two)	The USB 3.0 drive has a different form factor
	The USB 3.0 drive is upside down
	The laptop does not have a USB 3.0 port
	The end of the USB 3.0 drive is damaged



					What type of connection does a Samsung Galaxy phone use?	USB
	USB-C
	Micro USB
	Mini USB



					A user is finding it difficult to plug their phone charger into their cell phone, and so orders a new charger from Amazon. However, when the new charger is inserted, the same thing happens. It does not seem to fit. Which of the following is the cause and solution of the issue?	The port that the user is plugging the cable into has a build-up of lint, and they need to use compressed air to clear it
	The port that the user is plugging the cable into has a build-up of lint, and they need to blow into the port to clear it
	The port that the user is plugging the cable into has a build-up of lint, and they need to spray WD-40 into the port to clear it
	The port that the user is plugging the cable into has a build-up of lint, and they need to use a long darning needle to clear it



					A user goes into a shop and purchases Bluetooth-capable earbuds so that they can listen to music when working out in the gym. However, when they turn on their smartphone and their earbuds, they find they cannot hear the music. What does the user need to do first to resolve this issue? (Choose two)	Install a driver on the phone
	Enable Bluetooth
	Pair the device
	Turn on the music



					Which of the following types of functionality would a docking station with DisplayPort provide for a laptop user? (Choose three)	Keyboard and mouse
	Wi-Fi
	Ethernet connectivity
	Speakers
	Dual-monitor functionality



					A user is working remotely from home and is due to participate in a Zoom conference call in 15 minutes. Unfortunately, when they boot up their laptop, they find their home wireless network is down. What can the user implement quickly so that they can participate in the conference call? Choose the solution that requires the minimum amount of effort.	Travel 10 miles to the local Starbucks to use their wireless network
	Connect the laptop directly to the wireless router using an Ethernet cable
	Create a hotspot using a smartphone
	Reboot the wireless router



					A laptop user has been complaining to the help desk that their laptop does not have that many ports. They would like a range of additional ports for a keyboard, a mouse, and a VGA projector. How can the support desk fulfill this request with the least amount of administrative work?	Install a KVM switch
	Install a port replicator
	Install dual monitors
	Install a hub



					When using a tablet with a touch pen, you get erroneous behavior such as an erratically moving cursor. Which of the following are the first three steps you should take to identify the problem?	Check whether the screen is damaged
	Replace the touch pen battery
	Recalibrate the touch pen
	Clean the touchscreen



					What type of connection was micro USB replaced by?	Serial
	Lightning
	USB-C
	Parallel



					What type of connection does an iPhone 14 charger use?	USB-A
	USB-B
	USB-C
	Lightning



					What type of interface uses a nine-pin RS-232 hardware port?	Parallel
	RJ45
	RJ11
	Serial



					A user is trying to connect to a Zoom session, but when they select the video option, it fails to open. They then go to the camera app on their desktop to test the webcam, but the webcam also fails to open. The webcam was working the previous day. Which of the following should be done to address this issue? (Choose two)	Ensure that in the camera privacy settings, Allow apps to access this camera is enabled
	Unplug the webcam USB cable and try another USB port
	Close any other video software applications and turn on the webcam to see whether it will launch
	Purchase another webcam as the webcam is broken



					The touchscreen feature on a Windows 10 computer has stopped working. Which of the following should a technician check?	That there are no air bubbles on the screen
	Computer settings
	Display settings
	Power settings



					Following an update to the operating system of their desktop computer, the user’s webcam is no longer functioning. The user is due to join a Zoom session in 45 minutes time. Which of the following should be their first step to resolve the issue?	Quickly go to the shops and buy another webcam
	Reboot their computer
	Reinstall the webcam software including any driver updates
	Update the operating system



					A Cornish pasty vendor in Waterloo railway station is having difficulty taking contactless card payments. When the card is tapped, the contactless scanner does not read the card and process the transaction. The customers need to insert their card into the device and enter their pin to make payments. Which of the following technologies is at fault here?	Bluetooth
	Wireless
	NFC
	Infrared



					A member of the sales team contacts the support desk to say that their cell phone is overheating. Which of the following is causing this to happen? (Choose three)	A cracked screen
	Using the phone as a Wi-Fi hotspot
	A faulty battery
	Using a cheap charging cable
	Several outdated applications being left open



					Which of the following cable types did the Lightning cable replace?	Apple 30-pin connector
	Apple 20-pin connector
	Apple 25-pin connector
	USB-C



			

			1.4 Given a scenario, configure basic mobile-device network connectivity and application support

			
					A company issues their sales team smartphones under a CYOD policy. A salesperson decides to watch a film on Netflix when staying at a hotel because it is cheaper than subscribing to the hotel’s video packages. After breakfast, they use their smartphone to find directions to the next customer’s site, but the internet is not working. What is the most likely reason that the internet is not available?	Network coverage is not available in the area
	The phone has a data cap
	The Mobile Device Management (MDM) solution pushed out an update that disabled the internet
	The company has defaulted on its monthly account payment



					Which of the following types of authentication is two-factor?	Retina and fingerprint
	Password and fingerprint
	Password and PIN
	Gait and swiping a card



					A user received a new smartphone through the post and has managed to connect the phone to their wireless network to access the internet. However, when they leave home later that day, all internet access has been lost and they cannot make calls. What has the user forgotten to do when setting up the new phone?	Install the SIM card
	Turn on mobile data
	Remove the film protecting the screen
	Activate Bluetooth



					A regular gym user has just bought an Apple Watch so that they can monitor their exercise by completing the rings each day. To see their progress in the iPhone app, they will need to pair both devices. What is the easiest method of doing so?	Pair manually using the four-digit Apple Watch passcode
	Use the camera on the Apple Watch app on the iPhone
	Pair manually using a six-digit passcode
	Enter the Apple Watch passcode



					A mobile salesperson has complained to the service desk that the latest changes to their calendar have appeared on their laptop but have failed to appear on their corporate mobile phone. What should the service desk do to resolve this issue?	Check that the corporate phone battery is above 50%
	Reboot the corporate mobile phone
	Check that the corporate password has been updated on the calendar application
	Remotely wipe the corporate mobile phone



					What is the benefit of using a Global System for Mobile Communication-based phone?	It can only be used high up a mountain
	The Subscriber Identity Card (SIM) is removable and can be inserted into an unlocked handset with the user’s chosen provider
	It can only be used with a satellite
	It can only be used with a WPA3 wireless network



					In the past year, the sales team from a company has lost eight smartphones containing sensitive company information. Which of the following options would allow the company to remotely wipe any lost smartphone so that commercially sensitive data cannot be compromised?	WPA2 PSK
	Disabling Bluetooth
	Mobile Device Management (MDM) solution
	Using a VPN on all company phones



					What is the purpose of a Mobile Application Management (MAM) solution? (Choose two)	Patch management
	Prevent data transfer to personal apps
	Set policies for apps that process corporate data
	Remotely wipe devices



					Where does your Samsung Galaxy back up your data?	Gmail
	Google Drive
	Knox container
	Office 365



					A user tries to download an app from the Apple App Store onto their iPhone, but the installation fails. What do they need to do next?	Enter their Hotmail account details
	Enter their Gmail account details
	Enter their iPhone passcode
	Enter their Apple ID and password



					On the 70th anniversary of Edmond Hillary’s climb to the summit of Mount Everest, a team from New Zealand plans to follow in his footsteps. Some of the locations that they will visit en route will have very poor connectivity for cell phones. Which of the following would you recommend that they use for communications?	Carrier pigeon
	DSL
	Hotspot
	Satellite



					A pop star on a worldwide tour has complained to you, their cell phone provider, that their iPhone battery is draining too quickly. They also find when running applications that the weather app is using the most power. What would you recommend they do to prevent battery drain but still allow them to get weather notifications?	Turn off location services
	Connect to local wireless networks
	Manually enter the locations in the weather app
	Change the battery



					A traveling salesperson was trying to use the GPS on their phone, but it stopped working. They took it to a cell phone store and the support technician took less than one minute to identify the source of the problem and advised the salesperson to change the battery. How did the technician resolve the issue?	Turned on Bluetooth
	Turned off power conservation mode
	Cleaned the touchscreen
	Turned on Wi-Fi



					A foreign government intends to track an intelligence agent’s phone at all times while they travel abroad. Which of the following can prevent them from doing so?	Set location services to pause
	Keep the device in a laptop bag
	Turn off location services
	Delete location services



					Where does your iPhone back your files up to?	Boot Camp
	Office 365
	Google Drive
	iCloud



					How can you verify that Bluetooth is enabled on a Windows 10 phone?	The Bluetooth tile is blue
	The Bluetooth tile is white
	The Bluetooth tile is green
	The Bluetooth tile is gray



					What can you use to prevent PII and sensitive data from being shared outside the company over corporate email?	Legal hold
	MailTips
	Firewall
	DLP



					Comparing Global System for Mobile Communication (GSM)-based phones and Code Division Multiple Access (CDMA)-based handsets, which of the following statements is true?	Both GSM and CDMA phones have removable SIM cards
	Neither GSM nor CDMA phones have removable SIM cards
	GSM phones have removable SIM cards, while CDMA phones have no SIM cards
	CDMA phones have removable SIM cards, while GSM phones have no SIM cards



					A mobile salesperson has been asked to cover a different territory for a three-month period. On their first day working in the new territory, their smartphone cannot access the internet nor make any calls. Which of the following needs to be carried out so that the salesperson can use their smartphone?	Firmware update
	PRL update
	Turn on location services
	Restart the smartphone



					A user’s smartphone is unable to make a 4G connection. What should they do to resolve this issue?	Go to Settings, then Mobile Data, and enable Wi-Fi calling
	Go to Wi-Fi, then Mobile Data, and enable mobile data
	Go to Settings, then Mobile Data, and enable mobile data
	Go to Wi-Fi, then enable Wi-Fi calling



					Which of the following are true about Google Workspace? (Select all that apply)	It is a subscription service with a 14-day free trial
	You can create virtual machines
	You can conduct video meetings
	You can access Google Drive
	There is at least 30 GB of storage per user
	You need a live.com email to access it



					The FBI informs a business that one of their employees might be carrying out some criminal activities. They want to ensure that any messages sent via corporate email are retained and not deleted as these emails might be needed as evidence for the case against the employee. Which of the following solutions will the system administrator implement?	Back up the employee’s mailbox
	Apply a legal hold
	Set up a forensic toolkit
	Maintain the chain of custody



					Which of the following are valid ways to test a Bluetooth connection? (Choose three)	If you have earbuds, verify that the Bluetooth connect tile is blue
	If you are wearing a headset, go into Zoom (or some other video calling service), then locate Audio Settings, Speaker, and select Test speaker
	If you have earbuds, try playing music on your phone
	If you are wearing a headset, go into Zoom (or some other video calling service), then locate Audio Settings, Microphone, and select Test mic
	If you are wearing a headset, go into Zoom (or some other video calling service), then locate Video Settings, Speaker, and select Test speaker
	If you are wearing a headset, go into Zoom (or some other video calling service), then locate Video Settings, Microphone, and select Test mic
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			Networking

			Introduction

			Modern technology is increasingly characterized by the interconnectivity of our devices. This means that to keep pace with this progress and provide consistent and effective support, it is imperative that IT professionals have a working knowledge of networking concepts ranging from IP addresses to the different types of wireless networks.

			You will need to know what ports different applications use in order to open those ports on the firewall and allow them to communicate. IT administrators also need to know how to troubleshoot issues when users cannot connect to the network, whether the source of the problem is a DNS or IP error. Wireless networks are a common part of everyday life, and it is vital that you have the knowledge and experience to determine which type of wireless network is best for a given scenario. The practice test in this chapter will test the application of the information that you have gained from previous study.

			In the CompTIA A+ Core 1 (220-1101) certification examination, Domain 2.0 Networking makes up 20% of the assessment and is therefore a vital component of a student’s successful preparation. This domain is further broken down into the following core objectives:

			
					2.1 Compare and contrast Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) ports, protocols, and their purposes

					2.2 Compare and contrast common networking hardware

					2.3 Compare and contrast protocols for wireless networking

					2.4 Summarize services provided by networked hosts

					2.5 Given a scenario, install and configure basic wired/wireless small office/home office (SOHO) networks

					2.6 Compare and contrast common network configuration concepts

					2.7 Compare and contrast internet connection types, network types, and their features

					2.8 Given a scenario, use networking tools

			

			The rest of this chapter is committed to practice. For each of the concepts defined above, you will be given a series of questions designed to test your knowledge of each core 1 objective as defined by the official certification exam guidance for this domain. Once you have completed these questions and ensured you understand the concepts behind them, you should be fully prepared to do the same on your CompTIA A+ Core 1 (220-1101) exam.

			Practice Exam Questions

			2.1 Compare and contrast TCP and UDP ports, protocols, and their purposes

			
					A systems administrator needs to use a protocol for secure remote access to network devices. Which of the following should they use?	Telnet TCP port 23
	SSH TCP port 22
	RDP TCP port 3389
	SNMP UDP port 161



					When an online store alerts you that you are being redirected to a secure server, what protocol should be seen in the URL?	TFTP
	HTTPS
	HTTP
	SSH



					Which of the following mail clients downloads the email, stores it on the local computer, and does not retain a copy on the mail server?	POP
	IMAP
	SMTP
	SSH



					Which application protocol is used in Windows operating systems for file and print sharing?	137-139
	67/68
	445
	389



					Which of the following standard ports is used by secure Post Office Protocol (POP)?	110
	995
	993
	143



					Which of the following protocols is connectionless and used for streaming video or audio?	TCP
	RDP
	UDP
	TFTP



					Which of the following ports is used by the secure version of the protocol that can provide statuses and reports of all network devices?	161
	389
	110
	162



					Which of the following protocols uses TCP ports 20/21 and transfers data in cleartext?	TFTP
	FTP
	SSH
	FTPS



					Which of the following are default ports for HTTP and HTTPS traffic? (Choose two)	23
	80
	110
	443
	445



					TCP is connection-orientated and uses a three-way handshake. What is the correct sequence of the handshake?	SYN, ACK, and SYN-ACK
	SIGNAL, CONNECT, ACKNOWLEDGE
	SYN-ACK, ACK, and SYN
	SYN, SYN-ACK, and ACK



					A system administrator is setting up a new firewall and needs to allow SMTP traffic to flow through. Which of the following TCP ports must be enabled for inbound traffic?	21
	22
	23
	25



					Which of the following standard ports is used by secure IMAP?	993
	110
	995
	143
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